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Section 1 - Executive Summary 🇮🇳   

Grey Lists: India is listed by the US as a 
Country of Primary Concern in respect of ML 
& FC, it not listed by FATF, or the EU on their 
“Grey” lists.  

NRA: The India NRA is in the process of 
being compiled. The FATF 2010 MER reports 
the main sources of money laundering in 
India as mainly drug trafficking, fraud, 
(including counterfeiting of Indian currency); 
transnational organised crime; human 
trafficking; and corruption. India continues to 
be a significant target for terrorist groups and 
has been the focus of numerous attacks 
supported by external organisations 
including State and Non-State actors. 

Corruption: TI CPI 2021 - ranked 85/180 with 
an overall score of 40 out of 100, this is lower 
than the Asia Pacific average of 45/100. 
Election finance is a noted problem. 

Organised Crime: High Criminality Score 
5.53/10. Criminal markets - IWT 8/10, HT 
7/10, Mining 7/10, HS 6/10, Logging & AT 
5.5/10, Cannabis 7.5/10, Heroin & Synthetic   
drugs 6.5/10, & Cocaine 3.5/10. OCGs - 
Criminal Networks 6/10, State Embedded 
Actors 6/10, Mafia Style Groups 3.5/10 &  
Foreign Actors 3/10. 

Drug Trafficking: India has an estimated 7,67 
million people with illegal drug use disorders 
(2019), representing 0.52% of the population.  

Modern Slavery: US Trafficking in Persons: 
Tier 2 country (2021); Global Slavery Index 

(2018): High incidence of 6.1 per 1000 and 
government response of “B.” 

Sanctions & Terrorism: No sanctions against 
the country. Tier 1 (Higher Threat) PPI Index 
rating with a controls score of 701/1,300. 
(Global 55/200, 43/55 Tier 1). India is ranked 
12/138, and rated “High” at 7,432/10,000 in 
the Global Terrorism Index. 

Tax Evasion: India is ranked 36/133 
according to the Financial Secrecy Index 
2022 with a low secrecy score of 55/100 & a 
global scale weight of 0.733% of the global 
market for offshore financial services. So 
called “round tripping” is noted as a 
particular problem. 

Response & Resilience: India’s MER is 
expected in 2023. According to the OC Index 
2021 resilience is scored 5.25/10 ranked 72nd 
of 193 countries. Main individual category 
ratings are International Co operation 7.5/10,  
AML 6/10, Judicial System,  Detention 5.5/10 
& Law Enforcement 5/10. Asset seizures are 
limited at US$10 million for 2019. India is a 
not a member of a  PPP.  

Overall Ratings: India is rated overall as 
“Moderate High” Risk, scoring 26/100 for 
financial crime and money laundering by 
FCN. The trend is currently rated as “Neutral”. 
Threats are rated “High” at 13/100 & 
Responses “Low to Moderate ” at 38/100.  
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FCN Rating: “Moderate High” Risk 
26/100 - trend “Neutral” 



 Section 2 - Country Information - India 🇮🇳  

People & Geography: Officially called the 
the Republic of India, India is the 7th largest 
country by area, the 2nd most populous  
country, and the most populous democracy  
in the world. Bounded by the Indian Ocean 
on the south, the Arabian Sea on the 
southwest, and the Bay of Bengal on the 
southeast, it shares land borders with Pakistan 
to the west; China, Nepal & Bhutan to the 
north; & Bangladesh & Myanmar to the east. 
In the Indian Ocean, India is in the vicinity of 
Sri Lanka and the Maldives; its Andaman and 
Nicobar Islands share a maritime border with 
Thailand, Myanmar & Indonesia . India has a 1

total population of 1.3 billion inhabitants 
(2018). It is a pluralistic, multilingual and 
multi-ethnic society. India counts some 4.9 
million migrants (0.4% 2020) . 2

Recent History & Leadership: India has 
been a federal republic since 1950, governed 
in a democratic parliamentary system. It has 
8 recognised national parties, including the 
Indian National Congress and the Bharatiya 
Janata Party (BJP), and more than 40 regional 
parties . The Congress is considered centre-
left in Indian political culture and the BJP 
right-wing. The President of India is the 
ceremonial head of state, who is elected 
indirectly for a five-year term by an electoral 
college  comprising members of national and 
state legislatures. The incumbent prime 
minister is Narendra Modi , a former chief 
minister of Gujarat and head of the BJP. Ram 
Nath Kovind was elected India's 14th 
president in 2017. 

Economy & Trade: From being a 
comparatively destitute country in 1951, 
India has become a fast-growing major 
economy  and a hub for information 
technology services, with an expanding 
middle class. It has a space programme 

which includes several planned or completed 
extraterrestrial missions. India has 
substantially reduced its rate of poverty, 
though at the cost of increasing economic 
inequality. The Indian economy is diversified 
and encompasses traditional village farming, 
modern agriculture, handicrafts, a wide range 
of modern industries, and a multitude of 
services, with a GDP of US$2.8 trillion (2019 
est.), and government revenues of $238.2 
billion (2017 est). Exports of refined 
petroleum, diamonds, packaged medicines, 
jewellery, & cars go to the US 17%, UAE 9%, 
China 5% (2019). Imports of crude petroleum, 
gold, coal, diamonds, & natural gas come 
from China 15%, the US 7%, the UAE 6%,  and 
Saudi Arabia 5%, (2019) .  3

Crime: India crime rates have been declining 
overall from that start of the century. For e.g, 
overall crime rates for 2000 was 4.56 per 
100,000 of the population, whereas by 2018 
the equivalent rate was 3.08 per 100,000 . 4

Finance: The Indian banking system consists 
of 12 public sector banks, 22 private, 46 
foreign, 56 regional rural, 1,485 urban 
cooperative & 96,000 rural cooperative banks 
in addition to cooperative credit institutions . 5

In Jan 2022, Unified Payments Interface (UPI) 
recorded 4.62 billion transactions worth Rs. 
8.32 trillion (US$ 111.8 billion) and India’s 
foreign exchange reserves reached US$ 
630.19 billion as of Feb 18, 2022. The 
number of transactions through IMPS 
reached 430.67 million and amounted to Rs. 
3.70 trillion (US$49.75 billion) in Oct 2021. 
Remittances inbound in 2021 were approx 
US$87 billion (3.0% of GDP) according to the 
World Bank. See Section 12 below for more 
details. 
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“The main sources of money laundering in India result from a range of illegal activities committed within and outside the country, mainly drug trafficking; fraud, 
including counterfeiting of Indian currency; transnational organised crime; human trafficking; and corruption.” Source: FATF 2010 MER   “India faces various 
money laundering vulnerabilities such as informal financing networks that largely serve rural citizens; complex onshore and offshore corporate structures; and 

enforcement capacity constraints. Laundered funds are derived from tax avoidance and economic crimes, corruption, narcotics trafficking, trafficking in persons, 
and illegal trade and commodities, such as in the diamond cutting and polishing sector. The most common money laundering methods include intermingling 

criminal proceeds with lawful assets, purchasing bank checks with cash, routing funds through employees’ accounts, informal value transfer systems, and 
complex legal structures. Transnational criminal organisations use offshore corporations and trade-based money laundering (TBML) to disguise the criminal 

origins of funds, and companies use TBML to evade capital controls. Illicit funds continue to be laundered through gold purchases, charities, election 
campaigns, and educational programs.” Source: US INCSR 2022

!  Key Harms & Effects

  Overall 42% of people who had 
contact with the police paid a bribe in 

the previous 12 months.

27.7 million consumers were the 
victim of identity theft 

 7.67 million with illegal drug use 
disorders (2019), 0.52% of country.

 6.1 in 1,000 &  approx 7,989,000, 
HT victims, 

 363 terrorism incidents (with 1699 
fatalities and 775 injuries) in India 

from 2017 to 2022 (June)

 !  Key Crimes, Crime Proceeds and Laundered Monies (Wide range of estimates)

US$100 billion 
(3.6% of GDP for Proceeds of Crime 2019 - 

range 2.3 - 5.5% - mid at 3.6% (ML at 2.7% mid) 
for all countries - UNODC 2011)

US$560 billion 
(Up to 20% of GDP for so called Black Money 

estimated by NIPFP (otter studies quoted range 
from 4.8%-48%) Source: Black Money White 

Paper” Indian MOF 2012)

>US$ billions 
(The main proceeds-generating crimes are 

drug trafficking, fraud (incl counterfeiting Indian 
currency) org crime, human trafficking & 

corruption- FATF MER 2010)

OC Index  - Criminality 
(Overall score 5.53/10 64th/193 countries 21st/ 46  in Asia 4th/8  in Southern Asia -  highest 

criminality scores for IWT, Illegal Mining, Human Trafficking, Drugs.  Criminal Market scores overall at 
6.3/10. Also for “State Embedded Actors” (6/10), “Criminal Networks” (6/10), “Mafia Style Groups” 

(3.5/10) & “Foreign Actors” (3.5/10) & overall  for Criminal Actors is 4.75/10) Source: OCI 2021)

Corrupt Persons Human Traffickers Organised Criminals Drug Traffickers Terrorists 
India scores 40/100 on the 2021 TI CPI - ranked 85/180. The 

average regional score of 45/100 for Asia Pacific and the same 
as the previous year’s score. India has stayed within the range 

of 40-41 for many years. “Bribery in public services continues to 
plague India. Slow and complicated bureaucratic process, 

unnecessary red tape & unclear regulatory frameworks force 
citizens to seek out alternate solutions to access basic services 

through networks of familiarity & petty corruption. With the 
highest bribery rate (39%) in the region, India also has the 

highest rate of people using personal connections to access 
public services (46%). When asked why they pay bribes or use 
personal connections, 50% of those who paid bribes said they 

were asked to, while 32% of those who used personal 
connections said they would not receive the service 

otherwise.”.Of the institutions thought by most people to be 
corrupt are Local Government Officials and  Police (46%), 

Members of Parliament and the President/Prime Minister (42%), 
Government Officials (41%). This compares to the institutions 

considered the least corrupt such as the Army leaders (10%) & 
Bankers (15%) - Source: TI 2020 

 “Corruption is widespread, especially at lower levels of 
government and the judiciary, where bribe payments are 

common, especially among the police. Attempts to improve 
accountability and transparency are visible in India, such as the 
creation of an anti-corruption watchdog agency, but criticisms 

have been levelled at the institution around lack of effective 
personnel and regulations, and an unwillingness to investigate 

all claims. Furthermore, despite a strong legal framework 
pertaining to access to information, the process is tainted by 

political interference”. Source OC Index 2021 

“NGOs have assessed at least 8 million HT victims in India, the 
majority of whom are bonded labourers. Intergenerational 
bonded labor continued, whereby traffickers transfer the 
outstanding debts of deceased workers to their parents, 

siblings, or children. Traffickers often target those from the most 
disadvantaged social strata. The increase in economic insecurity 

& unemployment due to the pandemic places substantial 
burdens on economically vulnerable communities in meeting 

daily food & shelter requirements, thereby increasing their 
vulnerability to HT. In 2020, traffickers offered cash advances to 

attract workers who were unemployed, thus increasing the 
likelihood of debt bondage among economically vulnerable 

groups. NGOs reported a significant increase in child trafficking 
due to pandemic..” Source US TIP 2021 

 “Children in India are subjected to the worst forms of child 
labor, including in garment production, stone quarrying, and 
brick making. Children also perform dangerous tasks in the 
production of thread and yarn.” Source: International Child 

Labor & Forced Labor Reports 2020 
“India has a large domestic & transnational HT market, & serves 
as a source, destination & transit country. HT in India primarily 
takes the form of young women & girls being trafficked to the 
Gulf for the purposes of sexual exploitation, followed by men 

trafficked into Nepal, Bangladesh & many other destinations for 
forced labour. Children are also targets of HT, with Kolkata & 

Mumbai being major hubs for underage girls lured into sexual 
exploitation & forced marriages through false promises of 
employment. HT  is expected to rise as a result of the mass 

unemployment crisis caused by the coronavirus pandemic & 
traffickers are increasingly using social media, which makes it 

harder for authorities to track”. - Source OC Index 2021

“A small number of mafia-style groups exist in India, the most 
prominent being the D-Company. This criminal group, which 
also engages in terrorist activity, uses Mumbai as its principal 

hub & operates in a number of criminal markets. In recent years, 
the group has diversified and expanded its international reach 

significantly. Furthermore, there are a number of groups in India, 
such as the People’s Liberation Guerrilla Army and the Naxalites, 

that are primarily driven by ideological motives, but that 
systematically engage in OC activity to generate income. These 
groups operate mainly in central and eastern areas and along 
the Indo-Myanmar border & Jharkhand. There are also various 

‘sand mafia’ groups managing the illicit mining and trade of 
sand, and carrying out low-level violence against police & 
journalists investigating their markets. Loosely organised 

criminal networks feature heavily in India’s organised-crime 
landscape. They are spread throughout the country and engage 

in a number of criminal markets, such as drug and human 
trafficking, as well as wildlife poaching. While the judiciary 

remains largely un-compromised and police involvement with 
mafia organisations is very limited, low-level state officials are 

more involved with poaching, trafficking and illicit mining, with 
participation ranging from facilitation to active management. 

The level of criminal activity and corruption within India’s 
parliament is growing, and the economic damage caused by 
COVID-19 is likely to exacerbate this. With regard to foreign 
criminal actors, Nigerian nationals have a significant share of 
India’s drug-trafficking market, particularly for heroin; Afghan 
nationals are also implicated. While there has been a rise in 

criminal activity by foreign nationals in states such as Goa, there 
is likely to be widespread resistance by an assertive and 

territorial Indian criminal.” Source OC Index 2021

  “India’s pharma  & chemical industries are responsible for a 
significant %  of the global supply of pharma, particularly 

generic drugs. Criminal organisations in India have diverted 
chemical precursors and drugs from licit chemical and 
pharmaceutical manufacturers for illicit production in 

clandestine laboratories.” Source: US INCSR 2022 
 “The illegal cannabis market is one of India’s most pervasive 

illicit drug markets. Cannabis cultivated in India is of high quality 
and enjoys worldwide demand. Despite its cultivation and trade 

being partially restricted, certain areas have legalised the 
cultivation of cannabis for medicinal & industrial use. Heroin is 

similarly highly pervasive in India, with the country playing a role 
as a source, transit & destination country for the drug. Despite 

eradication efforts, illegal poppy cultivation remains widespread 
in India, and the epidemic of domestic opiate addiction is 

growing. The NE state of Manipur was the first hub for heroin to 
leave India through its border with Myanmar. India is a key 

production country, as well as a transit point, for synthetic drugs. 
Codeine-based drugs produced in India are trafficked through 

multiple exit points across the border & into Myanmar & 
Bangladesh, as are the drug yaba, ephedrine & 

pseudoephedrine. A significant proportion of the Tramadol 
seized worldwide originates from India, & Tramadol addiction is 
spreading throughout the country. The cocaine market, on the 

other hand, is far smaller in scope in India. Nevertheless, 
cocaine smuggling has risen in recent years due to drug 

syndicates increasingly using the dark web & cryptocurrencies 
for distribution. Historically, cocaine is smuggled into the 

country by criminals from African states, but recently cocaine 
has been sourced from other destinations, such as Afghanistan 

& several countries in S America -  Source OC Index 2021

India is ranked 12/138 & 3rd highest in S Asia EU (after 
Afghanistan & Pakistan), rated “high” at 7.432/10 in the 2022 

Global Terrorism Index. “Compared to other countries amongst 
the ten most impacted, India faces a wider range of terrorist 
groups, with Islamist, communist, & separatist groups active 
across the country. India has the lowest number of terrorism 
deaths among the 10 countries most affected by terrorism, & 

the lowest lethality rate. The other 9  had an av of 2.1 deaths per 
attack in 2019, while India recorded an average of 0.5 deaths 
per attack. Most of the attacks which did not result in fatalities 

were bombings targeting police & military personnel, followed 
by civilians. These bombings were predominantly carried out by 
Maoist groups. There are a large number of terrorist groups in 

India, however many are seeking political recognition and often 
their attacks are not aimed at causing fatalities. In 2019, Maoists, 
the Communist Party of India (Maoist) and Jaish-e-Mohammad 
(JeM) were responsible for over two thirds of the total deaths 
and almost half of the total attacks. 41 people were killed in 
Jammu and Kashmir when a suicide bomber detonated an 
explosives-laden vehicle targeting a Central Reserve Police 

Force (CRPF) convoy along the Srinagar-Jammu highway. India 
continues to deal with terrorist activity on a number of different 
fronts. These threats include terrorism related to the ongoing 

territorial disputes in Kashmir, a Sikh separatist movement in the 
northern state of Punjab, and a secessionist movement in the 

north-eastern state of Assam. Meanwhile, a violent Maoist-
inspired left-wing insurgency has re-emerged across central 

India in what has been dubbed the “red corridor”, following the 
realignment of various Naxalite factions under the Communist 
Party of India (Maoist) in 2004, after the movement’s near-total 

government defeat in the 1970s.”. - Source: GTI 2020  

Arms Traffickers Green Criminals Pirates (Goods)  Fraudsters   People Smugglers 
“India is a source, transit and destination country for illegal 

arms. Transnational arms smuggling primarily supplies 
international terror groups and national insurgencies with 

weapons smuggled through border states such as Kashmir and 
West Bengal. Demand for smuggled arms is especially driven 

by the presence of violent insurgent groups, particularly in 
Kashmir. They are supplied with illegal arms that come across 
the border from Pakistan. The porous borders, especially with 

Bangladesh, where smuggling methods are particularly 
sophisticated, as well as China and Myanmar, create ideal 

conditions to smuggle arms. India’s states of Bihar and Madhya 
Pradesh serve as hotbeds of gun manufacturing. The flow, 
accessibility and affordability of illegal arms in India have 

served to normalise gun culture, and the number of crimes 
involving guns is increasing”. Source OC Index 2021. 

“ India is primarily a source country for illegally poached animals 
or animal products, especially pangolins, rhino horn and Bengali 

tigers, pushing them all onto the endangered species list. 
Nagpur is one of the main hotspots in the wildlife trade due to 
the city's proximity to eight wildlife reserves, and the Bahelia 

community from Madhya Pradesh has become famous over the 
past couple of decades for engaging in tiger poaching gained 
notoriety for tiger poaching in the past decades. Most illegal 
wildlife is moved by bus or train, but large numbers of Indian 
wildlife species and their derivatives have also been traded in 

online marketplaces.” & “OC  surrounding non-renewable 
resources, especially sand and gold, is widespread in India. 

Illegal sand networks – often referred to collectively as the 'sand 
mafia' – are made up of contractors, politicians, trade union 

leaders, local officials, corrupt policemen and revenue officials.” 
- Source OC Index 2021. 

An estimated 3.3% of world trade in 2016 was made up from 
trade in counterfeit goods. Whilst India is estimated as having a 
high propensity to export counterfeit products with a score of 

0.708/1 (2016) with export trade to the rest of the world, and is 
expected to be involved in significant counterfeit imports. 

Whilst “China emerges as the top producer of counterfeit goods 
in 9/10 analysed product categories, several Asian economies, 
including India, Malaysia, Pakistan, Thailand, Turkey & Vietnam 
are important producers.”  Source: Trends in Trade & Pirated 

Goods Report EUIPO & OECD 2019. India is also a main 
producer of counterfeit medicines with China, HK & Singapore. 

“While China & India are the primary producers of fake 
medicines, the UAE, Singapore & HK serve as transit economies. 
India was one of the top 20 exporters of pharma (2014 - 2016) 
& 1 of the top 15 producers of pharma in 2016.  Source: EUIPO 

Report on Illicit Trade in Counterfeit Pharma Products

 “A total of 145,754 fraud related cases were registered in 2020 , 
showing a decrease of 12% over 2019 (165,693 cases). Out of 3 
specified category of fraud related offences viz. criminal breach 
of trust, FCF (forgery, cheating & fraud) and counterfeiting, FCF 

accounted for maximum of such cases, with 127,724 cases, 
followed by criminal breach of trust (17,358 cases) & 

counterfeiting (672 cases)”. - Source:  NCRB 2020  
 Around 7,400 bank fraud cases reported across India in 2021, . 

which was a decrease compared to the previous year and 
turned around the trend of the last decade. The total value of 
bank frauds decreased as well, from 1.85 trillion rupees to 1.4 

trillion rupees (US$2 billion).  
Also that, India lost at least Rs 100 crore every day to bank fraud 
or scams over the past seven years.” Source:  The Reserve Bank 

of India 2021

 “West Bengal and the Punjab regions have well-entrenched 
human-smuggling operations, largely meeting local demands 
for emigration. Recently, however, there have been changes in 

smuggling behaviour, with routes emerging to less popular 
countries, such as Denmark – most likely as a consequence of 

clampdowns on irregular movement by the more common 
destination countries. Ethnic and religious tensions in India 

suggest irregular migration may increase in the short term, with 
a large Indian diaspora to facilitate this irregular movement”. 

Source: OCI 2021. People smugglers facilitate the movement 
of migrants from Sri Lanka, mostly Tamils, and Bangladeshi 

migrants to India.  In many cases, people smugglers are 
involved in exploiting, torturing and abusing smuggled 

migrants. Many migrants, including children and women, have 
lost their lives during harsh maritime and land journeys. 

Source: Sunam & Jayasuriya 2017 

 !  Key Countries, Territories & Regions of Concern / Impacted on - by India 

 Countries of Concern from the FATF & EU 
(FATF list June 2022 - 25 countries - EU list 

January 2022, also representing 28 countries. 

Third Countries of Concern  
(Involving drug trafficking, human trafficking, people smuggling, goods piracy, organised crime, green or environmental crimes, tax evasion, terrorism, arms dealing, corruption & counterfeit currency etc- 

Sources: Various FCN India TA 2022)

FATF: Albania "  Barbados #  Burkina Faso 

$  Cambodia %  Cayman Is &  Haiti '  Iran 

(  Jamaica )  Jordan *  Mali +  Malta ,  

Morocco -  Myanmar .  Nicaragua /  N 

Korea 0  Pakistan 1  Panama 2  Philippines 

3  Senegal 4  South Sudan 5  Syria 6  Turkey 

7  Uganda 8  UAE 9  Yemen : ; EU: FATF list  

(except Albania)  plus Afghanistan ;  Trinidad 

and Tobago <  Vanuatu =  Zimbabwe >  

 Drug Trafficking Myanmar .  , Pakistan 1  , Afghanistan ;  , Europe & North America, Bangladesh ?  , South America, South West & South East Asia, Sri Lanka @  , Maldives A  , Nepal B  , South Africa C  
, China D  , Hong Kong E  , Canada F  , Nigeria G  , Israel H  , Africa & Mexico I ; Organised Crime: Pakistan 1  , China D  , Nepal B  & Bhutan J  , Bangladesh ?  & Myanmar .  , Nigeria G  , 

Afghanistan ;  ; Corruption: Brazil K  , Canada F  , Denmark L  , Norway M  & Singapore N  ; Tax Evasion: Mauritius O  , Seychelles P  , Switzerland Q  , Liechtenstein R  , UAE 9  , UK S  (& Overseas 
British Territories), USA T  , Hong Kong E  , Singapore N  , Netherlands U  , Ireland V  , Caribbean offshore centres; Terrorism: Myanmar .  ; Arms Trafficking: Bangladesh ?  , Pakistan 1  , China D  & 

Myanmar .  . Counterfeiting: China D  & Hong Kong E  , Malaysia W  , Pakistan 1  , Thailand X  , Turkey 7  ,Vietnam Y  Hong Kong E  , Singapore N  and the UAE 9 , Africa; Exports to USA T  , Europe, 
Japan Z  & South America - transit Yemen :  , UAE 9  & Iran (  , Egypt [  , Ethiopia; Counterfeit Currency: Nepal, Bangladesh, Pakistan, Thailand, Malaysia, Myanmar & Sri Lanka.; Cigarette Smuggling: 
China D  , Indonesia \  , South Korea ]  and UAE 9  . Human Trafficking: Gulf countries, Nepal, Bangladesh Central Asia, Europe, and Africa, Armenia, Portugal, Gabon, & Zambia, Kenya, Nepal; People 

Smuggling: Bangladesh ?  , Sri Lanka @  , Denmark L  ; Environmental “Green Crimes”: China D  , Nepal B  Bangladesh ?  , Bhutan J , Indonesia \   Thailand X  , Vietnam Y  , South Africa C  ; 
Mozambique ^  , Indonesia \  , USA T  South & South-East Asia, Eastern Europe, Malaysia W  .



India Threat Assessment 2022  Page  of 6 99

 !  Money Laundering & Terror Financing - Key Threats & Vulnerabilities

Higher risk areas include cash, trade, gold, precious metals, real estate charities and virtual currencies. According to a report, titled “Black Money White Paper” in 2012 authored by India’s Finance Minister.”, “While the source of generation of black money may 
lie in any sphere of economic activity, there are certain sectors of the economy or activities, which are more vulnerable to this menace. These include real estate, the bullion and jewellery market, financial markets, public procurement, non-profit organisations, 

external trade, international transactions involving tax havens, and the informal service sector.” 

Money Laundering 1: According to India’s 
Enforcement Directorate (ED), published in 

2018 (up to January, 2017), it was reported that 
48% of all cases of ML are associated with FIs , 

35% with the real estate sector & 7% in illicit 
trade in gold and silver. The data also reported 

that the most common number of cases 
involving money laundering are of bank fraud 
& cheating, while corruption is another major 

cause for the crime. While bank fraud and 
cheating account for 43% of all ML  cases, 

corruption accounts for 31%, smuggling of 
drugs & narcotics, & arms & ammunition 

account for 6.5% & 4.5% of all cases. 
ML 2: Cash: Cash remains the most important 

conduit for financial crime and money 
laundering. Before demonetisation, the cash in 

circulation to GDP ratio stood at 12%. 
Immediately after that, it dropped to 8%. By 

March 2020 (right before the pandemic), it was 
back at 12% again and by November 2021 it 

reached a record of 14.5%.. 

ML 3: TBML: According to the Trends in Trade 
& Pirated Goods Report 2019 by the EUIPO & 
OECD (“Fakes Report”), 3.3% of world trade in 
2016 was made up from trade in counterfeit 

goods. Based on 2020 exports of US$485 
billion,  3.3% represents US$16 billion.  India is 
estimated as having a high propensity to export 

counterfeit products with a score of 0.708/1 
(2016) with export trade to the rest of the world.  
 ML 4: Round tripping: Round-tripping is the 
process where funds are returned after being 

transferred to an entity, shell company, financial 
instruments, location, or a person that has lower 
regulatory standards or obligations for example 
offshore – giving the impression that the funds 

have derived from a clean source and thus 
completing a round trip. 

ML 5: Other: Securities, transaction & virtual 
currency laundering are important, but not 

considered comparable to cash or trade based 
money laundering. Nevertheless, they are not 
unimportant and with these other methods of 

money laundering remaining of concern.

Sector ML/TF Threats/Vulnerability 1) The 
main sectors are: 1. Banks & Other FIs 2. Real 

Estate & 3. Trade in Gold & Silver (see previous)  
& also: 

2) Banks & Other FIs: It is well known and no 
surprise that Banks and FIs are vulnerable to ML 
not least as an estimated 48% of all cases of ML 

are associated with FIs. 
3) Use of Shell / Shelf companies: Indian 
authorities believe that shell companies are 

often created with some illegal purposes such 
as tax evasion or ML .  

4) Gold & Precious Stones: According to a 
report, titled “Black Money White Paper” in 
2012 authored by India’s Finance Minister, 

“Bullion and Jewellery is an important sector for 
both generation and consumption of black 
money and is also targeted by black money 

holders looking towards protecting the value of 
their black money from inflationary 

depreciation. Moreover, a fairly large number of 
transactions in this sector remain totally 

unreported and therefore facilitate investment 
and consumption of black money.”

Sector ML/TF Risks/Vulnerability Continued:  
5) NPOs/Charities: Other areas of concern are 
the use of NPOs to use international finances to 

benefit terror organisations. Money changers 
are alerted to keep a close watch on small 

deposits in dormant bank accounts and large 
deposits to NPOs for riskier countries. 

6) Real Estate: 35% of all cases of ML  are 
associated with the real estate sector. The 

Pandora Papers  exposed how HNWI, including 
from India, have avoided taxes through foreign 

real estate purchases. According to “Black 
Money White Paper” in 2012, “the real estate 
sector in India constitutes about 11% of the 
GDP. Investment in property is a common 

means of parking unaccounted money and a 
large number of transactions in real estate are 

not reported or are under-reported.  
7 Underground Banking: Whilst “underground 
banking” was not developed in order to bypass 

rules, laws, or currency controls,  hawala or 
hundi is used for illicit and licit transfers and 
enables those using it to avoid disclosure. 

Terrorism Finance: A threat assessment 
regarding terrorism and its financing is 

undertaken by the Ministry of Home Affairs 
(MHA) on a regular basis with other relevant 

agencies. 
 India itself has identified the following threats 
as the major sources for terrorist financing: a) 
Funds/resources from organisations outside 

India including foreign NPOs; b) Counterfeiting 
of currency; c) Criminal activities including 

drug trafficking and extortion; and d) Use of 
formal channels and new payment methods.  

Based on the results of the threat assessment, it 
was stated that while the threat is high from the 
criminal activities listed under (a) and (b), which 

according to the Indian authorities relate 
essentially to external terrorist organisations; 

the threat emanating from ( c ) and (d) is 
perceived by the Indian authorities to be low.

 !  FATF Related Reporting  

Next Round MER expected 2023 FATF 40 Recommendations & 9 Special Recommendations 2010 updated in 2013 (based on <2012 Methodology)  

FATF MER 2010 Overview (40 Recs/9 Special Recs)

 !  ML/TF Risk/Resilience Indicators &  LEA/FIU/Regulatory Activity

OC Index 2021 - Resilience  
(Resilience scores  India 5.25/10, ranked 

72/193 countries (14/46 countries in Asia) & 
13th best of G20 countries (EU excluded - 

Source: OC Index 2021)

Basel AML Index   
(India scored 5.15/10 in the Basel AML Index, 

rated 70/141 countries. India was not included 
in the 2021 Index) 

STR Filing    
(The high point of STRs followed demonisation 

in 2016 - otherwise increase year on year   
Source: FIU India Annual Report 2020/21)

TI CP Index  Crime Figures  
(India ranked 85/180 & score of 40/100, below 
the av score of 45/100 for APAC. India ranks 7th 

worst G20 countries - Source: TI COI 2021)

Terrorism Impact  
(India  ranked 12/138 & 3rd highest in S Asia  

(after Afghan & Pakistan), rated “high” 7.432/10 
- Source: Global Terrorism Index 2019)

Indian Crime Rate 
(6,691,285 reported crimes in 2020, (up 28% 

on 2019). Crime rate registered per lakh 
(100,000) population has increased from 

385.5/100,000 in 2019 to 487.8/100,000 in 
2020 - Source: NCRB 2020)

 Money Laundering Cases   
 (3,505 ML related cases investigated, 776 

cases prosecuted, 79550 Crores (US$10 
million) seized in 2020/21 (mostly bribery) 

Source: MOF Annual Report 2020/2021)

STR by Reporting Entity 
 In 2016/17 Banks reported 94% of STRs;  
Other FIs 5% and Intermediaries <1%  in 

2019/20. Banks reported 58% & Other FIs 31%.  
 Source: FIU India Annual Report 2020/21) 

Corruption Cases  
 (3,100 cases in 2020 by ACB compared to 
4,244 cases in 2019, (down by 27%). 3,740 
arrested, 431 persons convicted and other 

action taken against 312. Source: NCRB 2020) 

Terrorism Cases 
(By Case/Prosecutions -  T/TF cases 97/27 - 

Source: MOF Annual Report 2020/2021)

Fraud Cases    
 (145,754 cases in 2020 (down 12% on 2019), 
7,400 bank frauds valued at R1.4 trillion rupees 

down from R1.85 trillion (US$2 billion)

Main ML Cases by Predicate   
(By Case/Prosecutions - Fraud cases 1,582/419 
Corruption cases 733/216; DT cases 496/21; 
Currency 142/7 - Source: MOF Annual Report 

2020/2021)

STR Conversion Rate     
 14% - (In 202/2021, 602,057 STRs received by 

FIU & & 81,881 disseminated - Source: FIU India 
Annual Report 2020/21)

Foreign Corruption Cases  
(“In the period 2016-2019, India initiated no 

investigations of foreign bribery, commenced 
no cases and concluded no cases” - Source: TI 

Exporting Corruption 2020 Report)

Human Trafficking Cases  
 (In 2019, 2,088 HT cases, 600 prosecutions, 

160 conviction cases. In 2018, 1,830 trafficking 
cases, 545 prosecutions, 95 conviction cases. 

Source: US TIP 2021)

Law & Order Spend  
(Total L&O spend not publicly available - but 
Police expenditure is at ₹109,266.30 (US$14 

billion) crore in 2021-22 or 0.5% GDP - 
Source: Ministry of Home Affairs 2022)

National Risk Assessment 
(No NRA published - reported in Nov 2021 that  

Central agencies incl  RBI are evaluating 
sectors that are vulnerable to ML/TF risks, 

ahead of FATF Review expected May 2022.

FIU Resources   
(FIU India Staffing at 58 (33 FTE & 25 

contractors v budget of 75 - FIU Staff to STR 
ratio of 1:10,380 Source: FIU India AR  20/21) 

Reg Balanced Scorecard  
(Focus is Tech Compliance - Annual 
Compliance Report to FIU Required)

Public Private Partnership                                                    
(No PPP yet established though increased 

training and information is being provided by 
the Indian FIU)

 !  Key AML/CTF Reform & Action Plans 
The Indian Finance Minister Nirmala Sitharaman  reaffirmed India’s political commitment to fighting money laundering, terrorist financing and proliferation financing in April 2022, addressing  the FATF (Financial Action Task Force) Ministerial Meeting in Washington D.C. She endorsed the FATF’s priorities for the years 2022-24 and 

recommitted to ensuring suitable funding for the delivery of the strategic priorities which are strengthening the FATF Global Network, FATF systems of mutual evaluations, enhancing international beneficial ownership transparency, increasing capabilities to more effectively recover criminal assets, leveraging digital transformation, a



Section 3 - Country Ratings - 🇮🇳  

Information from leading sources produce 40 plus ratings for India, covering both threats and 
responses in fighting financial crime, sanctions, proliferation finance, terrorism & terrorism 
finance. 

No. Threats  India 🇮🇳 No. Responses  India 🇮🇳

1 GDP - Economic Size * 
GDP per Capita 

US$2,835 trillion - GDP - 2019) 6th largest 
Advanced Economy (3.3% of Global GDP) 

(US$1,927.71 per capita - (2020) - 139/183)

1 OECD -  Global Forum *  
on Transparency & Exchange Info for Tax 

Purposes

Largely Compliant (2017)

2 World Economic Forum * 
Security (OC, Terrorism, Homicides, Policing)

56.4(2019) 
124/141 (55.0/26.3/90.8/53.4)

2 Global Slavery Index * 
Country Response Rating 

B 
(ratings from AAA, AA, A, BBB)

3 World Economic Forum * 
Organised Crime 

55.0 (2019) 
Trend - declining

3 US Dept of State * 
Trafficking in Persons (2021)

Tier 2

4 Numbeo Crime Survey 2022 44.63/100 
76/142 (1 being the worst)

4 Proliferation Index - PPI * 
Controls (2020/1)

701/ 1300 
Moderate Controls score 

5 US Inst Health Metrics and Evaluation 2018 
Illegal Drug Dependency / Disorders * 

Number/Share 

7.67m (2019)-  +113% since 1990) 
0.52% (2019 - +18% since 1990)

5 Global Cybersecurity Index 
2020

97.5 
10/194

6 Transparency International (TI) Corruption 
Perceptions Index*

40/100 
(85/180 - 2021)

6 World Bank Regulatory Quality * 
from WB Global Governance Indicators (2020)

-0.14 
98/192 (1 being the best)

7  TRACE 
Bribery Risk Matrix

44/100 
Ranked 82 out of 194

7 TI - Exporting Corruption * 
Enforcement of the OECD Anti-Bribery 

Convention

Red Rated (2020) 
“Little or No Enforcement”

8 Proliferation Index - PPI 
Threat *

Tier 1 
Highest Threat Level 

8 Freedom House  
Freedom Index (2022)

66/100 
“Partly free” 

9 US Dept of State  
INCSR Vol I & Vol II *

included 
(2022)

9 Heritage Foundation 
Economic Freedom Index (2022)

53.9/100 
“Mostly Unfree” 131st out of 177

10 US Dept of State 
Country Reports on Terrorism *

Included 
(2020)

10 Basel AML Index  
2020 

5.15/10                                                                                       
70/141-2020 (1 being the best) not incl 2021

11 Global Slavery Index 
GSI Incidence *

6.1/1,000 
Incidence of human trafficking 

11 FIU Egmont Member Interpol / Europol 
Member

Egmont & Interpol 

12 Global Slavery Index 
No of estimated Modern Day Slaves

7,989,000 
Estimated numbers of modern day slaves 

12 Asset Confiscations * 
 over 1% of Criminal Proceeds

Estimated below 1% 
(US$10 million) 

13 US Dept of Labor 
Child Labour

included 13 Country National Risk Assessment * 
 

No

14 Global Terrorism Index * 
GTI - Impact 2022

“High” Impact 
7.432

14 Financial Information Sharing Partnership No 

15 IOM Migration 4.9 million migrants 
 (0.4% - 2020)

15 Environment Performance Index  
2022

18.90 
(180/180)

16 Illegal Unreported and Unregulated (IUU)  - 
IUU Fishing Index * 2021

2.36/5 
52/152

16 Government Spending on Law & Order * 
Eurostar 2019

No

17 EU Listing of Countries for Illegal Fishing No 17 Know Your Country  
Country Money Laundering Index

62.79/100 
177/245 (1 being the best) 2021

18 US DoS - Wildlife Trafficking * 
Focus / Countries of Concern (2021)

 Included 18 European Union * 
Third Country Grey List

Not Included 

19 EUIPO & OECD Counterfeit Goods * 
Propensity of Exports 

0.708% 
(2016)

19 FATF Standards   
40 Recommendations* N/A

20  UNODC Thefts   
Per 100,000 people *

No 20 FATF Standards   
11 IO’s on Effectiveness* N/A

21 EU List of None Co operative Jurisdictions 
for Tax purposes 

Not Included 21 FATF Standards     
Core 10 Recommendations * N/A

22 Global Financial Integrity  
Illicit Financial Flows*

Middle Income  Economy  
Above 20% of Trade


 (with 36 Advanced Economies) 

22 FATF Standards     
Core 4 IO’s on Effectiveness * N/A

23 Fund For Peace  
              Fragile States Index (2021) 

77.0                                                                            
(66/179)

23  FATF Counter - Measures * 
Strategic Deficiencies List

Not Included

* Indicates the information is included in the FCN Country Index 

India Threat Assessment 2022  Page  of 7 99
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https://www.globalslaveryindex.org/2018/findings/regional-analysis/europe-and-central-asia/
https://www.dol.gov/agencies/ilab
https://reliefweb.int/report/world/global-terrorism-index-2022
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https://www.knowyourcountry.com/ratings-table/
https://www.state.gov/2021-end-wildlife-trafficking-report/
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https://www.consilium.europa.eu/en/policies/eu-list-of-non-cooperative-jurisdictions/
http://www.fatf-gafi.org/publications/mutualevaluations/documents/assessment-ratings.html
https://gfintegrity.org/report/trade-related-illicit-financial-flows-in-135-developing-countries-2008-2017/
http://www.fatf-gafi.org/publications/mutualevaluations/documents/assessment-ratings.html
https://www.theglobaleconomy.com/rankings/fragile_state_index/
https://www.fatf-gafi.org/publications/high-risk-and-other-monitored-jurisdictions/documents/increased-monitoring-march-2022.html


Section 3 Continued - Threats & Responses Rating Scorecard 

The Country Dashboard RAG ratings are established based on the FCN Threats and Responses 
Rating Scorecard - 2022, set out below. 

Threats Responses

No Higher Moderate  Lower No Lower Moderate  Higher

1 >US0.5 trillion >US$100 billion - 0.5 trillion <US$100 billion 1 Non Compliant Partially Compliant Largely Compliant / Compliant

2 <50  >50 - <75 >75 2 “CC” “C” “D” “CCC” “AAA” “AA” “A” “BBB” “BB” “B”

3 <50  >50 - <75 >75 3 Tier 3 Tier 2 & T2 Watchlist Tier 1

4 >60 >40 - 60 <40 4 T3 <360 Controls / 1,300

T2 <426 Controls /1,300

T1 Country <650/1,300 

T3 >360-425 Controls /1,300

T2 >426-650 Controls /1,300


T1 650-975/1,300

T3 >426 Controls / 1,300

T2 >650 Controls /1,300


T1 >975/1,300

5 >1% >0.75% - 1% <0.75% 5 <0.33 >0.33- 0.66 >0.66

6 <40 40 - 59 60 - 100 6 <0 - -2.5 0-1 >1 -2.5

7 >55 38 - 55 <38 7 Little of No Enforcement Limited/Moderate Enforcement Active Emforcement

8 Tier 1 Tier 2 Tier 3 8 <40 Between 40 - 70 >70

9 Included N/A Not Included 9 O - 59.9 Mostly Unfree/
Repressed

60 - 69.9 Moderately Free 70 - 100 MostlyFree/Free

10 Included N/A Not Included 10 >7 6 - 7 <6

11 >5% >2% - 5% <2% 11 No N/A Yes

12 >1 million >50,000 - 1 million <U50,000 12 <1% of est criminal proceeds >1% - 5% of est criminal 
proceeds 

>5% of est criminal proceeds 

13 >10% child labour (4-15 
ages)

>5% - 10% child labour (4-15 
ages)

<5% child labour (4-15 ages) 13 No Yes >3 Years Old Yes <3 Years Old

14 >4 -10 >2 -4/10 0-2/10 14 No N/A Yes

15 >US0.5 trillion >US$100 billion - 0.5 trillion <US$100 billion 15 <40 40 - 60 >60

16 >2.4 2 - 2.4 <2 16 < 1.5% of GDP >1.5% - 2% of GDP over 2% of GDP

17 Yes  Red Card Yes Yellow Card No 17 <50 50-70 >70

18 Focus Countries N/A Not Included 18 Included N/A Not Included

19 >0.3 >0.2 - 0.3 <0.2 19 <50 using FCN Scoring Model Between 50 - 75 using FCN 
Scoring Model 

>75 using FCN Scoring Model 

20 >1,500 >783 - 1,500 <783 20 <50 using FCN Scoring Model Between 50 - 75 using FCN 
Scoring Model 

>75 using FCN Scoring Model 

21 Listed Red Listed Amber Listed Green / Unlisted 21 <50 using FCN Scoring Model Between 50 - 75 using FCN 
Scoring Model 

>75 using FCN Scoring Model 

22 Above 20% of Trade

 (with 36 Advanced 

Economies) OR

1 of 36 Advanced Economies

Between 10 - 20% of Trade 
(with 36 Advanced 

Economies) OR

1 of 36 Advanced Economies

Below 10% of Trade 

(with 36 Advanced Economies) OR


1 of 36 Advanced Economies

22 <50 using FCN Scoring Model Between 50 - 75 using FCN 
Scoring Model 

>75 using FCN Scoring Model 

23 >80 - 120 >60 - 80 <60 23 No N/A Yes

* Indicates the information is included in the FCN Country Index 

  FCN Scoring Model 

Risk Score Risk Rating Risk Score Risk Rating Risk Score Risk Rating Risk Score Risk Rating Risk Score Risk Rating 

1 - 19 
High Threat  

Low Response  
High Risk

20 - 39


High Moderate 
Threat  

Low Moderate 
Response  

Moderate High 
Risk

40 - 59

Moderate Threat 
Moderate 
Response  

Moderate Risk  
 60 - 79

Low Moderate 
Threat  

Moderate High 
Response


Low Moderate 
Risk

 80 - 100
Low Threat  

High Response

Low Risk
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Section 4 - Financial Crime News (FCN) Country Ratings - 🇮🇳   

From all the available information collected and results summarised in Section 3 above, more 
than 26 ratings have been selected, covering a broad base of threats and responses in fighting 
financial crime, proliferation finance and terrorism & terrorism finance. The results make up the 
FCN Country Threat / Response & Overall Risk scores for India. 

 

FCN Final Ratings - Republic of India 🇮🇳

Financial Crime News 
Threat Rating 

13/100 
“High” Threat

Financial Crime News 
Financial Crime Rating 

“Moderate High” Risk - 26/100 

Financial Crime News 
Response Rating 

38/100 
“Moderate High” Response

Trend  Neutral
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Section 5 - Key Harms Summary - 🇮🇳   

The harms that result from the realised threats 
faced by India from crime, (ML, proliferation 
finance and terrorism) remain substantial, and 
warrant a substantive continued response.  

These harms (see Section 6 for details) 
include: 

• 89% of India’s citizens think corruption in 
government is a big problem;  

• 42% of people who had contact with the 
police paid a bribe in the previous 12 
months.  

• 29,193 cases of murder were registered 
during 2020, 1.0% higher than 2019.  

• A total of 88,590 (16.8%  male and 83.2% 
female) victims were reported kidnapped 
or abducted during 2020, of which 63.8% 
were children.  

•   

• During 2020, 2,38,709 cases of property 
crimes registered took place at residential 
premises. However, majority of robberies 
registered took place on roadways with 
14,824 cases.  

• 119.8 million consumers have been a 
victim of cybercrime in the past 12 months. 

• Cyber-crime cases registered were related 
to fraud (60.2%), sexual exploitation 
(6.6%), and extortion with (4.9%).  

• 27.7 million consumers were the victim of 
identity theft in the past 12 months; and

• 62% of consumers in India fell victim to a 
scam in 2021. 

• India has an estimated 7,67 million people 
with illegal drug use disorders (2019), 
representing 0.52% of the population. 

• India has a high incidence of human 
trafficking, with 6.1 in 1,000, but still this 
gives an estimate of approximately 
7,989,000, victims, ranking India 15 in Asia 
and the Pacific out of 28 countries assessed. 

• 1.4% (3,253,202) of Indian children 
aged 5-14 were working in agriculture 
(56%), industry (33.1% and the 
services sector (10.4%). 

• There has been a total of 363 
terrorism incidents (with 1699 
fatalities and 775 injuries) in India 
from 2017 to 2022 (June).  

• Tax lost to tax havens is estimated at 
US$16.8 billion, equivalent to 4.3% 
of tax revenue (US$396 billion in tax 
revenue), or US$13 per person 
(member of population of a total of 1 
billion), and equal to 78% of the 
health budget. 
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Section 6 - Key Threats Summary - 🇮🇳   

In this Section 6, the most important criminal 
threats are identified based on the best 
available sources are summarised below. 

India is still in the process of compiling their  
National Risk Assessment. The FATF 2010 
MER  advised that the threats that India was 
exposed to at the time were drug trafficking; 
fraud, including counterfeiting of Indian 
currency; transnational organised crime; 
human trafficking; and corruption. The 
terrorist financing threat is high.  

According to a report, titled “Black Money 
White Paper” in 2012 authored by India’s 
Finance Minister.” , estimates for so called 6

black money could not be established. 
Amongst those reviewed included estimates 
from various NIPFP studies that  concluded 
that total black income generation in 1983-84 
was likely between 19-21% of GDP. 

Based on estimates from FCN’ GTA 2019, 
global proceeds of criminal activity are 
estimated at US$5.8 trillion , or 6.7% of 7

global GDP based on a bottom up 
assessment of criminal markets, (including 
3% of GDP for fraud) for 2018. In all, fraud 
could be around 43% of criminal proceeds, 
with estimates of goods piracy around 34%, 
drug trafficking around 10%, theft around 5%, 
green crimes up to 4%, human trafficking 
around 3%, & smuggling around 1.5%. It is 
also estimated that these crimes are carried 
out by using cyber techniques, which is 

estimated to be potentially up to 27% of 
proceeds. 

A much earlier study from the UNODC 
published in 2011, which concluded core 
financial crime (excluding fraud) estimated 
criminal proceeds at US$2.1 trillion or 3.6% 
of Global GDP. These studies if applied to 
India would generate an estimate of US$100 
billion, with monies available for laundering 
are US$76 billion, and OC  proceeds are 
estimated at US$45 billion. 

According to research conducted by Walker 
& Ungar  2020, they estimated that total 8

financial crime proceeds on average was 3%   
for money laundering (ML), made up of 0.7% 
Domestic, 0.5% Foreign & 1.8% Transit. That 
would in India’s case represent an estimate of 
US$84 billion, with US$20 billion from 
domestic laundering, US$14 billion from 
foreign laundering and US$50 billion from 
transit laundering. 

Based on confiscations/assets seized (year to 
November 2020) of US$10 million (79,550 
Crores) & using the most conservative figure 
of 0.3% for estimated criminal proceeds 
much less than 1% of criminal proceeds are 
seized in India. 
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Section 6 - Key Threats - 🇮🇳   

In this Section 6, Key Threats, the most 
important criminal markets are  highlighted 
and in more detail assessed and summarised. 

6.1 FATF: India’s Mutual Evaluation Report 
(FATF 2010 MER) was published in June 
2010 . The 8th Follow Up report and Progress 9

Report on Action Plan was published in June 
2013 (2013 FUR) . The planned mutual 10

evaluation for 2021 was postponed to the 
latter part of 2022, and the report is expected 
to be discussed at the October 2023 plenary. 

The FATF 2010 MER advised that “the main 
sources of money laundering in India result 
from a range of illegal activities committed 
within and outside the country, mainly drug 
trafficking; fraud, including counterfeiting of 
Indian currency; transnational organised 
crime; human trafficking; and corruption”. 


Furthermore, “economic crimes involving 
criminal conspiracy; cheating; criminal breach 
of trust; forgery of valuable security; will; 
using as genuine forged documents or 
electronic records and other crimes of forgery 
are manifestations of frauds. These criminal 
activities are amongst the major sources of 

money laundering, as identified by the law 
enforcement agencies in India.”  

Money laundering methods were described 
as being diverse, “In case of domestic crimes, 
the most common money laundering 
methods are opening multiple bank accounts, 
intermingling criminal proceeds with assets of 
a legal origin, purchasing bank cheques 
against cash, and routing through complex 
legal structures. In the case of transnational 
organised crimes, the use of offshore 
corporations and trade based money 
laundering are some of the methods used to 
disguise the criminal origin of the funds”.  

At the time, the assessors found that “India 
continues to be a significant target for terrorist 
groups and has been the focus of numerous 
attacks. The bulk of terrorist activities have 
been orchestrated by groups and entities 
linked to the global Jihad with the support of 
external organisations including State and 
non-State actors. In addition, several domestic 
groups involved in separatism and terrorism 
are also active. There are no published figures 
of terrorist cells operating in the country”.  Key 
concerns raised include porous borders 
between India and Bangladesh, as well as 
maritime borders (especially in relation to 
Pakistan).  

The major sources for terrorist financing (at 
the time) were reported to be “funds/
resources from organisations outside India 
including foreign NPOs; Counterfeiting of 

Main Identified Threats

Main ML 
sources 

Drug trafficking; fraud, including 
counterfeiting of Indian currency; 
transnational organised crime; human 
trafficking; and corruption

Additional 
ML sources 

Human trafficking,  terrorist financing, 
corruption and breaches of probity. 

Source: FATF 2010
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currency; Criminal activities including drug 
trafficking and extortion; and the use of 
formal channels and new payment methods”.  

See Section 8 for more updated information. 

6.2.1 National Risk Assessment (NRA): 
India has not published a ML/TF NRA and 
was reported to be compiling one at the time 
of writing this TA. 

6.2.2 Black Money White Paper: India 
published an important report, titled “Black 
Money White Paper” in 2012 authored by 
India’s Finance Minister, because, “in the past 
year the public discourse on the issue of 
corruption and black money has come in the 
forefront with the active participation of the 
civil society and our Parliamentary 
institutions.” . 11

According to the report, “Black money is a 
term used in common parlance to refer to 
money that is not fully legitimate in the hands 
of the owner. This could be for two possible 
reasons. The first is that the money may have 
been generated through illegitimate activities 
not permissible under the law, like crime, 
drug trade, terrorism, and corruption, all of 
which are punishable under the legal 
framework of the state. The second and 
perhaps more likely reason is that the wealth 
may have been generated and accumulated 
by failing to pay the dues to the public 
exchequer in one form or other. In this case, 
the activities undertaken by the perpetrator 
could be legitimate and otherwise 
permissible under the law of the land but s/he 
has failed to report the income so generated, 

comply with the tax requirements, or pay the 
dues to the public exchequer, leading to the 
generation of this wealth.” 

Furthermore, “the “criminal” component of 
black money may include proceeds from a 
range of activities including racketeering, 
trafficking in counterfeit and contraband 
goods, smuggling, production and trade of 
narcotics, forgery, illegal mining, illegal felling 
of forests, illicit liquor trade, robbery, 
kidnapping, human trafficking, sexual 
exploitation and prostitution, cheating and 
financial fraud, embezzlement, drug money, 
bank frauds, and illegal trade in arms. Some 
of these offences are included in the schedule 
of the Prevention of Money Laundering Act 
2002. The “corrupt” component of such 
money could stem from bribery and theft by 
those holding public office – such as by grant 
of business, leakages from government social 
spending programmes, speed money to 
circumvent or fast-track procedures, black 
marketing of price-controlled services, and 
altering land use regularising unauthorised 
construction. All these activities are illegal per 
se and a result of human greed combined 
with declining societal values and inability of 
the state to prevent them.” 

Also,“While the source of generation of black 
money may lie in any sphere of economic 
activity, there are certain sectors of the 
economy or activities, which are more 
vulnerable to this menace. These include real 
estate, the bullion and jewellery market, 
financial markets, public procurement, non-
profit organisations, external trade, 
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international transactions involving tax 
havens, and the informal service sector.” 

6.3 US INCSR: India has been identified as a 
Major Money Laundering Country (country of 
primary concern) in the 2022 INCSR .  12

“Indian Prime Minister Modi has prioritised 
curtailing illicit financial activity as part of his 
administration’s plans to formalise and 
digitise India’s financial system to reduce 
corruption and increase the tax base. 
Nonetheless, India faces various money 
laundering vulnerabilities such as informal 
financing networks that largely serve rural 
citizens; complex onshore and offshore 
corporate structures; and enforcement 
capacity constraints.  

Laundered funds are derived from tax 
avoidance and economic crimes, corruption, 
narcotics trafficking, trafficking in persons, and 
illegal trade and commodities, such as in the 
diamond cutting and polishing sector. The 
most common money laundering methods 
include intermingling criminal proceeds with 
lawful assets, purchasing bank checks with 
cash, routing funds through employees’ 
accounts, informal value transfer systems, and 
complex legal structures. Transnational 
criminal organisations use offshore 
corporations and trade-based money 

laundering (TBML) to disguise the criminal 
origins of funds, and companies use TBML to 
evade capital controls. Illicit funds continue to 
be laundered through gold purchases, 
charities, election campaigns, and 
educational programs.  

As of October 2020, 262 of India’s approved 
426 Special Economic Zones (SEZs) are 
operational. India has licensed 9 offshore 
banking units (OBUs) to operate in the SEZs. 
OBUs have defined physical boundaries & 
functional limits, are prohibited from 
engaging in cash transactions, can only lend 
to the SEZ wholesale commercial sector, & are 
subject to the same AML regulations as the 
domestic sector. Customs officers control 
access to the SEZs”.  

6.4 Security: According to The World 
Economic Forum’s Global Competitiveness 
Index 2019 , (Pillar 1 Institutions), India’s 13

score for “Security” is 56.4/100 ranked 
124/141.  

This overall score is made up of scores for 
organised crime at 55.0 (ranked 91/141) with 
a ‘declining” trend, homicide at 90.8 (rate of 
3.2/100,000 people) and ranked 81/141, 
terrorism incidence rate 26.3/100 (ranked 
138/141) & police service reliability at 
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53.4/100 and ranked 77/141 (in all cases 
higher scores are better). 

6.5 Crime Rates: India is considered the 91st 
safest country out of 134 in the 2021 Global 
Finance ranking  (which factors in risks of 14

natural disaster with crime, terrorism and war 
to present a more rounded analysis of the 
world’s safest countries). According to the 
Numbeo 2022 Crime Index , India is rated 15

76 out of 142 countries & territories at 
44.63/100 ahead of Australia, Canada, China, 
Germany, Japan, Russia, Saudi Arabia & 
Turkey. 

The National Crime Records Bureau in India 
in 2020 (NCRB 2020), reported that a “Total of 
66,01,285 cognizable crimes comprising 
42,54,356 Indian Penal Code (IPC) crimes and 
23,46,929 Special & Local Laws (SLL) crimes 
were registered in 2020. It shows an increase 
of 28% in registration of cases over 2019. 
Crime rate registered per lakh (100,000) 
population has increased from 385.5 in 2019 
to 487.8 in 2020. During 2020, registration of 
cases under IPC has increased by 31.9% 
whereas SLL crimes have increased by 21.6% 
over 2019. Percentage share of IPC was 
64.4% while percentage share of SLL cases 
was 35.6% of total cognizable crimes during 
2020" .  16

The report highlighted: 

• "With an average of 80 murders daily in 
2020,  India reported a total of 29,193 
fatalities in 2020 with Uttar Pradesh 
topping the chart among states. Among 
states, Uttar Pradesh reported the 
maximum of 3,779 murder cases in 2020 
followed by Bihar with 3,150 cases, in 
Maharashtra 2,163 cases were registered, 
2,101 cases in Madhya Pradesh & West 
Bengal lodged 1,948 murder cases, the 
data showed. Additionally, Delhi logged 
472 murder cases in 2020, according to 
the data for the year. 

• 77 rape cases were reported across India 
on an average every day in 2020, totalling 
28,046 such incidents during the year. 

• Overall, 3,71,503 cases of crime against 
women were reported across the country 
in 2020, showing a decline of 8.3% as 
4,05,326 cases were registered in 2019. 
Of the total cases of crimes against 
women in 2020, there were 28,046 
incidents of rape involving 28,153 victims, 
according to the NCRB data for the year, 
which witnessed COVID-19 outbreak and 
pandemic-induced lockdowns. Rajasthan 
reported the highest number of rapes 
(5,310) in India in 2020, followed by Uttar 
Pradesh with 2,769 cases, Madhya 
Pradesh (2,339 cases), & Maharashtra 
(2,061 cases). The crime rate registered 
per lakh women population is 56.5 in 
2020 in comparison with 62.3 in 2019. 
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• There were 105 cases of acid attacks 
logged across the country during 2020. 
India also recorded 6,966 cases of dowry 
deaths with 7,045 victims last year. 

According to the OSAC 2022 Security Report 
for India (OSAC 2022) , “Crime rarely targets 17

foreigners. Petty crime (e.g. theft of personal 
property) is common and occurs regularly in 
local markets, at tourist sites, and on public 
transportation (e.g. buses, auto rickshaws).  

Although violent crimes are generally 
uncommon, crimes against women remain a 
top security concern. Crimes reported against 
women have been among local residents 
almost exclusively; a large portion 
involve domestic disputes. Occasionally, local 
women riding motorbikes have had jewellery 
snatched by passing riders. Though there has 
been an increase in rape and sexual 
harassment reports, this may be attributed to 
an increased willingness to report incidents, 
not necessarily to an increase in occurrences. 
Sexual assault remains a top priority and 
target of state and city police officials.  

Criminals sometimes attempt to drug drinks in 
order to steal money and possessions, or 
conduct sexual assaults. U.S. travellers have 
received drugged drinks or tainted food in an 
effort to make them more vulnerable to theft, 
particularly at train stations.  

Several scams target foreign travellers. Some 
foreigners have fallen prey to property scams, 
usually when they become convinced to 
invest in property along with an Indian 
partner. The trend involves the Indian partner 

using a false pretext to make a claim on the 
entire property, generally after construction or 
restoration is complete.  

Other scams target younger travellers and 
involve suggestions that the traveler can 
make money by transporting gems or gold 
(both of which can result in arrest) or by 
receiving expensive carpets back in their 
home country, supposedly to avoid customs 
duties. The scam artists describe profits 
that will occur upon delivery of the goods and 
require the traveler to put up a deposit either 
to show sincerity, as a down payment, or as a 
wholesale cost. These schemes invariably 
result in the traveler losing all their money. 
The gem/gold is nearly always counterfeit; if it 
was real, the traveler could be subject to 
arrest. Such schemes often pull the 
unsuspecting traveler in over the course of 
several days and begin with a new friend who 
offers to show the traveler around, so that the 
friend or new acquaintance can practice his 
English. Offers of cheap lodgings and meals 
also can place the traveler in the physical 
custody of the scam artist and can leave the 
traveler at the mercy of threats or physical 
coercion". 
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Section 6 - Key Threats in More Detail - 🇮🇳   

6.6 Corruption: The FATF 2010 MER found 
that corruption was one of the main proceeds 
generating sources of money laundering.  

According to Transparency International’s, 
(“TI”) Corruption Perceptions Index 2021 , 18

India was ranked 85/180 (1 being the best) , 
with an overall score of 40 out of 100,  above 
the average regional score of 45/100 for Asia 
Pacific and the same as the previous year’s 
score. India has stayed within the range of 
40-41 for many years.  

This compares with an average score of 
45/31 across the Asia Pacific region. New 
Zealand (88), Singapore (85) and Hong Kong 
(76) are the top regional performers on the 
CPI, while Cambodia (23), Afghanistan (65) 
and North Korea (16) are among the worst 
performers. India ranks seventh out of the 
G20 countries ahead of the lowest being 
Russia (29), Mexico (31), Brazil (38), Argentina 
(38), China (38) & Indonesia (38). 

The 2021 CPI revealed that “While India has 
remained stagnant on the Index, it is a country 
to watch. Mechanisms that help reign in 
corruption are weakening, alongside 
concerns over the health of democracy and 
the decay of fundamental freedoms and 
institutional checks and balances. Journalists 
and civil society organisations are being 
targeted for speaking out against the 
government”. 

The GAN Integrity Business Anti-Corruption 
Portal (2020)  provides the view that 19

“Companies operating or planning to invest in 
India face high corruption risks. Despite that 
the government has stepped up its efforts 
to counter corruption, red tape and bribery  
continue to be widespread. Corruption is 
especially prevalent in the judiciary, police, 
public services, and public procurement 
sectors. Due to varying levels of corruption 
and quality of government operations across 
India, local investment conditions vary 
between and within states. The Prevention of 
Corruption Act is the principal legal 
framework that focuses on corruption in the 
public sector. Both active and passive bribery 
are covered by legislation, and public officials 
are only allowed to accept gifts of nominal 
value. Private sector corruption is addressed 
by the Companies Act. Due to low levels of 
enforcement and monitoring, integrity in all 
state bodies is lacking, and corrupt practices 
such as facilitation payments and bribes 
persist.” 
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The 2021 TRACE Bribery Risk Matrix  rates 20

India at a “moderate” risk level, ranking it 82 
out of 194 surveyed countries, with an overall 
risk score of 44. The TRACE Matrix equates 
India along with countries such as Bulgaria, 
Panama , and North Macedonia as a 
“democracy with a complex economy”, a 
“stable, democratic state with a complex, 
diverse economy,  and “fair- to-weak civil 
societies”. 

According  to the 2021 OC Index “Corruption 
is widespread, especially at lower levels of 
government and the judiciary, where bribe 
payments are common, especially among the 
police. Attempts to improve accountability 
and transparency are visible in India, such as 
the creation of an anti-corruption watchdog 
agency, but criticisms have been levelled at 
the institution around lack of effective 
personnel and regulations, and an 
unwillingness to investigate all claims. 
Furthermore, despite a strong legal 
framework pertaining to access to 
information, the process is tainted by political 
interference”. 

TI’s Global Corruption Barometer in Asia in 
2020  found that: 21

• 89% of India’s citizens think corruption in 
government is a big problem; 

•  34% think their government is doing 
badly in tackling corruption; 

• 47% thought corruption was increasing; 

• 39% of public service users paid a bribe 
to get a service in the previous 12 
months; 

• 42% of people who had contact with the 
police paid a bribe in the previous 12 
months.  

“Bribery in public services continues to 
plague India. Slow and complicated 
bureaucratic process, unnecessary red tape 
and unclear regulatory frameworks force 
citizens to seek out alternate solutions to 
access basic services through networks of 
familiarity and petty corruption. With the 
highest bribery rate (39%) in the region, India 
also has the highest rate of people using 
personal connections to access public 
services (46%). When asked why they pay 
bribes or use personal connections, 50% of 
those who paid bribes said they were asked 
to, while 32% of those who used personal 
connections said they would not receive the 
service otherwise. Both national and state 
governments need to streamline 
administrative processes for public services, 
implement preventative measures to combat 
bribery and nepotism, and invest in user- 
friendly online platforms to deliver essential 
public services quickly and effectively”.  

Of the institutions thought by most people to 
be corrupt are Local Government Officials 
and  Police (46%), Members of Parliament 
and the President/Prime Minister (42%), 
Government Officials (41%). This compares to 
the institutions considered the least corrupt 
such as the Army leaders (10%), Bankers 
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(15%), Judges and Magistrates  (20%), NGOs 
(22%), Business Executives (29%) and 
Religious Leaders (36%).”  

According to an EU report  in 2014, it was 22

estimated that corruption costs Europe €120 
billion (US$162 billion), or 1% of the EU’s 
GDP.  Applying this into India, 1% of India 
GDP would represent approximately US$28 
billion. 

For details on India’s implementation of 
commitments made under the UN Anti 
Corruption Convention and the OECD Anti 
Bribery Convention, see Section 10.12 below.  

As elections become more expensive, the 
importance of generating finances increases 
as do the rewards for success. India has long 
been dogged with allegations of election 
finance irregularities, including financing 
from illicit funds. More recently, the role of 
“interested money” from corporates has 
taken prominence, which accounts for as 
much as 89% of total donations, which in 
some cases, allegedly comes from 
undisclosed means, not least as corporates 
fear a backlash from parties in power they 
didn’t support if they reveal their identity. In 
many cases this also fuels cronyism and 
corruption with many scandals a common 
trend in India in the recent years . 23

6.7 Organised Crime: According to The 
World Economic Forum’s Global 
Competitiveness Index 2019 , scores for 24

organised crime are at 55 (ranked 91/141) 

6.7.1 Organised Crime: The FATF 2010 MER 
found that organised crime was one of the 
main proceeds generating sources of money 
laundering.  

The main organised crime types operating in 
India, according to the 2021 Organised 
Crime Index (2021 OC Index)  are Criminal 25

Networks (6/10), State Embedded actors 
(6/10), Mafia Style Groups (3.5/10) and 
Foreign Actors (3.5/10).   

The main areas of organised criminal activity 
are in wildlife trafficking, illegal mining, 
human trafficking, people smuggling, and 
drug trafficking. OCG’s have connections in 
particular with countries bordering India, 
such as Pakistan to the west; China, Nepal & 
Bhutan to the north; & Bangladesh & 
Myanmar. 

According to the 2021 Organised Crime 
Index (OC Index 2021), ”India has a long 
history of the lines between organised 
criminal activity and politics being blurred. 
The high cost of running for election in India 
means that politicians often accept money 
and cede influence to criminal groups. 
However, criminal actors are increasingly not 
only financing elections, but also running for 
election themselves. The relationship 
between the Indian people, the government 
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and law enforcement is increasingly fractured 
and India’s central government is facing 
questions about its Hindu nationalist agenda. 
Furthermore, long-standing border disputes 
with Pakistan and China have created a fertile 
breeding ground for insurgents who engage 
in organised criminal activity”.  

“A small number of mafia-style groups exist in 
India, the most prominent being the D-
Company. This criminal group, which also 
engages in terrorist activity, uses Mumbai as 
its principal hub and operates in a number of 
criminal markets. In recent years, the group 
has diversified and expanded its international 
reach significantly. Furthermore, there are a 
number of groups in India, such as the 
People’s Liberation Guerrilla Army and the 
Naxalites, that are primarily driven by 
ideological motives, but that systematically 
engage in organised criminal activity to 
generate income. These groups operate 
mainly in central and eastern areas and along 
the Indo-Myanmar border and Jharkhand. 
There are also various ‘sand mafia’ groups 
managing the illicit mining and trade of sand, 
and carrying out low-level violence against 
police and journalists investigating their 
markets. Loosely organised criminal networks 
feature heavily in India’s organised-crime 
landscape. They are spread throughout the 
country and engage in a number of criminal 
markets, such as drug and human trafficking, 
as well as wildlife poaching. While the 
judiciary remains largely un-compromised 
and police involvement with mafia 
organisations is very limited, low-level state 

officials are more involved with poaching, 
trafficking and illicit mining, with participation 
ranging from facilitation to active 
management. The level of criminal activity 
and corruption within India’s parliament is 
growing, and the economic damage caused 
by COVID-19 is likely to exacerbate this. With 
regard to foreign criminal actors, Nigerian 
nationals have a significant share of India’s 
drug-trafficking market, particularly for heroin; 
Afghan nationals are also implicated. While 
there has been a rise in criminal activity by 
foreign nationals in states such as Goa, there 
is likely to be widespread resistance by an 
assertive and territorial Indian criminal 
underground.”

6.7.2 Sand Mafias: In the 2019 Sand Mafias 
in India report , “India has seen a tripling of 26

demand for sand from 2000 to 2017, creating 
a market worth 150 billion rupees, or just over 
two billion US dollars. The country has the 
third-largest construction industry in the 
world, following those of China and the 
United States, accounting for 9 per cent of its 
two-trillion-dollar economy and employing 
more than 35 million people.1 Given the 
dizzying rate of India’s construction boom, 
guesstimates indicate a massive shortage of 
licitly mined sand”.  
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“In itself, extraction of sand for construction is 
not a severe problem, due to gradual natural 
replenishment of river beds and deltas. 
Rather, the issue is the scale at which it occurs. 
If supply is to meet demand, illicit mining is 
seen – at least by some – as a necessary evil. 
By ‘illicit’, what is meant is extraction that is 
either unlicensed (i.e. illegal) or where the 
extraction process breaches restrictions 
provided by a mining licence issued by the 
authorities (i.e. extra-legal).” 

As there is much competition in relation to 
illicit sand mining, there has been an increase 
in violence and the presence of firearms  at 
sand-mining sites. In particular, it has been 
reported that “assault rifles stolen from 
government armouries have found their way 
to criminal gangs in the chronically lawless 
province of Bihar. Bihar has also witnessed 
several hundred killings over the illicit sand 
business. The town of Munger in particular is 
a hub for illegal arms trading”.   

In relation to illicit sand-mining from rivers 
and deltas, it is considered a “free-for-all to 
make fast money, provided one is prepared to 
bribe some local officials and threaten or 
eliminate others, all the while facing down 
violent competitors. But a different dynamic 
operates with sand mining from beaches, 
where rare earths are extracted for export. 
Rare earths smuggled from Tamil Nadu are 
destined for foreign markets, primarily North 
America and Europe. Among them is 
suspected to be monazite, a strategic mineral 
that is banned for export since it can be used 
to manufacture thorium for nuclear 

programmes. Here, it is not just provincial 
laws that are being flouted, but also federal 
ones, because the export of rare earths is a 
subject that New Delhi has direct jurisdiction 
over. Consequently, the levels of bribery and 
corruption involved in beach sand mining are 
much higher (in terms of both the amounts of 
money exchanged and the position of the 
recipients). There is also more sophistication 
in the methods used to silence opponents 
and troublesome journalists. The largest 
beach sand mafia is believed to exist in Tamil 
Nadu, in the form of a single company 
engaged in rare- earth extraction and export”. 

“Sand mafias in India, like organised-crime 
actors anywhere, invest in cultivating a 
political roof, which allows them to stay in 
business…Karnataka is believed to be one of 
India’s most systemically corrupt provinces, 
with the mining sector especially vulnerable 
to corruption”. 

The province’s sand mafia is the reported to 
be “poorer cousin of a stone-quarrying mafia. 
The latter is directly controlled by politicians, 
while the former is indirectly controlled, 
through business partners of the same 
politicians. By keeping illicit sand mining 
active, those invested in selling stone ensure 
the robustness of Karnataka’s real-estate 
market, one of the most lucrative in India, and 
secure their ongoing provision of building 
materials. The province also has large 
deposits of iron ore, which are under the grip 
of a powerful family-based mining cartel 
whose patriarchs are well-known politicians. 
Lastly, the provincial capital, Bangalore, is 
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believed to be in the grip of highly influential 
land mafias connected with political parties. 
Being a hub of the information-technology 
industry, Bangalore’s real-estate market has 
seen an influx of foreign companies looking 
to outsource backroom operations to India. 
With official ways of obtaining property being 
cumbersome and usually involving litigation 
by the owners, the city’s land mafias step in to 
speed up the pace of business – for a fee”. 

“All trends suggest that law-enforcement 
agencies are prevented by both capacity 
constraints and lack of political support (from 
a political class that is itself highly 
criminalised) from going after influential crime 
lords. What is worrying is that single-point 
organised-crime actors (mafias that are 
focused only on the illicit sand trade, for 
instance) can, over time, mutate into larger 
organisations with diversified investment 
portfolios in multiple sectors”. 

The report concludes that “ to rouse the 
Indian public from its general stupor, it may 
be useful to emphasise revenue losses that 
are caused by illegal and extra-legal sand 
mining. Being a democracy, India seeks to 
maintain at least a facade of public 
accountability. If this could be punctured by 
suggesting that high-level collusion in 
organised crime is depriving the country of 
badly needed cash to upgrade public 
infrastructure, there might be top-down 
pressure to introduce reforms and improve 
oversight”. 

6.8 Drug Trafficking: The FATF 2010 MER 
found that drug trafficking  was one of the 
main proceeds generating sources of money 
laundering.  

According to the 2021 Organised Crime 
Index (OC Index 2021) drugs scored 6/10 
overall and included cannabis (7.5/10), 
heroin and synthetic drugs (6.5/10), and 
cocaine (3.5/10).  

“The illegal cannabis market is one of India’s 
most pervasive illicit drug markets. Cannabis 
cultivated in India is of high quality and enjoys 
worldwide demand. Domestically, cannabis 
has a large traditional and ceremonial role in 
Indian culture, and several major cities in 
India have among the highest cannabis 
consumption rates in the world. Despite its 
cultivation and trade being partially restricted, 
certain areas have legalised the cultivation of 
cannabis for medicinal and industrial use.  

Heroin is similarly highly pervasive in India, 
with the country playing a role as a source, 
transit and destination country for the drug. 
Despite eradication efforts, illegal poppy 
cultivation remains widespread in India, and 
the epidemic of domestic opiate addiction is 
growing. The north-eastern state of Manipur 
was the first hub for heroin to leave India 
through its border with Myanmar. Distribution 
networks in this region often enjoy the 
patronage of influential local politicians and 
corrupt policemen. The revenue is linked to 
funding arms trafficking along its border into 
Bangladesh. The western coast of India is a 
common entry point for heroin smugglers 
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from Pakistan and Afghanistan moving heroin 
through India to Europe and North America, 
although the border is highly guarded and 
state intervention is more rigorous. Money 
earned from heroin trafficking in the west is 
reported to finance the activities of terrorist 
organisations in Afghanistan and Pakistan.  

Furthermore, India is a key production 
country, as well as a transit point, for synthetic 
drugs. Codeine-based drugs produced in 
India are trafficked through multiple exit 
points across the border and into Myanmar 
and Bangladesh, as are the drug yaba, 
ephedrine and pseudoephedrine. A 
significant proportion of the Tramadol seized 
worldwide originates from India, and 
Tramadol addiction is spreading throughout 
the country. The cocaine market, on the other 
hand, is far smaller in scope in India. 
Nevertheless, cocaine smuggling has risen in 
recent years due to drug syndicates 
increasingly using the dark web and 
cryptocurrencies for distribution. Historically, 
cocaine is smuggled into the country by 
criminal actors from African states, but 
recently cocaine has been sourced from other 
destinations, such as Afghanistan and several 
countries in South America.” 

The FATF 2010 MER found at the time that 
“India is a drug-transit country due to its 
strategic location between the countries of 
the Golden Triangle and the Golden Crescent. 
India is the world‘s largest producer of licit 
opium gum for the pharmaceutical 
preparations but it is estimated that between 
20 to 30% of the opium crop is diverted. The 

illicit cultivation is mainly located in the areas 
of Arunachal Pradesh and Himachal Pradesh 
in the North of India. According to the Indian 
authorities, the drug situation in India is a 
complex combination of many factors as 
summarised below:  

• Diversion of opium from licit cultivation and 
indigenous production of low quality 
heroin;  

• Trafficking of heroin from South West and 
South East Asia to India and again to Sri 
Lanka, Maldives and Western countries; 

• Trafficking in hashish from Nepal and 
further to Europe (hash-tourism); 

• Illicit cultivation of cannabis and opium; 

• Clandestine manufacture of methaqualone 
and trafficking to South Africa;  

• Diversion of precursor chemicals and other 
controlled substances;  

• Attempts to establish methamphetamine 
laboratories in active collaboration with 
drug operatives based in China; Hong 
Kong, China; and Canada;  

• Diversion of pharmaceutical preparations 
and prescription drugs containing 
psychotropic substances and trafficking to 
neighbouring countries;  

• Internet pharmacies and misuse of courier 
services; and 

• Involvement of foreign nationals in 
trafficking and distribution networks, such 
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as Nigerian nationals in case of heroin and 
Israeli nationals in case of hashish. 

An area of recent concern has been the 
diversion of Ketamine (and anaesthetic) from 
India for abusive purposes. Although there 
have been no reports of its abuse in India, 
attempts were made to smuggle Ketamine to 
certain destinations in South East Asia”.  

According to the 2022 INCSR, India was 
highlighted as a major illicit drug producing 
and/or drug-transit country, and one of the 
major sources of precursor or essential 
chemicals used in the production of illicit 
narcotics.  “India’s pharmaceutical and 
chemical industries are responsible for a 
significant percentage of the global supply of 
pharmaceuticals, particularly generic drugs. 
Legislation, regulation, and enforcement have 
not kept pace with the growth of the industry. 
Criminal organisations in India have diverted 
chemical precursors and drugs from licit 
chemical and pharmaceutical manufacturers 
for illicit production in clandestine 
laboratories. 

The Central Bureau of Narcotics (CBN) is 
responsible for issuing licenses required for 
the manufacture of synthetic narcotic drugs 
and psychotropic substances listed in the 
Narcotics Drugs and Psychotropic Substances 
Act (NDPS), as well as import/export 
authorisations for the movement of precursor 
chemicals and pharmaceutical drugs. CBN is 
the central agency authorised to interact with 
the International Narcotics Control Board and 
foreign governments in supervising 

international transactions of regulated 
substances.  

India continues to participate in international 
precursor control initiatives such as the INCB-
led Project Cohesion and Project Prism. 
However, diversion of precursor chemicals 
from licit producers to illicit brokers remains a 
challenge. India-based precursor trafficking 
organisations have been involved in the illicit 
export and domestic sale of precursor 
chemicals such as ephedrine and 
pseudoephedrine, used in the manufacture of 
methamphetamine. 

To avoid Chinese controls on the export of 
precursors, some entrepreneurs and dealers, 
including Mexican-based criminal 
organisations, have shifted to India as a new 
source for precursor chemicals. Multi-ton 
consignments of precursor materials from 
India have been shipped to Africa and 
Mexico. This trend is expected to continue 
and expand. 

Although the NDPS Act allows India to use 
emergency scheduling, regulators have not 
exercised this authority. In 2018, India added 
tramadol to the NDPS schedules through the 
regular process, which requires approvals 
from multiple ministries and Parliament. The 
NDPS Act also provides for the control of 
chemicals used to manufacture controlled 
substances, but it does not define controlled 
substance analogues and does not include 
controls for related equipment. All 
manufacturing equipment is required to 
comply with regulations in Schedule M, 
“Good Manufacturing Practices and 
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Requirements of Premises, Plant, And 
Equipment for Pharmaceutical Products” of 
the Drugs and Cosmetics Rules 1945. There is 
no registration requirement for manufacturing 
equipment, including tableting and 
encapsulating machines”.  

According to Our World in Data, India has an 
estimated 7.67 million people  with illegal 27

drug use disorders (2019), representing 
0.52% of the population. 

6.9 Arms Trafficking: The 2021 OC Index 
reports that in terms of criminality scores, 
arms trafficking is rated at  5.5/10. “India is a 
source, transit and destination country for 
illegal arms. Transnational arms smuggling 
primarily supplies international terror groups 
and national insurgencies with weapons 
smuggled through border states such as 
Kashmir and West Bengal. Demand for 
smuggled arms is especially driven by the 
presence of violent insurgent groups, 
particularly in Kashmir. They are supplied with 
illegal arms that come across the border from 
Pakistan. The porous borders, especially with 
Bangladesh, where smuggling methods are 
particularly sophisticated, as well as China 
and Myanmar, create ideal conditions to 
smuggle arms. India’s states of Bihar and 
Madhya Pradesh serve as hotbeds of gun 
manufacturing. The flow, accessibility and 
affordability of illegal arms in India have 
served to normalise gun culture, and the 
number of crimes involving guns is 
increasing”. 

According to the NCRB 2020 report “68,463 
cases were registered during 2020 in which 
74,581 arms were seized, comprising of 1,412 
arms as licensed/factory made and 73,169 
Arms as unlicensed/ improvised/crude/
country made. A total of 95,265 number of 
ammunitions were also seized during 2020”. 

6.10 Extortion: According to the OSAC 
2022, “There have been reports of local  
political organisations pressuring  
Western companies, particularly in more rural 
areas,  to hire certain workers or vendors. In  
rare cases, organised crime elements make 
extortion threats. Criminal  groups tend to 
target lower-income Indian citizens  and 
tourists. There have also been reports of 
criminals  using  the names of actual  
U.S. diplomats, businesses , or individuals in 
their fraudulent materials”.   

6.11 Human Trafficking: The FATF 2010 
MER found that human trafficking was one of 
the main proceeds generating sources of 
money laundering. “In South Asia, human 
trafficking is often referred to as one of the 
fastest growing transnational organised 
crimes. Countries in South Asia, including 
India, serve as origin, transit and destination 
countries for women, children and men being 
trafficked . The human trafficking in India is a 
cause of serious concern to the Government. 
The Government of India has adopted a multi-
pronged approach to combat human 
trafficking and to deal with the crime of 
trafficking in a holistic manner”.  
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According to the NCRB 2020 report “a total 
of 1,714 cases of human trafficking were 
registered in 2020 as compared to 2,208 
cases in the year 2019, showing a decrease of 
22.4%. A total of 4,709 victims have been 
reported to be trafficked in which 2,222 
children and 2,487 adults were trafficked. 
Apart from this, 4,680 victims have been 
rescued from clutches of traffickers. A total of 
4,966 persons were arrested in 1,714 cases of 
trafficking”. The 2021 OC Index reports that in 
terms of criminality scores, human trafficking 
is one of the highest at 7/10. “India has a 
large domestic & transnational HT market, and 
serves as a source, destination & transit 
country. HT in India primarily takes the form of 
young women and girls being trafficked to 
Gulf countries for the purposes of sexual 
exploitation, followed by men trafficked into 
Nepal, Bangladesh & many other destinations 
for forced labour. Children are also targets of 
trafficking, with Kolkata & Mumbai being 
major hubs for underage girls lured into 
sexual exploitation & forced marriages 
through false promises of employment. HT is 
expected to rise as a result of the mass 
unemployment crisis caused by the 
coronavirus pandemic and traffickers are 
increasingly using social media, which makes 
it harder for authorities to track the practice”. 

India has been categorised as a Tier 2 
country in the last 5 US Trafficking in Persons 
Reports from 2016  to 2021 . Tier 2 status is 28 29

assigned to countries whose governments do 
not fully meet the minimum standards but are 
making significant efforts to bring themselves 
into compliance with those standards.  

“Human traffickers exploit domestic and 
foreign victims in India and traffickers exploit 
victims from India abroad. Internal forced 
labor constitutes India’s largest trafficking 
problem; traffickers use debt-based coercion 
(bonded labor) to compel men, women, and 
children to work in agriculture, brick kilns, rice 
mills, embroidery and textile factories, and 
stone quarries. Traffickers promise large 
advances to manipulate workers into 
accepting low- paying jobs, where traffickers 
then add exorbitant interest rates; create new 
deductions for items such as lodging, health 
care, or wage slips; or fabricate the amount of 
debt, which they use to coerce workers into 
continuing to work for little or no pay.  

NGOs have assessed at least eight million 
trafficking victims in India, the majority of 
whom are bonded labourers. 
Intergenerational bonded labor continued, 
whereby traffickers transfer the outstanding 
debts of deceased workers to their parents, 
siblings, or children. Traffickers often target 
those from the most disadvantaged social 
strata. The increase in economic insecurity 
and unemployment due to the pandemic 
places substantial burdens on economically 
vulnerable communities in meeting daily food 
and shelter requirements, thereby increasing 
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their vulnerability to trafficking. In 2020, 
traffickers offered cash advances to attract 
workers who were unemployed, thus 
increasing the likelihood of debt bondage 
among economically vulnerable groups. 
NGOs reported a significant increase in child 
trafficking due to pandemic-related loss of 
parental employment and school closures.  

Traffickers force entire families into work in 
brick kilns, including children younger than 6 
years old. In a 2017 study of brick kiln workers 
in Rajasthan state, researchers found more 
than 40% of seasonal workers from Uttar 
Pradesh, Chhattisgarh, Bihar, and Rajasthan 
states owed debts to kiln owners that were 
greater than the amount workers earned over 
the entire season. In some states, the 
exploitative contractors that trap workers in 
bonded labor are local government officials 
or politically influential. Some traffickers 
severely abused bonded labourers, including 
those who asked for their rightful wages, and 
some bonded labourers died under 
traffickers’ control.  

Traffickers exploit adults and children, 
including entire families, into bonded labor in 
carpet production in Jharkhand and Uttar 
Pradesh states, and in mica mining and 
textiles, sometimes requiring adults to leave 
children behind as collateral when they leave 
the premises for any reason. State-owned tea 
estates in Assam pay workers much less than 
the state-mandated minimum wage and do 
not provide workers with pay slips to 
document their debts and expenditures. 
Indian law allows estates to pay workers in 

both cash and in-kind benefits, but 
researchers noted the quality and quantity of 
the food rations constituting part of the 
workers’ salaries were inadequate and 
disproportionate to the amount deducted. 
Thirty-seven percent of workers across 50 tea 
estates in Assam had daily expenditures that 
exceeded their daily income, making workers 
extremely vulnerable to debt-based coercion. 
In some cases, the “Provident Funds” or 
Sumangali scheme in which employers pay 
young women a lump sum for education or a 
dowry at the end of multi-year labor contracts, 
often in Tamil Nadu’s spinning mill industry, 
may amount to bonded labor, and some 
employers subject these women to sex 
trafficking.  

Traffickers exploit children as young as 8 in 
forced labor in agriculture (coconut, 
eucalyptus, ginger, and sugarcane); 
construction; domestic service; garment, 
steel, and textile industries (tanneries, bangle, 
and sari factories); begging; criminality; food-
processing factories (biscuits, bread-making, 
meat-packing, and pickling); floriculture; 
cotton; ship breaking; and manufacturing 
(wire and glass). Multiple organisations note 
physical violence against trafficking victims – 
in both forced labor and sex trafficking – is 
particularly prevalent in South Asia, including 
India. Some traffickers force women and girls 
to conceive and deliver babies for sale. Non-
state armed groups continued to recruit and 
use children as young as 14 in direct 
hostilities against the government in Jammu 
and Kashmir. Maoist groups, particularly in 
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Chhattisgarh and Jharkhand forcibly recruited 
children as young as 12 to handle weapons, 
improvised explosive devices, and in some 
cases serve as human shields. Several women 
and girls formerly associated with Maoist 
groups reported that sexual violence, 
including practices indicative of sexual 
slavery, was a practice in some Maoist camps. 
Non-state Naxalite groups continued to 
systematically recruit and use child soldiers.  

Traffickers exploit millions of people in 
commercial sex within India. Scheduled caste 
females were sometimes exploited through 
the traditional Jogini system, in which Dalit 
women and girls are ceremoniously “married” 
to a local temple deity but in practice are 
used as sex slaves for higher caste villagers. 
Traffickers target Indian women and girls, but 
also fraudulently recruit significant numbers 
of Nepali and Bangladeshi women and girls 
to India for sex trafficking. Additionally, 
traffickers exploit women and girls from 
Central Asian, European, and African 
countries in commercial sex, especially in Goa 
state. NGOs reported that internal trafficking 
victims in western India came from almost 
every state. In addition to traditional red light 
districts, dance bars, spas, and massage 
parlours, traffickers increasingly exploit 
women and children in sex trafficking in small 
hotels, vehicles, huts, and private residences. 
Media outlets report the recruitment of 
women and children for commercial sex 
increasingly took place through social media 
platforms, including mobile dating 
applications and websites. Traffickers use 

encrypted digital communication applications 
to conduct transactions, enabling them to 
evade law enforcement. In addition, traffickers 
increasingly utilize digital payment 
applications in place of cash to evade 
suspicion. India is a source for child sex 
tourists and a destination for child sex 
tourism.  

Traffickers kidnap and force Indian and Nepali 
women and girls to work as “orchestra 
dancers” in India, especially in Bihar state, 
where girls perform with dance groups until 
they have repaid fabricated debts. Traffickers 
exploit women and children in sex trafficking 
in religious pilgrimage centres and in tourist 
destinations. Some traffickers kidnap children 
from public places, including railway stations, 
entice girls with drugs, and force girls as 
young as 5 years old in sex trafficking to take 
hormone injections to appear older. Some law 
enforcement officers protect suspected 
traffickers and brothel owners from law 
enforcement efforts and take bribes from sex 
trafficking establishments and sexual services 
from victims. According to one report, police 
have accepted bribes to release child sex 
trafficking victims back into traffickers’ 
custody. Traffickers arrange sham marriages 
within India and Gulf states to subject females 
to sex trafficking. There have been isolated 
reports of physical and sexual abuse in some 
government-, NGO-, and privately run shelter 
homes, including of trafficking victims, and 
compelling shelter residents into forced labor 
and sex trafficking in previous reporting 
periods.  
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Traffickers force many Indian migrants who 
willingly seek employment abroad into 
construction, domestic work, factories, and 
other low- skilled sectors in many regions, 
especially Gulf countries and Malaysia, often 
following recruitment fraud and exorbitant 
recruitment fees. Indian female domestic 
workers in Gulf countries, particularly Kuwait 
and Saudi Arabia, consistently report strong 
indicators of forced labor, including non-
payment of wages, refusal to allow workers to 
leave upon completion of their contracts, and 
physical abuse. In United Arab Emirates, labor 
traffickers bring Indian workers overseas on 
tourist visas, withhold their identity 
documents and wages, and force them to 
work, especially in construction. Authorities 
have identified Indian forced labor victims in 
Armenia, Portugal, Gabon, and Zambia, and 
Indian female sex trafficking victims in Kenya. 
Traffickers exploit Rohingya, Sri Lankan Tamil, 
and other refugee populations in sex and 
labor trafficking. Traffickers subject some boys 
from Assam, Bihar, and Uttar Pradesh states to 
forced labor in Nepal”.  

According to the Global Slavery Index  30

2018, India has a high incidence of human 
trafficking, with 6.1 in 1,000 (equivalent to the 
region’s average), estimating victims at 
approximately 7,989,000 ranking India 15 in 
Asia and the Pacific out of 28 countries 
assessed. GSI gives India a government 
response of “B” which is higher than the 
regional average of “CCC”.   

Based on figures from the GTA , estimates 31

for human trafficking can be up to 3% of 

criminal proceeds. Alternatively according to 
the International Labor Organisation  in 32

2015 annual profits for victims varied based 
on the form of exploitation involved, with the 
most profitable being sexual exploitation at 
US$21,800 per victim. These estimates will be 
higher in advanced and more prosperous 
economies.  Based on the most conservative 
estimate of US$84 billion (See Section 6 Key 
Threats Summary above) for criminal 
proceeds, HT proceeds could be estimated at 
US$2.5 billion. 

According to the UNODC Global Report on 
Trafficking in Persons 2020 , India is included 33

in the regional overview for South Asia. The 
report summarises the developments relating 
to analysis conducted on the year 2018 as 
follows: 

• “The largest group of detected victims 
continues to be women, with a large share 
of children, both girls and boys. This 
region records among the highest share 
of children among total victims detected, 
second only to Sub-Saharan Africa; 

• The detected victims of trafficking for 
forced labour make up more than half the 
share of victims in this subregion. Notably, 
trafficking for the purpose of forced 
marriage is recorded as a main form of 
exploitation after sexual exploitation and 
forced labour. Trafficking for the purposes 
of exploitative begging and forced 
criminal activity were also reported in the 
region;  
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• In respect of trafficking flows, “The 
majority of detected victims in South Asia 
are citizens of the country of detection or 
are trafficked from another country within 
the subregion. South Asia is an origin area 
for trafficking to the rest of the world. The 
main destinations appear to be the 
Middle East, East Asia and the Pacific, 
Western and Southern Europe and North 
America. South Asian victims were also 
detected, in limited numbers, in East and 
Southern Africa.  

6.11.1 Child Labor and Forced Labor: 
According to the ILAB International Child 
Labor & Forced Labor Reports (ILAB 
Reports) , “children in India are subjected to 34

the worst forms of child labor, including in 
garment production, stone quarrying, and 
brick making. Children also perform 
dangerous tasks in the production of thread 
and yarn. India also does not meet the 
international standard for the prohibition of 
military recruitment by non-state armed 
groups. Research has found that that no 
illegal shelter homes were shut down during 
the reporting period. Research has also found 
that complicit government officials were not 
held accountable for helping to operate 
illegal shelter homes—no criminal cases were 
initiated against government officials in 2020. 
Hazardous work prohibitions do not include 
all occupations in which children work for 
long periods of time in unsafe and unhealthy 
environments, and penalties for employing 
children are insufficient to deter violations. 
The government also did not publicly release 

information on its labor law enforcement and 
criminal law enforcement efforts”. 1.4% 
(3,253,202) of children aged 5-14 were 
working.  

The worst forms of child labour are described 
as : 35

• “Forced labor in agriculture, including 
producing hybrid cottonseed and 
harvesting sugarcane, each sometimes as 
a result of human trafficking; 

• Forced labor in producing bricks, 
quarrying stones, and in rice mills; 

• Forced labor in producing garments and 
carpets, spinning cotton thread and yarn, 
and embroidering silver and gold into 
textiles; 

• Forced labor in producing bangles, 
imitation jewellery, leather goods, plastic 
goods, footwear, and bags; 

• Forced labor in domestic work and 
begging, each sometimes as a result of 
human trafficking; 

• Commercial sexual exploitation, 
sometimes as a result of human 
trafficking; 

• Recruitment of children by non-state 
armed groups for use in armed conflict; 
and 

• Use in illicit activities, sometimes as a 
result of human trafficking, including the 
use of children to commit theft, traffic 
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other children, and recruit other children 
for commercial sexual exploitation.” 

 “Within India, children are trafficked for 
commercial sexual exploitation and for forced 
labor in domestic service. Most labor 
trafficking is internal to the country; research 
found that the states of Bihar, Jharkhand, 
Chhattisgarh, and Odisha are major sources 
for child trafficking. Children from India’s rural 
areas migrate to urban centres or are 
trafficked for employment in industries such 
as spinning mills and cottonseed production, 
in which they are forced to work in hazardous 
environments for little or no pay. Children are 
also forced to work as bonded labourers in 
brick kilns and stone quarries to pay off family 
debts owed to moneylenders and employers. 
Children typically enter debt bondage along 
with their entire family, and trafficked children 
are employed in cotton farms, home-based 
embroidery businesses, roadside restaurants, 
and brick kilns. 

Research has found that the prevalence of 
child trafficking in India increased during the 
COVID-19 pandemic as the number of 
children in the labor market increased. Human 
traffickers chartered buses from the states of 
Andhra Pradesh, Rajasthan, and Karnataka to 
transport migrant labor, including children, 
from Bihar. To avoid suspicion, traffickers often 
ask parents to accompany children to their 
destination. NGOs intercepted several 
operations, during which they found many 
children carrying false identification cards as 
proof of legal working age. Media reported 
railway and transit police increased patrolling 

of transportation hubs to prevent and 
intercept perpetrators and victims of human 
trafficking, including children. In Tamil Nadu, a 
major garment factory hub, 35 children were 
rescued from a spinning mill during the 
reporting period. Research has also found 
that one child rights NGO reportedly rescued 
1,675 children between April and November 
of 2020. 

Non-state armed groups reportedly force 
children to serve as spies, couriers, and 
soldiers in the states of Chhattisgarh and 
Jharkhand, and as soldiers in Jammu and 
Kashmir. Maoist groups sometimes used 
children as human shields in confrontations 
with security forces. In addition, some female 
child soldiers reported that commanders of 
these non-state armed groups recruited and 
used them in part for sexual exploitation, 
including practices indicative of sexual 
slavery.  

Child victims of commercial sexual 
exploitation, forced labor, and child trafficking 
are more likely to be from marginalised 
groups, such as low-caste Hindus, members 
of tribal communities, and religious 
minorities. Traffickers sometimes kidnap 
children from public places, such as railway 
stations, entice them with drugs, and force 
girls as young as age 5 in sex trafficking to 
take hormone injections to appear older. 
During the reporting period, officials 
acknowledged some registered and 
unregistered spas exploited girls in sex 
trafficking, and that officials lacked sufficient 
oversight of all such establishments. 
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Apprehending child traffickers has become 
more challenging for law enforcement 
because traffickers are utilising technology to 
reach customers and to receive electronic 
payment, eliminating the need to be centrally 
located in brothels. Research found that girls, 
some as young as age 14, are trafficked from 
the states of Jharkhand and Chhattisgarh for 
commercial sexual exploitation. Most of the 
trafficked girls belong to tribal or lower caste 
communities”. 

6.12 People Smuggling: The 2021 OC 
Index reports that in terms of criminality 
scores, human smuggling is rated as 6/10. 
“West Bengal and the Punjab regions have 
well-entrenched human-smuggling 
operations, largely meeting local demands for 
emigration. Recently, however, there have 
been changes in smuggling behaviour, with 
routes emerging to less popular countries, 
such as Denmark – most likely as a 
consequence of clampdowns on irregular 
movement by the more common destination 
countries. Ethnic and religious tensions in 
India suggest irregular migration may 
increase in the short term, with a large Indian 
diaspora to facilitate this irregular movement”. 

People smugglers facilitate the movement of 
migrants from Sri Lanka, mostly Tamils, and 
Bangladeshi migrants to India.  In many 
cases, people smugglers are involved in 
exploiting, torturing and abusing smuggled 
migrants. Many migrants, including children 
and women, have lost their lives during harsh 
maritime and land journeys . 36

6.13 Counterfeiting & Smuggling (C&S): 
Counterfeit goods, currency and cigarettes 
remain threats of concern.  Counterfeiting 
and fraud were considered to be significant  
proceeds generating criminal threats in India 
according to the FATF 2010 MER.   

6.13.1 Counterfeit Goods: According to the 
Trends in Trade & Pirated Goods Report 
2019  by the EUIPO & OECD (“Fakes 37

Report”), 3.3% of world trade (& 6.8% of EU 
imports) in 2016 was made up from trade in 
counterfeit goods. Whilst India is estimated 
as having a high propensity to export 
counterfeit products with a score of 0.708/1 
(2016) with export trade to the rest of the 
world, and is expected to be involved in 
significant counterfeit imports.   

According to the Fakes Report, “Regarding 
the economies of origin of fakes in world 
trade, existing studies show that trade routes 
of fakes are very complex. Parties that engage 
in the trade of counterfeit and pirated 
products tend to ship infringing products via 
complex routes, with many intermediary 
points. The transit points are used to facilitate 
falsification of documents in ways that 
camouflage the original point of departure, 
establish distribution centres for counterfeit 
and pirated goods, and repackage or re-label 
goods. In addition, while imports of 
counterfeit goods are, in most cases, targeted 
by local enforcement authorities, goods in 
transit are often not within their scope, which 
means they are less likely to be intercepted. 
These trade routes were studied in a report by 
OECD-EUIPO (2017) that used a set of 
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statistical filters to go further in clarifying the 
role of important provenance countries. It 
identified key producing economies and key 
transit points for ten main sectors that are 
particularly vulnerable to counterfeiting. 
These sectors span a wide range of IP-intense, 
tradable goods, from fast-moving consumer 
goods, such as foodstuff or cosmetics, to 
business-to-business products, such as spare 
parts and computer chips. China emerges as 
the top producer of counterfeit goods in nine 
out of ten analysed categories. In addition, 
several Asian economies, including India, 
Malaysia, Pakistan, Thailand, Turkey and 
Vietnam are important producers in many 
sectors, although their role is much less 
significant than China’s. The report also 
identifies several important transit points for 
trade in counterfeits, including Hong Kong 
(China), Singapore and the United Arab 
Emirates, which are handling trade in 
counterfeit goods in all the analysed product 
categories. Fake goods arrive in large 
quantities in containers and are sent further in 
small parcels by post or courier services.” 

Based on exports of US$485 billion,  3.3% 
represents US$16 billion . 38

In 2014, 2015 and 2016, India was the fifth 
largest top provenance country for seizures 
of counterfeit goods, and seventh largest for 
pirated goods. 

According to the key findings in the report by 
ASPA and FICCI (CASCADE) : 39

•  “The number of counterfeit incidents in 
India increased by average 20% year to 
year growth between 2018 to 2020, 17% 
between 2019 to 2020. 

• The top 5 sectors which have been 
affected the most are Pharmaceuticals, 
Tobacco, FMCG Packaged Goods, 
Currency & Alcohol. Incidents reported in 
these sectors constitute more than 84% of 
total counterfeit incident reported. There 
was a sharp spike in crimes related to illicit 
liquor, smuggling of tobacco products 
and pharmaceutical products especially 
PPE kits and sanitisers, etc during the 
COVID-19 lockdown. 

• States including Uttar Pradesh, Rajasthan, 
Madhya Pradesh, Jharkhand, Haryana, 
Bihar, Punjab, West Bengal, Maharashtra 
and Odisha are amongst top ten States 
which need urgent attention in respect to 
counterfeit incidents requiring more 
detailed analysis of the issue followed by 
stringent anti-counterfeiting policy 
mechanisms and implementations. 

• Tobacco products face the highest jump in 
2020 over 2019 and 2018. According to a 

Top product categories counterfeit, 2014-2016

Ranking Product

1 Footwear

2 Clothing (knitted or crocheted)

3 Articles of leather

4 Electrical machinery or equipment

5 Watches

6 Optical, photographical or medical instruments

7 Perfumery and cosmetics

8 Toys

9 Jewellery 

10 Pharmaceutical products

Source: OECD/EUIPO Report 2019  
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query response raised in the Lok Sabha, 
Indian authorities seized illegally imported 
cigarettes worth INR 1,772 crore between 
April 2020 and February 2021. That 
compares with seizures worth INR 187.6 
crore in the previous financial year. 

• Counterfeiting activities are not limited to 
high-end luxury items. Common day-to-
day items including cumin seeds, mustard 
cooking oil, ghee, hair oil, soaps, baby 
care and medicine are increasingly 
reported counterfeited by criminals. 

• Counterfeiters are taking advantage of the 
high demand for medicines, health 
supplements, safety products, hygiene 
products and other essentials created due 
to the COVID crisis and contaminating the 
market by selling fake and sub-standard 
products threatening the lives of our 
paramedical professionals, security 
volunteers, patients and society at large”. 

India featured in the EUIPO Report on Illicit 
Trade in Counterfeit Pharmaceutical 
Products  (EUIPO Counterfeit 40

Pharmaceuticals Report)  and was one main 
provenance economies for counterfeit 
medicines alongside China, Hong Kong and 
Singapore. “While China and India are the 
primary producers of fake medicines, the 
United Arab Emirates, Singapore and Hong 
Kong (China) serve as transit economies. 
Other relevant transit points for fake 
pharmaceuticals include Yemen and Iran”. 
India was one of the top 20 exporters of 
pharmaceuticals (2014 to 2016) and one of 

the top 15 producing economies of 
pharmaceuticals in 2016.  

“Counterfeiters target a wide and growing 
range of pharmaceuticals including antibiotic, 
lifestyle treatments, cancer treatments, pain 
killers and anti-malaria drugs. Counterfeiters 
also target diabetes treatments, and central 
nervous systems medicines. India and China 
are the largest identified producers of 
counterfeit pharmaceuticals. The products are 
shipped worldwide, with a special focus on 
African economies, Europe and the United 
States. In addition, Singapore and Hong Kong 
(China) are among the most important transit 
points for counterfeit products, mainly 
exporting them in small parcels to the United 
States, Europe, Japan and some South 
American economies. Other relevant transit 
points for fake pharmaceuticals include 
Yemen, the United Arab Emirates and Iran. 
From these countries, fake pharmaceuticals 
are reshipped either to African economies 
such as Egypt or to Ethiopia by air and sea, or 
to Europe and the United States, by mail. As 
law enforcement and regulatory pressure has 
increased within China, key aspects of 
production may be moving elsewhere, to 
selected other South-East Asian economies. 
Express courier and postal parcels – driven by 
the rising popularity of e-commerce – are the 
most popular ways of shipping counterfeit 
medicines, significantly complicating the 
screening and detection processes and 
lowering the risk of detection and penalties. 
Companies registered in the United States are 
hit the hardest by this trade in counterfeits, 
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but those in other OECD countries are also 
strongly affected (notably Switzerland, 
Germany and France). Almost 38% of all 
seized counterfeit medicines infringe the 
intellectual property (IP) rights of firms 
registered in the United States”.   

The 2022 EUIPO Dangerous Fakes Report  41

(Dangerous Fakes Report), which studies the 
trade in counterfeit products that pose 
health, safety and environmental threats 
(dangerous fakes), found that India was one 
of the main provenance economies of 
dangerous fakes (2017-2019) and that “The 
United Sates and the European Union 
countries were the main destination 
economies of counterfeit dangerous goods 
during this period. 37% of global seizures of 
dangerous goods were destined to the United 
States. The European countries most targeted 
by counterfeiting of dangerous fakes were 
Germany (21%), Belgium (9%), Italy (6%) and 
Denmark (3%)…. 
 Apparel products, automotive spare parts, 
optical and medical apparatuses, as well as 
pharmaceuticals are the most frequently 
occurring dangerous counterfeits.” More 
specifically, among dangerous goods, 
perfumery and cosmetics (32% of global 
customs seizures), clothing (25%) and toys 
and games (22%) were the most frequently 
counterfeited product categories. In respect 
of transport methods. “The postal service 
(59% of global customs seizures of dangerous 
fakes) was the preferred conveyance method 
for shipping the dangerous goods between 
2017 and 2019. It was followed by air and 

express courier, which represented 16% of 
global customs seizures of dangerous goods. 
In terms of global seized value, shipments by 
sea was prominent. They represented more 
than 60% of the global seized value of 
dangerous fakes…However, taking into 
account the value of the seizures, shipment by 
sea cargo clearly dominates; the distribution 
of destinations of dangerous fakes shipped by 
sea varied, with Gulf countries on top”.   

6.13.2 Counterfeit Currency: The FATF 
2010 MER found that counterfeiting currency 
was one of the main proceeds generating 
sources of money laundering. “Counterfeiting 
of money is highly developed in India. The 
Indian authorities report that high quality 
counterfeit Indian currency notes are being 
printed in Pakistan and are smuggled through 
transit nodes in third countries…According to 
the Indian law enforcement agencies, fake 
notes thus principally originate from Pakistan, 
but are smuggled through various routes. The 
most popular among them are via the United 
Arab Emirates, Nepal and Bangladesh. Fake 
notes from Dubai are transported by air with 
the help of bona fide passengers or couriers. 
Thailand, Malaysia, Myanmar and Sri Lanka 
are also used as transit points. International 
airports in Bangalore, Chennai, Calicut, 
Cochin, Hyderabad, Mangalore, Mumbai and 
New Delhi are identified as the main landing 
points. Open land borders with Nepal and 
porous land borders with Bangladesh are 
utilised by organised criminal gangs to 
smuggle counterfeit notes into India”.  
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The NCRB 2020 reported that “a total of 
8,34,947 notes worth ₹ 92,17,80,480 were 
seized under Fake Indian Currency Notes 
(FICN) during 2020 as compared to 2,87,404 
notes worth ₹ 25,39,09,130 in the year 2019 
showing as increase of 190.5%”.

6.13.3 Cigarette Smuggling: “According to 
a market research report by Euromonitor 
research and TII (2019), India has become the 
fourth-largest and fastest-growing illegal 
cigarette capital in the world, with smuggled 
cigarettes accounting for one-quarter of the 
domestic cigarette industry. Illegal trade more 
than doubled from 12.5 billion sticks in 2005 
to 26.5 billion sticks in 2018, resulting in an 
annual revenue loss of Rs 13,000 crore to the 
government. In another report by 
Authentication Solution Providers’ 
Association, counterfeiting saw a drastic 
increase by 24%  in 2019, as compared to 
2018.“  42

In June 2022, the Ministry of Finance 
posted  statistics in relation to cigarette 43

seizures saying that “more than 100 
International smuggled cigarette brands are 
flooding the Indian market from all over the 
globe. The smuggled cigarettes are 
approximately 5 times cheaper than the duty 
paid cigarettes. E.g. legally duty paid 
cigarettes would cost Rs. 330 per ten 
cigarettes and smuggled cigarettes would 
cost Rs.60 or 80/- per ten cigarettes” Seizures 
were for smuggled cigarettes arriving from 
China, Indonesia, South Korea and the UAE. 
Delhi. 

6.14 Tax Evasion: India is ranked 36/133 
according to the Financial Secrecy Index 
2022 , based on a fairly low secrecy score of 44

55/100 and a global scale weight of 0.733% 
of the global market for offshore financial 
services, which makes it a small player 
compared to other secrecy jurisdictions. Tax 
lost to tax havens is estimated at US$16.8 
billion, equivalent to 4.3% of tax revenue 
(US$396 billion in tax revenue), or US$13 per 
person (member of population of a total of 1 
billion), and equal to 78.62% of the health 
budget . India doesn’t inflict tax losses on 45

third countries. The main vulnerability to tax 
abuse involves outward trade of stone. The 
vulnerability score was 66/100 (with 100 the 
highest), and the UAE, Hong Kong & the USA 
the trading parties most likely responsible for 
the vulnerability. 

6.15 Environmental “Green” Crimes: 
According to the Environmental Performance 
Index  2022, India scores the lowest on the 46

index at 18.90/100 and is ranked 180/180 
countries.  

The 2021 OC Index reports that in terms of 
criminality scores, wildlife trafficking scores 
5.5/10 followed by illegal mining at 4.5/10 
and illegal logging at 4.0/10.  

6.15.1 Illegal Logging: According to the OC 
Index 2021, illegal logging scored 5.5/10. 
“The domestic market for flora-related crimes 
is smaller compared to other environmental 
crime markets in the country, mostly 
consisting of illegal harvesting of and trade in 
medicinal plants or non-timber forest 
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products. Locals in forest areas often harvest 
plants illegally to pay off debts to agents, who 
also function as moneylenders, perpetuating 
a cycle of debt and illegal plant collection. 
However, the COVID-19 lockdowns have 
changed the market dynamics quite a bit and 
resulted in a significant spike in illicit logging 
and increased timber-smuggling. India also 
plays a significant role as a destination 
country, and its import of illegal timber is the 
third largest globally, accounting for 10% of 
the global illegal wood trade”.  

The 2020 Wildlife report  also provided 47

some statistics and information on other 
areas of trafficking:  

• “Global imports of tropical hardwood logs 

totalled 18 million cubic meters in 2018, 

valued at over three billion US dollars. 

Some 82% of the value of this import 
demand came from industries based in 
China, which currently lead the world in 

furniture manufacture. Up to one-fifth of 

these imports include timber species 
described as “rosewood”. 82.1% of 
domestic USD$370 million was imported 
by India of “tropical wood in the rough” 
in 2018. 

6.15.2  Wildlife Trafficking: According to 
the OC Index 2021, wildlife trafficking scored 
8/10. “India is primarily a source country for 
illegally poached animals or animal products, 
especially pangolins, rhino horn and Bengali 
tigers, pushing them all onto the endangered 
species list. Nagpur is one of the main 

hotspots in the wildlife trade due to the city's 
proximity to eight wildlife reserves, and the 
Bahelia community from Madhya Pradesh has 
become famous over the past couple of 
decades for engaging in tiger poaching 
gained notoriety for tiger poaching in the past 
decades. Most illegal wildlife is moved by bus 
or train, but large numbers of Indian wildlife 
species and their derivatives have also been 
traded in online marketplaces. Similarly to the 
flora market, wildlife poaching in the country 
has expanded significantly following the 
COVID-19 lockdowns”. 

The 2020 Wildlife report also provided some 
statistics and information on other areas of 
trafficking: 

• “While the number of seizures of tigers 
and their parts remains small, that number 
has risen from 2007 to 2018. Thailand and 
India are the main source countries for 
these seizures, although sourcing from 
Nepal, Bangladesh, and Bhutan is also 
ongoing. Given the large captive tiger 
population in Thailand, which has less 
than 200 wild specimens, most of these 
seizures likely involved farmed animals. In 
contrast, seizures from India, with the 
world’s largest wild population, are likely 
from wild animals. Trafficking networks for 
tiger products involve Chinese, 
Vietnamese, Indian, and Indonesian 
traders who primarily sell the products to 
medicinal industries in China and 
manufacturers or consumers in Viet Nam 
and Thailand.   
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• “According to World WISE data for the 
period 2010 to 2017, Chinese (including 
24 suspects in 2017 alone), Vietnamese, 
Indian, and South African nationals are 
most commonly implicated in rhinoceros 
horn smuggling. Most of the Chinese 
suspects were arrested in China or South 
Africa; most of the Vietnamese in Viet 
Nam or Mozambique. All the Indians 
arrested were arrested in India, but it is 
unclear whether the horn they were 
carrying was of African or Indian origin.  

• Based on World WISE seizure data, India is 
the leading national source of seizures 
and is the source of a variety of species, 
most notably the Indian star tortoise 
(Geochelone elegans). India has a 13.3% 
share of source countries related to live 
reptile seizures. India is also a source 
country identified in the seizure of the 
black pond turtle (Geoclemys hamiltonii). 

6.15.3 Illegal Mining: According to the OC 
Index 2021, illegal mining scored 7/10. 
“Organised crime surrounding non-
renewable resources, especially sand and 
gold, is widespread in India. Illegal sand 
networks – often referred to collectively as the 
'sand mafia' – are made up of contractors, 
politicians, trade union leaders, local officials, 
corrupt policemen and revenue officials. The 
sand market is estimated to be worth US$70 
billion, and 40 billion tonnes of sand are 
exported every year (only 15 billion tonnes 
are extracted legally). The criminal networks 
involved are loose and decentralised, and 
operate throughout the country. Illegal sand 

mining has led to depletion of the water table, 
damage to crops, loss of livelihood for 
agricultural workers and a rise in violent 
crime, especially in Madhya Pradesh and Uttar 
Pradesh. As for gold, India is one of the 
world’s leading manufacturing centres and 
one of its largest smuggling hubs, with a third 
of the world’s gold passing through its 
borders, amounting to more than 1000 
tonnes a year. Smuggled gold originates 
predominantly from conflicts in Africa & South 
America as well as from the United Arab 
Emirates”. 

6.15.4  Illegal Fishing:  India scores 2.36/5 
overall on the 2021 IUU Fishing Index , 48

measured against vulnerability, prevalence 
and response (1 = good/strong; 5 = bad/
weak. India has a general 4/5 vulnerability 
score and a 3.71/5 response score, and 
ranked 52/152 countries.  

6.15.5 Illegal Waste Trafficking: According 
to the GIATOC Plastic for Profit Report , India 49

is an importer of plastic waste. The report 
mentions a company that was previously 
fined for breaching waste transportation laws 
by shipping contaminated household waste 
to China mis-declared as paper for recycling 
continuing with their activities. “Specifically, 
between 2018 and 2019, the company had 
shipped more than 1 000 tonnes of banned 
waste to India and Indonesia under the guise 
of paper waste”. India is reported to be used 
as an “alternative destination for unwanted US 
waste that Indonesia intended to return to 
origin”.  
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“Shipping and logistic companies are 
involved in transporting containers along 
maritime routes, which constitute the largest 
method of transport for waste. Shipping lines 
have been accused of facilitating illicit and 
unsustainable movement of waste, with civil 
society groups calling upon them to introduce 
policies and procedures to stop the 
movement of plastic waste from OECD to 

non-OECD countries, Mexico and Turkey.  Two 
of the largest companies, COSCO (China) and 
Maersk (Denmark), drew attention when they 
were used to illegally transport 38 containers 
carrying a mix of plastic and hazardous waste 
from Indonesia. The containers were among 
the hundreds that, arriving from the US and 
other Western nations and containing 
hazardous material, had been intercepted by 
Indonesian authorities and were earmarked 
for repatriation. The 38 containers were to be 
re-exported to the US. Instead, they travelled 
to India and arrived at the Mundra Port, 
Gujarat, and the APM-Jawaharlal Nehru 
terminal in Mumbai before being taken to 
Container Corporation of India, in Kanpur, in 
September 2019. It is suspected that the 
waste was subsequently illegally dumped 
(India introduced a ban on plastic-waste 
imports in August 2019). The Indonesian 
government was presumably complicit in the 
shipping to India and is suspected to have 
failed to inform their Indian counterparts”.   

An Interpol report on Emerging Criminal 
Trends in the Global Plastic Waste Market 
Since January 2018 (Interpol 2018 Waste 
Report) , “INTERPOL’s strategical analysis on 50

emerging criminal trends in the global plastic 
waste market since January 2018….there has 
been continuous re-routing of illegal waste 
shipments to emerging import countries, 
primarily located in South and South-East 
Asia, and to a lesser extent in Eastern Europe. 
This displacement is destined to the same 
destinations as the ones that have emerged 
on the legal market since January 2018. It is 
the most prominent emerging trend 
observed. The use of transit countries to 
disguise the origin of the waste shipment has 
been commonly observed modus operandi 
for such illegal shipments. Requests from 
South and South East Asian countries to 
repatriate illegal containers of plastic waste 
have increased since 2018, but remain a long 
and challenging process. As a consequence, 
containers have been piling up in South-East 
Asian ports and sometimes re-exported 
illegally to neighbours in the region, 
transferring the burden of dealing with the 
illegal waste”.  

“Some of the top destination countries for 
plastic waste report high waste 
mismanagement rates, such as India (87%), 
Indonesia (83%), Vietnam (88%) and Malaysia 
(57%). Those numbers indicate that exporting 
nations may report artificially high recycling 
rate for their plastic waste, while in fact strong 
uncertainties remain on how plastic waste 
shipped overseas is treated. In addition, 
volumes of imported plastic waste can affect 
the recycling rates of domestic waste, 
especially when the import country lacks 
waste collecting and sorting out capacities”.   
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“India already had strict laws on plastic 
imports since a partial ban on plastic import 
was adopted in 2016. However, plastic traders 
were taking advantages of legal exemptions 
to pursue the plastic trade. Following a sharp 
increase in plastic imports in 2018, the Indian 
government has published an amendment to 
the rule extending the ban to the whole 
country in March 2019, with clarification in 
October 2019 that the ban applies to all forms 
of plastic scrap”. 

6.16 Fraud: The FATF 2010 MER found that 
fraud was one of the main proceeds 
generating sources of money laundering. 

 According to the NCRB 2020, “a total of 
1,45,754 cases were registered under 
economic offences, showing a decrease of 
12.0% in registration over 2019 (1,65,693 
cases). Out of three specified category of 
economic offences viz. criminal breach of 
trust, FCF (forgery, cheating & fraud) and 
counterfeiting, FCF accounted for maximum 
of such cases, with 1,27,724 cases, followed 
by criminal breach of trust (17,358 cases) and 
counterfeiting (672 cases) during 2020. As 
compared to 1,44,707 cases in 2019, 
1,28,396 cases were registered under 
offences against documents & property marks 
in 2020 comprising of counterfeiting and FCF 
(forgery, cheating & fraud), out of which, FCF 
(1,27,724 cases) accounted for 99.5% of total 
such cases”.  

According to reports , “Frauds reported by 51

banks and other financial institutions in value 
terms more than halved in 2021-22, despite 

the number of instances of fraud increasing, 
the Reserve Bank of India’s (RBI) annual report 
showed. In 2021-22, frauds to the tune of Rs 
60,414 crore were reported, down 56.28 per 
cent from Rs 1.38 trillion in 2020-21. In terms 
of number of frauds, these entities reported 
23.69% higher frauds at 9,103 in 2021-22 as 
against 7,359 frauds in 2020-21. The RBI data 
considers frauds of Rs 1 lakh and above only. 
In the financial year 2021, The Reserve Bank 
of India (RBI) reported a total of around 7,400 
bank fraud cases across India. This was a 
decrease compared to the previous year and 
turned around the trend of the last decade. 
The total value of bank frauds decreased as 
well, from 1.85 trillion rupees to 1.4 trillion 
rupees (US$2 billion). Also that, “India lost at 
least Rs 100 crore every day to bank fraud or 
scams over the past seven years, although 
there was a year-on-year reduction in the total 
amount involved, according to RBI data. 
Maharashtra, which houses the country’s 
financial capital, topped the table, accounting 
for 50% of the money involved, followed by 
Delhi, Telangana, Gujarat and Tamil Nadu. 
These five states together accounted for more 
than Rs 2 lakh crore, or 83%, of the quantum 
of money lost to financial fraud, the report 
said. Between April 1, 2015 and December 31 
last year, banking fraud worth Rs 2. 5 lakh 
crore was detected across states”.  

The RBI classifies frauds under eight 
categories including: 

• Misappropriation and criminal breach of 
trust; 
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• Fraudulent encasement through forced 
instruments; 

• Manipulation of books of account or 
through fictitious accounts and conversion 
of property;  

• Unauthorised credit facilities extended for 
reward or for illegal gratification; 

• Negligence and  cash shortages; 52

• Cheating and forgery;  

• Irregularities in foreign exchange 
transactions; and  

• Any other type of fraud not under these  

According to the October 2021 India Fraud 
Survey by Kroll ,  53

• Two in three companies experienced at 
least one fraud event (66.7%) as compared 
to 57% in 2019; 

• 68% (compared to 44% in 2019) said that 
they would terminate a fraudsters 
employment, ask them to resign or suspend 
them;  

• Cyber threats are now one of the largest 
sources of fraud in India, affecting around a 
quarter of all businesses in the last 12 
months;  

• Reputational damage remains the biggest 
threat from fraud, and it has risen in 
importance, being cited by 57% of 
respondents compared to 26% in 2019;. 

• Weak controls were cited by 45% of 
respondents as a trigger for fraud; 

• Almost one in five companies took longer 
than three months to detect fraud and 12% 
said it had taken over a year;  

• 70% of respondents believe fraud levels will 
grow in the coming year; and 

• 45% of respondents said that weak controls 
were key triggers of fraud. 

According to reports , the RBI released a 54

booklet to create awareness for banking 
customers in relation to digital payments 
related frauds. These include phishing, 
vishing, use of online sales platforms, use of 
unknown/unverified mobile apps, ATM card 
skimming, use of screen sharing apps 
(remote access), Sim swap or cloning, 
compromising credentials on results through 
search engines, scam through QR code scan 
and impersonation on social media.  

According to the NCRB, money laundering 
investigations under the category of Offences 
related to Cheating, Fraudulent Deeds and 
Disposition of Property Forgery etc (IPC 
417-488) , there were 474 cases of bank fraud 
and 130 cases prosecuted, 145 cases of 
siphoning government funds and 60 cases 
prosecuted, 175 cases on Ponzi scheme / 
duping investors and 68 cases prosecuted, 
and 785 Others with 161 cases prosecuted.  

6.17 Cybercrime: According to the 2020 
Global Cybersecurity Index (GCI) report , 55

India is ranked 4th in the Asia Pacific region, 
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and 10th globally, with a score of 97.5/100 
and areas of strength being Legal, 
Organisational, Cooperative Measures, 
Capacity Development with potential growth 
areas in technical measures.  

According to the NCRB 2020, “A total of 
50,035 cases were registered under Cyber 
Crimes, showing an increase of 11.8% in 
registration over 2019 (44,735 cases). Crime 
rate under this category increased from 3.3 in 
2019 to 3.7 in 2020. During 2020, 60.2% of 
cyber-crime cases registered were for the 
motive of fraud (30,142 out of 50,035 cases) 
followed by sexual exploitation with 6.6% 
(3,293 cases) and Extortion with 4.9% (2,440 
cases)”.   

According to the Norton 2021 Cyber Safety 
Insights Report , when compared to 56

Australia, France, Germany, Japan, Italy, the 
Netherlands, New Zealand, the United 
Kingdom and the United States:  

• 66% of adults in India are more worried 
than ever about being a victim of 
cybercrime;  

• 119.8 million consumers have been a 
victim of cybercrime in India in the past 12 
months; 

• Those in India (74%),  are more likely to say 
they are more alarmed than ever about 
their privacy, alongside Japan (77%), and 
Italy (74%);   

• 60% of consumers in India are concerned 
their identity will be stolen;  

• 27.7 million consumers were the victim of 
identity theft in the past 12 months; and

• 62% of consumers in India fell victim to a 
scam in 2021.  

The main state sponsored cyber programmes 
are from N Korea, Iran, Russia & China. 

The OSAC 2022 reputed that, “The 
 complexity and capability of organisations 
conducting organised white-collar financial 
scams and cybercrime continues to expand. 
Indian authorities report that  West African 
fraud rings are active in Mumbai and Goa. 
Many scams are perpetrated by email, texts, 
ruse phone calls, and call centres involving 
the promise or guarantee of a U.S. visa in 
conjunction with employment overseas. Police 
have busted numerous call centres across 
Maharashtra and Gujarat responsible for 
tricking thousands of U.S. victims into 
transferring money for scams, including 
posing as IRS agents, USCIS officers, and 
family members in distress. Most victims were 
targeted for a few hundred dollars to a few 
thousand dollars, usually small enough 
amounts that make it not worth the time for 
foreigners to pursue legally, since doing 
so would require them to register a case in 
Indian courts in person, or show up for trials 
that could be years later. Instances of 
cyberattacks by state and non-state actors 
targeting critical infrastructure and major 
institutions are becoming more common. 
Mumbai experienced a massive power 
outage in October 2020 attributed to a 
cybersecurity breach. Reports claim that gas 
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and water infrastructure in India is vulnerable 
to cyberattack”. 

6.17.1 Ransomware attacks: According to  
a CNBC media report , “Indian businesses 57

with an online presence remained one of the 
primary targets of cybercriminals throughout 
2021. A report suggests 76% of orgs in the 
country suffered at least one ransomware 

attack in  the past 12 months. In fact, the 
survey by US security firm CrowdStrike and 
market research firm Vanson Bourne revealed 
49% of Indian businesses that have a digital 
presence recorded multiple ransomware 

attacks. The survey report, added that Indian 
firms suffered more ransomware attacks than 
any other country in 2021, adding that several 
of these companies gave in to extortion 
demands to avoid an attack. Around 27% of 
the firms paid an average of US$500,000 to 
cyber attackers as extortion fees. 

6.18 Gambling: According to an 
investigative publication  in April 2022, 58

“Gambling in India is governed by The Public 
Gambling Act of 1867 under which both 
online and offline gambling activities are 
regulated in the country. But the law is old 
and still needs amendments in terms of 
catering to the present-day problems. India 
still lacks a coherent gambling and online and 
offline betting regulatory mechanism. Some 
states in India have framed their state-specific 
online gambling regulations. But India still 
needs a comprehensive central law to deal 
with this issue as, with time, newer types of 
gambling using different types of illegal 

online and offline modes are gaining 
momentum in the country today”.  
In May 2022, Delhi Police cracked down on 
gambling rackets being run in the city 
resulting more than 2,300 arrests this year. 
The police were reportedly directed to act 
against those involved in organised crime. An 
officer stated that “the specialised cells of the 
districts were tasked to crack down on those 
involved in drug peddling, bootlegging, 
prostitution and gambling as money from 
these crimes was used in anti-national and 
terrorism activities”.  Examples provided 
included running gambling rackets, using 
money earning through gambling for drug 
trafficking and robbery where monetary 
disputes were related to gambling.  In 59

“Delhi NCR alone, several forms of gambling 
like Gali, Desawar, Ghaziabad and Faridabad – 
the results of which are displayed online on 
Black Satta King, Satta Bazar, Satta Company 
and Satta Express – are very popular. Many 
online sites that operate illegal betting rackets 
are run from within India and carry on with 
their online activities with scant regard for 
Indian laws”. It was highlighted that 
"gamblers don’t face harsh fines or 
punishment makes gambling a difficult 
activity to put a curb on. Gambling has led to 
a lot of crimes in the Delhi NCR region. Many 
parts of the national capital have reported 
various crimes related to gambling”.  

According to another media report , “The 60

Indian online gaming sector is growing at 
nearly 30% annually, making it the fastest 
growing segment within the media and 
entertainment sector. The industry also has 
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over 400 million users. AIGF estimates the 
online gaming industry earns around $1bn 
annually and has the potential to create nearly 
50,000 jobs by 2025”. 

6.19  Burglary & Robbery & Car and Other 
Thefts:  According to UNODC, the robbery 
rate of India jumped by 13.84 % from 2.5 
cases per 100,000 population in 2012 to 2.8 
cases per 100,000 population in 2013. Since 
the 5.75 % drop in 2005, robbery rate shot up 
by 84.87 % in 2013 .  61

The burglary rate of India leapt by 11.07 % 
from 7.3 cases per 100,000 population in 
2012 to 8.2 cases per 100,000 population in 
2013. Since the 3.37 % downward trend in 
2010, burglary rate jumped by 11.56 % in 
2013. .  62

Private car theft rate jumped by 5.74% from 
12.2 cases per 100,000 population in 2012 to 
12.9 cases per 100,000 population in 2013. 
Since the 5.63% jump in 2005, private car 
theft rate shot up by 72% in 2013 .   63

According to the OSAC 2022 report 
“Residential theft is a common occurrence 
amongst the Indian population, normally 
occurring  when the  property  is vacant.  
Violence resulting in serious injury or death is 
relatively rare. Most commonly, residential 
theft involves  household staff either stealing 
directly from their employer or allowing 
acquaintances into the residence while the 
employer is away”.  

6.20 Kidnapping and Abduction: 
According to the NCRB 2020, “There were 
62,300 cases of kidnapping and abduction. 
According to the data, the cases of 
kidnapping and abduction, however, went 
down by over 19% in 2020 as compared to 
2019. There were a total of 84,805  cases of 
kidnapping and abduction in 2020 as against 
1,05,036 in 2019. Among states, the 
maximum of 12,913 kidnapping and 
abductions cases in 2020 were lodged in 
Uttar Pradesh followed by West Bengal 
(9,309), Maharashtra (8,103), Bihar (7,889) 
and Madhya Pradesh (7,320). Delhi registered 
4,062 kidnapping and abduction cases 
during 2020, it showed. The NCRB stated that 
there were 88,590 total victims in 84,805 
cases of kidnapping and abduction in the 
country last year. Of these, the majority 
56,591 victims were children while the 
remaining were adults. A total of 1,28,531 
cases of crime against children were 
registered during 2020, showing a decrease 
of 13.2% over 2019 (1,48,090 cases). Major 
crime heads under 'crime against children' 
during 2020 were kidnapping and abduction 
(42.6%) and Protection of Children from 
Sexual Offences Act, 2012 (38.8%) including 
child rape. The crime rate registered per lakh 
children population is 28.9 in 2020 in 
comparison with 33.2 in 2019”. 

According to the OSAC 2022 report, “There 
has been an uptick in kidnapping for ransom. 
These kidnappings are not based on 
nationality, but rather due to the victim’s 
perceived wealth. Most kidnappings involve 
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Indian citizens, but on occasion, foreign 
nationals of S Asian descent have been 
kidnapped. Kidnappings of children and 
women in the local community are becoming 
more common. A total of 10,297 cases of 
kidnapping & abduction were registered 
during 2020, showing a decrease of 30.0% 
over 2019. During 2020, a total of 11,494 
kidnapped or abducted persons (3,406 male 
and 8,088 female) were recovered, out of 
which 11,458 persons were recovered alive & 
36 were found dead….Criminals in Kolkata 
have targeted tourists whose first language is 
not English for “express kidnappings,” where 
they befriend traveler’s by speaking their 
native language and then hold them for days 
while emptying the victim’s bank account. 
There are reports that express kidnappers 
have held some women for weeks and 
allegedly repeatedly raped them.” 

Kidnapping rates in India soared by 36% from 
3.8 cases per 100,000 population in 2012 to 
5.1 cases per 100,000 population in 2013. 
Since the 3.6% decrease in 2005, kidnapping 
rate rocketed by 156.83 % in 2013.  64

6.21 Murders:  The murder rate in India 
decreased by 0.34 % from 3 cases per 
100,000 population in 2019 to 3 cases per 
100,000 population in 2020. Since the 2.23% 
rise in 2014, the rate sank by 19% in 2020 . 65

According to Macrotrends , “Intentional 66

homicides are estimates of unlawful 
homicides purposely inflicted as a result of 
domestic disputes, interpersonal violence, 
violent conflicts over land resources, inter-

gang violence over turf or control, and 
predatory violence and killing by armed 
groups. Intentional homicide does not include 
all intentional killing; the difference is usually 
in the organisation of the killing. Individuals or 
small groups usually commit homicide, 
whereas killing in armed conflict is usually 
committed by fairly cohesive groups of up to 
several hundred members and is thus usually 
excluded”. 

6.22 Ongoing Threat - Covid 19: Whilst 
organised crime benefits from a growing 
economy, they are also a beneficiary when 
economies experience significant downturns, 
and as they benefited from the last economic 
crises, there are concerns that the crises 
created by Covid 19 may also benefit 
organised crime. Transparency International 
(TI)   warned that “as with previous economic 67

crises, organised criminal groups will likely be 
in possession of large deposits of illicit money 
at their disposal”.  Some OCGs have sought 
to use COVID-19 by exploiting the economic 
issues associated with the pandemic and use 
this to launder illicit funds through cash 
intensive businesses as well as investment in 
the real estate and construction sectors. 
“FATF has warned about the risk of criminals 
misusing companies to pose as legitimate 
businesses seeking financial assistance to 
conceal and launder illicit proceeds” & also 
that “stimulus measures such as loan schemes 
may risk being abused by criminals to launder 
funds”. 
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 Section 7 - Sanctions & Embargoes - 🇮🇳   

In this Section 7, the focus is on Sanctions 
and Embargoes threats.  


7.1 Sanctions & Embargoes: India is not 
currently subject to any international 
sanctions, however the UK government has 
had a stated policy on exports to nuclear and 
nuclear-related end users in India and 
Pakistan since March 2002.  68

7.2 Sanctioned Countries: Main countries 
are Iran, Syria, North Korea and Russia. 

7.2.1 Iran: According to the United Nations 
COMTRADE database on international trade, 
Iran imports from India amounted to US$2.65 
billion during 2018, with the highest value of 
imports being US$1.32B for cereals, 
US$173.59M for organic chemicals, and 
US$160.88M for coffee, tea, mate and 
spices . India imports from Iran was 69

US$408.68M during 2021 with the highest 
value goods being US$206M for edible fruits, 
nuts, peel of citrus fruit, melons and 
US$68,25M for inorganic chemicals, precious 
metal compound  and isotope .  70

7.2.2 Syria: Indian exports to Syria was 
US$116.49M during 2021, according to the 
UN COMTRADE database on international 
trade, with the highest value of exports being  
US$24.98M for sugars and sugar 
confectionery, and US$22.12M for cereals . 71

Syria exports to India was US$12.04M during 
2010, with the highest value of import being 
US$6.84M for raw hide and skins (the fur 

skins) and leather and US$2.13M for wool, 
animal hair, horsehair and fabric . 72

7.2.3 North Korea: In respect -North 
Korea :  73

• "India played an important role in the 
international diplomacy of the Korean 
War, & chaired the Neutral Nations 
Repatriation Commission, which 
supervised the exchange of POWs at the 
end of the War. 

• India established diplomatic relations with 
North Korea on December 10, 1973. 

• India has interdicted multiple North 
Korean ships en route to Pakistan, 
including the North Korea MV Ku Wol San 
in 1999, which was discovered to be 
transporting ballistic missile technologies. 

• In May 2018, Junior foreign minister V.K. 
Singh traveled to North Korea, where he 
met the vice-president of the presidium of 
the Supreme People’s Assembly, Kim Yong 
Dae, among others. This was the first 
Indian ministerial visit to North Korea in 20 
years, and the two parties discussed 
regional issues and the potential for 
cooperation over topics including 
agriculture, pharmaceuticals, & the 
promotion of yoga;  

• India is one of North Korea's largest 
trading partners, other than China and 
Russia; in 2017, North Korean exports to 
India were reported at $13.4 million, while 
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Indian exports were reported at $41.7 
million”. 

7.2.5 Russia: India has not joined in the 
sanctions on Russia, following its invasion of 
Ukraine also targeting Belarus, and is seeking 
ways to continue to import  Russian oil. 
According to the UN COMTRADE database 
on international trade, India exports to Russia 
decreased to 6.03 INR Billion in March from 
24.44 INR Billion in February of 2022 . India 74

exports to Russia was US$3.33B during 2021 
with the highest value of US$417.03M for 
pharmaceutical products, and US$333.07M 
for electrical, electronic equipments and 
US$233.28M for organic chemicals . India 75

imports from Russia was US$8.7during 2021, 
with the highest value goods being US$2.05B 
for mineral fuels, oils, distillation products, 
US$832,16M for pearls, precious stones, 
metals and coins and US$609.73M for 
fertilisers.  76

7.2.6 Cuba: India doesn’t sanction Cuba. 
Nevertheless, according to the UN 
COMTRADE database on international trade, 
India exports to Cuba was US$26.07M during 
2021, with the highest value of exports being 
US$9.97M for vehicles other than railway, 
tramway, & US$6.36M for pharmaceutical 
products . India imports from Cuba was 77

US$1.41M during 2021, with the highest 
value of of import of US$665.79K for 
electrical, electronic equipment . 78

7.3 Embassies: India has embassies in Iran, 
Syria, Venezuela, Cuba & Russia. Venezuela, 

Iran, Russia, Syria, Cuba have embassies in 
India . 79

7.4 OFAC Lists: India has 16 entity names 
and 4 individuals listed on OFAC’s SDN list .  80

7.5 Proliferation: According to the 
2021/2022 Peddling Proliferation Index, India 
is ranked 43/55 Tier 1 countries (high threat)  
with a control score of 701/1,300 . The 81

report names India as one of the “persistent 
national violators” who “continue to pursue 
illicit procurement of or trafficking in nuclear, 
WMD, missile, and conventional military 
commodities. Their actions should be 
recognised as fundamentally inconsistent with 
international efforts to enact effective strategic 
trade controls via national legislation and UN 
Security Council resolutions…Pakistan and 
perhaps India still reportedly conduct limited 
illicit nuclear commodity procurements and 
their actions undermine the credibility of their 
export control systems. At the very least, all 
countries and their exporters should view 
such countries as posing a high risk of 
violating their export control laws”.  
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Section 8 - Terrorism & Terrorism Finance - 🇮🇳   

In this Section 8, the focus in on terrorism 
threats & on terrorism finance. 

8.1 FATF 2010 MER: “India continues to be a 
significant target for terrorist groups and has 
been the focus of numerous attacks. The bulk 
of terrorist activities have been orchestrated 
by groups and entities linked to the global 
Jihad with the support of external 
organisations including State and non-State 
actors. In addition, several domestic groups 
involved in separatism and terrorism are also 
active. There are no published figures of 
terrorist cells operating in the country. 

8.1.1 Domestic terrorist organisations: The 
Indian authorities report that the principal 
terrorist threat emanates from the activities of 
groups espousing the Maoist ideology, such 
as Communist Party of India (Maoist) and 
separatist groups in some of the North 
Eastern States. Special structures and 
mechanisms (including for conflict resolution) 
have been established by the Government to 
combat these activities with considerable 
success.  

8.1.2 Externally based terrorist 
organisations: On the other hand, external 
terrorist organisations operate from bases in 
neighbouring countries beyond the 
jurisdiction of the Indian legal apparatus. 
These include Pakistan based terrorist outfits, 
such as the Lashkar-e-Tayyeba, Jaish-e-
Mohammed, Harkat-ul Ansar/Harkat-ul-Jihad-
e-Islami. Other groups, such as the Hizbul 

Mujahideen, etc. are essentially Kashmir 
centric though their leadership is based in 
neighbouring countries. The Indian 
authorities also report that the influence and 
spread of the activities of the latter groups 
have declined substantially over the past few 
years.  

In its attempt to counter terrorist financing 
and money laundering, the Government is 
particularly concerned about the 4,100 km 
porous India/Bangladesh border. Out of the 
sanctioned length of 3 436 km, 2 709 km has 
been fenced. India's inability to protect its 
porous maritime borders came to light since 
the perpetrators of the 26 November 2008 
Mumbai attacks arrived by sea from Pakistan, 
with the backing of state and non state actors 
of Pakistan. According to the Indian 
authorities, the Government has taken a 
number of measures to strengthen its 
Coastal/Maritime security”.  

8.2 Terrorism/Extremism: India is ranked 
12/138 & 3rd highest in S Asia EU (after 
Afghanistan & Pakistan), rated “high” at 
7.432/10 in the 2022 Global Terrorism 
Index .  82
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The 2020 GTI advises that “There were 558 
terrorist attacks and 277 deaths from terrorism 
recorded in India in 2019. This marks a fall in 
both deaths and attacks of over 20% since 
2018. Compared to other countries amongst 
the ten most impacted, India faces a wider 
range of terrorist groups, with Islamist, 
communist, and separatist groups active 
across the country. India has the lowest 
number of terrorism deaths among the ten 
countries most affected by terrorism, and the 
lowest lethality rate of attacks. The other nine 
countries had an average of 2.1 deaths per 
attack in 2019, while India recorded an 
average of 0.5 deaths per attack. Most of the 
attacks which did not result in fatalities were 
bombings targeting police and military 
personnel, followed by civilians. These 
bombings were predominantly carried out by 
Maoist groups. There are a large number of 
terrorist groups in India, however many are 
seeking political recognition and often their 
attacks are not aimed at causing fatalities. 
Over half of terror attacks in 2019 were non-
lethal with only 27% of attacks resulting in 
more than one death. Only 14 of India’s 35 
active terrorist groups were responsible for 
fatalities in 2019. In 2019, Maoists, the 
Communist Party of India (Maoist) and Jaish-
e-Mohammad (JeM) were responsible for 
over two thirds of the total deaths and almost 
half of the total attacks. Deaths attributed to 
Maoists and the Communist Party of India 
(Maoist) declined by 33 and four per cent, 
respectively. However, deaths attributed to 
JeM increased by 69% to 54 as the group 
claimed responsibility for India’s deadliest 

attack in 2019. Forty-one people were killed in 
Jammu and Kashmir when a suicide bomber 
detonated an explosives-laden vehicle 
targeting a Central Reserve Police Force 
(CRPF) convoy along the Srinagar-Jammu 
highway. India continues to deal with terrorist 
activity on a number of different fronts. These 
threats include terrorism related to the 
ongoing territorial disputes in Kashmir, a Sikh 
separatist movement in the northern state of 
Punjab, and a secessionist movement in the 
north-eastern state of Assam. Meanwhile, a 
violent Maoist-inspired left-wing insurgency 
has re-emerged across central India in what 
has been dubbed the “red corridor”, following 
the realignment of various Naxalite factions 
under the Communist Party of India (Maoist) 
in 2004, after the movement’s near-total 
government defeat in the 1970s. Jammu and 
Kashmir remained the region most impacted 
by terrorism in 2019, with 165 attacks, 
resulting in 103 deaths, most of which were 
perpetrated by Islamist groups. The three 
most active groups were Jaish-e-Mohammad 
(JeM), Hizbul Mujahideen and Lashkar-e-Taiba 
(LeT). Both JeM and LeT have also been active 
in Pakistan and Afghanistan, though most of 
their attacks are carried out in India. The 
second most impacted region was 
Chhattisgarh, in the centre of the red corridor. 
Chhattisgarh suffered 85 attacks in 2019, 
resulting in 53 deaths, all from Maoist 
extremists.“ 

According to the 2020 US Country Report on 
Terrorism , “In 2020, terrorism affected the 83

Indian Union Territory of Jammu and Kashmir 
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(J&K), in northeastern India, and Maoist-
affected parts of central India. Major terrorist 
groups that have been active in India include 
Lashkar-e-Tayyiba, Jaish-e-Mohammed, Hizbul 
Mujahideen, ISIS, al-Qa’ida in the Indian 
Subcontinent, and Jamaat-ul-Mujahideen. The 
Indian government made significant efforts to 
detect, disrupt, and degrade the operations of 
terrorist organisations within its borders. CT 
and security cooperation with the United 
States expanded in 2020. During September 
the United States and India held the 17th 
meeting of the Counterterrorism Joint 
Working Group and Third U.S.-India 
Designations Dialogue. In December, India 
proposed holding another Quad 
counterterrorism tabletop exercise alongside 
the United States, Australia, and Japan. 

Indian forces arrested several members of al-
Qa’ida ally Ansar Ghazwat-ul-Hind in J&K. 
Although insurgent groups operate in India’s 
northeastern states, levels of terrorist violence 
there are low and decreasing. The many 
organizations involved in the Sikh separatist 
(Khalistan) movement have not engaged in 
significant recent activities within India’s 
borders. 

There have been no changes in terrorism-
related legislation since 2019. 

The National Investigation Agency (NIA) is the 
lead agency for handling terrorism cases. 
State- level law enforcement agencies play a 
significant role in detecting, deterring, and 
preventing terrorism. Most states have 
created antiterrorism squads and “anti-

Maoist” units for prevention, detection, and 
first response, with varying capabilities. 

The National Security Guard (NSG) is the sole 
federal authority responsible for national 
counterterrorism response. With five regional 
hubs operational across India, the NSG has 
improved its response time and reduced past 
dependence on other agencies for 
logistics. Challenges include budget 
constraints and dependence on temporary 
details and volunteers from the armed forces. 

Indian security agencies are effective in 
disrupting terror threats, although gaps 
remain in interagency intelligence and 
information sharing. The Indian Multi-Agency 
Centre (MAC) collaborates with the United 
States on exchanging terrorist screening 
information. In the absence of a National 
Counter Terrorism Center, the MAC conducts 
real-time collation and sharing of intelligence 
among federal and state security agencies. 
Several Indian states have established state-
level MACs to disseminate terrorism 
information to law enforcement. Indian 
security forces demonstrate limited capacity 
to patrol and secure extensive maritime and 
land borders. India is implementing UNSCR 
2396 to improve detection and deterrence of 
terrorist travel by using watchlists, 
implementing biographic and biometric 
screening at ports of entry, and expanding 
information sharing. 

India collaborates with the United States on 
implementing UNSCR 2309 and is enforcing 
compliance with the dual-screen X-ray 
mandate for cargo screening at airport 
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locations. There were 66 known Indian-origin 
fighters affiliated with ISIS, as of November. 
No FTFs were repatriated to India during 
2020. 

Indian counterterrorism forces, at the federal 
and state levels, actively detected and 
disrupted transnational and regional terrorist 
groups. The NIA arrested 10 alleged al-
Qa’ida-affiliated operatives from Kerala and 
West Bengal on September 19 and 26. 
Through the end of September, the NIA had 
investigated 34 terrorism cases it indicated 
were related to ISIS and arrested 160 persons. 
The Kolkata Police counterterrorism Special 
Task Force on May 29 arrested Abdul Karim, 
the second-in-command of Jamaat-ul-
Mujahideen Bangladesh, on suspicion of 
involvement in a 2013 bombing in Bodh 
Gaya. 

2020 Terrorist Incidents include: 

• On May 2, armed men who had infiltrated 
across the Line of Control from the 
Pakistan- administered side of Kashmir 
took civilian hostages in a nearby village. 
Two army officers and three police 
personnel were killed in a gunfight in the 
resulting hostage rescue operation. 
Laskhar-e-Tayyiba and its offshoot, the 
Resistance Front, claimed that the hostage 
takers were members of the group. 

• On July 8, terrorists killed a local politician 
along with his father and brother at their 
home in J&K. The Resistance Front took 
responsibility for the killing. 

• On March 21, Maoists killed 17 members 
of Chhattisgarh’s District Reserve Guards 
and counterterrorism Special Task Force 
officials in an ambush in Sukma. 

According to the OSAC 2022, “The U.S. 
Department of State has assessed New Delhi, 
Mumbai, Hyderabad, Kolkata, and Chennai as 
being HIGH-threat locations for terrorism 
directed at or affecting official U.S. 
government interests….India continues to 
experience terrorist and insurgent activities 
that can affect U.S. citizens directly or 
indirectly. Terror attacks have targeted public 
places (e.g., hotels, trains, train stations, 
markets, cinemas, mosques, restaurants in 
large urban areas) including some 
Westerners. Attacks have generally occurred 
during the busy evening hours in markets and 
other crowded places, but they could occur 
any time.  

Anti-Western terrorist groups, including some 
appearing on the U.S. government's list of 
foreign terrorist organizations (e.g., Harkat-ul-
Jihad-i-Islami, Harakat ul-Mujahidin, Indian 
Mujahideen, Jaish-e-Mohammed, and 
Lashkar-e-Tayyiba) are active. The Department 
of State strongly recommends avoiding travel 
to Jammu & Kashmir because of a high 
potential for terrorist incidents and violent 
public unrest. The U.S. government prohibits 
its employees from traveling to Jammu & 
Kashmir without permission; the U.S. Embassy 
grants permission only in exceptional 
circumstances such as for official duties. A 
number of terrorist groups target security 
forces, particularly along the Line of Control 
(LOC) separating Indian and Pakistani-
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controlled Kashmir, and those stationed in 
primary tourist destinations in the Kashmir 
Valley (e.g., Srinagar, Gulmarg, and 
Pahalgam).  

A disparate number of Maoist extremist 
groups called “Naxals” or “Naxalites” are 
particularly active in rural parts of the Indian 
states of Chhattisgarh and extreme eastern 
Maharashtra, and in border regions of the 
adjacent states of Andhra Pradesh, Madhya 
Pradesh, Uttar Pradesh, and Orissa. There is 
also a Naxalite presence in the “Tri-Junction” 
area, where Kerala, Karnataka and Tamil Nadu 
states converge. The Naxalites have a long 
history of conflict with state and national 
authorities, including frequent attacks on local 
police, paramilitary forces, and government 
officials.  The Naxalites have not specifically 
targeted U.S. citizens, but have attacked 
symbolic targets, including western 
companies and public services (such as 
derailing rail lines). While Naxalite violence 
does not normally occur in places foreigners 
frequent, there is a risk that visitors could 
become unintended victims. Due to the fluid 
nature of the Naxalite threat, all U.S. 
government travelers to states with Naxalite 
activity must receive prior authorization from 
the Regional Security Office.  

The Indian Mujahedeen (IM) is responsible for 
dozens of bombings and has killed hundreds 
of civilians. IM's goal is to carry out terrorist 
actions against non-Muslims in furtherance of 
its ultimate objective of an Islamic Caliphate 
across South Asia.  The U.S. government 
continues to receive information that terrorist 

groups are planning attacks that could take 
place in locations throughout India”.  

“Past attacks across India have targeted public 
places Westerners frequent, such as higher-
end hotels, trains, train stations, markets, 
cinemas, mosques, and restaurants in large 
urban areas. Attacks have taken place during 
the busy evening hours in markets and other 
crowded places, but could occur at any time. 
Coordinated attacks in Mumbai in 2008 and 
2011 targeted areas Westerners frequent. 

According to the South Asia Terrorism Portal 
(SATP) , so far there has been a total of 342 84

terrorism incidents in India from 2017 to 
2021, with an additional 21 incidents (69 
fatalities and 18 casualties) in 2022 (up to 24 
June).  

According to the Counter Extremism 
Project , “On January 29, 2021, an 85

improvised explosive device exploded 
outside of the Israeli embassy in    New Delhi, 
a kilometer from where Indian President Ram 
Nath Kovind and Prime Minister Narendra 
Modi were participating in a military 

Major Terrorism Incidents, Deaths and Injuries 2017 - June 2022) 
🇮🇳

Incidents Killed Injured 

2017 75 357 159

2018 88 433 365

2019 55 283 70

2020 65 288 66

2021 59 269 97

2022 21 69 18

Source: fhttps://www.satp.org/datasheet-terrorist-attack/major-
incidents/india
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ceremony. No casualties or damage to the 
embassy were reported, though there was 
minor damage to nearby parked cars. A letter 
found at the scene promised Israel this was 
just a “trailer” of coming attacks and referred 
to deceased Iranian Quds Force commander 
Qasem Soleimani and Iranian nuclear scientist 
Mohsen Fakhrizadeh as martyrs. Previously 
unknown group Jaish-ul-Hind claimed 
responsibility. Authorities suspect the group is 
backed by Iran. Indian security forces issued a 
request from the country’s Bureau of 
Immigration for any information on Iranian 
citizens who had recently entered the country. 
On February 27, 2020, it was reported that Al-
Qitaal Media Center, a pro-ISIS media outlet, 
and Junudul Khilafah al-Hind launched an 
India-centric publication called “Voice of 
Hind.” The publication has emerged in the 
midst of large scale sectarian violence 
initiated by the controversial Citizenship 
Amendment Act (CAA), which critics believe 
discriminates against India’s Muslims. 
Mahmood Paracha, a senior lawyer accused 
of inciting communal hatred in the past, is 
featured on the cover of “Voice of Hind.” 
Notably, Paracha helped conduct a camp in 
Lucknow that would teach Muslims and Dalits 
about the “right to self-defence” and how to 
apply for a firearm license to combat violence 
perpetrated by hardline Hindu nationalists. 
The magazine further states that there is no 
place for nationalism in Islam, and that India’s 
Muslims should join the caliphate instead. ISIS 
has not made major headway in India, 
though, security agencies have arrested over 

127 individuals with suspected links to ISIS, 
according to reports.  

8.3 Terrorism Finance: According to the 
FATF 2010 MER, “The pattern of terrorist 
financing in India covers a wide spectrum. The 
highest threat emanates from FT issues 
relating to the external terrorist groups 
affiliated with the global Jihad. The threat is 
particularly high since the groups are based 
outside the country and operate through 
multiple nodes across the world. The Indian 
authorities report that issues relating to 
domestic terrorist groups are fully monitored 
and the level of threat is considerably lower. 

A threat assessment regarding terrorism and 
its financing is undertaken by the Ministry of 
Home Affairs (MHA) on a regular basis with 
other relevant agencies. India itself has 
identified the following threats as the major 
sources for terrorist financing:  

a) Funds/resources from organisations 
outside India including foreign NPOs;  

b) Counterfeiting of currency; 

c) Criminal activities including drug 
trafficking and extortion; and 

d) Use of formal channels and new payment 
methods. 

Based on the results of the threat assessment, 
it was stated that while the threat is high from 
the criminal activities listed under (a) and (b), 
which according to the Indian authorities 
relate essentially to external terrorist 
organisations; the threat emanating from ( c ) 
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and (d) is perceived by the Indian authorities 
to be low”.  

In the Ministry of Finance Annual Report 2020 
- 2021 (MOF AR 2021)  it was reported that 86

in respect of terror financing cases that “The 
Directorate of Enforcement, after a reference 
is made to it by the police authorities, carries 
out the financial investigation, including from 
where the funds have been received, how the 
funds were layered into the banking channels, 
and if not through banking channels, whether 
it was from Hawala or Barter Trade or Trade 
Based Money Laundering. It also investigates, 
how and to whom the funds were distributed 
and if the funds have been invested in some 
property, whether the property still exits or is 
liquidated. Once the property is identified, the 
Directorate of Enforcement provisionally 
attaches the property and then takes 
possession after confirmation by the 
Adjudicating Authority. If the property is 
liquidated, equivalent amount of property, 
whether in India or abroad, is attached. 

“During investigation of cases related to terror 
financing by the Directorate of Enforcement, it 
has been found that the terrorists use a 
number of methods of funding including the 
following : 

• Banking channels by receipt of foreign 
remittances; 

• Authorised money transfer services such as 
Western Union; 

• Hawala Payments; 

• Donations to NPOs/Social Welfare 
Organisations; 

• Barter Trade; and 

• Fake Indian Currency Notes 

“It may be noted that Barter Trade was 
allowed between India and Pak Occupied 
Kashmir, across the Line of Control. This mode 
of trade was being misused by the Pakistan 
based elements for illegal inflow of narcotics, 
weapons and Fake Indian Currency Notes. 
Huge seizures of narcotics have been effected 
from concealments in the trucks being used in 
the name of trade across LOC. Besides, 
invoice manipulation was being used for 
generating cash for terror funding. Therefore, 
the Barter Trade has been suspended by the 
Government of India, pending strict 
regulatory mechanism in April, 2019.  

In terror financing cases, the Directorate of 
Enforcement has a very important role both in 
tracing the proceeds of crime and its 
laundering by the terrorists. The Directorate of 
Enforcement not only attaches the Proceeds 
of Crime and takes possession of the same 
but also files Prosecution Complaints against 
the terror accused under the PMLA”. 
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Section 9 - Money Laundering  - 🇮🇳   

In this Section 9, the focus is on India’s   
vulnerability to money laundering. 

9.1 Money Laundering: According to the 
FATF 2010 MER “As a leader among the 
emerging economies in Asia with a strongly 
growing economy and demography, India 
faces a range of money laundering and 
terrorist financing risks. The main sources of 
money laundering in India result from a range 
of illegal activities committed within and 
outside the country, mainly drug trafficking; 
fraud, including counterfeiting of Indian 
currency; transnational organised crime; 
human trafficking; and corruption”.  

The INCSR 2022 stated that “Laundered funds 
are derived from tax avoidance and economic 
crimes, corruption, narcotics trafficking, 
trafficking in persons, and illegal trade and 
commodities, such as in the diamond cutting 
and polishing sector.  

The most common money laundering 
methods include intermingling criminal 
proceeds with lawful assets, purchasing bank 
checks with cash, routing funds through 
employees’ accounts, informal value transfer 
systems, and complex legal structures. 
Transnational criminal organisations use 
offshore corporations and trade-based money 
laundering (TBML) to disguise the criminal 
origins of funds, and companies use TBML to 
evade capital controls. Illicit funds continue to 
be laundered through gold purchases, 

charities, election campaigns, and 
educational programs”. 

9.2 Higher Risk Areas: These include cash, 
trade, gold, precious metals, real estate 
charities and virtual currencies. For more 
details see Section 9.5 below and also 
Section 9.6 below also for additional sectors. 

According to data from India’s Enforcement 
Directorate  (ED), published in 2018 (up to 87

January, 2017), it was reported that 48% of all 
cases of money laundering are associated 
with financial institutions, 35% with the real 
estate sector & 7% in illicit trade in gold and 
silver. The data also reported that the most 
common number of cases involving money 
laundering are of bank fraud and cheating, 
while corruption is another major cause for 
the crime. While bank fraud and cheating 
account for 43% of all money laundering 
cases, corruption accounts for 31%, 
smuggling of drugs and narcotics, and arms 
and ammunition account for 6.5% & 4.5% of 
all cases, respectively. The ED stated that, “the 
proceeds of crime are laundered mainly 
through financial institutions using shell 
companies and real estate. It is worth 
mentioning that even in the real estate sector 
the money for investments has been coming 
through financial institutions using a maze of 
shell companies. Therefore, shell companies 
are the major modus operandi through which 
money is laundered.”. 
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9.3 Cash Based Money Laundering: 
Despite efforts to restrict cash usage in India, 
cash is still extensively used with “currency 
under circulation touching all time high of 
Rs3,09,827 crore on March 4, 2022… 
According to a 2019 report by the RBI, cash 
accounts for nearly 50% of all transaction sin 
India, adding that the number went further 
north up to 70% for transactions below 
Rs500” . India has reportedly struggled with 88

“black money” which is funds or income that 
has been obtained without paying taxes or 
perhaps where the source of funds is not 
legitimate for example payment of bribes.   

9.3.1 Demonetisation: In November in 
2016, in a televised address at 8 pm, Prime 
Minister Narendra Modi announced a new 
demonetisation policy, declaring that 
currency notes of both ₹500 and ₹1000, 
which two denominations represented 86% 
of the currency in circulation would cease to 
be legal tender. The idea behind this policy is 
that it would purge unaccounted cash in the 
system, with those hoarding forced to 
deposit it in the banks, striking a blow against 
corrupt monies, illicit cash and those 
undeclared cash amounts for tax purposes.  

Whilst the Indian government issued a press 
statement in August 2018, claiming that 
demonetisation was a success, the results do 
not bear this out. In August 2018, the Reserve 
Bank of India (RBI), the country’s central bank, 
confirmed that 99.3 percent of the 
demonetised notes had been returned to the 
banks, so that those who once hoarded them 
found ways to convert them via third parties 

and have their value maintained. Perhaps 
even the assumption that large amounts of 
cash were being hoarded was an 
overstatement, and or that money had 
already been stashed away in real estate, 
gold, and offshore bank accounts . 89

Interestingly an ambitious measure designed 
to tackle money laundering, probably 
generated more money laundering than at 
any other time as a market to bank targeted 
cash denominations was created which 
flourished . 90

9.3.2 Cash: Before demonetisation, the cash 
in circulation to GDP ratio stood at 12%. 
Immediately after that, it dropped to 8%. By 
March 2020 (right before the pandemic), it 
was back at 12% again and by November 
2021 it reached a record of 14.5% . 91

9.3.3 Use of Shell / Shelf companies: 
“Though a shell company is not illegal in India 
per se, however, it is found that these shell 
companies are mostly created with some 
illegal purposes such as tax evasion, money 
laundering, et al., which is a great challenge in 
front of the Indian economy. The situation has 
become more problematic in lack of any 
specific laws dealing with shell companies. 
Also, there is a lack of proper criteria to 
identify those shell companies involving in 
illegal activities. So, it has become difficult for 
state agencies to distinguish between shell 
companies with legal and illegal objectives. 
There is a need to have a balanced definition 
of shell companies with an appropriate scope 
and a coherent structure to cover all issues 
related to shell companies. Nonetheless, the 
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contemporary measures are taken by the 
Ministry of Corporate Affairs, the Income Tax 
Department and the Task Force to struck 
down the shells with illegal objectives can be 
definitely lookup as one of the initial steps 
towards curbing down the implication of shell 
companies as a medium of deteriorating the 
Indian economy .” 92

According to Reuters  in 2017, “When India’s 93

Prime Minister Narendra Modi banned high-
denomination currency bills in a surprise 
move late last year, authorities noticed a 
surge in shell companies depositing cash in 
banks, seemingly in a bid to hide who owned 
that wealth”. After forming a team of law 
enforcement and revenue officials, authorities 
ordered nearly 200,000 shell companies to 
be shut down. “A high-level task force leading 
the investigation has found hundreds of shell 
companies are registered in a few buildings in 
the eastern city of Kolkata…More than 400 
companies listed their address in a dimly-lit 
colonial-era building at 9/12 Lalbazar Street. 
In its warren of offices were firms offering 
services such as earthmoving equipment, 
infrastructure financing, information 
technology consultants and many others  
which had office space the size of cubicles. 
Many were locked, with their padlocks coated 
in dust. Others were grimy residential quarters 
with laundry hanging from the windows. Data 
separately provided by Tofler, a company 
information database service, identified nearly 
3,000 companies in two offices in the 
building. Some were named after flowers”. 

9.4 Trade Based Money Laundering 
(“TBML”): According to the Trends in Trade & 
Pirated Goods Report 2019  by the EUIPO & 94

OECD (“Fakes Report”), 3.3% of world trade 
in 2016 was made up from trade in 
counterfeit goods. Based on 2020 exports of 
US$485 billion,  3.3% represents US$16 
billion .  India is estimated as having a high 95

propensity to export counterfeit products 
with a score of 0.708/1 (2016) with export 
trade to the rest of the world. For more 
details see Section 6.13.1 above.  

TBML has been recognised by FATF as one of 
the most prevalent money laundering 
methods used by criminals through the 
abuse of trade transactions and trade 
financing. Trade  is highly vulnerable to being 
used for illegal money transfers and terror 
financing. A report by Global Financial 
Integrity (GFI) pointed to as much as 80%  of 
illicit financial flows from developing 
countries was  accomplished through trade-
based money laundering. Estimates show 
that for India, illicit outflows of money due to 
trade mis-invoicing between 2008 and 2014 
amounted to 1 to 2% of trade volumes, while 
the inflows were 5 to 13% of India’s trade 
volumes. 

In December 2015, the Financial Intelligence 
Unit, India finalised an approach for 
implementation of a set of red flag indicators 
(RFIs) for TBML, which included behavioural / 
observational and transaction / event-based 
scenarios. These RFIs were circulated to all 
banks for implementation (not publicly 
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available), but recognise the importance and 
relevance of the TBML threat in India . 96

9.5 Other Money Laundering: Securities, 
transaction & virtual currency laundering are 
important, but not considered comparable to 
cash or trade based money laundering. 
Nevertheless, they are not unimportant and 
with other methods of money laundering 
remain of concern. 

9.5.1 Round tripping: Round-tripping is the 
process where funds are returned after being 
transferred to an entity, shell company, 
financial instruments, location, or a person 
that has lower regulatory standards or 
obligations – giving the impression that the 
funds have derived from a clean source and 
thus completing a round trip. This is a 
particular problem in India, noted for using 
foreign offshore centres, including Mauritius, 
and then by establishing and using a foreign 
holding company re-investing back into India. 
Historically, Indians have taken advantage of 
friendly tax treaties with the countries where 
such holding companies are set up, to invest 
monies back into India. However, the RBI has 
traditionally frowned upon round-tripping 
practices because it encourages tax 
avoidance and is used as a route to launder 
illicit funds, and such transactions are not 
permitted without an exemption. Under the 
income tax law, a Mauritius based company 
that makes an investment in India has to pay 
its tax in Mauritius. An advantage is gained 
for the Indian moving money to a Mauritius 
formed company, as tax there is significantly 
lower than in India. Mauritius is the largest 

source of foreign investment to India. In order 
to circumvent these restrictions Indians have 
used underground money transfer services to 
transfer funds abroad. In a study, by the IMF 
and University of Copenhagen, published in 
2019, focussed on "phantom investments", it 
found that more than 85% of all phantom 
investments were hosted from the well-
known tax havens of Luxembourg, the 
Netherlands, Hong Kong, the British Virgin 
Islands, Bermuda, Singapore, the Cayman 
Islands, Switzerland, Ireland and Mauritius . 97

A particular phantom investment example is  
the misuse of a financial instruments is that of 
participatory notes (PN). These have long 
been suspected to be a conduit for Indian  
politicians, businessmen and others to bring  
money moved abroad back into the country 
through the Indian stock markets. With these, 
the identity of the overseas investor can 
remain concealed as the Indian securities are 
legally held by foreign institutional investors 
(FIIs). The PN holder does not have to directly 
register with market regulator Securities and 
Exchange Board of India, and though FIs are 
required to report the names and locations of 
the PN holders who have invested with them, 
the real identities of these individuals often 
remain hidden behind a maze of front 
companies, more so if they are registered in 
tax havens. 

9.5.2 Securities / Equity Trading: Whilst the 
securities markets are used for round tripping 
as stated above, equity trading is also 
effected by “cartel-based price manipulation 
and profiteering, proxy investments through 
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conduits, and routing of investments through 
tax havens .” 98

9.5.3 Virtual Currencies:  In June 2022, 
media reported that the government of India 
is aware that cybercriminals are using 
cryptocurrency for money laundering. 
Cryptocurrency accounts are allegedly being 
used to convert illicit funds and transfer the 
cryptocurrency to foreign countries .   99

According to reports, India’s finance minister 
highlighted that ML/TF have the biggest risk 
from virtual currencies “and the main barriers 
to encouraging and celebrating the 
innovation it enables. India recently 
investigated the use of cryptocurrencies by 
the Al Qassam brigades – the military wing of 
terrorist group Hamas. In March 2022, a 
money laundering case involving 80,000 
Bitcoins hit the headlines with a conspiracy 
“hatched by a Singapore-based firm owned 
by Indians who have footprints in UAE and 
China”.   100

“According to a report by blockchain data 
platform Chainalysis, India is one of the 
world’s fastest growing crypto markets, 
increasing its market by 641% between July 
2020 and June 2021. Indians are believed to 
currently hold crypto assets worth around 
US$5.3bn. However, India is known to have a 
rocky relationship with the crypto industry. In 
2018, the Reserve Bank of India (RBI) banned 
banks and any regulated financial institutions 
from “dealing with or settling virtual 
currencies.” In 2020, this ban was ruled 
unconstitutional and reversed. It appears that 

India’s Cryptocurrency and Regulation of 
Official Digital Currency Bill, which had been 
expected to become law in 2022, now looks 
likely to be delayed” . 101

9.6 Sectoral Money Laundering: According 
to a report, titled “Black Money White Paper” 
in 2012, authored by India’s Finance 
Minister.” , “While the source of generation 102

of black money may lie in any sphere of 
economic activity, there are certain sectors of 
the economy or activities, which are more 
vulnerable to this menace. These include real 
estate, the bullion and jewellery market, 
financial markets, public procurement, non-
profit organisations, external trade, 
international transactions involving tax 
havens, and the informal service sector.”  

According to media reports , “the real 103

estate and gems & jewellery sectors in 
particular are more prone to money 
laundering & have been high on the 
governments agenda to prevent organised 
crime syndicates using its financial institutions 
to launder money and endanger the 
economy. Lakhs  (thousands) of shell forms 
have been deregistered by the government in 
the last few years after they were found to be 
engaged in money laundering with no real 
business involved”.  

9.6.1 Precious Metals and Stones: 
According to a report, titled “Black Money 
White Paper” in 2012 authored by India’s 
Finance Minister , “Bullion and Jewellery is 104

an important sector for both generation and 
consumption of black money and is also 
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targeted by black money holders looking 
towards protecting the value of their black 
money from inflationary depreciation. 
Moreover, a fairly large number of 
transactions in this sector remain totally 
unreported and therefore facilitate investment 
and consumption of black money.” 

A report  on Dubai’s Role in Facilitating 105

Corruption and Global Illicit Financial Flows,   
highlights the role of India in relation to the 
movement of pearls and gold through Dubai, 
but also with India as a transshipment and 
destination point.  

9.6.2 NPO’s/Charities: Other areas of 
concern are the use of NPOs to use 
international finances to benefit terror 
organisations. Money changers were 
reportedly alerted to keep a close watch on 
small deposits in dormant bank accounts and 
large deposits to NPOs for riskier countries. 

9.6.3 Real Estate: As mentioned (see 
Section 9.2  above), data from India’s ED , 
published in 2018 (up to January, 2017), 
reported that 35% of all cases of money 
laundering are associated with the real estate 
sector. The Pandora Papers already exposed 
how High Net Worth Individuals, including 
from India, have avoided taxes through 
foreign real estate purchases. According to 
Global Financial Integrity, that has studied 
illicit flow of money across countries for 15 
years includes buying real estate as a popular 
money laundering method. GFI  stated that, 106

“it is common knowledge how the real-estate 
market in India is susceptible to black money 

but the truth is Indians are also using overseas 
real-estate markets to hide their wealth. When 
we did a report called Acres of Money 
Laundering, we found that 80% of the real-
estate money-laundering cases in the US were 
for money that came from outside the country. 
We were able to trace it back to 26 countries 
and India was one among them. In the UK, 
India and Pakistan were among the top 
countries for money-laundering cases.” 

According to a report, titled “Black Money 
White Paper” in 2012, authored by India’s 
Finance Minister , “the real estate sector in 107

India constitutes about 11% of the GDP. 
Investment in property is a common means of 
parking unaccounted money and a large 
number of transactions in real estate are not 
reported or are under-reported. This is mainly 
on account of very high levels of property 
transaction taxes, commonly in the form of 
stamp duty.” 

9.6.4 Underground Banking: “Contrary to 
many reports, “underground banking” was 
not developed in order to bypass rules, laws, 
or currency controls, but hawala or hundi 
developed more than a century ago when 
Indian immigrant communities in Africa and 
South East Asia devised it as a means of 
settling accounts, so that traders could 
transfer money and travellers could protect 
themselves from thieves. In modern times, the 
partition of India in 1947, the huge movement 
of people and the prohibition of money 
transfers between India and Pakistan fuelled 
hawala.  
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The basic modus operandi is as follows. The 
client approaches a hawaladar (hawala 
operator or broker) to request the transfer of a 
certain value to country X. The banker will call 
or fax the details to his counterpart in that 
country and payment will be made within 
hours to the requested party (see Figure 1). In 
some cases, the client may wish to pick up the 
money herself in the other country. If that is 
so, a code will be given to the client for 
reference to the “banker” in the country where 
the pick-up is to take place. This code will be 
communicated in the meantime by fax or 
telephone to the hawaladar responsible for 
the payment. In this basic example, no money 
will actually cross borders. The client will hand 
over to the local broker the amount she 
wishes to transfer either in advance or, in 
some cases, when assurance is given that the 
money has been received on the other end. 
The hawaladar’s profit usually comes from 
currency exchange rates manipulation. In 
other cases, a commission is charged ranging 
from 0.25-1.25% of the amount involved. 
When the hawaladar understands that the 
transaction involves criminal proceeds or 
transactions by the client, the charged 
commission may go up to 15-20%. The 
hawaladar at the pick-up point will make the 
payment out of his cash reserves or account. 
The balance will be settled with transfers in 
the opposite direction. When more value is 
transferred from or to a given country or 
operator, the accounts are balanced from 
time to time through transfers via 
conventional bank routes, postal money 
orders, the smuggling of currency or other 

commodities, or through invoice 
manipulation. Mis-invoicing, which entails the 
occasional or systematic participation of 
traders in legal goods, appears also to be very 
common. The legitimate trades may be 
conducted either by hawaladars or associates, 
who may or may not be part of an extended 
family .” 108

9.6.5 Human Trafficking Sectors: The main 
HT sectors involve sexual exploitation and 
forced labour. 

9.5.6.1 Sexual Exploitation: According to 
the US TIP 2020, “NGOs reported that internal 
trafficking victims in western India came from 
almost every state. In addition to traditional 
red light districts, dance bars, spas, and 
massage parlours, traffickers increasingly 
exploit women and children in sex trafficking 
in small hotels, vehicles, huts, and private 
residences. Media outlets report the 
recruitment of women and children for 
commercial sex increasingly took place 
through social media platforms, including 
mobile dating applications and websites. 
Traffickers use encrypted digital 
communication applications to conduct 
transactions, enabling them to evade law 
enforcement. In addition, traffickers 
increasingly utilise digital payment 
applications in place of cash to evade 
suspicion”.  

9.5.6.2 Child Sexual Exploitation: 
According to the US TIP 2020, “India is a 
source for child sex tourists and a destination 
for child sex tourism. Traffickers kidnap and 
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force Indian and Nepali women and girls to 
work as “orchestra dancers” in India, 
especially in Bihar state, where girls perform 
with dance groups until they have repaid 
fabricated debts. Traffickers exploit women 
and children in sex trafficking in religious 

pilgrimage centres and in tourist 
destinations.” 

9.6.5.3 Forced Labour: Forced labour 
sectors affect adults as well as children in 
India (see below). Indians are also traffic 
mostly adults outside India. According to the 
US TIP 2020, “ Traffickers force many Indian 
migrants who willingly seek employment 
abroad into construction, domestic work, 
factories, and other low-skilled sectors in 

many regions, especially Gulf countries and 
Malaysia, often following recruitment fraud 
and exorbitant recruitment fees. Indian female 
domestic workers in Gulf countries, 
particularly Kuwait and Saudi Arabia, 
consistently report strong indicators of forced 

labor, including non-payment of wages, 
refusal to allow workers to leave upon 
completion of their contracts, and physical 
abuse. In United Arab Emirates, labor 
traffickers bring Indian workers overseas on 
tourist visas, withhold their identity 
documents and wages, and force them to 
work, especially in construction.” 

9.6.5.4 HT - Child Forced Labour: The worst 
forms of child labour in India are focussed 
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on: forced labor in agriculture, including 
producing hybrid cottonseed and harvesting 
sugarcane, forced labor in producing bricks, 
quarrying stones, and in rice mills, forced 
labor in producing garments and carpets, 
spinning cotton thread and yarn, and 
embroidering silver and gold into textiles, 
forced labor in producing garments and 
carpets, spinning cotton thread and yarn, and 
embroidering silver and gold into textiles, 
forced labor in producing garments and 
carpets, spinning cotton thread and yarn, and 
embroidering silver and gold into textiles. 
See Section 6.11.1 above for more details.  

According to the US TIP  2021 (see Section 
6.11 above), “Traffickers exploit children as 
young as 8 in forced labor in agriculture 
(coconut, eucalyptus, ginger, and sugarcane); 
construction; domestic service; garment, 
steel, and textile industries (tanneries, bangle, 
and sari factories); begging; criminality; food-
processing factories (biscuits, bread-making, 
meat-packing, and pickling); floriculture; 
cotton; ship breaking; and manufacturing 
(wire and glass). “ 

Heading chart  

For more generic high risk areas (globally), 
on customers, products and services 
(including channels) & transactions/
behaviours, see above chart.  

9.7 Country Risks: India is mainly a threat to 
third countries, being mainly a source and 

transit country for criminal activity, but also an 
importer from, but particularly an exporter to, 
many third countries in connection with the 
many threats described in this Threat 
Assessment. 

9.7.1 Country Risk Factors 1: FATF / EU 
Higher Risk Countries: The FATF removed 
Zimbabwe from its list of high risk countries 
identified to have strategic deficiencies in 
June 2022 . The current list is set out in the 109

chart below. The EU  takes the FATF list and 110

also includes a number of additional 3rd 
countries to its list, though delays to changes 
regularly occur. 

9.7.2 Country Risk Factors 2:  Other Higher 
Risk Countries: For example: Countries 
identified in this TA (see Section 6) from and 
to numerous and or transiting include:  

FATF Black (bold) & Grey List 

 FATF: Albania 🇦🇱  Barbados 🇧🇧  Burkina Faso 🇧🇫  

Cambodia 🇰🇭  Cayman Is 🇰🇾  Haiti 🇭🇹  Iran 🇮🇷  

Jamaica 🇯🇲  Jordan 🇯🇴  Mali 🇲🇱  Malta 🇲🇹  Morocco 

🇲🇦  Myanmar 🇲🇲  Nicaragua 🇳🇮  N Korea 🇰🇵  Pakistan 

🇵🇰  Panama 🇵🇦  Philippines 🇵🇭  Senegal 🇸🇳  South 

Sudan 🇸🇸  Syria 🇸🇾  Turkey 🇹🇷  Uganda 🇺🇬  UAE 🇦🇪  

Yemen 🇾🇪 ;  EU Grey List 

EU: Afghanistan 🇦🇫  Barbados 🇧🇧  Cambodia 🇰🇭  

Cayman Is 🇰🇾  Haiti 🇭🇹  Jamaica 🇯🇲  Jordan 🇯🇴  Mali 

🇲🇱  Morocco 🇲🇦  Myanmar 🇲🇲  Nicaragua 🇳🇮  Pakistan 

🇵🇰  Panama 🇵🇦  Philippines 🇵🇭  Senegal 🇸🇳  South 

Sudan 🇸🇸  Syria 🇸🇾  Trinidad and Tobago 🇹🇹  Uganda 

🇺🇬  Vanuatu 🇻🇺  Yemen 🇾🇪  Zimbabwe 🇿🇼   Zimbabwe 

🇿🇼  
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Drug Trafficking: The north-eastern state of 
Manipur was the first hub for heroin to leave 
India through its border with Myanmar. The 
western coast of India is a common entry 
point for heroin smugglers from Pakistan 
and Afghanistan moving heroin through 
India to Europe and North America. 
Codeine-based drugs produced in India are 
trafficked through multiple exit points across 
the border and into Myanmar and 
Bangladesh. Recently cocaine has been 
sourced from other destinations, such as 
Afghanistan and several countries in South 
America; Trafficking of heroin from South 
West and South East Asia to India and again 
to Sri Lanka, Maldives and Western 
countries; Trafficking in hashish from Nepal 
and further to Europe; Clandestine 
manufacture of methaqualone and trafficking 
to South Africa; Attempts to establish 
methamphetamine laboratories in active 
collaboration with drug operatives based in 
China; Hong Kong,; and Canada; 
Involvement of foreign nationals in trafficking 
and distribution networks, such as Nigerian 
nationals in case of heroin and Israeli 
nationals in case of hashish; Attempts were 
made to smuggle Ketamine to certain 
destinations in South East Asia; Multi-ton 
consignments of precursor materials from 
India have been shipped to Africa and 
Mexico.  

Organised Crime: OCG’s have connections 
in particular with countries bordering India, 
such as Pakistan to the west; China, Nepal & 
Bhutan to the north; & Bangladesh & 

Myanmar. Long-standing border disputes 
with Pakistan and China have created a 
fertile breeding ground for insurgents who 
engage in organised criminal activity. 
Nigerian nationals have a significant share of 
India’s drug-trafficking market, particularly for 
heroin; Afghan nationals are also implicated. 
Rare earths smuggled from Tamil Nadu are 
destined for foreign markets, primarily North 
America and Europe. 

Corruption: In respect of investigations and 
cases mentioned in the foreign corruption 
report for the period 2016-2019, cases 
related to corruption by Indian individuals, 
entities and government officials were 
highlighted in Brazil, Canada, Denmark, 
Norway and Singapore.  

Tax Evasion: Countries with large financial 
centres, particularly offshore financial centres 
and countries that are popular for 
establishing with ease offshore private  
investment vehicles including Mauritius, 
Seychelles, Switzerland, Liechtenstein, 
UAE, UK (& Overseas British Territories), 
USA, Hong Kong, Singapore, Netherlands, 
Ireland, Caribbean offshore centres,  

Terrorism: There are a number of groups in 
India, such as the People’s Liberation Guerrilla 
Army and the Naxalites, that are primarily 
driven by ideological motives, but that 
systematically engage in organised criminal 
activity to generate income. These groups 
operate mainly in central and eastern areas 
and along the Indo-Myanmar border and 
Jharkhand. 
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Arms Trafficking: The revenue from heroin 
distribution networks is linked to funding 
arms trafficking along its border into 
Bangladesh; Violent insurgent groups are 
supplied with illegal arms that come across 
the border from Pakistan. The porous 
borders, especially with Bangladesh, where 
smuggling methods are particularly 
sophisticated, as well as China and 
Myanmar, create ideal conditions to 
smuggle arms. 

Counterfeiting: China emerges as the top 
producer of counterfeit goods and several 
Asian economies, including India, Malaysia, 
Pakistan, Thailand, Turkey and Vietnam are 
important producers in many sectors; Transit 
points for trade in counterfeits include Hong 
Kong (China), Singapore and the United 
Arab Emirates; India was was one main 
provenance economies for counterfeit 
medicines alongside China, Hong Kong and 
Singapore. Counterfeit pharmaceuticals.are 
shipped worldwide, through Singapore and 
Hong Kong (China) with a special focus on 
African economies; Counterfeit products are 
exported in small parcels to the United 
States, Europe, Japan and some South 
American economies. Other relevant transit 
points for fake pharmaceuticals include 
Yemen, the United Arab Emirates and Iran. 
From these countries, fake pharmaceuticals 
are reshipped either to African economies 
such as Egypt or to Ethiopia by air and sea, 
or to Europe and the United States, by mail; 
The United States and the European Union 
countries were the main destination 

economies of counterfeit dangerous goods  
by shipment by sea cargo with Gulf 
countries on top. 

Counterfeit currency: Open land borders 
with Nepal and porous land borders with 
Bangladesh are utilised by organised 
criminal gangs to smuggle counterfeit notes 
into India. High quality counterfeit Indian 
currency notes are being printed in Pakistan 
and are smuggled through transit nodes in 
third countries. Thailand, Malaysia, 
Myanmar and Sri Lanka are also used as 
transit points. 

Cigarette smuggling: Seizures were for 
smuggled cigarettes arriving from China, 
Indonesia, South Korea and the UAE. 

Human Trafficking: Trafficking in India 
primarily takes the form of young women and 
girls being trafficked to Gulf countries for 
the purposes of sexual exploitation, followed 
by men trafficked into Nepal, Bangladesh 
and many other destinations for forced 
labour. Additionally, traffickers exploit women 
and girls from Central Asian, European, and 
African countries in commercial sex, 
especially in Goa state. Traffickers arrange 
sham marriages within India and Gulf states 
to subject females to sex trafficking. 
Authorities have identified Indian forced 
labor victims in Armenia, Portugal, Gabon, 
and Zambia, and Indian female sex trafficking 
victims in Kenya. Traffickers subject some 
boys from Assam, Bihar, and Uttar Pradesh 
states to forced labor in Nepal 
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People Smuggling: People smugglers 
facilitate the movement of migrants from Sri 
Lanka, mostly Tamils, and Bangladeshi 
migrants to India.  Recently there have been 
changes in smuggling behaviour, with routes 
emerging to less popular countries, such as 
Denmark.  

Environmental “Green Crimes: 82% of the 
value of hardwood log (one fifth Rosewood) 
imports came from industries based in 
China;Thailand and India are the main 
source countries for tiger seizures, although 
sourcing from Nepal, Bangladesh, and 
Bhutan is also ongoing; Trafficking networks 
for tiger products involve Chinese, 
Vietnamese, Indian, and Indonesian traders 
who primarily sell the products to medicinal 
industries in China and manufacturers or 
consumers in Vietnam and Thailand; 
Chinese, Vietnamese, Indian, and South 
African nationals are most commonly 
implicated in rhinoceros horn smuggling. 
Most of the Chinese suspects were arrested 
in China or South Africa; most of the 
Vietnamese in Vietnam or Mozambique; 
China mis-declared household waste as 
paper for recycling and shipped more than 1 
000 tonnes to India and Indonesia; Shipping 
of waste by container to the US and other 
Western nations was intercepted by 
Indonesian authorities. There has been 
continuous re-routing of illegal waste 
shipments to emerging import countries, 
primarily located in South and South-East 
Asia, and to a lesser extent in Eastern 
Europe; Some of the top destination 

countries for plastic waste are India (87%), 
Indonesia (83%), Vietnam (88%) and 
Malaysia (57%). 

Third Countries of Concern

DT: Myanmar, Pakistan, Afghanistan, Europe & 
North America, Bangladesh, South America, 

South West & South East Asia, Sri Lanka, 
Maldives, Nepal, South Africa, China; Hong 

Kong, Canada, Nigeria, Israel, Africa & Mexico. 
OC: Pakistan, China, Nepal & Bhutan, 

Bangladesh & Myanmar, Nigeria, Afghanistan; 
Corruption: Brazil, Canada, Denmark, Norway 

and Singapore. Tax Evasion: Mauritius, 
Seychelles, Switzerland, Liechtenstein, UAE, UK 

(& Overseas British Territories), USA, Hong 
Kong, Singapore, Netherlands, Ireland, 
Caribbean offshore centres; Terrorism: 

Myanmar; Arms Trafficking: Bangladesh, 
Pakistan, China and Myanmar. Counterfeiting: 

China & Hong Kong, Malaysia, Pakistan, 
Thailand, Turkey and Vietnam Hong Kong 

(China), Singapore and the UAE; Africa 
economies; Exports to USA, Europe, Japan & 

South America - transit Yemen, UAE & Iran, 
Egypt, Ethiopia. Counterfeit Currency: Nepal, 

Bangladesh, Pakistan, Thailand, Malaysia, 
Myanmar & Sri Lanka. Cigarette Smuggling: 

China, Indonesia, South Korea and UAE. 
Human Trafficking: Gulf countries, Nepal, 

Bangladesh Central Asia, Europe, and Africa, 
Armenia, Portugal, Gabon, & Zambia, Kenya, 
Nepal. People Smuggling: Bangladesh, Sri 

Lanka, Denmark. Environmental “Green 
Crimes: China, Thailand, Nepal, Bangladesh, 

Bhutan, Chinese, Vietnamese, Indian, & 
Indonesian traders who primarily sell the 

products to medicinal industries in China and 
manufacturers or consumers in Vietnam and 

Thailand, China, Vietnam, South Africa, China & 
Mozambique, Indonesia; USA, South and 

South-East Asia, Eastern Europe, Malaysia.

Source: FCN India TA 2022
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Section 10 - Response - 🇮🇳  

In this Section 10, the focus is on India’s level 
of resilience and response. Where references 
are made to the FATF Review in 2010, and in 
particular the ratings for FATF 
Recommendations, these have been 
included, but must be considered as 
questionable due to the length of time since 
the report was published and the evolution of 
standards and expectations with respect to 
these Recommendations. Nevertheless, the 
ratings and commentary provide context and 
also identified strengths and weaknesses. 
Where relevant, updated information from 
the 2013 FUR has been included. 

10.1.1 FATF: India’s Mutual Evaluation 
Report (FATF 2010 MER) was published in 
June 2010 . The 8th Follow Up report and 111

Progress Report on Action Plan was 
published in June 2013 (2013 FUR) . The 112

planned mutual evaluation for 2021 was 
postponed to the latter part of 2022, and the 
report is expected to be discussed at the 
October 2023 plenary. Key findings in the 
FATF 2010 MER included:  

• “Money laundering (ML) methods are 
diverse. India has several mechanisms in 
place for domestic co-ordination and co-
operation at both the policy and 
operational levels to identify new and 
emerging trends and to formulate 
appropriate responses. 

• India continues to be a significant target for 
terrorist groups and has been the victim of 

numerous attacks. There are no published 
figures of terrorist cells operating in the 
country. 

• Since mid-2009, India has increased its 
focus on money laundering and the use of 
the ML provisions. However, there are still 
some important and in some instances, 
long-standing legal issues, such as the 
threshold condition for domestic predicate 
offences, that remain to be resolved. 
Effectiveness concerns are primarily raised 
by the absence of any ML convictions. 

• India’s serious commitment to combating 
terrorism in all its forms must be 
acknowledged. From a law enforcement 
perspective, this commitment is reflected in 
an active pursuit of the financial aspects of 
terrorism. At the prosecutorial level, an 
appropriate focus on FT can be observed. 
However, this effort has not yet been 
convincingly followed up by convictions 
and firm case law. 

• India has progressively expanded and 
strengthened its preventive measures for 
the financial sector, which now apply to all 
but one of the financial activities required 
to be covered under the FATF standards. 
However, several preventive provisions 
need to be brought more closely into line 
with the FATF standards, and overall, more 
time is needed before all requirements are 
substantially implemented. 
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• With the exception of casinos (which 
operate only in the State of Goa), the 
Designated Non Financial Businesses and 
Professions sectors are not subject to the 
PMLA and are not regulated and 
supervised for AML/CFT purposes. 
Following on from the  2013 FUR. 

After the publication of the FATF 2010 MER, 
India reported back to the FATF on a regular 
basis on the progress made in the 
implementation of its Action Plan to 
Strengthen India’s AML/CFT System. The 
FATF 2013 FUR found that “India has made 
significant progress with regard to the 
implementation of this action plan”. At the 
June 2013 plenary meeting, the FATF 
decided that India had “reached a satisfactory 
level of compliance with all of the core and 
key Recommendations and could be removed 
from the regular follow-up process”. 

Key recommendations in the 2010 MER 
included:  

• “Address the technical shortcomings in the 
criminalisation of both money laundering 
and terrorist financing and in the domestic 
framework of confiscation and provisional 
measures; 

• Broaden the CDD obligations with clear 
and specific measures to enhance the 
current requirements regarding beneficial 
ownership; 

• Improve the reliability of identification 
documents, the use of pooled accounts, 
PEPs, and non-face-to-face business; 

ensure that India Post, which recently 
became subject to the PMLA, effectively 
implements the AML/CFT requirements; 

• Enhance the effectiveness of the STR 
reporting regime; enhance the 
effectiveness of the financial sector 
supervisory regime and ensure that India 
Post is adequately supervised; 

• Ensure that the competent supervisory 
authorities make changes to their 
sanctioning regimes to allow for effective, 
proportionate and dissuasive sanctions for 
failures to comply with AML/CFT 
requirements; and 

• Extend the PMLA requirements to the full 
range of DNFBPs, and ensure that they are 
effectively regulated and supervised. 

The FATF 2013 FUR found that “since the 
adoption of its MER in 2010, India focused its 
attention on:  

• Rectifying nearly all of the technical 
deficiencies identified with respect to the 
criminalisation of money laundering (ML) 
and terrorist financing (TF) and the 
implementation of effective confiscation 
and provisional measures; 

• Substantially addressing the technical 
deficiencies identified in relation to 
customer due diligence and other 
preventive measures; 

• Further enhancing its outreach programme 
to provide guidance to the financial sector 
on the suspicious transaction reporting 
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obligations and engaging in extensive 
compliance monitoring; and 

• Bringing several of the Designated Non-
Financial Businesses and Professions 
(DNFBPs) within the scope of its preventive 
anti-money laundering (AML) / combating 
the financing of terrorism (CFT) 
measures.India has made significant 
progress with regard to the implementation 
of this action plan”. 

India was removed from the regular flow up 
process in 2013.  

As a result of the FATF 2010 MER, the 40 
Recommendations were rated as: 4 
“Compliant”, 21 “Largely Compliant" 11 
“Partially Compliant” (ML Offence, 
Confiscation, CDD, PEPs, STR, Sanctions, High 
Risk Countries, FI Supervision, BO Legal 
Persons, BO legal arrangements, International 
instruments) & 3 “Non- Compliant” (DNFBPs  
CDD, DNFBP other measures, Supervision 
DNFBPs) and 1 “N/A” (Reliance on third 
parties).  

For the IX Special Recommendations, they 
were 0 “Compliant” 4 “Largely Compliant”, 
4 “Partially Compliant” (International 
instruments, TF, STRs, Cash couriers) & 1 
“Non-Compliant” (NPOs). 

10.1.2 OC Index 2021: According to the 
OC Index 2021 , resilience is scored 113

5.25/10 ranked 72nd of 193 countries, 14th of 
46 countries in Asia & 1st of 8 countries in 
Southern Asia. Main individual category 
ratings are International Co operation 7.5/10,  
AML 6/10, Judicial System & Detention 
5.5/10 & Law Enforcement 5/10.  

FATF 40 Recommendations - MER 2010 - FCN 
Score 72/100  🇮🇳  

FATF IX Special Recommendations MER 2010 - 

FCN score 70/100 🇮🇳  
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The Index states that,  “India has considerable 
risk of money laundering (ML) and terror 
financing, in part, because money laundering 
only becomes an offence in association with a 
predicate crime. India’s legislation is 
ineffective and has led to the country’s ML 
watchdog convicting only 1% of cases, and 
the tax department convicting only 2%. 
Despite that, the country is taking steps to 
improve its legislative framework. The 
government is also attempting to strengthen 
financial surveillance and compliance in its 
bid to prevent capital flight.” 

Also that, “India’s economic regulatory 
environment, on the other hand, has 
improved over recent years, but these 
improvements will have to compete with 
domestic protectionist impulses, which will 
not welcome foreign competitors at a time of 
rising unemployment. The intermittent 
reforms introduced by the government have 
not brought about tangible improvements to 
obstacles to doing business. Problem areas 
include tax-related administrative burdens, 
issues with property registrations and the low 
quality of the land administration system.” 

10.2 Financial Institutions: In 2010, India 
was rated “Compliant” for R4 (FI Secrecy 
Laws) and SVII (Wire Transfers), “Largely 

Compliant” R10 (Record Keeping) and R7 
(Correspondent Banking), SVII (Money or 
Value Transfer Services)  & SVI (Wire 
Transfers), and “Partially Compliant” R5 
(CDD), 6 (PEP) & R13 (STR Filing) in 2010 (all 
improved to LC in 2013).  

In 2021, according to the Sanction 
Scanner , The Reserve Bank of India fined 114

three Indian banks (RBI) that were penalised 
for not complying with KYC requirements. 
The Baramati Sahakari Bank was also 
punished for breaking the rules and 
regulations. According to media reports, 
other banks fined in 2021 included Standard 
Chartered India  which was fined ₹2 crores 115

(€225,000) for non-compliance with anti-
money laundering and fraud prevention rules 
in the country. The Bank of India (a public 
sector bank) reportedly “fell 1.36% to Rs 84 
after the Reserve Bank of India (RBI) imposed 
a monetary penalty of Rs 4 crore on the bank 
for non-compliance with KYC/anti-money 
laundering circulars of the central bank”  116

10.3 Designated Non Financial Businesses 
& Professions (DNFPB’s): India was rated 
“Non Compliant” for R16 (DNFPBs)  and that 
rating has not been upgraded.

10.4 Beneficial Ownership Registers of 
Legal Persons: India was rated by FATF as 
“Partially Compliant” for R33 & 34  BO of 
Legal Persons and Arrangements in the FATF 
2010 MER. These ratings didn’t improve in 
the final 8th follow up report in 2013. 

According to the Exporting Corruption 2020 
report  in respect of beneficial ownership 117
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transparency “Beneficial ownership 
information is contained in an online public 
register of company documents maintained 
by the Ministry of Corporate Affairs. The 
Companies (Amendment) Act, 2017 
introduced the concepts of “beneficial 
interest in shares” and “significant beneficial 
owner” under sections 89 and 90 of the 
Companies Act, 2013, with a view to 
promoting corporate transparency and 
preventing misuse of corporate vehicles for 
illicit purposes, such as corruption, tax 
evasion and money laundering. The 
Amendment Rules came into force in 
February 2019. Anyone who knows the name 
of a company can access documents 
including beneficial ownership declaration 
forms by paying a nominal fee. 

Section 90 of the Companies Act, 2013 
provides that every “significant beneficial 
owner” is required to make a declaration to 
the company specifying the nature of their 
interest and other particulars, in the 
prescribed manner. Under the amended 
rules, a “significant beneficial owner” is one 
owning not less than 10% of shares or voting 
rights, or who has the right to participate in 
not less than 10% of dividends in a financial 
year, or who has the right to exercise or 
actually exercises, significant influence or 
control, in any manner other than through 
direct holdings alone”.  

“The Companies Act, 2013 has a greater 
focus on transparency, accountability and 
corporate governance than the previous 
Companies Act, 1956. It obliges companies to 

keep “true and fair accounts” and requires an 
improvement in the transparency of company 
ownership. The Act also prohibits companies 
from recording payments with an “illegal 
purpose” as expenses and imposes significant 
sanctions for doing so. Penalties include 
blacklisting offending companies and other 
penal actions provided for in the Indian Penal 
Code. However, it is not certain whether 
bribing a foreign public official would be 
considered an illegal purpose under the 2013 
Act.  

Listed companies, companies which accept 
deposits from the public, and companies 
which have borrowed money from banks and 
public financial institutions in excess of fifty 
crore (500 million) rupees (US$6.7 million) are 
required to establish a vigilance mechanism 
for directors and employees to report their 
genuine concerns about unethical behaviour, 
misconduct or corruption. In reality these 
provisions are minimal and ineffective.”  

10.5 Regulatory Supervision: India scored 
-0.14  (98/192) in the country rankings by the 
World Bank for regulatory quality (2020). 

India was rated “Largely Compliant” for R25 
(Regulatory Feedback), and “Partially 
Compliant” with R23 (Regulation and 
Supervision of FIs) & “Non Compliant” with 
R24 (Regulation & Supervision of DNFPBs). In 
2013, R23 improved to LC. 

DNFBP regulation, supervision and 
monitoring (R24) was rated as “Non-
Compliant” because of scope limitation in 
respect of the PMLA not applying to any of 

India Threat Assessment 2022  Page  of 74 99



the DNFBP sectored with the exception of 
casinos. With respect to the casino sector: the 
PMLA does not apply to any of the DNFBP 
sectors, with: 

• “No statutory “fit and proper” tests for 
owners, operators and managers; 

• Insufficient range of sanctions available to 
the regulator to permit a proportionate 
response to identified deficiencies; 

• Doubts about the statutory authority of the 
regulator to enforce compliance with the 
PML Rules and its own AML/CFT circular; 
and 

• Lack of dissuasive sanctions for obstructing 
the regulator’s right to inspect”. 

India was also rated “Partially Compliant” 
for R17 (Sanctions) in 2010 (but upgraded to 
“Largely Compliant” in 2013), noting that 
“sanctions applied for AML/CFT deficiencies 
across all sectors are not effective, 
proportionate or dissuasive”.  

In a 2018 FSAP  relating to a detailed 118

assessment of the Observance Basel Core 
Principles for Effective Banking Supervision, 
the assessors found that: 

• “The RBI is to be commended for the 
remarkable progress in strengthening 
banking supervision since the last FSAP. 
Supervision and regulation by the RBI 
remain strong and have improved in 
recent years. A key achievement is 
implementation of a risk-based 
supervisory approach that uses a complex 

supervisory assessment framework to 
guide the intensity of supervisory actions 
and the allocation of supervisory 
resources. Also, most of the Basel III 
framework (and related guidance) has 
been implemented and cooperation 
arrangements, both domestically and 
cross-border, are now firmly in place. The 
system-wide asset quality review (AQR) 
and the strengthening of prudential 
regulations in 2015 testify to the 
authorities’ commitment to transparency 
and a more accurate recognition of 
banking risks.  

• More remains to be done to make 
supervision more conclusive and capable 
of “leaning against the wind.” The RBI 
plans to introduce shortly an updated 
Prompt Corrective Action (PCA) 
framework incorporating more prudent 
risk tolerance thresholds and to establish a 
new Enforcement Department in the 
coming months.2 These enhancements, 
together with the existing cadre of 
competent and dedicated supervisors and 
comprehensive information databases 
recently established (i.e., Central 
Repository of Information on Large Credits 
(CRILC)), will provide the RBI with a robust 
supervisory enforcement framework. This 
needs to be backed by a supervisory 
attitude that is proactive and capable of 
“leaning against the wind,” leading to 
conclusive supervisory actions and 
effective supervision.  
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• Some previously observed weaknesses 
concerning the independence of the RBI 
and the inherent conflict of interest when 
supervising public sector banks (PSBs) 
remain. The RBI enjoys a large degree of 
operational autonomy, but amendments 
to several legal provisions, and formal 
grounding of RBI independence in the RBI 
Act, would provide greater legal certainty. 
The RBI’s legal powers to supervise and 
regulate PSBs are also constrained—it 
cannot remove PSB directors or 
management, who are appointed by the 
government of India (GOI), nor can it force 
a merger or trigger the liquidation of a 
PSB; it has also limited legal authority to 
hold PSB Boards accountable regarding 
strategic direction, risk profiles, 
assessment of management, and 
compensation. Legal reforms are thus 
highly desirable to empower the RBI to 
fully exercise the same responsibilities for 
PSBs as now apply to private banks, and to 
ensure a level playing field in supervisory 
enforcement.  

• Further strengthening bank governance—a 
new area of focus of the revised BCP— 
should be a key priority. Consistent with 
the recommendations contained in the 
Indradhanush Plan and the 2014 Nayak 
Commission Report, over the near term 
the Banks Board Bureau (BBB) should be 
empowered to appoint and remove senior 
management of PSBs, drawing from a 
broad set of qualified banking 
professionals, assuming the role presently 
carried out by the Ministry of Finance. 

Over the longer term, in this context, the 
requirement that PSB Boards include ex 
officio RBI officials should be removed”.  

10.6 Financial Intelligence Unit: According 
to the FATF 2010 MER, “The FIU-IND was set 
up by the Government of India through its 
Office Memorandum of 18 November 2004 
and became operational in March 2006”.   

The FIU India reportedly received a slightly 
higher number of suspicious transaction 
reports (STRs), over 547,000, during 2019-20, 
as compared to about 323,000 in 2018-19 . 119

Of these, just 161 cases were identified by 
the FIU and shared with the concerned 
agencies "on priority". The FIU said major 
public and private sector banks have been 
made partners under the new mechanism. A 
senior Finance Ministry officer, however, 
explained the mechanism of prioritising 
certain important STRs has "been existing in 
the FIU for some years and the mechanism 
has now been institutionalised” and that, 
"such prioritisation of important suspicious 
transaction dossiers or reports was being 
undertaken by the organisation by actively 
engaging with the reporting entities and 
making them aware about certain red-flag 
indicators in a doubtful financial transaction, 
where time is premium.” 

According to the FIU India 2020/21 Annual 
Report it states that: 

• 602, 057 STRs were received in 2020/21, 
up from 547,013 in 2019/2020, with a high 
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of 1,436,340 in 2017/18 following 
demonetisation. 

• Of the 602,057 STRs received in 2020/21,  
81,881 were disseminated to other LEA 
agencies representing 14%. 

• In 2016/17, Banks reported 94% of STRs, 
Other FIs 5%, and Intermediaries <1%.  In 
2019/20, Banks reported 58%, Other FIs 
31% and Intermediaries <1%. 

• 12,934,750 cash transaction reports 
(CTRs) were received in 2020/21, down 
from 15,549,804 a year before. 

• 36,124,141 cross border wire transfer 
reports  were received in 2020/21, down 
from 39,553,003 a year before. 

• 791,307 NPO Transaction Reports (NTRs)   
were received in 2020/21, down from 
940,882 a year before. 

• 188,184 counterfeit currency reports 
(CCRs) were received in 2020/21, down 
from 262,164 a year before. 

As far as requests for information from and to 
foreign countries’ FIUs for assistance, India in 
2020/21 made an all time high number of 
requests as part of probing a multitude of 

money laundering, terrorist financing and tax 
evasion cases. FIU India sent 405 legal 
requests to its counterparts across the globe 
during 2018-19, as compared to 140 in 
2015/16. The FIU also received a total of 137 
requests from foreign FIUs agencies during 
2020/21, while the figures for 2015/16 was 
100. 

According to the FIU India Annual Report 
2020/21, the FIU India had an approved 
staffing of 75, with actual staffing of 58 (33 
with 25 contracted staff in addition). Based on 
602, 057 STRs, that’s a ratio of 1:10,380 
STRs. 

India was rated by FATF as  “Largely 
Compliant” for R26 (Financial Intelligence 
Units) 

10.7.1 Law Enforcement Investigations & 
Prosecutions: The FATF 2010 MER advises 
that the Directorate of Enforcement (ED) is 
the government agency “entrusted with the 
investigation and prosecution of money 
laundering offences and attachment/
confiscation of the proceeds of crime under 
the PMLA”.
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The number of money laundering 
investigations (ECIR) under different 
categories of offences (as on 30 November 
2020) can be seen above. The total seized 
amount of proceeds seized or frozen/ 
attached is 79,550 Crores  (US$10 
million) , which represents less than 1% of  120

estimated criminal proceeds seized in India.

Of 3505 cases investigated, 776 were 
prosecuted (22%). Specifically in respect of 
foreign exchange investigations  (also under 
the authority of the ED)  and up to 31 March 
2022: 

• 30,716 investigations initiated; 

• 15,494 investigations disposed; 

• 8,109 Show Cause Notices (SCNs) 
issued; and 

• 6,472 SCNs adjudicated. 

Overall, India was rated by FATF as “Largely 
Compliant” for R27 (Responsibilities Law 
Enforcement and Investigative Authorities) 
and “Compliant” with R28 (Powers of law 
enforcement and investigative authorities). 

10.7.2  Terrorism Investigations and 
Prosecutions: According to the 2020 US 
Country Report on Terrorism. “Indian 
counterterrorism forces, at the federal and 
state levels, actively detected and disrupted 
transnational and regional terrorist groups. 
The NIA arrested 10 alleged al-Qa’ida-
affiliated operatives from Kerala and West 
Bengal on September 19 and 26. Through the 
end of September, the NIA had investigated 
34 terrorism cases it indicated were related to 
ISIS and arrested 160 persons”.  

10.7.3 Human Trafficking Investigations 
and Prosecutions: According to the US 
Trafficking in Persons (TIP) Report 2021 , 121

during the current reporting period (2020), 
“the National Crime and Records Bureau 
(NCRB) issued its 2019 Crime in India Report. 

Money Laundering Investigation (ECIR) under different 
categories of offences (as of 30.11.2020) 🇮🇳

Category of offence Cases 
investig

ated
Cases 

prosecuted

 Seized or 
frozen 

 (Crores ) 

Drug Trafficking 496 21 146.27

Offences against the state 24 3 1.47

Countefeiting 9 0 4.78

Murder, GBH, Kidnapping, 
Extortion, Stealing Robbery 63 20 199.02

Offences 
related to 
Cheating, 
Fraudulent 
Deeds and 
Disposition 
of Property, 
Forgery etc 

Bank fraud 474 130 40389.70

Siphoning 
off Govt 
money

145 60 806.26

Ponzi/
duping 

investors
175 68 13954.30

Others 785 161 7722.15

Currency Notes and Bank 
Notes 142 7 5.62

Arms Trafficking 35 13 836.76

Terrorism & TF  97 27 175.67

Illegal Wildlife Trafficking 19 4 120.20

Human Trafficking 12 3 4.79

Corruption 733 216 13714.40

Antiquity Trafficking 2 0 0

Insider trading and market 
abuse  12 3 258.27

 Customs & Tax Evasion 24 5 88.27

Forced Labour  3 1 0.11

Goods Piracy/Copyright 
Theft  7 3 94.04

Privacy breaches  1 0 0

Environmental Crime 2 0 0

Illegal Waste Management 11 4 15.89

Migrant Crimes including 
passport violations 14 2 52.78

Other  220 25 959.25

Total 3505 776 79550

Source: MOF Annual Report 2020 - 2021
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In 2019, the government reported 2,088 
trafficking cases under the IPC compared with 
1,830 trafficking cases in 2018 and 2,854 
trafficking cases reported in 2017. In 2019, 
the government completed prosecution in 
600 trafficking cases, convicted 306 traffickers 
in 160 cases, and acquitted 1,329 suspects in 
440 cases. The acquittal rate for trafficking 
cases was 73% in 2019. These statistics were 
compared with the government completing 
prosecution in 545 cases, convicting 322 
traffickers in 95 cases, and acquitting 1,124 
suspects in 450 cases in 2018, with 83 
percent of cases resulting in acquittal. Three 
of India’s 36 states and territories reported a 
third of all trafficking cases, most likely due to 
more sophisticated reporting in those states 
and territories rather than larger trafficking 
problems. The government ordered a 
nationwide lockdown due to the pandemic 
from March to May 2020; subsequently, 
regular court proceedings and evidence 
collection were suspended. Courts resumed 
trials using video conferencing and online 
applications after some of the lockdown 
restrictions were removed in the summer of 
2020”.  

“The lack of sufficient political will across 
many states to address bonded labor stymied 
efforts nationwide. NGOs previously 
estimated police did not file FIRs in at least 
half of bonded labor cases nationally, 
especially in Bihar and Rajasthan. NGOs 
stated police, at times, allegedly did not file 
cases to shield traffickers or to avoid paying 
compensation to victims. In 2019, law 

enforcement reported 1,155 cases of bonded 
labor under the BLSA, an increase from 778 
cases in 2018. In 2019, officials convicted 52 
persons in 33 cases under the BLSA and 
acquitted 90 persons in 38 cases. These 
statistics were a sharp decrease, compared 
with 2018, when officials convicted 331 
persons in 198 cases under the BLSA and 
acquitted 189 persons in 142 cases”.  

“A lack of accountability for misconduct and 
corruption persisted at various levels of 
government, contributing to the perception of 
widespread impunity for trafficking crimes. 
Caste discrimination by some police and 
administration officials impeded identification 
and investigation of such cases. NGOs across 
multiple states reported politically connected 
individuals, including local and state 
politicians who held workers in bonded labor 
in agriculture and in brick kilns, successfully 
avoided prosecution. Civil society reported a 
number of instances in which police refused 
to register FIRs against officials who were 
alleged perpetrators”.  

“In December 2020, the government 
allocated an additional 1 billion rupees 
($13.69 million) to establish “women help 
desks” in 10,000 police stations across the 
country. Police staffed the desks and, in 
coordination with lawyers, psychologists, and 
NGOs, facilitated legal aid, counselling, 
shelter, rehabilitation, and other related 
services for victims of crime, including human 
trafficking. In the previous reporting period, 
the government expanded the mandate of 
the National Investigation Agency (NIA) to 

India Threat Assessment 2022  Page  of 79 99



include inter-state and transnational 
trafficking cases. In October 2020, NIA filed 
charges in its first trafficking case against 12 
individuals stemming from the discovery of a 
sex trafficking criminal operation in 
Hyderabad in 2019. “ 

10.7.4 Law Enforcement Confiscations: 
The Enforcement Directorate (ED)  “has 122

been given the responsibility to enforce the 
provisions of the PMLA by conducting 
investigations to trace the assets derived from 
the proceeds of crime, to provisionally attach 
the property and to ensure prosecution of the 
offenders and confiscation of the property by 
the Special court”. Their website provides the 
following statistics up to March 2022: 

Additionally they have been  “mandated to 
attach the properties of the fugitive economic 
offenders who have escaped from the India 
warranting arrest and provide for the 
confiscation of their properties to the Central 
Government” 

In respect of fugitive economic offenders, 
action has been initiated against 14 people, 9 

people descaled as fugitive economic 
offenders, and properties to the value of Rs 
433 crore have been confiscated.  

Based on estimated criminal proceeds of 3% 
of GDP (see Section 6 above), recovery rates 
are still much less than 1%). 

India was rated by FATF as  “Largely 
Compliant” for R38 & SRIII (Confiscation and 
freezing) in the FATF 2010 MER. 

10.7.5 Law Enforcement Requests: 
According to the MOF AR 2020, from 2015 to 
2021, “the Directorate of Enforcement has 
made requests for publishing of Red Corner 
Notice (RCN) in respect of 33 persons, out of 
which RCN has been published in respect of 
19 persons. A total of 29 extradition requests 
have been sent to various countries in respect 
of 21 individuals”.  There were 4 RCN 
requests and 2 extradition requests made in 
2020 (up to 30 November 2020). 

India was rated by FATF as  “Partially 
Compliant” with R35/SRI (International 
Instruments) in 2010 (but upgraded to 
“Largely Compliant” in 2013), and “Largely 
Compliant” with R36/SRV (MLA), R38 (MLA - 
freezing & confiscation) R39 (Extradition) & 
R40 (Other forms of international 
corporation). 

10.8  Law & Order: According to available 
information  from the Ministry of Home 123

Affairs, Police expenditure was  ₹109,266.30 
(US$14 billion) crore in 2021-22, or approx 
0.5% GDP. 

Prevention of ML Act, 2022 (PMLA) (as on 31/03/ 2022) 
MOF Enforcement Directorate 🇮🇳

Description Total no / 
Amount 

No of cases recorded for investigation under PMLA 5422

No of Provisional Attachment Orders (MOs) issued 1739

Value of Assets under attachment (Rs in crore) 58591

No of POAs confirmed 1369

No of persons arrested 400

No of prosecution complaints files / cases under trial 992

No of persons convicted 25

Source: https://enforcementdirectorate.gov.in/statistics-0
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The total budget for police in 2022-23 has 
increased by 8%.  Over the last ten years 
(2013-23), expenditure on police has 
increased at an average annual rate of 
10.3% .   124

The World Economic Forum’s Global 
Competitiveness Index 2019 , under  Pillar 125

1 Institutions, scores India for “police service 
reliability” at 53.4 and ranked globally at 
77/141 (in all cases higher scores are better).  

According to the OSAC 2022, in relation to 
law enforcement and security agencies 
“Despite government efforts to address 
abuses, a lack of accountability for official 
misconduct persisted at all levels of 
government, contributing to widespread 
impunity. Investigations and prosecutions of 
individual cases took place, but lax 
enforcement, a shortage of trained police 
officers, and an overburdened and under-
resourced court system contribute to a low 
number of convictions”. 

In relation to police response, “The ratio of 
police officers to citizens in New Delhi is 
approximately 141:100,000, well below the 
worldwide average of 350:100,000. With the 
population well over 21 million and a density 
of over 29,000 people per square mile, 
policing is a difficult task. While the numbers 
of reported incidents increase every year, 
many more go unreported. There is a 
common perception that the police are 
corrupt and cannot be trusted. In some cases, 
police officers are involved in crime or are 
bribed to turn a blind eye. Many victims do 

not go to the police for fear of persecution 
and harassment. Even those who witness 
crimes avoid getting involved in a judicial 
process that is painfully slow, inconvenient, 
and ineffective. These practices, and a lack of 
basic equipment and formalised training for 
patrol officers, have corroded public 
confidence, and there is no certainty of 
punishment for criminals”.  

The OC Index 2021 reported that, “The Indian 
judiciary is under-resourced, which has led to 
an enormous backlog of cases pending. As 
such, prosecutions related to organised 
criminal activity are very limited. Similarly, 
Indian prisons are running at well over 
capacity and are constrained by lack of 
funding and staffing. This has led to 
substandard living conditions, violent clashes 
between inmates and guards, and corrupt 
practices facilitating the smuggling of 
contraband into prisons. India has among the 
lowest rates of police officers per capita of the 
world’s major economies, and a lack of 
personnel afflicts many of its law enforcement 
agencies. Extrajudicial killings or encounter 
killings by the police have been a 
considerable issue in the country. However, 
the country has provided strong support to 
regional intelligence cooperation among 
South Asian countries against transnational 
organised crime and drug trafficking.” 

10.7.6 Prisons: The India prison population 
total of 488,511 is ranked 4/223  countries 126

(with 1 being the lowest) with an incidence 
rate of 33/100,000 people in prison (2018) . 127
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10.8 Statistics: The following information 
and statistics are included:  

10.8.1 Drug Trafficking Control: Narcotics 
Control Division: The Central Bureau of 
Narcotics, is headed by a Narcotics 
Commissioner who undertakes action to 
prevent drug trafficking. It also undertakes 
investigations & prosecution of drug related 
offences, tracing & freezing of illegally 
acquired property derived from illicit drug 
trafficking, for forfeiture & confiscation.  

Details of disposal of drugs during the year 
2019 and 2020 is as follows: 

Seizures effected by CBN during the year 
2019 & 2020: 10.8.2 Asset Seizures: As reported in10.7.1 

above, the total amount of proceeds seized 
or frozen/ attached is 79,550 Crores  (US$10 
million) , which represents less than 1% of  128

estimated criminal proceeds seized in India. 

Disposal of drugs during the year 2019-2020 🇮🇳

Narcotics 
Drugs /
Psychotropic

2019	 2020

No of 
cases Quantity No of 

cases Quantity

Opium 42 1186.360kgs 21 199.00kgs

Opium Mix 
Water - 42.040 kgs - -

Heroin 22 64.260kgs 3 9.422kgs

Morphine 1 1.000kgs - -

Charas 4 13.220 kgs - -

Poppy straw / 
Poppy husk 11 8041.730kgs 2 21.150kgs

Ganja 1 4.450kgs - -

Alprazolam 1 110000 tabs - -

Acetic 
Anhydride 2 42.000kgs 

5.500lts 1 141.000kgs

Nitrazepam 1 2.475kgs - -

Tramadol Inj 1 245 now. or 
490ml - -

Source: MOF Annual Report 2020 - 2021

Seizures effected by CBN during the year 2019 & 2020  🇮🇳

Type of drug / 
substance

2019 2020 (up to Nov 
2020)

Opium 152.74kg/6 cases 
41.040 Op Sol

361.180kgs 
10 cases

Morphine 0.65kgs/1 case -

Heroin 1.760 kgs/4 cases 1.515 kgs/3 cases

Ganja 176.1 kgs/1 case 18.000kgs/1 case

Charas .63 kgs/1 case -

Poppy straw / Poppy 
husk

3087.650kgs 
18 cases

1732.360kgs 
17 cases

Diazepam 20475 inj 15

Buprenorphine 81528 inj 1192470 tav 
1 case

Pentazocine 73904 inj 141.000kgs

Nitrazepam 2.475kgs 3 inj

Codeine Phosphate 
Cough Syrup 9746 bottles 2187 bottles

Alrazolam Tab 1098307 tabs
316670 tabs &  

02.000kgs 
4 cases

Zolpidem Tartrate 30600 tabs

Zolpidem - 4755 tabs

Clonazepam 5000 tabs 129180 tabs

Nitrazepam 12350 tabs -

Tramadol
840006 tabs & 352496 

caps
2064229 tabs & 1240 

caps

Tramadol Inj 5903/2 cases 390 ampules

Lorazepam - 5005 tabs

Methyl Phenldate - 600 tabs

Chlordiazepoxide - 3933 tabs

Oxazepam - 43110 tabs

Phinobarbitone - 2000 tabs

Unlabelled ink said to be 
Buprenorphine ink - 704 ampules

Illicit Poppy Cultn 750 sqm/1 case 0.2839 heat/          2 
cases

Source: MOF Annual Report 2020 - 2021
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10.9 Public Private Partnerships: Although 
India has many public private partnerships, it  
has yet to establish a dedicated domestic 
Financial Information Sharing Partnership 
(FISP) focussed on AML/CTF.   

10.10 Other Indices: A number of further 
sources also are relevant, and include: 

10.10.1 Public Integrity: According to the 
Index of Public Integrity, India is rated 
5.94/10 (high scores are better) and ranked 
68/114 countries for public integrity  (with 129

1 being the best rated). The public integrity 
rating is made up of scores and ratings for 6 
components, including judicial 
independence (6.17/10 - 35/114) & budget 
transparency 5.93/10 - 87/114). 

10.10.2 Freedom: Freedom House’s 2022 
Freedom in the World Index, scores India at  
66/100, and is rated “partly free ”.  130

The Freedom House states that “While India 
is a multiparty democracy, the government 
led by Prime Minister Narendra Modi and his 
Hindu nationalist Bharatiya Janata Party (BJP) 
has presided over discriminatory policies and 
a rise in persecution affecting the Muslim 
population. The constitution guarantees civil 
liberties including freedom of expression and 
freedom of religion, but harassment of 
journalists, nongovernmental organisation’s 
(NGOs), and other government critics has 
increased significantly under Modi. Muslims, 
scheduled castes (Dalits), and scheduled 
tribes (Adivasis) remain economically and 
socially marginalised”.  

According to the Heritage Foundation’s 2022 
Index of Economic Freedom , India’s 131

economic freedom score is 53.9/100 making 
its economy one described as “mostly 
unfree”. “India’s economic freedom score is 
53.9, making its economy the 131st freest in 
the 2022 Index. India is ranked 27th among 
39 countries in the Asia–Pacific region, and its 
overall score is below the regional and world 
averages.India’s economic growth has slowed 
somewhat over the past five years, turning 
negative in 2020 but recovering in 2021. 
Before a dip this year, the country had been 
benefitting from small but steady annual 
increases in economic freedom. With 
increases in scores for judicial effectiveness, 
business freedom, and labor freedom 
outweighing a deterioration in fiscal health, 
India has recorded a 1.3-point overall gain of 
economic freedom since 2017 and remains in 
the middle ranks of the “Mostly Unfree” 
category. Monetary freedom is solid, but 
investment freedom and financial freedom 
lag”.  

10.10.3 AML Indices: According to the 
2020  findings, India scored 5.15/10 in the 132

Basel AML Index, rated 70/141 countries. 
India was not included in the 2021 Index. 
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10.10.4 Human Trafficking: Whilst India has 
a high incidence of human trafficking, (6.1 in 
1,000, estimating victims at approximately 
7,989,000), the Global Slavery Index  2018 133

gives India a good government response of 
“B”.  India has been categorised as a Tier 2 
country in the US Trafficking in Persons (TIP) 
Report 2021  134

10.10.5 Global Tax OECD: India is a Global 
Forum Member  that was rated “Largely 135

Compliant” in its 2017 Second Round 
Review. All sub-ratings were ” Compliant”, 
except Ownership & Identity information and 
Quality and Timelines of Response, which 
were rated “Largely Compliant”. 

10.10.6 Tax Evasion: India is ranked 36/133 
according to the Financial Secrecy Index 
2022 , based on a fairly low secrecy score 136

of 55/100 and a global scale weight of 
0.733% of the global market for offshore 
financial services, which makes it a small 
player compared to other secrecy 
jurisdictions.  Trading partners most 
responsible for vulnerability are the UAE, 
Hong Kong and the USA.  

10.11 OC Index 2021 Response: According 
to the OC Index 2021, India scores overall 
5.25/10 for resilience, ranked 72/193 
countries (14/46 countries in Asia) & 13th 
best of G20 countries (EU excluded - Spain as 
observer included) with Turkey scoring worst 
at 3.54/10, Russia 4.04, Saudi Arabia 4.29, 
Indonesia 4.33, Mexico 4.46, Brazil 5.04, India 
5.25, China 5,46, South Africa 5.79, Argentina 
6.33, USA 6.58, Italy 6.29, Spain 6.63, France 
6.83, Canada 7.25, Japan 7.46, Germany 
7.67, UK 7.88, and Australia 7.96. All out of 
maximum score of 10. 

The OC Index 2021 stated that, “India has 
long focused on international cooperation to 
offset its limited capability to control terrorism 
and cross-border crime, cooperating with UN 
agencies as well as playing a leading role in 
regional groups on economic and anti-terror 
cooperation. India has also signed 
agreements with Myanmar to increase 
cooperation around human and drug 
trafficking, and extradition processes are 
generally effective. However, domestically 
federal anti organised crime legislation is 
limited and piecemeal, compelling some 
states to implement their own legislation to 
bridge the gap. The lack of federal legislation 
means that Indian policing is reactionary 
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rather than preventative, which leads to heavy 
caseloads for criminal investigators, and a 
slow and backlogged judiciary.  

The Indian judiciary is under-resourced, which 
has led to an enormous backlog of cases 
pending. As such, prosecutions related to 
organised criminal activity are very limited. 
Similarly, Indian prisons are running at well 
over capacity and are constrained by lack of 
funding and staffing. This has led to 
substandard living conditions, violent clashes 
between inmates and guards, and corrupt 
practices facilitating the smuggling of 
contraband into prisons. India has among the 
lowest rates of police officers per capita of the 
world’s major economies, and a lack of 
personnel afflicts many of its law enforcement 
agencies. Extrajudicial killings or encounter 
killings by the police have been a 
considerable issue in the country. However, 
the country has provided strong support to 
regional intelligence cooperation among 
South Asian countries against transnational 
organised crime and drug trafficking.  

India has long, conflicted borders, notably the 
highly volatile border with Pakistan, where 
there has been an increase of violence in 
recent years, as well as a long-standing 
border dispute with China. There are notable 
lacks in policy around irregular migration 
where the agency responsible is unable to 
properly check all ports and has to outsource 
this function to state police. The prevalence of 
cross-border terrorism and drug trafficking 
also demonstrates the lack of resources given 
to preventative customs units and collusion 

between some Border Security Force officials 
and transnational crime syndicates.  

India has considerable risk of money 
laundering (ML) and terror financing, in part, 
because money laundering only becomes an 
offence in association with a predicate crime. 
India’s legislation is ineffective and has led to 
the country’s ML watchdog convicting only 1% 
of cases, and the tax department convicting 
only 2%. Despite that, the country is taking 
steps to improve its legislative framework. The 
government is also attempting to strengthen 
financial surveillance and compliance in its 
bid to prevent capital flight.  

India’s economic regulatory environment, on 
the other hand, has improved over recent 
years, but these improvements will have to 
compete with domestic protectionist 
impulses, which will not welcome foreign 
competitors at a time of rising unemployment. 
The intermittent reforms introduced by the 
government have not brought about tangible 
improvements to obstacles to doing business. 
Problem areas include tax-related 
administrative burdens, issues with property 
registrations and the low quality of the land 
administration system.  

India boasts an active civil society, with over 3 
million civil society organisations working in 
the country in a variety of roles, including 
aiding marginalised groups, holding 
government officials and agencies 
accountable for their actions and advocating 
for human rights. However, as part of general 
efforts to strengthen the authority of the state, 
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the government has been clamping down on 
such organisations, especially those with 
foreign funding, by restricting funding and 
official registration.  

Despite the Supreme Court ordering the 
implementation of witness protection 
schemes designed by the Home Ministry and 
devolved to each state, this has yet to be 
effectively actualised. Therefore, India is 
lacking adequate legislation around witness 
and victim protection, which has led to serious 
obstructions of justice, especially when the 
victims or witnesses are from socio-
economically marginalised communities. 
India has no overarching prevention strategy 
against organised crime, other than the 
sections of its Code of Criminal Procedure 
that attempt to prevent crime more broadly. 
Insofar as prevention initiatives do exist, they 
are fragmented and change from state to 
state, and networks of NGOs have stepped in 
to provide training to community leaders in 
prevention of human-trafficking crimes. 
Additionally, there are awareness campaigns 
and community-policing initiatives in Bengali, 
which have proven effective in substantially 
reducing the number of human-trafficking 
crimes.  

Cases of attacks on journalists by police, 
Maoist fighters and criminal groups are 
significant in India. In 2018, six Indian 
journalists were killed because of their work. 
In 2019, in the months leading up to the 
general elections, attacks by supporters of the 
ruling Bharatiya Janata Party against 
journalists grew, with journalists in rural areas 

writing in local languages facing more 
danger”. 

10.12 Anti Corruption - Bribery Cases & 
Reform: The NCRB 2020 reported that “a 
total of 3,100 cases were registered in 2020 
by State Anti-Corruption Bureaux (ACBs) as 
compared to 4,244 cases in 2019, showing a 
decrease of 27.0%. Out of 3,100 Cases, 
majority, i.e., 65.0% were Trap Cases (2,014) 
followed by 14.7 % of Criminal Misconduct 
(457 Cases). A total of 3,740 persons were 
arrested, 431 persons were convicted and 
departmental action was taken against 312 
persons”. 

India has ratified  the United Nations 137

Convention against Corruption (UNCAC). 
India is classified has having “Little or No 
Enforcement” of foreign bribery according  to 
the Exporting Corruption 2020 report . 138

Other countries with this classification include 
China, Japan, South Korea, Hong Kong, 
Mexico,Ireland, Russia, Belgium, Singapore, 
Poland, Turkey, Czech Republic, Luxembourg, 
Hungary, Finland, Slovakia, Peru and Bulgaria. 
Only 4 of the 47 countries surveyed actively 
enforce against foreign bribery (US, UK, 
Switzerland & Israel) and only 9 countries 
moderately enforce against companies that 
pay bribes abroad. 

“Hong Kong, India and Singapore lack 
specifically targeted legislation to prohibit 
bribery of foreign public officials. Only in 
Singapore has there been any enforcement 
activity in the last four years. In India, bribery 
of foreign public officials is not criminalised at 
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all, despite the fact that the country is a party 
to the UN Convention against Corruption, 
which requires it. Major exporters such as 
China, Hong Kong, India and Singapore have 
an important role to play in tackling the 
supply side of corruption in international 
trade and helping to prevent a race to the 
bottom”.  

“In the period 2016-2019, India initiated no 
investigations of foreign bribery, commenced 
no cases and concluded no 
cases…..Although India has been a party to 
the UN Convention against Corruption since 
2011, it has yet to meet the Article 16 
obligation to define and criminalise foreign 
bribery. The country’s legal framework also 
suffers from other shortcomings which affect 
its capacity to prevent and prosecute foreign 
bribery. The G20 has repeatedly encouraged 
its member countries, including India, to ratify 
the OECD Anti-Bribery Convention…As 
foreign bribery is not yet criminalised in India, 
the adequacy of the enforcement system in 
relation to the specific offence cannot be 
assessed. However, certain shortcomings in 
the enforcement system evident from current 
enforcement of domestic corruption 
regulations suggest reason for concern over 
foreign bribery enforcement. While the Indian 
Penal Code and Prevention of Corruption Act 
prescribe criminal and civil liability for 
domestic corruption, the reality is that actions 
taken against the perpetrators have been rare. 
There are multiple agencies in India involved 
in investigation of cases related to corruption 
and fraud, and coordination among agencies 

is seen as the biggest challenge in the timely 
prosecution of offenders. High-profile 
investigations are delayed due to political 
interference. The Indian investigating 
agencies are short-staffed and many lack the 
skills to investigate white-collar crime and 
other economic offences. The investigation of 
transnational crimes, especially those linked 
with corruption and money laundering, are 
delayed due to lack of timely coordination 
with foreign investigating agencies. This has 
long been an area of concern, but remains 
unaddressed to date”.   

The following recommendations were 
included in the report: 

• Become a party to the OECD Anti-Bribery 
Convention;  

• Pass legislation criminalising foreign 
bribery;  

• Extend coverage of whistleblower 
protection to the private sector; and  

• Enforce against foreign bribery to the 
extent possible under existing legislation.  

10.13 Human Trafficking Reform: 
According to the 2021 Trafficking in Persons 
report , there are 18 recommendations for 139

action in India. The most important are:  

• “Increase investigations, prosecutions, and 
convictions of all forms of trafficking, 
including bonded labor; 

•  Vigorously investigate allegations of official 
complicity in human trafficking and 
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sentence perpetrators to significant prison 
terms; 

• Criminally investigate all reports of bonded 
labor; 

According to the ILAB International Child 
Labor & Forced Labor Reports (ILAB Reports), 
there was “Moderate Advancement” by India. 
“In 2020, India made moderate advancement 
in efforts to eliminate the worst forms of child 
labor. During the reporting period, the 
national government disbursed $13.5 million 
in funding to expand Anti-Human Trafficking 
Units from 332 districts to all 732 districts, and 
provided additional training and resources to 
existing units. In March 2020, the Government 
of Karnataka released comprehensive 
standard operating procedures on human 
trafficking in collaboration with civil society 
organisations. The standard operating 
procedures cover sex trafficking, child 
beggary, child labor, and bonded labor. In 
addition, the Occupational Safety, Health and 
Working Conditions Code, which included 
workplace safety standards for children ages 
14–18, was passed in September 2020. 

10.14 AML/CTF Reform: According to the 
2022 INCSR: 

• “The Prevention of Money Laundering Act 
(PMLA) and rules established by the 
Reserve Bank of India (RBI) and the 
Securities and Exchange Board of India 
(SEBI) establish a broad framework for 
prosecuting money laundering in India. 
The Real Estate Regulatory Authority Act 
and the amended Benami Transactions 

(Prohibition) Act ensure a transparent 
environment for real estate projects.  

• India has comprehensive customer due 
diligence (CDD) and suspicious 
transaction reporting (STR) requirements. 
India exercises enhanced due diligence 
for politically exposed persons and calls 
for the collection, retention, and 
disclosure of beneficial ownership 
information.  

• In February 2021, the RBI announced that 
new investors operating from or through 
jurisdictions designated as high-risk for 
money laundering should not be allowed 
to directly or indirectly acquire more than 
20 % of the voting power in non-banking 
finance companies. In June 2021, the RBI 
announced similar rules for payment 
systems operators.  

• In September 2021, market regulator SEBI 
said asset management companies 
should have an anti-money laundering/
combating the financing of terrorism 
(AML/CFT) program to monitor 
transactions to identify suspicious 
activities, ensure STRs are filed, and 
adequately train employees in their AML/
CFT obligations. The revised framework 
will be effective starting January 1, 2022; 
asset management companies must 
perform a self-assessment and develop a 
roadmap for implementation of the 
framework.  

• The Ministry of Home Affairs reorganised 
its CFT responsibilities and created a new 
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counterterrorism and counter-
radicalisation division. The RBI and SEBI, in 
March 2021, notified market participants 
of revised procedures related to 
implementation of Section 51A of the 
Unlawful Activities (Prevention) Act 
addressing designations, asset freezing, 
and confiscation procedures.  

• To facilitate digital onboarding of 
customers, in May 2021, the RBI 
announced that regulated entities could 
continue to use the Video-Based 
Customer Identification Process (V-CIP) as 
an alternate method of customer 
identification. In addition, due to 
COVID-19-related restrictions, the RBI 
advised regulated entities not to restrict 
operations of bank accounts requiring 
CDD updates until December 31, 2021 ”  

India is a member of the Egmont Group of 
Financial Intelligence Units, the Financial 
Action Task Force (FATF), and two FATF-style 
regional bodies, the Asia/Pacific Group on 
Money Laundering and the Eurasian Group 
on Combating Money Laundering and 
Financing of Terrorism.  

India has taken steps to implement an 
effective AML/CFT regime though 
deficiencies remain. Observers and law 
enforcement professionals express concern 
about effective implementation and 
enforcement of the current laws, especially 
regarding criminal prosecutions.  

• U.S. investigators have had limited 
success in coordinating the seizure of illicit 

proceeds with Indian counterparts. While 
there have been numerous money 
seizures, lack of follow-through on 
investigative leads has prevented more 
comprehensive action against violators 
and related groups. India is demonstrating 
an increasing ability to act on mutual legal 
assistance requests but continues to 
struggle with institutional challenges 
limiting its ability to help.  

• India should address TBML, noted 
shortcomings in the criminalisation and 
investigation of money laundering, as well 
as its domestic framework for confiscation 
and provisional measures. The 
government should ensure all relevant 
designated non-financial businesses and 
professions comply with AML regulations. 
India should extend its safe harbor 
provision to cover all employees. The 
government should use data and analytics 
to systematically detect trade anomalies 
that could indicate customs fraud, TBML, 
and counter-valuation in informal financial 
networks.  

India’s current safe harbour provision protects 
principal officers and compliance officers of 
institutions that file STRs in good faith but 
does not protect all employees. The 
Government of India prioritises crimes of tax 
evasion and counterfeit currency while CFT 
and AML are lower priorities. RBI’s digital 
currency is still being developed as is 
legislation associated with the acceptance of 
virtual assets”  
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10.15 Countering Violent Extremism: 
According to the MOF AR 2020, “The Ministry 
of Home Affairs is the lead agency for CVE 
and maintains a counterterrorism and 
counter-radicalisation division. There is no 
national CVE policy. State governments have 
the lead on CVE strategy. Consequently, 
efforts are uneven and led by local police 
departments, which often have limited 
interactions with community organisations 
and civil society. Five states (Andhra Pradesh, 
Kerala, Maharashtra, Telangana, and Uttar 
Pradesh) have reportedly formulated CVE 
strategies. 

CVE programs continued to target 
demographics considered to be at the 
highest risk of vulnerability for terrorist 
recruitment by groups such as al-Qa’ida in the 
Indian Sub-continent and ISIS. 

Officials remain concerned about internet use 
for terrorist recruitment and radicalisation to 
violence, as well as for fomenting inter-
religious tensions. In 2020 there were multiple 
reports in the media and from the NIA of 
suspected cases of online terrorist 
radicalisation, particularly in southern Indian 
states. Mumbai is India’s only member of the 
Strong Cities Network”.  

Countering Cybercrime: Falling under the 
Ministry of Electronics and Information 
Technology, the “CERT-In is the national nodal 
agency for responding to computer security 
incidents as and when they occur. CERT-In has 
been designated to serve as the national 
agency to perform the following functions in 
the area of cyber security: 

• Collection, analysis and dissemination of 
information on cyber incidents; 

• Forecast and alerts of cyber security 
incidents; 

• Emergency measures for handling cyber 
security incidents; 

• Coordination of cyber incident response 
activities; 

• Issue guidelines, advisories, vulnerability 
notes and white papers relating to 
information security practices, procedures, 
prevention, response and reporting of 
cyber incidents; and 

• Such other functions relating to cyber 
security as may be prescribed”. 

10.16 International and Regional 
Cooperation: India is active in leadership 
roles in the following regional and 
international fora in 2020, where it has 
promoted multilateral CT cooperation: 

• The Global Counterterrorism Forum (the 
GCTF); 

• The Association of Southeast Asian 
Nations (ASEAN) Regional Forum; 

• The UN Counterterrorism Centre Advisory 
Board; 

• UNODC; 

• The Shanghai Cooperation Organisation;  

• The G20.

India has agreed to share intelligence on 
terrorism with Sri Lanka and Maldives. India’s 
long- standing defense relationship with 
Russia extends to counterterrorism issues. 
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10.17 Cigarette counterfeiting and related 
health reform: As a % of per capita GDP, 
cigarette taxes in India are amongst the 
highest in the world, as per the data 
presented in the WHO Report on the Global 
Tobacco Epidemic 2019. Consequently, 
relative to per capita GDP, cigarette prices in 
India are amongst the highest in the world. 

The Ministry of Health in India is planning to 
amend the law to include the prohibition of 
retail sale of loose cigarette sticks, increasing 
the legal smoking age to 21 years, imposing 
additional restrictions on advertising and 
promotional content, & displaying harmful 
effects of tobacco consumption at retail 
outlets.” 

“As India emerges from a public health crisis, 
the serious issues of illegal products need to 
be addressed on a war footing. Instead of 
stringent bans, stronger implementation of 
regulations that promote legal sales, while 
preventing the growth of black market activity, 
needs to be explored. As the country 
progresses on its path towards economic 
revival, builds a self-reliant ecosystem and 
balances public health, there needs to be a 
stronger collaboration with key stakeholders 
(state governments, industry associations, 
enforcement agencies and local authorities) 
to fix the situation on the ground, strengthen 
regulations and enhance consumer 
awareness. We simply cannot afford to let 
illicit activities light a match under India’s 
hopes for economic revival and growth” . 140

10.18 Finance Minister Commitments: The 
Indian Finance Minister Nirmala Sitharaman  
reaffirmed India’s political commitment to 
fighting money laundering, terrorist financing 
and proliferation financing in April 2022, 
addressing  the FATF Ministerial Meeting in 
Washington D.C. She endorsed the FATF’s 
priorities for the years 2022-24 and 
recommitted to ensuring suitable funding for 
the delivery of the strategic priorities which 
are strengthening the FATF Global Network, 
FATF systems of mutual evaluations, 
enhancing international beneficial ownership 
transparency, increasing capabilities to more 
effectively recover criminal assets, leveraging 
digital transformation, and ensuring 
sustainable funding for FATF strategic 
priorities . 141
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Section 11 - Detailed FATF Results & FCN Scoring - 🇮🇳   

As a result of the FATF 2010 MER, the 40 Recommendations were rated as: 4 “Compliant”, 21 
“Largely Compliant”, 11 “Partially Compliant” (ML Offence, Confiscation, CDD, PEPs, STR, 
Sanctions, High Risk Countries, FI Supervision, BO Legal Persons, BO legal arrangements, 
International instruments) & 3 “Non- Compliant” (DNFBPs  CDD, DNFBP other measures, 
Supervision DNFBPs) and 1 “N/A” (Reliance on third parties). For the IX Special 
Recommendations, they were 0 “Compliant” 4 “Largely Compliant”, 4 “Partially Compliant” 
(International instruments, TF, STRs, Cash couriers) & 1 “Non-Compliant” (NPOs). The 8th Follow 
Up report and Progress Report on Action Plan was published in June 2013. Recommendations 1, 
3, 5, 6, 13, 17, 21, 23 and 35  and Special Recommendations SRI, SRII, SRIV and SRIX were all 
upgraded to Largely Compliant, resulting in 4 “Compliant”, 30 “Largely Compliant”, 2 
“Partially Compliant” (BO Legal Persons, BO legal arrangements) & 3 “Non- Compliant” 
(DNFBPs  CDD, DNFBP other measures, Supervision DNFBPs) and 1 “N/A” (Reliance on third 
parties). For the IX Special Recommendations, they were 8 “Compliant” 4  & 1 “Non-
Compliant” (NPOs).  
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Section 12- Remittance & Migration Data - 🇮🇳   

Remittances inbound in 2021 were estimated 
at approx US$89 billion (3.0% of GDP) up 
from US$62.7 billion in 2016 according to the 
World Bank  and outbound were US$7 142

billion (0.6%% of GDP) in 2019 down from 
US$5.6 billion in 2016. 

According to the United Nations Department 
of Economic and Social Affairs (UN DESA) , 143

around 4.9 million international migrants live 
in India. That’s approximately 0.4%% of the 
country’s total population. From 1990 to 
2020, India’s immigration rate steadily 
decreased from 0.9% in 1990 to 0.4% in 
2020. Ethnic groups  in India include Indo-144

Aryan 72%, Dravidian 25%, Mongoloid and 
other 3% (2000 est.). 

According to the Refugees & Displaced 
Persons Index  2021, India scores 2.20/10 145

(the higher the value of the indicator, the 
higher the refugee flow in the country).   
ranked 30/173.  

According to the World Bank in 2017, the 
largest foreign nationalities living in India 
came from Bangladesh, Pakistan, Nepal, Sri 
Lanka, Myanmar, Brunei Darussalam, 

Malaysia, the United Arab Emirates, 
Afghanistan, China .  146

Indian nationals living abroad can be found 
mostly in the United Arab Emirates, the 
United States, Saudi Arabia, Pakistan, Nepal, 
the United Kingdom, Kuwait, Oman, Canada, 
Qatar . 147

   
Of additional note are the 17,069 Syrians 
living in India, as well as also 23,134 from 
Iran, & 63 from North Korea . 148

Migrants Living in / from India - Source WB - 
2017

Outbound from India Outbound from India 

UAE 🇦🇪   3,471,000 Bangladesh 
🇧🇩  

2,488,000

USA 🇺🇸   2,724,000 Pakistan 🇵🇰  833,000

Saudi Arabia 
🇸🇦   

2,502,000 Nepal 🇳🇵   734,000

Pakistan 🇵🇰   1,597,000 Sri Lanka 🇱🇰   185,000

Oman 🇴🇲   1,376,000 China 🇨🇳   108,000

Kuwait 🇰🇼   1,152,000 Myanmar 🇲🇲   57,000

UK 🇬🇧   835,000 Uganda 🇺🇬   45,000

Canada 🇨🇦   720,000 UAE 🇦🇪   38,000

Qatar 🇶🇦   702,000 USA 🇺🇸   33,000

Australia 🇦🇺  579,000 Brunei 🇧🇳  24,000

Total 17,869,000 Total 4,879,000
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Appendix 1 - FCN Threat Types Mapping - 🇮🇳   

Based on this India Threat Assessment, the following FCN Threat types are risk rated “High”, or “Not 
Rated” based on information contained in major sources identified and referenced including those 
assessed based on a full analysis of the information contained in this Threat Assessment, in particular from 
the sources and summaries set out in Section 6 above. For more details see the separate document 
available from FCN/ Metriqa Limited a graphic of which is set out below. 

India 🇮🇳  Threat Assessment 2021 - Threat Mapping to FI AML / CTF Programme

Copyright: Financial Crime News / Metriqa Limited - 2022 - All rights reserved
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Appendix 2 - Sources - 🇮🇳   

These are the main sources for the India Threat Assessment by Financial Crime News/Metriqa 
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