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Mexico 🇲🇽  

“We are dealing with the greater challenges of globalisation. It is generating, in 
many cases, an increase in the levels of inequality in societies... that is 

undesirable.” – Jose Angel Gurria 
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Section 1 - Executive Summary 🇲🇽   
Grey Lists: Mexico has been listed by the US 
as a Country of Primary Concern in respect of 
ML & FC for at least the last five years. It is not 
listed on the FATF/EU “Grey” lists.  

NRA: Mexico published NRAs in 2016 and  
2020. The FATF 2018 MER concluded that the 
NRA process has established a basis for the 
private sector and government agencies to 
better understand Mexico’s ML/TF risks. 
Where the NRA process has addressed or 
identified higher threats and vulnerabilities, a 
consistent national understanding has 
emerged.  

Corruption: In TI’s 2021 CPI, Mexico had a 
low rank of 124/180 with an overall score of 
31 out of 100 - no change from 2020. 

Organised Crime: According to the 2021 
OC Index , High Criminality - Low Resilience. 1

Criminality 7.56/10, (ranked 4th of 193 
countries). Main markets (out of 10) are drug 
trade - synthetic and cocaine (9/10) and 
cannabis and heroin (8/10), and human 
smuggling (8.5/10), followed by arms 
trafficking (8/10). The main actors are “Mafia 
Style Groups  & Criminal Networks (9/10), 
followed by State Embedded Actors (7/10). 

Drug Trafficking: Mexico is a source, transit 
and destination country for illicit drugs. There 
are 714,431 with illegal drug disorders, 
representing 0.58% of the Mexican 
population. 

Human Trafficking: US TIP: Tier 2; Global 
Slavery Index: An incidence of 2.7/1000; 
341,000 estimated to be living in modern 
slavery and government response of “BB.” 

Sanctions & Terrorism: No sanctions against 
Mexico. Tier 1 (High Threat) PPI Index rating 
with a moderate controls score of 779/1,300. 
Mexico is ranked as 61/163 with a “low” score 
of 2.428/10 2022 Global Terrorism Index.  

Tax Evasion: According to the Tax Justice 
Network, Mexico is ranked 82/141 countries 
in the Financial Secrecy Index 2022, based on 
a combination of its secrecy score and its 
share of the global market for offshore 
financial services. 

Response & Resilience: The Mexico FATF 
MER was published in January 2018. The 
MER concluded that most of the key 
authorities have a good understanding of ML 
and TF risks. Effectiveness ratings and scores 
were low though with just 4 SE positive 
scores for IOs and US$333 million a year on 
average seized and US$2 million recovered. 

Overall Risk Rating: Mexico is rated overall 
as “Moderate” risk, scoring 41/100 for 
financial crime by FCN. Threats are rated 
“High - Moderate” at 31/100 & Responses 
“Moderate” at 50/100 & trend “Neutral”. 
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FCN Rating: “Moderate” Risk 41/100 - 
Trend “Neutral” 



Section 2 - Country Information 🇲🇽  !
People & Geography: Mexico, officially the 
United Mexican States, is a country in the southern  
North America’s. It is bordered to the north by the 
United States; to the south and west by the Pacific 
Ocean; to the southeast by Guatemala, Belize and 
the Caribbean Sea; and to the east by the Gulf of 
Mexico.  Mexico covers 1,972,550 square 
kilometres (761,610 sq mi), making it the world’s 
13th largest country by area; with approximately 
126,014,024 inhabitants, it is the 10th most 
populous country and has the most Spanish 
speakers. Mexico’s capital city is Mexico City, and 
is also its largest city. The Mexican census does 
not classify individuals by race, only the cultural-
ethnicity of indigenous communities that preserve 
their indigenous languages, traditions, beliefs and 
cultures. The National Mexican Institute of 
Statistics categorises and narrowly defines 
Mexico’s population of 126 million according to 
linguistic criteria including only persons that 
speak one of Mexico’s 89 indigenous languages .  2

Recent History & Leadership: The United 
Mexican States are a federation whose 
government is representative, democratic and 
republican based on a presidential system 
according to the 1917 Constitution. The 
constitution establishes three levels of 
government: the federal Union, the state 
governments and the municipal governments. 
The executive is the President of the United 
Mexican States, who is the head of the state and 
government, as well as the commander-in-chief of 
the Mexican military forces. The President also 
appoints the Cabinet  and other officers. The 
country was classified in the 2021 Economist’s 
Democracy Index  as a “hybrid regime” and 3

ranked 86/167. The current president is Andrés 
Manuel López Obrador, who took office on 1 
December 2018. In its first recall election, 9 out of 
ten Mexicans voted for Obrador to stay in office . 4

Economy & Trade: Mexico has the 15th  5

largest economy in the world with a GDP of 
US$2.3 trillion (2020) (US$17,900 per capita) 

in 2020 . Mexico exported US$50.43 billion worth 6

of goods to other countries in 2020. Mexico’s top 
exports at $434.93 billion (2020) were cars and 
vehicle parts, computers, delivery trucks, crude 
petroleum, insulated wiring to the United States 
(75%). The top imports at $410.66 billion (2020) 
were integrated circuits, refined petroleum, cars 
and vehicle parts, office machinery/parts, 
telephones from United States 54%, China 14% 
(2019) .   7

Crime: Mexico’s crime rate is generally 
considered to be high. The country is 128 out of 
134 in a 2021 ranking of the safest countries in the 
world .  According to the 2020 OECD Better Life 8

Index , Mexico has a homicide rate of 26.8 9

murders per 100,000 inhabitants which is much 
higher than the OECD average of 2.6 per 100,000 
(2018) . In Mexico, about 42% of people say that 10

they feel safe walking alone at night, much less 
than the OECD average of 74%. 

Finance: The banking sector, in particular the 
seven largest banks (known as the G-7), account 
for about 80% of total bank assets. The G-7 banks 
all have product and service risk characteristics 
(e.g. cash transactions, exchange transactions, 
domestic and foreign transfers, transactions 
through commission agents may be executed, 
products or services that make it possible for at 
least one of the parties in the transaction not to be 
identified). With high regional rates of migration, a 
sizeable informal economy exits, with low financial 
inclusion, weak border controls, and high volume 
smuggling of USD, Mexico faces a significant 
challenge in detecting criminal proceeds from licit 
flows. According to World Bank data (via the Pew 
Research Centre ), remittances outbound were 11
estimated at approx US$2.7 billion, & inbound at 
US$30.6 billion (2017). For more details see 
Section 12 below. 
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Section 3 - Country Ratings 🇲🇽   

Information from leading sources produce 40 plus ratings for Mexico, covering both threats 
and responses in fighting financial crime, sanctions, proliferation finance, terrorism & terrorism 
finance. 

No. Threats  Mexico 🇲🇽 No. Responses  Mexico 🇲🇽

1 GDP - Economic Size * 
GDP per Capita US$1.2 trillion - GDP - 2019) 

(US9,926 per capita - (2021 est)

1 OECD -  Global Forum *  
on Transparency & Exchange Info for Tax 

Purposes
Compliant (2014)

2 World Economic Forum * 
Security (OC, Terrorism, Homicides, Policing) 40.1 (2019) 

138/141 (20.1/98.1/24.8/24.7)

2 Global Slavery Index * 
Country Response Rating BB 

(ratings from AAA, AA, A, BBB)

3 World Economic Forum * 
Organised Crime 20.1 (2019) 

3 US Dept of State * 
Trafficking in Persons (2022) Tier 2

4 Numbeo Crime Survey 2022 
53.68 

44/142 (1 being the worst)

4 Proliferation Index - PPI * 
Controls 779/ 1300 

Moderate Controls score  (2021/22)

5 US Inst Health Metrics and Evaluation 2017 
Illegal Drug Dependency / Disorders * 

Number/Share 
714,431(2019 -  (+ 65% since 1990) 

0.58% (2019 - (+11% since 1990)

5 Global Cybersecurity Index 
2020 81.68/100 

52/194

6 Transparency International (TI) Corruption 
Perceptions Index* 31/100 

(2021)

6 World Bank Regulatory Quality * 
from WB Global Governance Indicators 0.08 (2020) 

82/192 (1 being the best)

7  TRACE 
Bribery Risk Matrix 50/100 

Ranked 108th out of 194

7 TI - Exporting Corruption * 
Enforcement of the OECD Anti-Bribery 

Convention
Red Rated (2020) 

“Little or No Enforcement”

8 Proliferation Index 2021/2022 - PPI 
Threat *

Tier 1 
Highest Threat Level 

8 Freedom House  
Freedom Index (2022)

60/100 
“ Partly Free” 

9 US Dept of State  
INCSR Vol I & Vol II *

Included 
(2022)

9 Heritage Foundation 
Economic Freedom Index (2022)

63.7/100 
“Moderately Free” 67th out of 177

10 US Dept of State 
Country Reports on Terrorism *

Included 
(2020)

10 Basel AML Index  
2021 

5.09/10                                                                                       
61/110 (1 being the worst)

11 Global Slavery Index 
GSI Incidence * 2.7/1,000 

Incidence of human trafficking (2018)

11 FIU Egmont Member Interpol / Europol 
Member Egmont & Interpol 

12 Global Slavery Index 
No of estimated Modern Day Slaves 341,000 

Estimated numbers of modern day slaves  (2018)

12 Asset Confiscations * 
 over 1% of Criminal Proceeds

 From US$1.35 billion of assets seized,  
approximately US$14.5 million was confiscated 

13 US Dept of Labor 
Child Labour Included

13 Country National Risk Assessment * 
 2017 (ML/TF) & 2020 (TF)

14 Global Terrorism Index * 
GTI - Impact 2022

“Low” Impact 
2.428

14 Financial Information Sharing Partnership
No FISP

15 IOM Migration 
1.2 million migrants 

 (0.9% - 2020)

15 Environment Performance Index  
2022 45.50 

(73/180)

16 Illegal Unreported and Unregulated (IUU)  - 
IUU Fishing Index *

2.61/5 (2021) 
15/152

16
Government Spending on Law & Order * N/A

17 EU Listing of Countries for Illegal Fishing 
No

17 Know Your Country (2022) 
Country Money Laundering Index

65.39/100 
161/245 (1 being the best)

18 US DoS - Wildlife Trafficking * 
Focus / Countries of Concern Included

18 European Union * 
Third Country Grey List Not Included 

19 EUIPO & OECD Counterfeit Goods * 
Propensity of Exports 0.144% 

(2016)

19 FATF Standards   
40 Recommendations* 66%

20  UNODC Thefts   
Per 100,000 people *

243/100,000 
49/74 (2016)

20 FATF Standards   
11 IO’s on Effectiveness* 36%

21 EU List of None Co operative Jurisdictions 
for Tax purposes Not Included

21 FATF Standards     
Core 10 Recommendations * 67%

22 Global Financial Integrity  
Illicit Financial Flows* 13. 66% (2017) 

Developing Exconomy 

22 FATF Standards     
Core 4 IO’s on Effectiveness * 17%

23 Fund For Peace (2021) 
Fragile States Index  

69.9                                                                            
(85/173)

23  FATF Counter - Measures * 
Strategic Deficiencies List Not Included

* Indicates the information is included in the FCN Country Index 
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https://www.cia.gov/the-world-factbook/countries/mexico/
https://www.theglobaleconomy.com/rankings/GDP_per_capita_current_dollars/
https://www.oecd.org/tax/transparency/exchange-of-information-on-request/ratings/
http://www3.weforum.org/docs/WEF_TheGlobalCompetitivenessReport2019.pdf
https://www.globalslaveryindex.org/2018/findings/regional-analysis/americas/
http://www3.weforum.org/docs/WEF_TheGlobalCompetitivenessReport2019.pdf
https://www.state.gov/wp-content/uploads/2022/04/337308-2022-TIP-REPORT-inaccessible.pdf
https://www.numbeo.com/crime/rankings_by_country.jsp?title=2022&displayColumn=0
https://isis-online.org/uploads/isis-reports/documents/ThePeddlingPerilIndex2021_POD_wCover.pdf
https://ourworldindata.org/grapher/number-with-drug-use-disorders-country
https://ourworldindata.org/illicit-drug-use
https://www.itu.int/dms_pub/itu-d/opb/str/D-STR-GCI.01-2021-PDF-E.pdf
https://www.transparency.org/en/cpi/2021
https://www.theglobaleconomy.com/rankings/wb_regulatory_quality/#Italy
https://www.traceinternational.org/trace-matrix#36
https://www.transparency.org/en/projects/exporting-corruption
https://isis-online.org/uploads/isis-reports/documents/ThePeddlingPerilIndex2021_POD_wCover.pdf
https://freedomhouse.org/country/mexico/freedom-world/2022
https://www.state.gov/2022-incsr-volume-i-drug-and-chemical-control-as-submitted-to-congress/
https://www.state.gov/2022-incsr-volume-ii-money-laundering-as-submitted-to-congress/
https://www.heritage.org/index/ranking
https://www.state.gov/country-reports-on-terrorism-2/
https://baselgovernance.org/sites/default/files/2020-07/basel_aml_index_2020_web.pdf
https://www.globalslaveryindex.org/2018/findings/regional-analysis/americas/
https://egmontgroup.org/en/membership/list
https://www.interpol.int/en/Who-we-are/Member-countries
https://www.globalslaveryindex.org/2018/findings/regional-analysis/americas/
https://www.dol.gov/agencies/ilab
https://reliefweb.int/report/world/global-terrorism-index-2022
https://migrationdataportal.org/data?i=stock_abs_&t=2019
https://epi.yale.edu/epi-results/2022/component/epi
https://iuufishingindex.net
https://www.knowyourcountry.com/ratings-table/
https://www.state.gov/2021-end-wildlife-trafficking-report/
https://www.oecd-ilibrary.org/docserver/g2g9f533-en.pdf?expires=1590589653&id=id&accname=guest&checksum=A3665F2B6E50E1C180C9461ECFAEF247
http://www.fatf-gafi.org/publications/mutualevaluations/documents/assessment-ratings.html
https://www.theglobaleconomy.com/rankings/theft/
http://www.fatf-gafi.org/publications/mutualevaluations/documents/assessment-ratings.html
https://www.consilium.europa.eu/en/policies/eu-list-of-non-cooperative-jurisdictions/
http://www.fatf-gafi.org/publications/mutualevaluations/documents/assessment-ratings.html
https://gfintegrity.org/report/trade-related-illicit-financial-flows-in-135-developing-countries-2008-2017/
http://www.fatf-gafi.org/publications/mutualevaluations/documents/assessment-ratings.html
https://www.theglobaleconomy.com/rankings/fragile_state_index/
http://www.fatf-gafi.org/publications/high-risk-and-other-monitored-jurisdictions/documents/increased-monitoring-october-2021.html


  Section 4 Continued - Threat & Responses Rating Scorecard 

The Country Dashboard RAG ratings are established based on the FCN Threats and Responses 
Rating Scorecard - 2022, set out below. 

Threats Responses

No Higher Moderate  Lower No Lower Moderate  Higher

1 >US0.5 trillion >US$100 billion - 0.5 trillion <US$100 billion 1 Non Compliant Partially Compliant Largely Compliant / Compliant

2 <50  >50 - <75 >75 2 “CC” “C” “D” “CCC” “AAA” “AA” “A” “BBB” “BB” “B”

3 <50  >50 - <75 >75 3 Tier 3 Tier 2 & T2 Watchlist Tier 1

4 >60 >40 - 60 <40 4 T3 <360 Controls / 1,300

T2 <426 Controls /1,300

T1 Country <650/1,300 

T3 >360-425 Controls /1,300

T2 >426-650 Controls /1,300


T1 650-975/1,300

T3 >426 Controls / 1,300

T2 >650 Controls /1,300


T1 >975/1,300

5 >1% >0.75% - 1% <0.75% 5 <0.33 >0.33- 0.66 >0.66

6 <40 40 - 59 60 - 100 6 <0 - -2.5 0-1 >1 -2.5

7 >55 38 - 55 <38 7 Little of No Enforcement Limited/Moderate Enforcement Active Emforcement

8 Tier 1 Tier 2 Tier 3 8 <40 Between 40 - 70 >70

9 Included N/A Not Included 9 O - 59.9 Mostly Unfree/
Repressed

60 - 69.9 Moderately Free 70 - 100 MostlyFree/Free

10 Included N/A Not Included 10 >7 6 - 7 <6

11 >5% >2% - 5% <2% 11 No N/A Yes

12 >1 million >50,000 - 1 million <U50,000 12 <1% of est criminal proceeds >1% - 5% of est criminal 
proceeds 

>5% of est criminal proceeds 

13 >10% child labour (4-15 
ages)

>5% - 10% child labour (4-15 
ages)

<5% child labour (4-15 ages) 13 No Yes >3 Years Old Yes <3 Years Old

14 >4 -10 >2 -4/10 0-2/10 14 No N/A Yes

15 N.A. N.A. N.A. 15 <40 40 - 60 >60

16 >2.4 2 - 2.4 <2 16 < 1.5% of GDP >1.5% - 2% of GDP over 2% of GDP

17 Yes  Red Card Yes Yellow Card No 17 <50 50-70 >70

18 Focus Countries N/A Not Included 18 Included N/A Not Included

19 >0.3 >0.2 - 0.3 <0.2 19 <50 using FCN Scoring Model Between 50 - 75 using FCN 
Scoring Model 

>75 using FCN Scoring Model 

20 >1,500 >783 - 1,500 <783 20 <50 using FCN Scoring Model Between 50 - 75 using FCN 
Scoring Model 

>75 using FCN Scoring Model 

21 Listed Red Listed Amber Listed Green / Unlisted 21 <50 using FCN Scoring Model Between 50 - 75 using FCN 
Scoring Model 

>75 using FCN Scoring Model 

22 Above 20% of Trade

 (with 36 Advanced 

Economies) OR

1 of 36 Advanced Economies

Between 10 - 20% of Trade 
(with 36 Advanced 

Economies) OR

1 of 36 Advanced Economies

Below 10% of Trade 

(with 36 Advanced Economies) OR


1 of 36 Advanced Economies

22 <50 using FCN Scoring Model Between 50 - 75 using FCN 
Scoring Model 

>75 using FCN Scoring Model 

23 >80 - 120 >60 - 80 <60 23 No N/A Yes

* Indicates the information is included in the FCN Country Index 
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Section 4 Continued - Key Country Ratings - 🇲🇽  "

From all the available information collected and results summarised in Section 3 above, more 
than 26 ratings have been selected, covering a broad base of threats and responses in fighting 
financial crime, proliferation finance and terrorism & terrorism finance. The results make up the 
FCN Country Threat / Response & Overall Risk scores for Mexico.  

FCN Final Ratings - 🇲🇽 "

Financial Crime News

Threat Rating 

31/100

“High - Moderate” Threat

Financial Crime News

Financial Crime Risk Rating 

“Moderate” Risk - 41/100

Financial Crime News

Response Rating 

50/100

“Moderate” Response Trend Neutral
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Section 5 - Key Harms Summary -"🇲🇽 !

The harms that result from the realised threats 
faced by Mexico from crime, ML, proliferation 
finance and terrorism (see Section 6 for 
details) include:


• 52% who had contact with police in 
previous 12 months paid a bribe. 

• Nearly 1 million cases of extortion 
recorded in 2020 with 1,821 out of every 
10,000 businesses victimised. 

• 714,431 with illegal drug disorders or 
0.58% of Mexico’s population. 

• Approx 98% of all fentanyl seized by CBP 
originated in Mexico in 2021. 

• In 2020, it is estimated that more than 21 
million persons aged 18 or older were 
victims of some kind of crime in Mexico. 

• Account takeover fraud saw a 239% 
increase during 2021. 

• Kidnapping for Mexico officially increased 
from 323 in 2004 to 1,833 in 2018, 
growing at an average annual rate of 18%. 
According Control Risks in 2022, Mexico 
ranked 3rd for kidnapping for 2020 and 
2021 behind Nigeria and India. According 
to Mexico’s National Institute of Statistics 
and Geography (INEGI) there were over 
80,000 kidnapping victims in the country in 
2020 – many more than those reported by 
official statistics, due to an estimated 93% 
of crimes in Mexico going unreported. 

• Mexico’s robbery rate was at level of 257.7 
cases per 100,000 population in 2018, up 
from 196.1 cases per 100,000 population 
previous year, this is a change of 31.43%. 

• In 2020, 36,579 homicides in Mexico in 
2020. Growing at an average annual rate of 
8.42% (10,285 in 2001 to 36,579 in 2020). 

• In 2021, the economic impact of violence in 
Mexico was estimated to be 4.9 trillion 
pesos (US$243 billion), equivalent to 
20.8% of Mexico’s GDP. 

• Mexico has a high incidence of human 
trafficking, with 2.7 in 1,000 and an 
estimated 341,000 people living in 
conditions of modern slavery (2018). 

• 50% to 75% of migrants smuggled have to 
pay drug trafficking TCOs for passage 
through areas controlled by them.  

• An estimated 200,000 US sourced firearms  
trafficked into Mexico each year. 

• In the first half of 2020, over 9.9 million 
malware attacks were registered in Mexico. 

• An estimated 8/10 people in Mexico 
consume counterfeit products, costing 
almost MX$43 billion (US$1.98 billion) 
annually to the Mexican economy."
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Section 6 - Key Threats Summary - 🇲🇽   

6.1.1 NRA: Mexico published NRAs in 2016 

and 2020. The NRA 2016, stated that: “the 
amount of proceeds generated by predicate 
crimes committed in & outside of Mexico is 
high. The main domestic proceeds-
generating crimes can be divided into three 
tiers of magnitude: (i) domestic organised 
crimes, including drugs and human 
trafficking, (ii) corruption, and (iii) tax evasion. 
The country also faces particular risks related 
to the laundering of proceeds derived from 
foreign predicate crimes mostly related to 
Mexican transnational organised crime (e.g., 
in the U.S., & to a much lower degree South 
and Central America)”. 

The NRA 2020  identified the main threats to 12

be from organised crime, the level of illicit 
resources generated in the country, and 
corruption.  

6.1.2 US INCSR 2022: According to the 
INCSR 2022 , “Illicit actors launder billions of 13

dollars of drug trafficking proceeds through 
the Mexican financial system annually. 
Corruption, bulk cash smuggling, kidnapping, 
extortion, fuel theft, intellectual property 

rights violations, fraud, human smuggling, 
trafficking in persons, and firearms trafficking 
serve as sources of additional funds 
laundered through Mexico”.  

6.1.3 Corruption: In TI’s 2021 CPI, Mexico 
had a low rank of 124/180 with an overall 
score of 31 out of 100 - no change from 
2020. The annual competitiveness report by 
the Mexican Institute for Competitiveness 
(IMCO) estimates that 5% of Mexican GDP is 
lost to corruption yearly; other reports place 
losses closer to 9% of GDP  (i.e., between 14

US$60 - 90 billion). 

6,1.4 Organised Crime: According to the 
2021 OC Index , Mexico measured as High 15

Criminality - Low Resilience. Criminality 
7.56/10, (ranked 4th of 193 countries, with 1 
being the worst, behind the DRC, Columbia 
and Myanmar). Main markets (out of 10) are 
drug trade - synthetics and cocaine (9/10); 
cannabis and heroin (8/10); and human 
smuggling (8.5/10); followed by arms 
trafficking (8/10). The main actors are “Mafia 

Threats and Vulnerabilities in Mexico 🇲🇽

2016 2020

Domestic organised crimes, including 
drugs and HT Organised crime

Corruption  Illicit resources generated in the 
country

Tax Evasion Corruption

2016 & 2020 NRA’s

INCSR identified risks in Mexico 2022 - 🇲🇽

Illicit actors launder billions of dollars of drug trafficking proceeds through the 
Mexican financial system annually.

Corruption Bulk cash smuggling

Kidnapping Extortion

Fuel theft
Intellectual property rights 

violations

Fraud Human smuggling

Trafficking in persons Firearms trafficking

Source: US NCSR 2022 

Page  of 10 140



Style Groups & Criminal Networks (9/10), 
followed by State Embedded Actors (7/10). 

According to The World Economic Forum’s 
Global Competitiveness Index 2019 , 16

Mexico’s rating for organised crime at 20.1 
(ranked 140/141). 

6.1.5 Illicit Funds in Mexico: The 2020 NRA 
points out that “According to INEGI figures, 
for the year 2017, 57.1% of the population in 
Mexico had some activity related to this 
practice [Illicit activity] as a livelihood, 
equivalent to 22.7% of the country's Gross 
Domestic Product (GDP). For 2018, the figures 
moved to 56.7% of the population and 22.5% 
of GDP, respectively”. That would represent 
illicit activity of US$270 billion. 

Mexico’s Ministry of Finance  reported that 17

organised crime may have laundered up to 
US$10 billion last year, [2010] much of it 
profits from drug trafficking. According to the 
Ministry, drug trafficking accounts for 41% of 
the laundered proceeds, while human 
trafficking and human smuggling accounts 
for 33%, piracy for 20%, and fraud for 6%. 

A 2010 study by Rand  estimated US$6 18

billion to US$8 billion in Mexican drug-
trafficking organisations’ gross revenue from 
export and distribution of marijuana, cocaine, 
heroin and methamphetamine to wholesale 
markets near the American Southwest.  

In 2010, the US Department of Homeland 
Security  reported that, “an extraordinary 19

amount of cash — estimates range from $19 
billion to $29 billion — travels annually from 

the United States into Mexico to fuel the 
operations of the increasingly violent and 
brazen criminal enterprises involved in drug 
trafficking.” 

The U.N. Office of Drugs and Crime in a 2011 
report said , “According to estimates 20

collected for a study on US-Mexico Security 
Cooperation (2010), the Mexican Government 
estimated drug-related cash flows from the 
USA to Mexico at some US$11 [billion] per 
year.”  

Reuters reported  in 2018 that “the cash-rich 21

cartels [are] believed by the Mexican 
government to generate well over US$21 
billion each year.” 

Mexican cartels role in trafficking drugs to the 
US is well established, with Mexico taking 
over some time ago from Colombia as the 
country most identified by US authorities as 
presenting the greatest threat.  

“Mexico is a significant source for heroin, 
marijuana, methamphetamine, and synthetic 
opioids, especially fentanyl. 97% of the heroin 
seized and scientifically analysed in the 
United States originated in Mexico. Mexico 
also is a major transit country for cocaine from 
South America to the United States, a 
destination for fentanyl precursors originating 
from China, and the primary source of 
fentanyl and fentanyl-laced counterfeit pills 
destined for U.S. markets.”  22

A significant proportion of the proceeds from 
US illicit drug sales therefore benefit Mexican 
cartels.   
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The US Congressional Research Service in a 
2018 report  noted that the Sinaloa cartel, 23

until recently run by Joaquín “El Chapo” 
Guzmán, “by some estimates ... had grown to 
control 40%-60% of Mexico’s drug trade by 
2012 and had annual earnings calculated to 
be as high as US$3 billion.” That would 
indicate the drug trade in Mexico was valued 
at US$5 billion to US$7.5 billion. 

The Office of National Drug Control Policy 
estimated that US$100 billion  worth of 24

illegal drugs were sold in the US in 2013, 
whilst the figure of US$64 billion  has also 25

been suggested in the US NMLRA 2015 (& 
referenced in the FATF 2016 Report).   

The RAND corporation estimated spending 
by Americans of US$150 billion in 2016, just 
less than estimated for alcohol at US$158 
billion in 2017 . 26

Other US government estimates in 2009 
suggested  “US$18 billion to US$39 billion 27

in cash, wire transfers and other smuggled 
payments move each year from the United 
States to Mexico”, related to the “US$65 
billion domestic market for illegal drugs that 
drives demand.” 

The World Drug Report 2021, from the 
UNODC, reported that the estimated illicit 
annual retail drugs sales (2016/17) in the US 
was US$146 billion . 28

6.1.7  Human Trafficking: US TIP: Tier 2; 
Global Slavery Index: An incidence of 
2.7/1000; 341,000 estimated to be living in 
modern slavery and government response of 

“BB.” Estimates of proceeds of human 
trafficking based on 341,000 sexually 
exploited victims, could be US$7.4 billion. 

6.1.8 People Smuggling: According to 
estimates from a 2018 Rand Study, and 
referenced in the US NMLRA 2022 - revenues 
from smuggling migrants from El Salvador, 
Guatemala, & Honduras, combined could 
have ranged from a total of about US$200 
million to a total of about US$2.3 billion in 
2017. Also that 50% to 75% of migrants 
smuggled have to pay drug trafficking TCOs 
for passage through areas controlled by them  
which could generate about US$30million 
to US$180 million in 2017.  Taking just 50% 
for Mexico TCOs, that would represent 
US$1.25 billion. 

6.1.9 Tax Offences: According to the FATF 
2018 MER, “Tax evasion remains significant in 
Mexico. Also, “a study commissioned by the 
SAT estimates the amount of tax evasion and 
tax avoidance in Mexico to be approximately 
MXN 483 875 million (USD 23.341 
billion).”  


According to TJN (2021), Mexico lost 
US$10,956,137,676 in tax every year to 
global tax abuse, equivalent to 7.7% of tax 
revenue (Tax Revenue : $141 billion). 

6.1.10 Extortion: Extortion costs the 
Mexican economy 226,000 million pesos 
(US$11.3 billion) annually, or approx 1.25% 
of the country's GDP . 29

6.1.10 Fuel Theft: Mexico’s cartels are also 
involved in fuel theft, lured by high prices, 
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rampant corruption and low risks. In towns 
like Salamanca in the state of Guanajuato, the 
cartels tap pipelines which generates US$1 
billion in annual proceeds which is deprived 
from the State . Organised crime gangs 30

terrorise the state owned oil company - 
Pemex workers with offers of “plata or 
plomo” – silver or lead, to provide 
information so that “pipelines” can be 
“tapped”, when pumping oil is underway. 

6.1.11 Goods Piracy: An estimated 8/10 
people consume counterfeit products, 
costing almost MX$43 billion (US$2 billion) 
annually to the Mexican economy . 31

6.1.12 Cybercrime: According to a 2017 
Symantec report, cybercrime in Mexico rose 
from US$$3 billion in 2014 to US$7.7 
billion in 2017 affecting over 10 million 
people.  32

6.1.13  illicit Funds Estimates: Based on a 
bottom up approach, total illicit funds from 
crimes that generate proceeds in Mexico and 
from foreign sources, particularly the USA, 
are estimated at US$52 billion, which 
includes US$21 billion from Organised 
cCrime, including from drugs sales in the US, 
US$11.3 billion from Extortion, US$7.7 
billion from Cybercrime, US$7.4 billion 
from Human Trafficking, US$2 billion from 
Goods Piracy, US$1.25 billion from People 
Trafficking, US$1 billion from Fuel Theft. This 
doesn’t include US$23 billion from Tax 
Offences, or from Corruption. 

According to research by Walker & Ungar  33

2020, using their model they estimated that 

total financial crime proceeds in Mexico for 
2014 was estimated at up to 3.1% of GDP 
(US$41.3 billion) for money laundering 
(ML), made up of 0.5% GDP for domestic  
(US$6.2 billion), 2% of GDP (US$26.7 billion) 
Transit & Foreign 0.6% (US$8.4 billion). 

A study from the UNODC published in 2011, 
concluded core financial crime (excluding 
fraud) estimated criminal proceeds at US$2.1 
trillion or 3.6% of global GDP. 

 This study, if applied to Mexico (using the 
mid-range), generates estimates of: 

• US$43.2 billion for criminal proceeds,  

• US$32 billion of laundered funds; and  

• OC proceeds estimated at US$20 billion. 

Based on the most recent asset seizure 
reports of US$333 million a year on average 
seized, and US$2 million recovered, with 
likely confiscated funds much less than 1% of 
estimated criminal proceeds.  
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Section 6 - Key Threats  - 🇲🇽   

In this Section 6, the most important criminal 
markets, are assessed and summarised. 

6.2 FATF (2018): According to the FATF 
2018 Mutual Evaluation Report (FATF 2018 
MER) , “Most of the key authorities have a 34

good understanding of ML and terrorist 
financing (TF) risks, and there is generally 
good policy cooperation and coordination. 
Mexico finalised its national risk assessment 
(NRA) in June 2016 and has since taken some 
high-level actions to mitigate the risks 
identified in the NRA. These actions—although 
leading to some concrete results—have not 
been sufficiently comprehensive nor 
prioritised to have resulted in an appropriate 
allocation of resources at the federal, state, 
and community levels. A national strategy is 
being developed based on the NRA findings. 
The success of these measures will depend 
on their proper implementation”. The 2016 
NRA is not publicly available. 

“Based on the information provided in the 
NRA and other open source documents, the 
amount of proceeds generated by predicate 
crimes committed in and outside of Mexico is 
high. The main domestic proceeds-
generating crimes can be divided into three 
tiers of magnitude: (i) domestic organised 
crimes, including drugs and human 
trafficking, (ii) corruption, and (iii) tax evasion. 
The country also faces particular risks related 
to the laundering of proceeds derived from 
foreign predicate crimes mostly related to 
Mexican transnational organised crime (e.g., 

in the U.S., and to a much lower degree South 
and Central America)”.  

“Banks are most at threat, but other sectors 
are vulnerable to ML activities. Banks 
dominate the financial sector, handle a high 
volume of transactions, and are well 
interconnected to the international financial 
system. Brokerage firms and DNFBPs notably 
notaries and real estate agents are involved in 
a high volume of transactions and are 
exposed to ML threats”.  

“Typical ML methods include the use of shell 
and front companies to conceal beneficial 
ownership (BO), the purchase and sale of real 
estate and high-value goods, and cash 
smuggling on both directions of the U.S.–
Mexico Border. The high use of cash and 
relatively large informal economy significantly 
increases the risk that illicit proceeds may be 
re-channeled into the regulated formal 
economy. Nevertheless, according to the 
Bank of Mexico’s analysis, the restrictions on 
FIs for receiving cash in U.S. dollars (USD) has 
resulted in a significant decrease in the 
volume of USD cash-in and cash-out of the 
financial system. However, use of Mexican 
pesos (MXN) as cash has increased”.  

“The risk of TF appears to be relatively low, 
although some cases have been detected. 
The authorities and the private sector agree 
that the overall TF risk is low”.  
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6.3 National Risk Assessments (NRA): The 
National Risk Assessment of Money 
Laundering and Terrorist Financing in Mexico 
2019-2020 (2020 NRA) was published in 
Spanish in October 2020 .  The main threats 35

were reported to be from organised crime, 
the level of illicit resources generated in the 
country, and corruption. See above at Section 
6.1 and in these Sections 6-9 for more details. 

6.4 US INCSR: Mexico has been categorised 
by the US State Department as a Country/
Jurisdiction of Primary Concern for at least 
the last 5 years in respect of money 
laundering and financial crimes.  

According to the INCSR 2022 , “Illicit actors 36

launder billions of dollars of drug trafficking 
proceeds through the Mexican financial 
system annually. Corruption, bulk cash 
smuggling, kidnapping, extortion, fuel theft, 
intellectual property rights violations, fraud, 
human smuggling, trafficking in persons, and 
firearms trafficking serve as sources of 
additional funds laundered through Mexico.  

Mexican authorities have had some success 
investigating and blocking accounts of 
suspected money launderers and other illicit 
actors but have shown limited progress in 
successfully prosecuting money laundering 

(ML) and other financial crimes. Two 2017 
Mexican Supreme Court rulings continue to 
complicate Mexico’s ability to counter illicit 
financial activities.  

To increase the number of financial crime 
convictions, the government needs to combat 
corruption, improve investigative and 
prosecutorial capacity at the federal and state 
level, and enhance inter-institutional 
cooperation. Civil asset forfeiture legislation 
signed into law in 2019 promised to 
strengthen the authorities’ ability to use asset 
forfeiture as a tool to combat organised crime, 
but the Mexican Supreme Court struck down 
key elements of the law in June 2021, which 
will hinder the Mexican Prosecutor General’s 
Office’s (FGR) ability to obtain forfeiture 
orders under the law. 

Under the U.S.-Mexico Bicentennial 
Framework for Security, Public Health, and 
Safe Communities, the United States and 
Mexico will deepen their partnership to 
counter money laundering through support 
for the investigation and prosecution of 
corrupt officials and other transnational 
criminals”.  

INCSR identified risks in Mexico 2022 - 🇲🇽

Illicit actors launder billions of dollars of drug trafficking proceeds through the 
Mexican financial system annually.

Corruption Bulk cash smuggling

Kidnapping Extortion

Fuel theft
Intellectual property rights 

violations

Fraud Human smuggling

Trafficking in persons Firearms trafficking

Source: US INCSR 2022 
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“Illicit drug proceeds originating in the United 
States are the principal sources of funds 
laundered through the Mexican financial 
system. Mexican transnational criminal 
organisations (TCOs) launder funds using a 
variety of methods. Trade-based money 
laundering (TBML) involves the use of dollar-
denominated illicit proceeds to purchase 
retail items for export to and re-sale in Mexico 
or the United States, and then routing the 
revenue from the sale of such goods to TCOs. 
TBML also includes invoice manipulation to 
justify the transfer of large sums of funds into 
Mexico’s financial system. A 2019 executive 
order strengthens penalties for fraudulent tax 
invoices, often associated with TBML.  

Illicit actors in Mexico invest in financial and 
real assets. ML through the luxury real estate 
sector remains a concern, especially as a 
vehicle for laundering the proceeds of public 
corruption. Two popular ML methods include 
structuring deposits and funnel accounts. 
Asia- based money launderers continue to 
compete with traditional Mexican launderers, 
conducting “mirror transactions” more 
efficiently and at a lower cost. Narcotics-
related proceeds are also laundered through 
unlicensed exchange houses, although 
Mexico’s main banking regulator, the National 
Banking and Securities Commission (CNBV), 
issues regulations and has a special unit that 
curtailed the number of unlicensed exchange 
houses in operation.  

Mexican authorities are evaluating the risks 
for criminal exploitation of financial 

technology, including virtual currencies like 
bitcoin”.  

“The financial intelligence unit (FIU) is a 
member of the Egmont Group of FIUs. 
Mexico is a member of both the Financial 
Action Task Force (FATF) and the FATF of Latin 
America, a FATF-style regional body”.  

“In October 2017, the Mexican Supreme 
Court ruled Mexico’s Financial Intelligence 
Unit’s (UIF) freezing of accounts violates 
constitutional protections and due process 
rights. The UIF can still freeze accounts when 
presented with an international legal 
assistance request. A subsequent decision in 
November 2017 also curbed the FGR’s ability 
to present financial records during court 
proceedings, ruling only records obtained by 
court order would be admissible. 
Subsequently, several cases were filed in 
Mexican federal court to unfreeze accounts 
and dismiss cases. Prosecutors and law 
enforcement authorities have struggled to 
investigate and prosecute financial crimes, 
and these rulings may result in additional case 
dismissals. Mexico has drafted legislation to 
address the due process concerns cited by 
the Supreme Court and fortify the UIF’s 
authority to freeze accounts.  

The Supreme Court struck down in 2021 key 
elements of the 2019 asset forfeiture law, 
including the provision allowing prosecutors 
to seek a forfeiture order independent of a 
criminal case”.  

“Although authorities recognise the abuse of 
certain sectors by money launderers, law 
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enforcement responses are limited by 
corruption and lack of capacity. The Counsel 
of the Federal Judiciary database reports nine 
ML convictions in 2018, 19 in 2019, and three 
in 2020. These low conviction levels 
demonstrate Mexico’s limited ability to 
prosecute these crimes.  

The 2019 civil asset forfeiture law broadens 
asset forfeiture’s reach and enables 
prosecutors and law enforcement agencies to 
more aggressively seize illicit assets. To date, 
the FGR has filed 31 asset forfeiture 
complaints in six special asset forfeiture 
courts, all still pending final dispositions. 
There are additional asset forfeiture judges at 
the state level who are considering asset 
forfeiture cases throughout the country, but 
there is no reported asset forfeiture matter 
that has been resolved at the state or federal 
level under the 2019 law. The Supreme 
Court’s 2021 ruling that weakened the law will 
delay and affect most of the pending actions”.  

See Drug Trafficking below for more 
information from the INCSR Vol II report.  

6.5 Security: According to The World 
Economic Forum’s Global Competitiveness 
Index 2019 , under Pillar 1 Institutions, 37

Mexico’s rating for “Security” is 40.1/100, 
ranked 138th out of 141. 

This overall score is made up of scores for 
organised crime at 20.1 (ranked 140/141), 
homicide at 17.6 (rate of 24.8/100,000 
people) and ranked 129/141, terrorism 
incidence rate 98.1/100 (ranked 103/141) & 
police service reliability at 24.7/100 and 
ranked 139/141 (in all cases higher scores are 
better). 
6.6 Crime Rates: Mexico is considered the 
128th safest country out of 134 in the 2021 
Global Finance ranking  (1 being the safest).  38

According to the Numbeo 2022 Crime 
Survey , Mexico is rated 44 out of 142 39

countries at 53.68/100 ahead of Venezuela, 
Honduras, and El Salvador, but behind 
Nicaragua, Uruguay, and the United States.  

According to the Global Peace Index (GPI), 
“Mexico ranks among the least peaceful 
countries in Latin America. Although 
internationally recognised as a country with a 
complex and high criminal activity, where 
drug trafficking and related crimes are 
commonplace, pettier crimes such as theft on 
the street or pickpocketing on public 
transportation are some of the most reported 
occurrences in Mexico, followed by fraud and 
extortion cases. Kidnapping, on the other 
hand, is one of the crimes against personal 
freedom that most afflicts the Mexican 
population” .   40
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Section 6.7 - Key Threats - Corruption - 🇲🇽   

According to the FATF 2018 MER, 
“Corruption is a source of illicit proceeds, and 
an enabler of ML and its predicate offences. 
Some OCGs have the capability of bribing or 
intimidating the authorities, particularly at 
state and local levels and, to a lesser extent, at 

the federal level. It is difficult to measure 
precisely the proceeds of crime (POC) 
associated with corruption and the level of 
corruption in Mexico”.  

Furthermore, the assessors reported that 
some conclusions made by the authorities 
could be “unreasonable or incomplete”. “With 
respect to corruption, the NRA’s analysis was 
focused on the “perception of corruption” 
and the framework and measures in place to 
tackle corruption. The NRA recognised the 
“perception of corruption” as highly 
vulnerable to ML as it facilitates crime and 
undermines law enforcement efforts. It also 
recognises corruption as one of the many 
predicate offences that exist in Mexico. The 
NRA, however, fails to assess its significance 
and identify corruption as a main ML threat”. 

”Corruption is one contextual factor that may 
significantly influence the effectiveness of the 
country’s AML/CFT measures. Corruption is an 
enabler of ML and its predicate offences. The 
traditionally weak criminal justice system has 
helped to promote a public sector that is 
perceived as being highly corrupt at least at 
the state and local levels. While this is partly 
because of the inefficiency of a legal system 

that prosecutes few predicate crimes and ML, 
it also results from other institutional 
weaknesses in the local security forces in 
areas that are hubs for organised crime (e.g., 
Veracruz, Baja California Sur, Sinaloa, and 

Jalisco). An important concern of the 
authorities is the need to reduce the OCGs 
capability of bribing or intimidating the 
authorities, particularly at state and local 
levels and, to a lesser extent, at the federal 
level”.  

The 2020 NRA reported that, “Among the 
actions against corruption, the following stand 
out: sanctions against former high-level 
officials; the fight against patronage and 
corporatism by prosecuting electoral crimes; 
the “citizenization” of the fight against 
corruption; as well as forceful and effective 
sanctions at the highest levels in the cases of 
the “Master Fraud” and “Odebrecht”. On the 
other hand, there are pending issues such as 
combating international bribery. Although it is 
true that, in 2018, 3 investigations into 
international bribery were initiated and 10 
cases are currently active in which Mexico is 
the jurisdiction where the assets are sought to 
be recovered or the jurisdiction of origin of 
the public servant or the entity involved, it is 
also that Mexico has not punished cases of 
international bribery despite the degree of 
corruption in international business, likewise, 
there is limited progress regarding the issue 
of liability of legal persons”. 
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“Despite the progress made in the fight 
against corruption, the incidence and 
prevalence of corruption are still very high, 
therefore, it is necessary to strengthen the 
coordinated work between the authorities in 
charge of verifying and investigating possible 
cases of corruption, between the areas of law 
enforcement, as well as between the 
administration of justice”. 

According to Transparency International’s, 
(“TI”) Corruption Perceptions Index 2021 , 41

Mexico was ranked 124/180 (1 being the 
best), with an overall score of 31 out of 100. 
There were minor changes over the last few 
years but the range was between 28 and 31 
(from 2016 to 2021). 

In TI’s Corruption Barometer in 2019 : 42

•  34% of those surveyed in Mexico 
reported having paid a bribe for public 
services in the previous 12 months (2nd in 
the region after Venezuela - 50%); 

• 20% experienced extortion or know 
someone who was; 

• 44% think corruption increased in the 
previous 12 months; 

• 90% think corruption in government is a 
big problem; 

• 52% who had contact with police in 
previous 12 months paid a bribe;  

• In Mexico, one in two people was offered 
a bribe for their vote, and one in four was 
threatened with retaliation; 

• 50% were offered bribes in exchange for 
votes) the highest in the region, followed 
by the Dominican Republic (46%),  Brazil  
& Columbia (40%) and Honduras (36%) 

The police (69%) were perceived as having 
higher perceptions of corruption,  followed 
by Members of Parliament (65%), President / 
Prime Minister & Local Government Officials 
(63%), Government Officials & Judges / 
Magistrates (58%), Business Executives (47%), 
Bankers (45%), Religious Leaders / NGOs 
(44%), and Journalists (36%) being highly 
corrupt.  

According to the FATF 2018 MER, “there is 
also a growing recognition of corruption-
related ML risks by the FIU and PGR, including 
the main channels and methods to launder 
proceeds of corruption mostly committed in 
Mexico with layering and integration in and 
outside Mexico as was shown in some cases— 
including grand corruption and collusion 
between organised crime and certain state 
and municipal high ranking officials (such as 

the case of Governor Duarte in Veracruz), and 
the misuse of public funds either by ex-
governors or other public servants. Although 
authorities are aware that corruption of LEAs, 
in particular at the state and municipality 
levels, is widespread mainly due to extortion 
or infiltrated by the OCGs”.  
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In July 2022, it was reported  that “Mexican 43

prosecutors are investigating former 
president Enrique Peña Nieto in a case 
involving the suspicious movements of 
millions of dollars”. … Pablo Gómez, head of 
the Treasury Ministry’s financial crimes unit, 
told reporters that officials had detected “a 
scheme through which a former president 
received economic benefits….Gómez said the 
ex-leader had received 26 million pesos — 
around $1.3 million — in transfers in 2019 and 
2021 from a relative who was making large 
deposits and withdrawals of cash from a bank 
account….Gómez linked the transfers to two 
companies connected to the former 
president’s family that he said had signs of 
“fiscal and financial irregularities.” One of 
those firms maintained a “symbiotic” 
relationship with a foreign firm that received 
around $500 million in government contracts 
in the years that Peña Nieto was in office”. 

In April 2022, Mexican President Andres 
Manuel Lopez Obrador won a referendum 
that he initiated on whether he should step 
down or complete his term. The vote was 
reportedly not very well attended with the 
opposition politicians urging their supporters 
not to participate. Obrador reportedly had 
promised during his election campaign that 
he would hold a recall election two years into 
his eventual government . Critics say that 44

Obrador “has fallen short of electoral 
promises to tackle violent crime and buoy 
Mexico's economy since assuming office in 
2018”, however his popularity has been 
bolstered by “a successful introduction of 
welfare programs and a political narrative 

where he is depicted as a morally upright 
defender of the poor against a corrupt, 
wealthy elite” .  45

The 2021 TRACE Bribery Risk Matrix  rates 46

Mexico at a “moderate” risk level, ranking 
108th among 194 places with a risk score of 
50/100. This places Mexico in the same 
scoring range as Ukraine, Brunei Darussalam, 
Serbia, Rwanda, Ecuador, Albania and East 
Timor.  

The GAN Integrity Business Anti-Corruption 
Portal (2020)  has the view that “Corruption is 47

a significant risk for companies operating in 
Mexico. Bribery is widespread in the country’s 
judiciary and police. Business registration 
processes, including getting construction 
permits and licenses, are negatively 
influenced by corruption. Organised crime 
continues to be a very problematic factor for 
business, imposing large costs on companies. 
Collusion between the police, judges and 
criminal groups is extensive, leading to 
widespread crime, theft, impunity and weak 
law enforcement. Gifts and hospitality are not 
forbidden by law and may be permissible, 
depending on intent. Attempted bribery, 
extortion, abuse of office, bribery of foreign 
public officials and facilitation payments are 
criminalised under Mexico’s Federal Penal 
Code (Código Penal Federal, in Spanish). 
However, Mexico’s anti-corruption laws are 
almost never enforced, and public officials are 
rarely held liable for illegal acts. New anti-
corruption laws were passed in 2017, but 
their effectiveness has not been proven yet”. 
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According to TIs Anti-Corruption Helpdesk 
regarding its efforts in Mexico (2020) , 48

“Mexico has spent its first two decades of 
competitive, multiparty democracy in the 
grips of drug related violence and dealing 
with its long past of corruption and 
clientelism. Bribery, embezzlement and 
procurement corruption are all common 
practices in Mexican public service. The 
mining sector, healthcare sector and energy 
sector are especially vulnerable to corruption. 

Despite this, recent efforts – largely spurred 
on by civil society organisations – have led to 
innovative reforms of the country’s 
institutional and legal anti-corruption 
framework. A national anti-corruption system 
is taking its first steps as it reorganises anti-
corruption bodies in a concerted effort 
against corruption”. Their main points were: 

• “The extent of corruption is widespread 
across Mexico, both at the federal and 
subnational levels; 

• Corruption in public procurement is a 
notable problem that leads to overpricing 
for both the public and private sectors, 
notably in the energy sector; 

• In 2015, Mexico approved a national anti-
corruption system which creates a 
framework for coordination between all 
federal and state anti-corruption bodies as 
well as civil society; and 

• The media and civil society, though hurt 
by the drug war, continue to be an 
important driver for anti-corruption 
reforms.  

According to Kroll , “of the 49

respondents surveyed in Mexico, 86% 
indicated that fraud, corruption or illegal 
activities have very significantly or somewhat 
 significantly impacted their organisations, 
which is in line with the global average of 
82%. However, organisations in Mexico 
appear to have relatively low confidence in 
their approach to dealing with bribery and 
corruption risk, with only 60% of respondents 
saying the issue gets the attention and 
investment it deserves at board level. This 
figure is below the global average of 72% 
and puts Mexico well behind neighbouring  
neighbouring U.S. (84%) in terms of belief in 
the board level response to bribery and 
corruption risk”. 
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Section 6.8 - Key Threats - Organised Crime - 🇲🇽   

According to the FATF 2018 MER: “Organised 
crime poses a very high ML threat in Mexico. 
Although the Mexican authorities have gone 
to great lengths to dismantle the major 
criminal organisations operating in the 

country, a significant number are still in place 
due to their capacity to alter their financial 
structure and adapt to new scenarios. Some 
OCGs are in a position of such power that 
they are able to bribe or intimidate the 
authorities, particularly at state and local 
levels and, to a lesser extent, at the federal 
level. The proceeds of drug trafficking and 
production are still considered to be the 
principal source of funds for ML in Mexico. 
However, due to criminal organisations’ ability 
to diversify, illicit funds also originate from 
other offences, such as corruption, extortion, 
kidnapping, human trafficking, and the theft 
of oil-based products and minerals. Tax 
evasion also constitutes an important ML 
threat and is widespread in Mexico. Due to 
shortcomings in the justice system, such as 
the length of proceedings, the low number of 
investigations and corruption, the conviction 
rate for this offence is low”.  

6.8.1 Organised Crime: According to The 
World Economic Forum’s Global 
Competitiveness Index 2019 , scores for 50

organised crime are at 20.1 (ranked 140/141). 

6.8.2 Organised Crime 2020 NRA: 
Organised crime is the first threat identified 
in the 2020 NRA, “Organised crime is one of 

the factors that represents the greatest risk of 
ML. Drug trafficking is one of the main 
branches of organised crime in Mexico, 
however, there is a whole range of crimes in 
which they participate: extortion, kidnapping, 
theft of hydrocarbons, trafficking of migrants 
and people, illegal trafficking of species, 
among others. 

In Mexico, 19 criminal organisations with the 
greatest impact are identified. The 
competition of criminal groups with 
antagonists and internal differences generate 
criminal fragmentation and dispersion 
throughout the national territory, particularly 
after the arrest and death of the main 
commanders. 

For its part, the collaboration between the 
institutions, as well as the strengthening of the 
use of intelligence to identify, prevent and 
combat organised crime have allowed 
obtaining good results such as a large 
number of seized assets, the increase in 
investigation files, for example, in the crime of 
theft of hydrocarbons, and especially the 
blocking of accounts that has been carried 
out in the last four years (2016-2019). 

Additionally, progress has been made in 
combating the crime of human trafficking. In 
this regard, the Annual Report on Trafficking in 
Persons (2020), issued by the US Department 
of State, recognised that the work of the 
Mexican authorities allowed the detection of a 
human trafficking network that used bitcoins 
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to launder money related to that illegal 
activity. However, and after weighing the 
progress and challenges, it is considered that 
criminal organisations in Mexico continue to 
be a threat in terms of ML”.  

6.8.3 Mexico TNOC: According to the 
American Security Project (ASP)  in March 51

2021, “Transnational Criminal Organisations 
(TCO) have exploited  poverty, instability, and 
corruption  in Mexico to gain political and 
criminal power. TCOs commit crimes such as 
murder, corruption, money laundering, 
kidnapping, extortion, and the trafficking and 
smuggling of drugs, weapons, and humans. 
Drug trafficking-related violence  has been 
marked by murders of opposition journalists 
and officials, beheadings, public hangings, 
and staggering homicide rates. 
Approximately 150,000 people have been 
killed since 2006 and thousands internally 
displaced. Territorial expansion  into the 
Northern Triangle (Guatemala, El Salvador, 
and Honduras), and across the 2,000-mile 
U.S.-Mexico border has escalated violent 
competition between groups over illicit 
markets and trafficking routes. According to 
the Drug Enforcement Administration’s 2020 
National Drug Threat Assessment ,  Mexican  
TCOs  are the largest drug trafficking threat to 
the United States. Mexican TCOs dominate 
the U.S. drug market and maintain strong 
affiliations with American criminal groups and 
gangs to distribute their illicit products”.  

Updates can be found in a January 2022 
report from the Brookings Institution , who 52

reported that ”Mexico’s law-enforcement 

forces still lack incapacitation and deterrence 
capacities. Brazen homicides persist at 
unacceptable levels. Their ebb and flow 
largely reflect choices and tit-for-tat responses 
by criminal groups toward one another. 
Reductions in fighting, such as in Michoacan’s 
Apatzingan or Guerrero’s Acapulco …, occurs 
mainly because a particular group or criminal 
alliance manages to establish temporary 
territorial control, a “narcopeace”: be it 
Carteles Unidos in that part of the Tierra 
Caliente, or Caro Quintero’s and Los Chapitos’ 
branches of the Sinaloa Cartel in high-value 
extortion and drug trafficking in Acapulco. 
Elsewhere, they have to live with sharing, like 
the Sinaloa Cartel and Cartel Jalisco Nueva 
Generaciуn (CJNG) do in the fentanyl and 
meth precursor hub Lazaro Cardenas. Nor do 
reductions in murders mean other forms of 
violence, such as extortion, or criminal groups’ 
control over territories and people, have 
lessened. In much of Michoacan, Guerrero, 
Tamaulipas, and Veracruz, local politics, 
economics, and much of people’s everyday 
life is arbitrated by the narcos. A government 
official in Tierra Caliente reportedly said that, 
“Frankly, public security here, all life really, is 
totally managed by the narcos.” 

“Yet the criminal groups’ capacities to hold 
turf often remains flimsy, with groups like 
CJNG brazenly seeking to conquer entire 
territories with drone-mounted bombs and 
groups like the Sinaloa Cartel taking over 
legal and illegal economies and politics in a 
more buttoned-down and less blatant 
manner, but no less systematically”. 
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“In Baja California Sur, Baja California, and 
Sinaloa, criminal groups, often the Sinaloa 
Cartel, are muscling their way into new 
economies, systematically seeking to 
dominate both legal and illegal fishing, fish 
processing, and seafood sales along the 
entire vertical supply chain. Legal and illegal 
fishermen and entire associations and 
industries feel they have no backup from the 
Mexican government to resist the narcos’ 
takeover. 

The overarching bipolar rivalry between the 
Sinaloa Cartel and CJNG spans not just 
Mexico but violently all the way to Colombia 
and non-violently into the Asia-
Pacific. Underneath that macro-war, many 
violent micro-conflicts play out in Mexico, as 
smaller criminal groups fight over drug, 
extortion, and other criminal markets and seek 
to control local politicians and populations. 

Areas of violent contestation, such as 
Zacatecas or San Luis Potosн, can become 
almost anarchical with violence. Self-styles 
militias, sometimes fronts for rival criminal 
groups, other times with great proclivity to 
slide into many facets of criminality, persist 
and proliferate as the government looks on. 

To various degrees, the criminal groups build 
political power by intimidating and bribing 
government officials, and obtain political 
capital with local populations by giving social 
handouts and organising narco courts to 
arbitrate disputes. 

For the past two decades, criminal groups 
have violently meddled [in] Mexico’s 

elections, particularly at the municipal and 
state level. But the 2021 midterms showed to 
an unprecedented degree that the criminal 
groups are no longer satisfied to co-opt 
elected officials. Now they seek to influence 
with violence and money who can run and win 
to begin with. 

The Mexican government’s response remains 
deeply troubling — mostly a hope the 
criminals will sort it out among 
themselves. Whether in high-value targeting, 
countering violence and criminality in natural 
resources, or suppressing robberies and 
extortion, Mexico’s various military and law 
enforcement forces are instructed to only 
undertake operations without the visible use 
of force — even when criminal militias take 
over new territories and declare autonomy, or 
cartels bomb local populations. 

When forces such as the Mexican Army 
(SEDENA) and Navy (SEMAR) or the National 
Guard, now numbering perhaps 100,000, are 
deployed, they are mostly sent to patrol the 
streets without active operations against local 
criminal groups. 

Unlike the Federal Police which the Lуpez 
Obrador administration dismantled, the 
National Guard is nominally supposed to be 
stationed in a locality permanently. That’s not 
always the case. Most importantly, the force 
was conceived as a backup to the state police, 
not a first responder. And indeed, it doesn’t 
respond. A security official in the Tierra 
Caliente reportedly explained that “the 
objective of the deployments of the National 
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Guard or joint patrols is not to fight the 
criminals, or even to deter them: “We send 
the National Guard in joint patrols with state 
police or the military to stand on the street. 
Seeing them with arms and trucks gives 
people confidence.” 

“The National Guard, like SEMAR and 
SEDENA, lacks an investigative authority, 
Thus, they can act against crime and arrest 
people only when they see crime 
happening in flagrancia. And the state police 
forces can only investigate ordinary crime, not 
organised crime. Yet the dismantling of the 
Federal Police also led to a profound 
reduction in the number of investigators and 
investigative capacity in Mexico — by some 
70-75%”, reportedly as estimated by Mexican 
lawyers and security officials estimated. The 
reporter commented that, “No wonder, the 
effective prosecution rate for homicides in 
Mexico continues to hover around 2%”. 

The Lуpez Obrador government blames poor 
security on state authorities, and state 
authorities blame it on municipal ones. But 
the federal government has dramatically cut 
budgets to both and thus gutted the already 
often-inadequate local capacities, even 
though its own 2019 security strategy centred 
on relying on municipal police for security. 

At all levels, police reform has mostly 
stalled. Occasionally, though, such as in 
Oaxaca, or Chihuahua City, local governments 
have succeeded in improving the 
effectiveness of municipal police forces. 
Instead of police reform, Lуpez Obrador has 

intensified militarisation of public life in 
Mexico — not just in security, but also in the 
economic domain. His administration has 
given SEDENA and SEMAR responsibilities for 
custom collection and awarded them 
contracts for building airports, luxury 
apartments, and presumed critical 
infrastructure (sometimes foolishly 
environmentally-damaging infrastructure like 
the Mayan Train, while promising to exempt 
them from all kinds of oversight.  

Lуpez Obrador has cut budgets and 
personnel to many Mexican institutions and 
left them with minimal regulatory, oversight, 
and minimal capacities. Amidst this systematic 
weakening of Mexico’s institutions, the effort 
by Lуpez Obrador and his Attorney General 
Alejandro Gertz Manero to gut and reverse 
Mexico’s judicial reforms toward an 
accusatorial system and weaken judicial 
independence are among the most 
detrimental. Instead of using force and 
judicial prosecution, Lуpez Obrador seeks to 
reduce crime in Mexico through socio-
economic anti-crime progams, part of his 
overall vastly popular redistribution strategy 
for Mexico’s many poor and marginalised. A 
socio-economic component to enable local 
populations access to legal income is 
important, though not a replacement for good 
policing. And from the Sembrando Vida 
program to grow fruit trees to vocational 
programs for youth at-risk of succumbing to 
criminality, these Lуpez Obrador 
administration programs have been riddled 
with problems. In one such program… in 
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Michoacan, for example, teenagers were paid 
by the government to receive training as 
hairdressers while the hairdressers were paid 
for the teaching. But the boys merely paid off 
or intimidated the hair salons into certifying 
the boys’ participation in the training without 
actually attending it. Both the boys and their 
hairdresser trainers pocketed the government 
money and went about their lives, criminal or 
otherwise, as before. 

Under the Mйrida Initiative, the U.S. often 
provided the crucial and only anti-corruption, 
anti-collusion oversight in Mexico’s security 
strategies and tactical operations as well as a 
stimulus and reinforcement to Mexico’s will to 
take on criminal groups and the lack of rule of 
law. The Bicentennial Framework is unlikely to 
restore that. Details of what bilateral 
cooperation will be preserved are supposed 
to emerge from the U.S.-Mexico working 
groups.” 

6.8.4 Organised Crime Index: According to 
the OC Index 2021, the main areas of 
organised criminal activity are in drugs & 
human smuggling, followed by, arms 
trafficking, human trafficking, illicit mining, 
illicit logging and wildlife trafficking. 

The main organised crime actors operating in 
Mexico, according to the 2021 Organised 
Crime Index (OC Index)  are Mafia Style 53

Groups and Criminal Networks (9/10), 
followed by State Embedded Actors (7/10) 
and Foreign Actors (3.5/10).  

In terms of criminal actors, the OCI 2021 
reports that, “Mexico’s drug-trafficking 
organisations are among the most 
sophisticated mafia-style groups in the world. 
Although cartel fragmentation reduced the 
number of groups with large international 
operations, those remaining have networks 
spanning most of the Americas, even 
stretching into Europe and Asia. Although 
drug-trafficking organisations interact with 
foreign actors, these generally lack a 
significant foothold in Mexico and their 
presence usually relates to collaborative 
business with Mexican groups. Drug-
trafficking organisations focus on international 
drug trafficking, generating billions of dollars 
in revenue annually, but numerous revenue 
streams, including oil theft, illegal logging, 
human trafficking, kidnapping and extortion, 
are deeply entrenched. Mexican drug cartels 
possess firearms, including military-grade 
weapons, and conflict is widespread between 
competing groups and state security forces, 
with some groups marking their territory by 
displaying beheaded and mutilated corpses. 
Drug cartels control territory in much of 
Mexico, co-opting the state through bribery 
and intimidation with the aim of facilitating 
illicit activity and influencing the democratic 
process. Politicians are frequently murdered 

Page  of 26 140



or threatened by mafias attempting to ensure 
that cooperative politicians hold office. 

Cartel fragmentation spawned smaller, 
loosely networked groups that lack a 
permanent power structure and are harder to 
track, causing security concerns as turf wars 
become more common place and localised. 
These groups generally lack the resources to 
manage transnational drug-trafficking 
networks, instead partaking in activities such 
as extortion, kidnapping, vehicle theft, oil 
smuggling, human smuggling and trafficking, 
retail drug sales and illegal mineral mining. 
They play crucial roles in the drug-trafficking 
supply chain, providing local transportation or 
security within larger networks. While state-
embedded actors do not control criminal 
markets, corruption within government and 
law-enforcement agencies facilitates criminal 
networks and influences illicit activities, 
providing income for high-ranking public 
officials”.  

6.8.5 UNODC OC Report: According to the 
UNODC  in May 2022, “Transnational 54

organised crime – whether it be drug 
trafficking, human trafficking, money-
laundering, migrant smuggling, etc. – can 
devastate societies. It can compromise the 
ability of states to effectively govern their 
populations and provide services. It may 
widen gaps between genders, ethnic groups, 
economic classes, and more, and 
overwhelming affects the most vulnerable. 
The COVID-19 pandemic has exacerbated 
these challenges, allowing organised criminal 

groups to exploit the gaps left by 
governments’ reallocation of resources. 

Moreover, they threaten the ability to achieve 
Sustainable Development Goal (SDG) 16, 
under which Member States committed to 
promoting peaceful and inclusive societies for 
sustainable development, provide access to 
justice for all and build effective accountable 
and inclusive institutions at all levels. 

Tackling such a complex problem requires the 
coordinated efforts of many actors, including 
the private sector, academia, and civil society. 
While the public sector leads crime 
prevention and criminal justice efforts, private 
sector enterprises can leverage their 
resources and networks to build sustainable 
and responsible businesses, raise awareness 
among employees, partners and clients in 
their companies, and contribute tools, critical 
data and instruments to help governments 
tackle organised crime. On the other hand, 
civil society and academia provide unique on-
the-ground perspectives, highlighting the 
needs of organised crime victims and 
delivering much needed services – sometimes 
in place of governments. Moreover, these 
actors develop rigorous research that inform 
interventions from governments, other 
stakeholders and international organisations 
such as UNODC.  

To help states tackle transnational organised 
crime, the United Nations Office on Drugs 
and Crime (UNODC) uses a review process 
whereby states identify country-specific 
priorities to combat transnational organised 
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crime. However, civil society participation in 
the review process has at times been limited, 
although Resolution 9/1 of the Conference of 
the Parties to UN Convention against 
Transnational Crime (UNTOC) provides for the 
participation of non-governmental 
stakeholders in the review process. 

On 27 April, UNODC and the Government of 
Mexico launched the first-ever Pilot Initiative , 
aiming to bring together representatives from 
government, civil society, academia and the 
private sector to ensure that their 
perspectives and expertise are included in the 
review process”.  

“At Mexico’s Ministry of Foreign Affairs, 
stakeholders identified key priorities on 
preventing transnational organised crime, 
including the creation of a database for open 
and reliable data to inform Government 
policies on crime prevention; the 
establishment of a mechanism for 
coordination with the Government to create 
strategies and action plans and ensuring that 
the review process is transparent and open to 
non-governmental stakeholders; and making 
civil society trainings available to the police”. 

6.8.6 Organised Crime in the Region - 
Covid impact: According to the ASP, “The 
COVID-19 pandemic did not significantly 
impact the long-term trafficking and 
production capacity  of Mexican TCOs, which 
quickly adopted alternative routes and 
methods for business operations.  Cartels 
have made use of drones and sea routes 
along with reactivating old dormant 

underground tunnels to smuggle drugs 
across borders. In light of lockdown 
restrictions and social distancing measures, 
drug transactions and money laundering 
activities have increasingly transitioned to 
cryptocurrency”. 

A NPO that attempts to avoid conflicts, 
International Crisis Group , reported in 2020 55

that, “The COVID-19 pandemic had an 
immediate impact on organised crime across 
Mexico and Central America’s northern 
countries as lockdowns slowed movement of 
people and goods. But criminal groups swiftly 
adapted to the new normal, using it to tighten 
or expand their control over people and 
territory. The region’s criminal groups, many 
acting in collusion with rogue state actors, are 
largely responsible for some of the world’s 
highest murder rates and wield asphyxiating 
power in an increasing number of 
communities. With state budgets under huge 
strain, official responses are set to remain 
lacklustre. Criminal groups in Mexico and the 
Northern Triangle of Central America (El 
Salvador, Guatemala and Honduras) have 
been quick to absorb the shock of the 
COVID-19 pandemic and seize new 
opportunities provided by lockdowns, 
distracted states and immiserated citizens. At 
first, trade disruptions and movement 
restrictions forced some criminal outfits to 
slow illicit activities. But the lull has not lasted. 
Exchange of illicit goods already appears to 
be swinging back to normal, while extortion 
rackets are resurging. As the region’s recent 
history shows, quick fixes to rein in organised 
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crime and official corruption are very likely to 
be counterproductive. Instead, governments 
should concentrate their limited resources to 
aid the most violent regions and vulnerable 
people, ideally through regional programs to 
curb impunity and create alternatives to 
criminal conduct.  

After months of lockdowns of varying severity, 
with disease transmission still uncontrolled 
and poised to spike again, the threat of rising 
crime across the region is manifest. Mexico 
has been afflicted for years by transnational 
criminal organisations that feed off a lack of 
economic opportunity and corruption in the 
state and security forces. The new force in the 
underworld, the Jalisco Cartel New 
Generation, has bared its teeth during the 
pandemic in fights for control of illicit markets 
such as drug trafficking and “taxing” legal 
commodities. It has also displayed its 
paramilitary might in the media. Myriad 
criminal groups have claimed to be lifelines 
for local people, largely in bids to widen their 
support base. 

Across the north of Central America, street 
gangs that have lorded it over their 
economically struggling strongholds for years 
have also found ways to take advantage of the 
pandemic. After the outbreak, they advertised 
themselves as champions of communities 
under lockdown, handing out food baskets 
and forgiving protection payments. Due to 
COVID-19 movement restrictions, violence fell 
briefly in Honduras and Guatemala. But it is 
now back to or above pre-pandemic levels, 
while extortion rackets in both countries 

appear set to intensify. El Salvador is an 
outlier in that murder rates have stayed close 
to historical lows for reasons that remain 
disputed. The government says its security 
plan has kept violent gangs at bay, 
while Crisis Group has suggested that gang 
and government leaders may have struck an 
informal agreement to scale back violence. 
But, if such a pact exists, neither side has 
acknowledged it in public, and sudden spates 
of killings underline that gangs’ commitment 
to peace is far from robust.  

Behind concerns about deteriorating security 
in Mexico and northern Central America is the 
realisation that the pandemic (and counter-
measures) will worsen the economic and 
institutional ills underlying the crime 
wave. The incidence of COVID-19 varies from 
country to country, but it is hard to imagine 
that any will avoid a negative impact on 
livelihoods, public services and the popular 
mood. Mexico ranks fourth worldwide with its 
officially reported death toll of over 90,000 – 
which the government admits is an 
undercount – while rates of infection in 
northern Central America stand around the 
Latin American average. Nonetheless, all four 
countries are now facing one of the most 
severe economic contractions in 
decades, made worse in Central America by 
the recent devastation left by Hurricane ETA. 
Expected falls in 2020 GDP, reaching close to 
10 per cent in Mexico and El 
Salvador and causing unemployment to soar 
across the region, are set to reverse advances 
in reducing inequality and poverty, weaken 
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public services in poor areas, intensify 
criminal rivalries and sharpen officials’ 
motives for consorting with illicit business.  

With a few notable exceptions, government 
responses to chronic insecurity have so far 
failed to stem violence or significantly reduce 
judicial impunity for serious crimes. State 
security policy will now face even bigger 
hurdles as budgets are squeezed.  

In facing these challenges, however, 
governments can avoid the errors of the past. 
Far from reducing violence, militarised 
crackdowns have splintered criminal groups, 
exposing communities to more intimidation 
and forced displacement. Instead of 
launching missions to “kill or capture” criminal 
leaders, security forces should aim during the 
pandemic to protect the most vulnerable and 
deter the extortion that plagues them. 
Governments should focus their use of 
emergency funds on meeting the needs of 
people most exposed to the pandemic and its 
fallout, including spikes in violence. In 
directing COVID-19 relief funds and foreign 
financing to the most affected regions, 
governments should look beyond traditional 
law enforcement approaches. They should 
develop region-specific approaches that 
identify the local characteristics of conflict in 
order to design programs that promise to 
reduce impunity, prevent recruitment by illicit 
groups, demobilise violent outfits and create 
economic alternatives to crime.  

Prospects for security in Mexico and northern 
Central America are bleak so long as the 
pandemic persists. Apprehensive 
governments may well be tempted to meet 
rising murder rates with draconian responses 
that double down on the failed efforts of the 
past. But if they do not address some of the 
sources of the criminal stranglehold over poor 
communities, chances are the perpetrators of 
violent crime will grow stronger”. 
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Section 6.9 - Key Threats - Drug Trafficking - 🇲🇽   

According to the OC Index, drug trafficking is 
one of the main organised crime types 
operating in Mexico (alongside human 
smuggling & human trafficking).  

6.9.1 DT - FATF 2018 MER: It was reported 
that “Drug trafficking and production 
proceeds are considered a major source of 
funds available for ML in Mexico. Mexico 
remains a major transit country for cocaine 
and heroin, and a source country for heroin, 
marijuana, and methamphetamine destined 

for the U.S. Main crimes by OCGs are the 
trafficking of marijuana and synthetic drugs, 
followed by the trafficking of cocaine and 
production of marijuana. Major Mexico-based 
OCGs and their partners are solidifying their 
dominance of the U.S. wholesale drug trade, 

among other markets. OCGs have access to 
and control of smuggling routes across the 
U.S. border and the capacity to produce (or 
obtain), transport, and distribute nearly every 
major illicit drug of abuse in the U.S. 
According to a 2011 United Nations Office on 
Drugs and Crime (UNODC) report, most of 
the income of the Mexican drug cartels is 
made in the U.S. Some of this money is 
smuggled back to Mexico, where it is 
laundered; whereas the rest of the money is 
laundered in the U.S. and other foreign 

jurisdictions. Official data shows that the 
amounts have decreased significantly after 
strict US USD cash restrictions were 
established for the Mexican financial system 
in 2010”.  

6.9.2 DT - 2020 NRA: The 2020 NRA  
confirmed that “Drug trafficking is one of the 
main branches of organised crime in Mexico” 
along with other crimes. “With regard to 
drugs, the US is one of the largest drug 
consuming countries, which generates an 
extraordinary amount of illicit resources. For 
drugs produced in Central and South America 
or even in Mexico to reach the US, they pass 
through Mexican territory, so surely the 
resources generated by this activity return to 
Mexico and the resources destined for other 
countries pass through this same territory”. 
There is a possibility of convergence with 
terrorist organisations, where these 
organisations are financed through the 
trafficking of migrants, drugs and weapons in 
other regions.  

6.9.3 DT - 2021 OC Index: The OC Index 
reports that in terms of criminality scores, 
drug trade is the highest with the synthetic 
drugs and cocaine (9/10), and cannabis and 
heroin (8/10). “Most US heroin originates in 
Mexico, particularly in the Golden Triangle 
drug-producing region. Increased demand 
from US drug users shifting from prescription 
painkiller consumption to street heroin, due to 
the opioid epidemic, resulted in a production 
surge in Mexico. However, increasing poppy 
cultivation and oversupply is eroding the 
value of poppy paste. Mexican cartels also 
partake in the production and transportation 
of methamphetamine and, increasingly, 
fentanyl. Both are increasingly popular in the 
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US, where fentanyl claims tens of thousands 
of lives annually. Fentanyl and its precursors 
are predominantly produced in China, with 
Mexican cartels importing and trafficking the 
products into the US, although domestic 
production also occurs. Fentanyl consumption 
is rising in Mexico, as a significant portion of 
street heroin in white powder and black tar 
forms is combined with fentanyl for longer-
lasting effects. Nonetheless, COVID-19 
disrupted fentanyl supply chains, pressuring 
cartels to seek new revenue streams. 

Although cannabis trafficking between 
Central America and the US has declined, 
Mexico still serves as America's largest 
foreign provider. However, cannabis 
legalisation in some US states and Canada 
significantly damaged the market for Mexican 
cartels. As it is no longer a major cash crop, 
many farmers are shifting towards poppy 
cultivation. In Mexico, there are calls for 
legalisation amid rising domestic demand for 
cannabis and cannabis products. Mexico's 
cocaine trade is less consolidated, due to 
internal fragmentation, but the market is 
large. Mexican actors serve as key brokers 
and transporters, and cartels have become 
more active in the Colombian and Central 
American cocaine industries. Much of the rival 
cartel violence relates to control of the north 
bound shipment routes.” 

6.9.4 DT 2022 INCSR Vol II: Mexico is 
identified as a major illicit drug producing 
and/or drug-transit country as well as a major 
source of precursor or essential chemicals 
used in the production of illicit narcotics.  

“Mexico and the United States have a shared 
responsibility to disrupt the drug threat. 
Mexican criminal organisations have a 
significant global presence, including in 
Europe, Asia, and Africa, and most of the 
heroin, methamphetamine, and fentanyl and 
its analogues consumed in the United States 
originates in Mexico. Mexico is also a major 
transit country for cocaine from South 
America to the United States and a 
destination for fentanyl precursors originating 
mainly from the People’s Republic of China 
(PRC). Notably, while Mexican fentanyl 
production has soared, fentanyl seizures by 
Mexican authorities have as well, increasing 
525 percent in the three-year period 
2019-2021, compared to 2016-2018”.  

“The rapid shift in fentanyl production from 
the PRC to Mexico reflects another extremely 
worrying trend: the ability of transnational 
criminal organisations to rapidly adapt to 
changing circumstances and the truly global 
reach of the drug trafficking trade. In addition 
to Mexican criminal organisations establishing 

Potential Illicit Drug Production 2015 - 2020 Mexico 🇲🇽  
(Figures in metric tons)

Year 2015 2016 2017 2018 2019 2020

Opium 598 685 944 903 661 501

Potential 
Pure Heroin 70 81 111 106 78 59

Illicit Drug Crop Cultivation 2015 - 2020 Mexico 🇲🇽  
(Figures in hectares)

Poppy 28,000 32,00 44,100 41,600 30,400 23,200

Cannabis 11,500

US INCSR 2022 Vol II
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a foothold in China, cocaine originating in 
South America is trafficked to virtually every 
other region on earth; Nigerian traffickers 
have expanded their worldwide reach; the 
cocaine markets in Europe and Asia have 
exploded; and precursor chemicals from the 
PRC and India are diverted to all parts of the 
globe. Captagon production and trafficking 
throughout the Middle East has also 
increased dramatically, which potentially 
benefits hostile actors such as Hezbollah and 
the Assad regime in Syria”.  

“To avoid Chinese controls on the export of 
precursors, some entrepreneurs and dealers, 
including Mexican-based criminal 
organisations, have shifted to India as a new 
source for precursor chemicals. Multi-ton 
consignments of precursor materials from 
India have been shipped to Africa and 
Mexico. This trend is expected to continue 
and expand. Mexico controls six fentanyl 
precursor chemicals: 4- AP, 4-AP 
Dihyrdochloride, Propionic Anhydride, 
Propionyl Chloride, NPP, and ANPP. On May 
25, 2021, Mexico published a new 14-
chemical watchlist to flag these chemicals to 
government and private sector entities to 
reduce diversion to TCOs. These controls 
have forced transnational criminal 
organisations (TCOs) to seek chemical 
alternatives, while providing Mexican 
regulatory and law enforcement agencies a 
legal basis to seize these substances and file 
criminal or civil charges against those illegally 
importing them.  

The U.S. government continues to enhance 
Mexico’s capacity to track chemical imports 
and exports electronically and builds the 
Mexican Navy’s ability to interdict illicit goods 
and control ports to disrupt the supply chain 
of precursor chemicals used to make illicit 
drugs. The United States cooperates closely 
with Mexico on synthetic drugs to reduce the 
supply of illicit opioids in the United States. 
The U.S. government sponsors training and 
conferences to promote awareness of 
synthetic drugs and seizure trends and 
supports forensic chemistry labs to improve 
criminal investigations involving synthetic 
opioids. The United States also assists 
COFEPRIS in issuing electronic permits and 
tracking the international import and export of 
precursor chemicals through the National 
Drug System (NDS).  

Despite controls, transnational criminal 
organisations stay ahead of scheduling laws 
by using pre-precursors, and easily available, 
off-the-shelf products to synthesise precursors 
and avoid existing regulations.  

The Government of Mexico continued to 
target suspected fentanyl labs, facilities 
producing fentanyl-laced counterfeit pills 
(known as pill mills), and fentanyl in transit in 
2021. The United States is working with FGR 
and other agencies, including military units 
who perform counternarcotics work, to create 
judicial records of seizures and establish 
protocols for reporting to a central database.  

Fentanyl: “While fentanyl’s availability has 
risen in many parts of the United States, 
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heroin, which is primarily sourced from 
Mexico, also continues to be readily 
available. Seizure data shows that the 
southwest border area of the United States 
remains a critical entry point for heroin from 
Mexico. The markets for fentanyl and heroin 
are substantially intertwined, as distributors 
often lace heroin with fentanyl to increase 
their profits while maintaining the potency of 
their product”.  

Cocaine: “Cocaine, produced almost entirely 
in Latin America (particularly Bolivia, 
Colombia, and Peru) and trafficked through 
Mexico, continues to maintain a significant 
share of the U.S. drug market and remains 
one of the primary drugs that DTOs export to 
this country. Colombian and Mexican DTOs 
control the supply chain of cocaine, with 
Mexican DTOs controlling distribution within 
the United States.”  

Methamphetamine: “As with many other 
illicit drugs, the southwest border area 
remains the principal transport point for 
methamphetamine produced in Mexico at 
scale for the U.S. market. As with the illicit 
production of fentanyl, DTOs have adapted to 
restrictions on the availability of precursor 
chemicals (in this instance, put in place by the 
Mexican government) by importing them 
from other countries, including China and 
India.”  

Marijuana: “Marijuana continues to be the 
most widely consumed illicit drug in the 
United States. Mexico remains the largest 
source of imported marijuana according to 

the DEA, its market share has steadily eroded 
as domestic production, which occurs in all 50 
states, has increased.” 

A number of other countries are source or 
destination countries, part of transit routes or 
are otherwise impacted by Mexico in relation 
to drug trafficking.  

6.9.4.1 Mexico: “Mexico is a significant 
source for heroin, marijuana, 
methamphetamine, and synthetic opioids, 
especially fentanyl. Ninety seven percent of 
the heroin seized and scientifically analysed in 
the United States originated in Mexico. 
Mexico also is a major transit country for 
cocaine from South America to the United 
States, a destination for fentanyl precursors 
originating from China, and the primary 
source of fentanyl and fentanyl-laced 
counterfeit pills destined for U.S. markets. 
U.S.-Mexico bilateral cooperation prioritises 
reducing drug production and cultivation; 
inhibiting the illicit cross-border movement of 
drugs, cash, people, and weapons; 
denying revenue to transnational criminal 
organisations that traffic in narcotics; and 
developing criminal investigations and 
prosecutions against TCOs. Local and state 
security officials in Mexico report that conflict 
over control of retail drug sales, especially of 
methamphetamine, are a major security 
problem nationwide”.  

“The volume of dangerous drugs entering the 
United States from Mexico, and violent crime 
in Mexico fuelled by TCOs, remain alarmingly 
and unacceptably high. The United States and 
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Mexico committed to broadening bilateral 
security cooperation around shared priorities 
and pledged targeted efforts to promote 
citizen security and dismantle narcotics 
trafficking TCOs, increase the effectiveness of 
security and justice sector institutions, stem 
illegal arms trafficking, and demonstrate 
tangible results from our cooperative efforts”.  

6.9.4.2 Belize: “Constrained resources have 
hindered law enforcement ability to reach 
locations of drug planes landing in remote 
areas. Additionally, drug flights entering 
Belizean air space for transshipment 
purposes are hard to track due to the limited 
capability of existing detection equipment for 
low- flying flights. Fourteen known illicit drug 
aircraft landings took place during this 
reporting period, one of which was 
intercepted. Most planes had already been 
offloaded and destroyed prior to the arrival of 
law enforcement. The drugs, mostly cocaine, 
were then transported by vehicle to awaiting 
vessels and quickly moved to Mexico and 
Guatemala”. 

6.9.4.3 China: “The People’s Republic of 
China (PRC) has implemented a licensing 
regime for the production, sale, and transport 
of drug precursor chemicals. However, 
without properly staffed and adequately 
equipped oversight over the PRC’s massive 
chemical industry, which includes 
approximately 160,000 chemical companies, 
illicit drug manufacturers directly source or 
divert chemicals that facilitate drug hubs in 
Mexico and Burma”. 


“According to reports from U.S. law 
enforcement and other authorities, the 
precursor chemical supply chain fuelling 
fentanyl production in Mexico largely begins 
in the PRC. Although more information is 
needed on the diversion methods used by the 
criminal brokers supplying these chemicals, 
most precursor chemical sales in the PRC are 
apparently legal, involving chemicals not 
controlled by China or under the UN treaty 
framework, and with illicit diversion of these 
chemicals taking place farther downstream in 
transit. Two major routes identified by law 
enforcement are direct maritime transit to 
ports in Mexico and air cargo shipments to 
Mexico, the United States, and to a lesser 
extent Canada. U.S.-bound chemicals are 
subsequently smuggled into Mexico to 
supply clandestine fentanyl labs controlled by 
Mexican cartels. Some chemicals are also 
smuggled into Mexico from Canada, though 
there is growing evidence reported by 
Canadian authorities of fentanyl synthesis 
within Canada, to supply both domestic 
consumption within Canada and for onward 
traffic to the United States”.  

“Mexican laws regulate the production and 
use of many chemicals required for illicit drug 
production. The Mexican Federal 
Commission for the Protection Against 
Sanitary Risk (COFEPRIS) is responsible for 
regulating chemicals. It works with the 
National Guard, Customs (SAT), and 
Prosecutor General’s Office (FGR) to enforce 
the law. Mexico controls all chemicals listed 
in the 1988 UN Convention. Government 
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agencies continue to authorise permits and 
monitor the importation of controlled 
precursor chemicals, but this has not 
significantly deterred local production of 
synthetic drugs. 

The U.S. government continues to enhance 
Mexico’s capacity to track chemical imports 
and exports electronically and builds the 
Mexican Navy’s ability to interdict illicit goods 
and control ports to disrupt the supply chain 
of precursor chemicals used to make illicit 
drugs. 

The United States cooperates closely with 
Mexico on synthetic drugs to reduce the 
supply of illicit opioids in the United States. 
The U.S. government sponsors training and 
conferences to promote awareness of 
synthetic drugs and seizure trends and 
supports forensic chemistry labs to improve 
criminal investigations involving synthetic 
opioids. The United States also assists 
COFEPRIS in issuing electronic permits and 
tracking the international import and export of 
precursor chemicals through the National 
Drug System (NDS). 

Despite controls, transnational criminal 
organisations stay ahead of scheduling laws 
by using pre-precursors, and easily available, 
off-the-shelf products to synthesise precursors 
and avoid existing regulations.  

The Government of Mexico continued to 
target suspected fentanyl labs, facilities 
producing fentanyl-laced counterfeit pills 

(known as pill mills), and fentanyl in transit in 
2021. The United States is working with FGR 
and other agencies, including military units 
who perform counternarcotics work, to create 
judicial records of seizures and establish 
protocols for reporting to a central database”. 

“In keeping with trends first reported two 
years ago, production of most illicit fentanyl 
and fentanyl analogues available in North 
America has shifted to Mexico, under the 
control of powerful transnational criminal 
organisations that have consolidated their 
control over the U.S. market by leveraging 
their established trafficking infrastructure 
along the U.S. Southwest Border and 
distribution networks within the United States. 
In fiscal year 2021, approximately 98 percent 
of all fentanyl seized by CBP originated in 
Mexico. Only 113 kg of fentanyl and fentanyl 
analogues, by way of comparison, reached 
the United States from destinations outside 
Mexico in fiscal year 2021”. 

“Most of the methamphetamine available in 
the United States is produced in Mexico and 
trafficking across the U.S. southern border has 
increased dramatically in recent years. The 
vast majority (over 90 percent) of large-scale 
methamphetamine manufacturers in Mexico 
are believed to use the P-2-P method, 
according to DEA. Methamphetamine 
production in Mexico appears to be at or 
near historic levels, as evidenced by growing 
seizures, record-low prices, and growing 
availability within the United States. CBP 
seizures of methamphetamine over the 
Southwest border in fiscal year 2021 totalled 
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approximately 82.5 MT, up from 
approximately 77.2 MT from the previous year 
and from 59.5 MT in fiscal year 2019. 

Canada has also reported an influx of 
methamphetamine believed to have 
originated in Mexico, and there are 
widespread reports from the UN and 
international law enforcement authorities that 
Mexican cartels are playing a larger role 
internationally, including in Europe and Asia. 
Spain, the Netherlands, Croatia, Australia, 
Japan, and New Zealand have all reported 
large-scale methamphetamine seizures linked 
to Mexico in recent years, and Mexican 
nationals have been arrested for their 
involvement in methamphetamine 
manufacture in Europe. Mexican nationals are 
also suspected of being active in transferring 
production skills to clandestine lab operations 
in Nigeria, which along with South Africa 
remains one of Africa’s leading hubs for 
methamphetamine production to feed both 
domestic and international markets”. 

 “Domestic PRC criminal organisations traffic 
illicit drugs within the PRC as well as to 
international markets, and PRC authorities 
have noted the presence of international drug 
trafficking organisations originating from 
Mexico and Southeast Asia operating in the 
country. Its numerous coastal cities with high-
volume seaports and its vast network of 
international airports make the PRC an ideal 
hub for drug and precursor chemical 
production and trafficking…. Traffickers have 
since adapted their strategies, resulting in the 
shipment of synthetic opioid precursor 

chemicals from the PRC to Mexico and 
greater fentanyl production and shipment 
from Mexico to the United States”.  

6.9.4.4 Ecuador: “Most 2021 imports of 
potassium permanganate originated from 
China. During the first 10 months of 2021, 
Ecuador imported 60.06 MT of acetic 
anhydride, compared to 49.1 MT imported in 
2020. Most 2021 imports of acetic anhydride 
originated from Mexico. Traffickers also 
continue to smuggle liquid chemicals, 
including ether, from Ecuador to Colombia 
and Peru for cocaine processing”.  

6.9.4.5 India: "To avoid Chinese controls on 
the export of precursors, some entrepreneurs 
and dealers, including Mexican-based 
criminal organisations, have shifted to India 
as a new source for precursor chemicals. 
Multi-ton consignments of precursor materials 
from India have been shipped to Africa and 
Mexico. This trend is expected to continue 
and expand…. Colombian and Mexican 
cartels run drug trafficking and other illicit 
activities in Ecuador, while drug-related gang 
wars contributed to record levels of prison 
violence in 2021”.  

6.9.4.6 Nigeria: “Heroin and 
methamphetamine trafficking through 
Malaysia increased in 2021, likely due to 
increased production in Burma and new 
smuggling routes into Malaysia. Illicit drugs 
are also smuggled in from the “Golden 
Crescent,” including Iran and Pakistan. In 
addition to the above reported seizures, in 
October 2021 the RMP seized 398 kg of 
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methamphetamine that originated in either 
Mexico or Guatemala. The RMP also 
reported that 16 clandestine 
methamphetamine laboratories were 
dismantled from January to September 
2021”. 

6.9.4.7 Malaysia: "Nigerian-based criminal 
groups operate in or with networks from 
South America, southwest Asia, Mexico, India, 
and China with the intent to traffic drugs to 
the United States”. 

6.9.4.8 Peru: "Potential pure cocaine 
production in Peru rose 25 percent in 2020, to 
810 metric tons (MT). Peruvian cocaine is 
trafficked throughout South America for 
shipment to Europe, East Asia, Mexico, and 
the United States. … Traffickers ship cocaine 
to Europe, East Asia, Mexico, the Caribbean, 
the United States, and other Western 
Hemisphere countries. Small aircraft moving 
cocaine to Bolivia and Brazil remain a 
significant concern". 

6.9.4.9 Turkey: “Terrorist groups operating in 
and around Turkey provide logistics, 
protection, and other support to drug 
smugglers. Transnational criminal networks 
reportedly have interests in heroin conversion 
laboratories near the border with Iran. 
Criminal organisations facilitate large 
shipments of heroin, cocaine, and 
methamphetamine from South America and 
Mexico to Europe and Asia. Syrian drug 
traffickers play a significant role in Turkey’s 
drug trade”. 

6.9.4.10 Venezuela: “Illicit drugs transiting 
Venezuela in 2021 via aircraft were largely 
destined for Mexico and Central America 
while those aboard maritime vessels 
predominantly transited through the 
Caribbean or Atlantic for delivery to U.S. and 
European markets. Aerial trafficking routes to 
Mexico and Central America are favoured by 
drug trafficking organisations. Colombian 
drug trafficking organisations – including 
FARC dissident factions, the ELN, and other 
criminal groups – facilitate the shipment of 
illicit drugs through Venezuela”.  

According to the US TA 2022, “The COVID-19 
pandemic did not appear to significantly 
disrupt the use of illicit fentanyl in the United 
States, which the National Drug Threat 

Assessment (NDTA) has ascribed to the small 
number of pills needed to generate high 
revenue and to induce the intended effect in 
users. While direct shipments of fentanyl from 
China to the United States have decreased 
substantially since China began controlling all 
forms of fentanyl as a class of drugs in 2019, 
Chinese companies and individuals continue 
to export precursor chemicals to Mexico for 
use by DTOs there to manufacture fentanyl 
before it is shipped to the United States. Labs 
and pill presses are present throughout 
Mexico, and cartels traffic their finished 
product to the United States alongside other 
drugs like heroin and cocaine. These DTOs 
are prioritising building indigenous 
production capacities to reduce their reliance 
on foreign-sourced precursor chemicals”. 
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6.9.5 Priority Threat Actors: “The Sinaloa 
Cartel and the Cártel Jalisco Nueva 
Generación (CJNG) are the two largest and 
most sophisticated DTOs, controlling 
transportation and distribution routes 
throughout Mexico and the United States, 
although multiple Mexican DTOs maintain a 
significant presence in the United States. In 
addition to their traditional control of heroin, 
cocaine, and marijuana trafficking, Mexican 
DTOs have embraced the growing fentanyl 
market. Mexican DTOs use a variety of money 
laundering methods, including BCS, misuse 
of MSBs and banks, and TBML. Of the major 
money laundering methods, COVID-19 may 
have temporarily affected BCS and TBML the 
most, as decreased traffic across the border 
generated larger seizures of cash or products 
tied to DTO activity.”  

The DEA TA 2020  reports that, “Mexican 56

TCOs continue to control major smuggling 
corridors, primarily across the south west 
border, and maintain the greatest drug 
trafficking influence in the USA. The 2 largest 
organisations are the Sinaloa Cartel and 
Jalisco New Generation Cartel show signs of 
expansion in Mexico, demonstrating their 
continued influence even compared to other 
Mexican TCOs. These expand their criminal 
influence by engaging in business alliances 
with other organisations, including 
independent DTOs and working in 
conjunction with transnational gangs, prison 
gangs and Asian money laundering 
organisations (MLOs).”  

In total, 9 Mexican TCOs are considered, “as 
having the greatest drug trafficking impact on 
the USA: Sinaloa Cartel, Jalisco New 
Generation Cartel,Beltran Leyva Organisation, 
Cartel del Noreste and Lo’s Zetas, Guerreros 
Unidos, Gulf Cartel, Juarez Cartel and La 
Linea, La Familia Michoacana, & Los Rojos.”  

In a September 2022  report from Council 57

on Foreign  Relations, the most significant 
drug cartels were highlighted as: 

6.9.6 Mexican TCOs: “Mexican TCOs 
generate billions of dollars annually through 
the sale of illegal drug in the USA. The cartels 
utilise a variety of methodologies to counter 
law enforcement efforts to identify and 
confiscate illicit proceeds in the United State 
and Mexico.”  

6.9.6.1 Mexican TCO Money Laundering: 
“TCOs use members to transport cash across 
the border in vehicles, small aircraft, and by 
couriers. They also use wire transfers, shell 
and legitimate business accounts, funnel 
accounts, and structured deposits with money 
remitters in order to move money while 
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Sinaloa 
Cartel.

Formerly led by Joaquín “El Chapo” Guzmán, Sinaloa is one of Mexico’s oldest 
and most influential drug trafficking groups. With strongholds in nearly half of 
Mexico’s states—particularly those along the Pacific coast in the northwest and 
near the country’s southern and northern borders—and operations in as many as 
fifty countries, it has a larger international footprint than any of its Mexican rivals. 
In 2017, Mexican authorities extradited Guzmán to the United States, where he is 
serving a life sentence for multiple drug-related charges. In 2021, U.S. President 
Joe Biden imposed sanctions on eight members of the group, which is now led by 
Ismael Zambada García and El Chapo’s sons, known as “Los Chapitos.”

Jalisco New 
Generation 
Cartel 
(CJNG)

Jalisco splintered from Sinaloa in 2010 and is among Mexico’s fastest-growing 
cartels, with operations in more than two-thirds of the country. According to the 
DEA, the “rapid expansion of its drug trafficking activities is characterized by the 
group’s willingness to engage in violent confrontations” with authorities and rival 
cartels. U.S. officials estimate that CJNG supplies more than one-third of the U.S. 
drug market. 

Beltrán-
Leyva 
Organization 
(BLO). 

The group formed when the Beltrán-Leyva brothers split from Sinaloa in 2008. 
Since then, all four brothers have been arrested or killed, but their loyalists 
continue to operate throughout Mexico. The organization’s splinter groups have 
become more autonomous and powerful, maintaining ties to Jalisco, Juárez, and 
Los Zetas



concealing the routing of the illicit proceeds. 
Mexican TCOs also use cryptocurrencies to 
further their criminal enterprise. Furthermore, 
Asian MLOs engage in laundering of drug 
proceeds on behalf of the Mexican TCOs.”  

6.9.6.2 Asian Money Laundering 
Organisations: “Asian MLOs are working in 
conjunction with Hispanic DTOs with 
increasing frequency. In some cases, there 
appear to be agreements between Mexico 
based TCO leaders & Asian MLO heads 
based in Mexico. Asian MLOs provide access 
to long-standing laundering networks for US 
based Mexican TCO members. Various DEA 
offices have observed Mexican DTOs 
increasingly utilising domestic Asian MLOs to 
facilitate drug money movement across a 
variety of methods including TBML, the 
Chinese underground banking system, virtual 
currencies, and even bulk currency storage 
and shipment. Within the US, the laundering 
networks operate in and around most major 

metropolitan areas. Outside of the US, Asian 
MLOs operate on behalf of drug traffickers 
have been identified in Mexico, as well as in 
Central & South America. Moreover, beyond 
mainland China, Asian MLOs also operate in 
Hong Kong, Australia, New Zealand, and other 
Far East & South East Asian countries.”  

Volume II of the 2022 INCSR  provides 58

further information in relation to money 
laundering methods used, “Illicit drug 
proceeds originating in the United States are 
the principal sources of funds laundered 
through the Mexican financial system. 
Mexican transnational criminal organisations 
(TCOs) launder funds using a variety of 
methods. Trade-based money laundering 
(TBML) involves the use of dollar-
denominated illicit proceeds to purchase 
retail items for export to and re-sale in Mexico 
or the United States, and then routing the 
revenue from the sale of such goods to TCOs. 
TBML also includes invoice manipulation to 
justify the transfer of large sums of funds into 
Mexico’s financial system. A 2019 executive 
order strengthens penalties for fraudulent tax 
invoices, often associated with TBML.  

Illicit actors in Mexico invest in financial and 
real assets. ML through the luxury real estate 
sector remains a concern, especially as a 
vehicle for laundering the proceeds of public 
corruption. Two popular ML methods include 
structuring deposits and funnel accounts. 
Asia- based money launderers continue to 
compete with traditional Mexican launderers, 
conducting “mirror transactions” more 
efficiently and at a lower cost. Narcotics- 
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Los Zetas.

Originally a paramilitary enforcement arm for the Gulf Cartel, Los Zetas was 
singled out by the DEA in 2007 as the country’s most “technologically advanced, 
sophisticated, and violent” group of its kind. It splintered from the Gulf Cartel in 
2010 and held sway over swaths of eastern, central, and southern Mexico. 
However, it has lost power in recent years and fractured into rival wings, the 
most prominent being the Northeast Cartel. Guerreros Unidos (GU). Based in 
southwestern Mexico, Guerreros Unidos (United Warriors) broke away from the 
BLO in 2009 and became involved in the heroin trade. The group is known to 
have a partnership with the CJNG, using the same transportation networks to 
move drug shipments to and from the United States.

Gulf Cartel.

Its base of power is in northeast Mexico, especially the states of Tamaulipas and 
Zacatecas, and it is thought to be working with CJNG members in those areas. 
In the past decade, the group has splintered into various factions, diluting its 
strength as it battles for territory with Los Zetas. In 2021, three warring Gulf 
factions announced they had reached a truce, insisting that they wanted to 
maintain peace in Tamaulipas.

Juárez 
Cartel.

A long-standing rival of Sinaloa, Juárez has its stronghold in the north-central 
state of Chihuahua, across the border from New Mexico and Texas. In recent 
years, the group has splintered into several factions, including La Línea, which 
controls street-level enforcement. La Familia Michoacána (LFM). Formed in the 
1980s, LFM has its base in western Mexico’s Michoacán State. In 2009, U.S. 
President Barack Obama designated the group’s members as “significant 
foreign narcotics traffickers” and imposed financial sanctions on it under the 
Foreign Narcotics Kingpin Designation Act. While still active, LFM has weakened 
and fragmented in recent years.

Los Rojos. 

Another splinter group of the BLO, Los Rojos operates in central and 
southwestern Mexico and relies largely on kidnapping and extortion. Although 
several of its leaders were arrested between 2019 and 2020, the group remains 
active, and along with Guerreros Unidos, has been linked to the 2014 
disappearance and murder of forty-three students from a university in Guerrero 
State.

Source: https://www.cfr.org/backgrounder/mexicos-long-war-drugs-crime-and-cartels

https://obamawhitehouse.archives.gov/realitycheck/the-press-office/fact-sheet-overview-foreign-narcotics-kingpin-designation-act
https://www.cfr.org/backgrounder/mexicos-long-war-drugs-crime-and-cartels


related proceeds are also laundered through 
unlicensed exchange houses, although 
Mexico’s main banking regulator, the National 
Banking and Securities Commission (CNBV), 
issues regulations and has a special unit that 
curtailed the number of unlicensed exchange 
houses in operation.  

Mexican authorities are evaluating the risks 
for criminal exploitation of financial 
technology, including virtual currencies like 
bitcoin”.  

6.9.7 Drug Use, Disorders & Deaths: 
According to Our World in Data, in 2019 
Mexico had an estimated 714,431 people  59

with illegal drug use disorders (an increase of 
65% between 1990 and 2019) representing 
0.58% of the population (an increase of 11% 
between 1990 and 2019), lower than the 
world average of 0.94% (2019), and much 
less than the regional percentage of 3.34% 
with USA (3.45%), and Canada (2.28%) 
scoring much higher. 

For drug seizures see Section 10 below. 

The Office of National Drug Control Policy 
estimated that US$100 billion  worth of 60

illegal drugs were sold in the US in 2013, 
whilst the figure of US$64 billion  has also 61

been suggested in the NMLRA 2015 (& 
referenced in the FATF 2016 Report).  The 
RAND corporation estimated spending by 
Americans of US$150 billion in 2016 just 
less than estimated for alcohol at US$158 
billion in 2017 . 62

The World Drug Report 2021, from the 
UNODC, reported that the estimated illicit 
annual retail drugs sales (2016/17) in the US 
was US$146 billion . 63
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Section 6.10 - Key Threats - Human Trafficking - 🇲🇽   

Mexico is categorised as a Tier 2 Country in 
the US Trafficking in Persons Report 2022  64

and has been on this level for at least the last 
5 years.  

“As reported over the past five years, human 
traffickers exploit domestic and foreign 
victims in Mexico, and traffickers exploit 
victims from Mexico abroad. Groups 
considered most at risk for trafficking in 
Mexico include unaccompanied children, 
indigenous persons, persons with mental and 
physical disabilities, asylum seekers and 
migrants, IDPs, LGBTQI+ individuals, informal 
sector workers, and children in gang- 
controlled territories. Traffickers recruit and 
exploit Mexican women and children, and to a 
lesser extent men, in sex trafficking in Mexico 
and the United States through false promises 
of employment, deceptive romantic 
relationships, or extortion. The majority of 
trafficking cases occur among family, intimate 
partners, acquaintances on social media, or 
through employment-related traps. The online 
sexual exploitation of children reportedly 
increased during the year. Transgender 
persons are particularly vulnerable to sex 
trafficking. Traffickers increasingly use the 
internet, particularly social media, to target 

and recruit potential victims. Traffickers exploit 
Mexican adults and children in forced labor in 
agriculture, domestic service, child care, 
manufacturing, mining, food processing, 
construction, tourism, begging, and street 
vending in Mexico and the United States. 
Traffickers commonly exploit day labourers 
and their children in forced labor in Mexico’s 
agricultural sector, with most victims coming 
from economically vulnerable and indigenous 
populations. Individuals migrate from the 
poorest states to the agricultural regions to 
harvest vegetables, coffee, sugar, and 
tobacco; many receive little or no pay or time 
off; endure inhumane housing conditions 
without access to adequate food, clean water, 
or medical care; and are denied education for 
children. Some employers withhold weekly 
wages to compel agricultural workers to meet 
certain harvest quotas or continue working 
until the end of the harvest. Recruiters 
frequently employ deceptive recruitment 
practices and charge unlawful fees to place 
agricultural workers in Mexico and the United 
States; many workers are promised decent 
wages and a good standard of living, then 
subsequently compelled into forced labor 
through debt bondage, threats of violence, 
and non-payment of wages. NGOs estimated 
traffickers increasingly exploited individuals in 
forced labor in Mexico. The vast majority of 
foreign victims of forced labor and sex 
trafficking in Mexico are from Central and 
South America, particularly El Salvador, 
Guatemala, Honduras, and Venezuela—with 
Venezuelan victims increasing in recent years; 
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traffickers exploited some of these victims 
along Mexico’s southern border. NGOs and 
the media report victims from the Caribbean, 
Eastern Europe, Asia, and Africa have also 
been identified in Mexico, some en route to 
the United States. Among the Cuban medical 
professionals the government contracted to 
assist during the pandemic, some may have 
been forced to work by the Cuban 
government. Thousands of Ukrainian 
refugees, predominantly women and children 
who are fleeing Russia’s war on Ukraine, have 
arrived in northern Mexican border cities 
seeking sanctuary in the United States and are 
vulnerable to trafficking.  

Organised criminal groups profit from sex 
trafficking and force Mexican and foreign 
adults and children to engage in illicit 
activities, including as assassins, lookouts, and 
in the production, transportation, and sale of 
drugs. Experts expressed particular concern 
over the forced recruitment of indigenous 
children by organised criminal groups, who 
use torture and credible threats of murder to 
exploit these children in forced criminality. 
Criminal groups exploit thousands of children 
in Mexico to serve as lookouts, carry out 
attacks on authorities and rival groups, or 
work in poppy fields. Observers also 
expressed concern over recruitment of 
recently deported Mexican nationals and 
foreign migrants by organised criminal 
groups for the purpose of forced criminality. 
Migrants and asylum seekers in or transiting 
Mexico are vulnerable to sex trafficking and 
forced labor, including by organised criminal 
groups; this risk is particularly high for 

migrants who rely on smugglers. Observers, 
including Mexican legislators, noted links 
between violence against women and girls 
and between women’s disappearances, 
murders, and trafficking by organized criminal 
groups. Observers reported potential 
trafficking cases in substance abuse 
rehabilitation centres, women’s shelters, and 
government institutions for people with 
disabilities, including by organised criminal 
groups and facility employees. Trafficking-
related corruption remains a concern. Some 
government officials collude with traffickers or 
participate in trafficking crimes. Corrupt 
officials reportedly participate in sex 
trafficking, including running sex trafficking 
operations. Some immigration officials 
allegedly accept payment from traffickers to 
facilitate the irregular entry of foreign 
trafficking victims into Mexico.  

NGOs reported child sex tourism remains a 
problem and continues to expand, especially 
in tourist areas and in northern border cities. 
Parents are sometimes complicit in exploiting 
their children in child sex tourism, and 
children experiencing homelessness are 
believed to be at high risk. Many child sex 
tourists are from the United States, Canada, 
and Western Europe; Mexican men also 
purchase sex from child trafficking victims. 
Authorities reported trafficking networks 
increasingly used cryptocurrencies to launder 
proceeds from their crimes. Economic 
hardship resulting from the pandemic led 
some workers to accept loans from their 
employers that left them highly vulnerable to 
debt bondage”.  
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According to the 2021 OC Index, human 
trafficking is the third highest rated crime, 
alongside illegal logging and mining (7.5/10) 
after drugs, human smuggling, and arms 
trafficking.   

The 2021 OC Index stated that “Mexico is a 
transit country for human trafficking, primarily 
for northbound Central American victims. Sex 
trafficking within Mexico and to the US is also 
substantial. Strict border regulations due to 
COVID-19 disrupted trafficking operations 
across the US–Mexico border, resulting in 
fewer victims but at a higher value. However, 
domestic restrictions have not had a 
significant impact on Mexico’s internal market, 
as lockdowns were poorly observed. Instead, 
the pandemic exacerbated collusion between 
corrupt officials and traffickers preying on 
migrants through forced engagement in 
criminal economies or extortion, with officials 
relying less on bribery and more on 
organised-crime links for profits.”. 

HT incidence of 2.7 in 1,000 / 341,000 
victims   

 Global Slavery Index - 2018 

According to the 2018 Global Slavery 
Index , Mexico’s incidence of human 65

trafficking is 2.7 in 1,000, estimating victims at 
approximately 341,000, ranking Mexico 17th 
best out of 27 countries assessed in the 
Americas. GSI gives Mexico a government 
response of “BB”equal to Canada, Jamaica, 
Dominican Republic, Brazil, Peru, Uruguay 
and Costa Rica.  

The International Labor Organisation   found 66

that in 2015 annual profits for victims varied 
based on the form of exploitation involved, 
with the most profitable being sexual 
exploitation at US$21,800 per victim. These 
estimates will be higher in advanced and 
more prosperous economies. Based on 
341,000 sexually exploited victims, estimated 
proceeds of US$7.4 billion could be 
generated. 
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Section 6.11 - Key Threats - People Smuggling  - 🇲🇽   

The US-Mexico border is 2,000 miles long 
and has 10 border states, which represent a 
combined population of more than 10 million 
people. It is one of the world’s hotspots when 
it comes to human smuggling from Mexico, 
Central and South America into the US.  

According to the 2021 OC Index, human 
smuggling is the highest rated organised 
crime (8.5/10) alongside drugs. The report 
stated that “Mexico's human-smuggling 
market is the largest and most sophisticated 
in the region, as it is a large country and 
serves as a source and transit country, 
primarily to the US. Although increasingly 
strict US border policies reduced demand, 
COVID-19 lockdowns exacerbated poverty, 
unemployment and violence across Central 
America, increasing irregular migration to the 
US via Mexico, primarily from the Northern 
Triangle countries. Smugglers reportedly 
stopped operating along certain border areas 
at the start of COVID-19 but resumed 
activities using US partners. The market's 
impact remains localised along the northern 
border and in cities along the southern 
border. Smugglers from southern Mexico are 
often local community members, smuggling 
individuals in cars, buses or trailers, while 
those in north-eastern Mexico are often part 
of larger organised groups that control 
smuggling networks. Smugglers frequently 
have links to transnational criminal groups, 
drug cartels and corrupt officials.”  

The UNODC Global Study on Smuggling of 

Migrants 2018127, describe 30 major 
smuggling routes, with the North America via 
the Southern border the most lucrative. Of 
370,000 Central American migrants 
attempting to enter the US in 2016, only 11% 
successfully made it through, with the rest 
interdicted by either US (56%) or Mexican 
authorities (33%). Fees are estimated at 
US$2,000 to Mexico and another US$5,000 
from there into the US. A similar number of 
Mexican migrants are estimated at around 
300,000 for 2015, paying a smuggling fee of 
around US$5,000 to attempt to gain access to 
the US. There is no reason to believe that 
Mexicans are more or less likely to be 
detected than Central American smuggled 
migrants.  

Profile of Migrants: “Mostly migrants from 
Central America and Mexico. Significant 
numbers of unaccompanied migrant children 
– mainly boys - from the main origin 
countries.”  

Human Cost: “A variety of risks, including 
death, extortion, kidnapping, trafficking in 
persons, sexual violence, arbitrary arrest and 
incarceration, torture and environmental 
exposure.”  

Profile of smugglers: “Throughout the 
continent, most smugglers operate on a small 
scale within their communities and abroad 
mainly by mobilising personal connections. 
The vast majority has no criminal background. 
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Large and violent criminal groups seem not to 
be involved in the actual smuggling, however 
benefiting from it by imposing a ‘tax’ on the 
migrants passage.”  

Organisation: “Thousands of small-scale, 
community-based smugglers who are 
informally networked and provide services 
locally, and on occasion, partner with other 
smugglers or groups with contacts in other 
countries. On the northward route, in 
particular, also some larger smuggling 
organisations.”  

“The northward route – with the United States 
as the final destination – tends to be travelled 
primarily by Central Americans and 
decreasing numbers of Mexican citizens. 
Migrants along this route travel mostly by land 
and air, and to a lesser degree by sea. While 
in the past, individual migrants might have 
crossed the United States-Mexico border 
irregularly on their own, following the 
significant build-up in security along the 
border, such crossings have largely 
disappeared. Migrants now routinely seek the 
assistance of smugglers.  

Survey data quoted in a study carried out for 
the US Office of Immigration Statistics in 2010 
indicated that 95% of first-time crossers used 
smugglers in 2006.  

A key smuggling hub in the journeys of 
Central Americans is the region along 
Mexico’s borders with Guatemala and, to a 
lesser extent, Belize. Migrants contact 
smugglers and make arrangements for their 
journey in different cities on different sides of 

the borders. The jungle-like settings that 
separate Mexico from Central America 
provide a porous territory that can be crossed 
on foot, by boat or by motor vehicle. Once in 
the Mexican cities of Tapachula or Tenosique 
in Chiapas state or Chetumal in Quintana 
Roo, migrants continue their way northwards 
through Mexico overland, often via Mexico 
City.  

On the Mexican side of the United States - 
Mexico border there are multiple crossing 
points. The city of Tijuana – in Mexico’s far 
north-western corner - has historically been a 
point of both regular and irregular crossings 
into the area around San Diego in California. 
The area surrounding the city of Nogales in 
the Mexican state of Sonora (across the 
border from the identically named town in the 
state of Arizona in the United States) is known 
for the presence of rural communities 
occasionally providing support to the 
irregular border crossing. The cities of 
Matamoros, Reynosa and Nuevo Laredo in 
the Mexican state of Tamaulipas are also 
reported to be transit areas for smuggling 
organisations facilitating border crossings for 
Central and South American migrants into the 
United States.  

The northward route poses a number of risks 
for smuggled migrants. The number of 
fatalities is high, according to data from the 
IOM Missing Migrants Project. The reported 
figures for Central America and United States 
– Mexico border are minimum figures, not 
only because of the general risk of 
underreporting of migrant deaths, but also 
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because deaths relevant to this route could 
be reported under Caribbean or South 
America in the IOM data set. 2016 (573 
deaths) appears to have been a year with 
particularly high numbers of fatalities; the 
data for 2017 (338 deaths) up to October 
indicate a declining trend.  

Mexico’s National Commission for Human 
Rights reported that at least 198 cases 
involving nearly 10,000 kidnapped migrants 
took place between September 2008 and 
February 2009, whereas in 2016, the 
Commission reported that there were some 
3,800 cases involving nearly 4,800 victims.  

This criminal practice has primarily targeted 
migrants from Central and South America 
traveling along this [Mexican] route.”  

The U.S. Customs and Border Protection 
reported 557 migrant deaths along the 
southwestern border for the last fiscal year, 
which ended on Sept. 30 2021. Other 
organisations like the International 
Organisation for Migration, which is a part of 
the United Nations, has the death toll at 650, 
its highest count since the organisation 

started counting in 2014128.  

RAND Research Human Smuggling & 
Associated Revenues Report 2019: The 

Rand Report130 commissioned by and for US 
Homeland Security studied Human 
Smuggling from the Northern Triangle (NT) of 
Central America to the US. Main findings 
support in large part the UNODC findings 

above. The findings are summarised as 
follows:  

• “Many of the actors engaged in human 
smuggling do not appear to meet the 
statutory definition of a TCO.  

• At one end of the range, migrants can opt 
for “all-inclusive” or “end-to-end” 
arrangements, in which migrants pay a 
large fee to a network that arranges all 
their travel —and may even send a 
representative to travel with them—that can 
amount to upward of US$10,000 or 
cheaper pay as go.  

• The flow of unlawful migrants from the NT 
to the US in 2017 could have ranged from 
about 218,000 to about 345,000.  

• About one-quarter to two-thirds of 
unlawful migrants from the NT might have 
hired smugglers.  

• Revenues from smuggling migrants from 
El Salvador, Guatemala & Honduras 
combined could have ranged from a total 
of about US$200 million to about US$2.3 
billion in 2017, with individual costs 
estimates ranging from US$4,000 to 
US$12,000.  

• 50% to 75% of migrants smuggled have to 
pay drug trafficking TCOs for passage 
through areas controlled by them and that 
the payment figures ranged from US$300 
to US$700, which could generate about 
US$30 million to US$180 million in 
2017”.  
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“Smugglers typically fill a number of roles, 
whether they are working as independent 
operators or as part of a group or network. 
Depending on the sophistication of the 
operation, individuals or small groups of 
people (sometimes referred to as a cell by law 
enforcement) can fill these roles. Below is a 
brief description of the key roles: 

• Facilitation/coordination: Identify and 
recruit migrants, collect up-front fees, pay  
other smuggling organisations during the 
migrants’ journey, and coordinate some or 
all the migrants’ travel from their source 
country to their final destination. 

• Transportation: Transport migrants from 
one location to another along the route 
north using conveyances that range from 
taxis to charter buses and tractor-trailers. 

• Logistics/stash houses: Provide logistical 
support, often in the form of lodging or 
“stash houses” where migrants can take 
shelter for a few days or even a few weeks.  

• Fraudulent documents: Provide unlawful 
migrants with fraudulent documents, 
including Mexican visas, national identity 
cards, or birth certificates, to facilitate their 
travel through Mexico, create synthetic 
families, or avoid detention.  

• Foot guides/coyotes/polleros: Guide 
migrants seeking to avoid detection while 
entering the US—generally single adults— 
across the border between ports of entry 
in order to circumvent border security.”  

Estimated Proceeds: According to the 

UNODC  in 2010, around 2.5-3 million 67

migrants are smuggled from Latin America to 
the US every year, generating US$6.6 billion 
for smugglers. In their 2018 study, UNODC 
describe 30 major smuggling routes, with the 
North America via the Southern border the 
most lucrative at US$3.7-US$4.2 billion 
(2016) with 735,000 - 820,000 people 
smuggled a year, with 370,000 from Central 
America. The Study included examples of 
smuggling fees levied including the fee of 
US$5,000 from Mexico to the USA via a land 
crossing in 2013 and US$7,000 from Central 
America. According to estimates from a 2018 
Rand Study (see above), and referenced in 
the US NMLRA 2022 - revenues from 
smuggling migrants from El Salvador, 
Guatemala, & Honduras, combined could 
have ranged from a total of about US$200 
million to a total of about US$2.3 billion in 
2017, with individual costs estimates ranging 
from US$4,000 to US$12,000. Also that 50% 
to 75% of migrants smuggled have to pay 
drug trafficking TCOs for passage through 
areas controlled by them and that the 
payment figures ranged from US$300 to 
US$700, which could generate about 
US$30million to US$180 million in 2017.  

Child Labour: According to the International 
Child Labour Report in 2020 , “In 2020, 68

Mexico made significant advancement in 
efforts to eliminate the worst forms of child 
labor. During the reporting period, the 
government published the 2019 National 
Child Labor Survey, the results of which will 
be used to develop policies and programs to 
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combat child labor. In addition, it ratified 
International Labor Organisation Convention 
189 on Domestic Workers, and revised the 
Migration Law and Refugee Assistance and 
Asylum Law to prioritise the rights of migrant 
and refugee children, including prohibiting 
the detention of children in migrant centres 
and ensuring migrant and refugee children 
have educational access. Moreover, state 
governments investigated and prosecuted at 
least 199 child trafficking cases. The 
government also approved the creation of a 
national network of Local Committees to 
Prevent and Eradicate Child Labor and Protect 
Adolescent Workers of the Permitted Age to 
improve coordination efforts to address the 
worst forms of child labor at the municipal 
and local levels. Further, it published the 
National Program on Human Rights 2020–
2024 and the Secretariat of Labor and Social 
Welfare's National Program for 2020–2024. 
However, children in Mexico are subjected to 
the worst forms of child labor, including in 
commercial sexual exploitation, sometimes as 
a result of human trafficking, and in illicit 
activities, such as the production and 
trafficking of drugs. Children also perform 
dangerous tasks in agriculture, including in 
the production of chilli peppers, coffee, 
sugarcane, and tomatoes. The COVID-19 
pandemic severely impacted the Mexican 
economy, resulting in a significant increase in 
the number of children engaging in child 
labor. Although nearly 60 percent of all 
employment in Mexico occurs in the informal 
sector, federal and some state-level labor 
inspectors carry out inspections in the 

informal sector only after receiving formal 
complaints. In addition, labor and criminal law 
enforcement agencies lacked human and 
financial resources which may hinder the 
adequate enforcement of labor and criminal 
laws, and the government did not publish 
complete information on its labor and 
criminal law enforcement efforts. Social 
programs to combat child labor do not 
address all relevant sectors in which child 
labor is found in Mexico”. 
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Section 6.12 - 6.18 - Other Threats  - 🇲🇽   

In addition to the above key threats are 
additional threats. 

6.12 Extortion: According to FATF 2018 
MER, extortion is considered to be a 
significant source of laundered funds. 
“Although authorities are aware that 
corruption of LEAs, in particular at the state 
and municipality levels, is widespread mainly 
due to extortion or infiltrated by the OCGs”.  

The Global Initiative Against Organised 
Crime (GI-TOC) reports in June 2022  that 69

“Extortion and protection rackets are silent 
crimes in Mexico: although we know they are 
common and widespread, people are too 
afraid to report them to the authorities. 
Political–criminal networks support extortion 
so citizens do not trust their representatives. 
Extortion is a crucial tool for criminal 
governance and a threat to active citizenship 
participation”. The GI-TOC has started a 
project that will document extortion dynamics 
in industrial and business communities in 
Tijuana, Baja California.  

6.12.1 Cartel Extortion: “Nationally, there 
were nearly one million cases of extortion 
recorded in 2020 – with 1,821 out of every 
10,000 businesses victimised. It's estimated 
that extortion costs the Mexican economy an 
average of 226,000 million pesos (US$11.3 
billion) annually, or approximately 1.25%  of 
the country's Gross Domestic Product (GDP)”. 

“The primary groups responsible for extortion  
in the area are the country's two most 
powerful criminal groups, the Sinaloa Cartel 
and the Jalisco Cartel New Generation (Cartel 
Jalisco Nueva Generación - CJNG), as well as 
local group the Pelones. However, common 
criminals have also been known to pose as 
cartel members to shake down local 
businesses. Additional extortion-related 
arrests in Cancún and Playa del Carmen 
underscore this scheme's prevalence 
throughout the Rivera Maya”. 

Almost 99% of extortion cases reportedly go 
unreported due to fear of reprisal and a 
distrust of the authorities . 70

6.12.2 Phone extortion: “Between 2013 and 
2019, the number of businesses in Mexico 
receiving such extortion calls increased by 
nearly 22%, but total payouts diminished by 
over 15%, according to a recently published 
investigation by Mexico Evalúa, one of 
Mexico's leading public policy think tanks”.  

Extortion attempts by phone often see 
business owners threatened by criminals, who 
demand payments of between 500 to 10,000 
pesos ($24 to $480), the head of a Tijuana-
based business association told El Universal. 
These schemes often involve revealing 
sensitive information and intimate details of 
recent activities to create the illusion that the 
victims were being followed.  
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The percentage of victims paying up has long 
been pretty low, as those behind the extortion 
attempts, often prisoners calling from inside 
jail, make millions of such phone calls a year. 
One 2018 study showed that 3.7 million 
extortion calls had been made from just seven 
prisons. 

The government has taken steps to reduce 
this type of extortion by simply blocking cell 
phone signals around Mexican prisons. 

The public's awareness of how phone 
extortion schemes work may also explain the 
drop in the success rate. Traditionally, calls to 
victims involved threats of physical harm or 
kidnapping, but the Mexican government, 
and others around the region, have carried 
out prolonged media campaigns to raise 
awareness regarding extortion threats and 
how to report them. 

Extorters, however, are changing tactics. 
According to authorities in Baja California, the 
threat of physical harm to business owners is 
being replaced by the threat of spreading 
fake news online about their company – most 
often by publishing false information about 
the businesses on a website called Noticias 
de México until victims give in and pay.  

Authorities have also had some success going 
after the bank accounts used for these crimes. 
Mexico’s state Financial Intelligence Unit 
(Unidad de Inteligencia Financiera - UIF), 
which traditionally seizes bank accounts used 
for money laundering and drug trafficking, 
has made it a priority to track bank accounts 
used to receive money from extortion victims. 

The strategy, though, may have spurred a new 
extortion scheme, which sees the criminals 
posing as UIF officials to try and obtain 
sensitive financial information used to extort 
victims. 

While the success rate of extortion calls may 
be declining, Mexico's citizens will continue to 
be plagued by criminal gangs seeking 
ransom or extortion payments via 
unregistered cellphone numbers. The number 
of such calls has climbed rapidly, with 
nationwide earnings from this crime now 
estimated at over $500 million a year” . 71

6.12.3 Agriculture: In January 2022, it was 
reported  that “Lime farmers in Mexico have 72

become the latest victims of cartel extortion, 
causing widespread crop disruption and 
skyrocketing prices. Vast plantations of 
unharvested limes have been deserted across 
the western state of Michoacán due to threats 
and extortion targeting producers. Among the 
groups allegedly involved are major Mexican 
drug cartels like the Jalisco Cartel New 
Generation (Cartel Jalisco Nueva Generación 
– CJNG) and the Cárteles Unidos, two groups 
currently locked in a bloody turf war that has 
rocked the western state”.  

“Multiple lime growers in the area told 
Televisa they were displaced after cartels 
burned their orchards, looted their houses, 
and stole cattle and tractors. The threats have 
helped drive a drastic reduction in crop 
production across Michoacán — primarily 
affecting lime growers — with around 1,200 
acres of farmland left unharvested in 2021”. 
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”The limited harvest has contributed to a 
sharp increase in lime prices, disrupting the 
consumer market and allowing drug 
traffickers to dictate prices and charge 
farmers higher extortion fees. According to 
the Mexican government's daily food price 
monitoring, the cost of limes increased over 
235% since January 2021”. 

“Lime farmers are not the first to be targeted 
by cartel violence in Michoacán, with powerful 
Mexican organised crime groups having long 
sought control of the state's lucrative avocado 
trade."  

6.13 Kidnapping: Mexico is reportedly the 
third highest country when it comes to 
kidnappings . 73

6.13.1 Physical Kidnap: Official kidnapping 
rates in Mexico increased from 323 in 2004 to 
1,833 in 2018, growing at an average annual 
rate of 18% .  This is much smaller than 74

figures from Mexico’s National Institute of 
Statistics and Geography (INEGI) which, 
“estimates that there were over 80,000 
kidnapping victims in the country in 2020 – 
many more than those reported by official 
statistics. With up to 93% of crimes in Mexico 
going unreported, finding the true number of 
incidents is a hard task”. 

“Most of the recent kidnappings occurred in 
urban, highly populated areas including the 
Valley of Mexico, Guadalajara, Monterey and 
Tijuana, as well as on the Gulf coast, and in 
states with a strong drug cartel presence like 
Guanajuato, Michoacan and Zacatecas. Many 
abductions (43%) in 2021 took place while 

the victims were in transit; 13% occurred 
when the victim was outside in a public place, 
and 44% occurred inside premises such as 
homes or restaurants,” said Arcos”. 

6.13.2 Virtual Kidnap: According to Control 
Risks , Mexico is also a hotspot for virtual 75

kidnapping. Prison corruption in the country 
is reported to be a driver of the crime, “For a 
long time there have been extortion rackets 
formed inside prisons where inmates can get 
access to mobile phones…if an extortionist 
calls and tells you a relative of yours has been 
kidnapped, the ploy is believable because of 
the insecurity within the country.” 

“Extortion is also proving to be problematic in 
Mexico with Control Risks’ own breakdown of 
security cases for 2021 showing that 46% 
were kidnaps, 38% threat extortions, 13% 
threats, and 3% missing persons. In 2020 we 
responded to more extortions than kidnaps 
but in 2021, the tide turned and we are again 
seeing more kidnaps in Mexico”.  

6.13.3 Migrant Kidnapping: Migrants  face 76

a multitude of challenges in their journey to 
the US from, and via Mexico, including 
kidnapping. The kidnappings reportedly 
happen both before attempted crossings to 
the U.S. and after expulsions from the border. 
“There are “hawks," or cartel spies, in bus and 
taxi stations and sometimes even in migrant 
shelters run by NGOs. They ID possible 
targets. Once people are kidnapped, often 
forced onto cars at gunpoint, they are told to 
hand over their cellphones. If they’re not 
unlocked, their owners are threatened with 
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having a finger chopped off. The abductors 
use the phones to extort funds from victims’ 
family members, first threatening beatings or 
rape, and then sending photographs of the 
victims after those threats are carried out. 

• At least 6,356 migrants headed to the 
U.S. were victims of kidnappings and 
related abuses from January until August, 
according to the group Human Rights 
First; 

• Cartels and other organised crime groups 
in Mexico can make between US$600 
and US$20,000 from each ransom;  

• Those funds are on top of what the 
migrants have to pay beforehand to 
smuggler networks in exchange for a 
“password” that helps them avoid 
additional extortions along the way; 

• Migrants "don’t report [cartel kidnappers] 
because they threaten them if they do so 
[and] most kidnappers have ties to the 
authorities.  

• Context: Before any kidnappings, most of 
the migrants are already in severe debt, 
taken on to start the journey north for 
themselves or their kids in a risk that they 
see as their only option. 

• Those with families already in the U.S. are 
most commonly targeted for ransoms. 

6.14 Arms Trafficking: Arms trafficking is the 
2nd highest rated organised crime (8/10) 
after drugs and human trafficking according 
to the 2021 OC Index, “Mexico has a well-

consolidated arms-trafficking market. High 
demand for firearms from the US and Central 
America exists among criminal groups and 
civilians, while well-established mechanisms 
enable easy reach. Firearms cannot be 
lawfully purchased in Mexico, but citizens and 
drug cartels purchase US firearms and 
smuggle them across the border. The 
immense flow of illicit weapons from the US, 
coupled with grenades and RPG-7s from 
Central America and gun leakage from 
corrupt domestic-security forces, exacerbates 
gun violence and criminal armament”.   

According to the US 2022 TA,  whilst the US 
Mexico border is seen mostly as a threat from 
drug trafficking and human smuggling north, 
the trade in illegal firearms sourced and 
smuggled from the US going south, supports 
these operations. DTOs & TCOs have used 
high caliber weapons to fight Mexican & 
Central American authorities and to entrench 
organised crime in Mexico and in the 
Northern Triangle creating the conditions that 
encourage migration north. They are also 
making the Caribbean a much more violent 
place . 77

According to a 2021 US Government Audit 
Office Report , “US sourced firearms into 78

Mexico is a national security threat, as it 
facilitates the illegal drug trade and has been 
linked to organised crime. The Department of 
Justice’s Bureau of Alcohol, Tobacco, Firearms 
and Explosives (ATF) found that 70% of 
firearms reported to have been recovered in 
Mexico from 2014 through 2018 and 
submitted for tracing were U.S. sourced.”  
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“According to U.S. and Mexican officials, TCOs 
are interested in obtaining .50-caliber rifles 
because these rifles are powerful enough to 
disable a vehicle engine and penetrate 
vehicle or personal armour, posing a 
significant threat to Mexican security forces. 
The Bureau of Alcohol, Tobacco, Firearms & 
Explosives (ATF) officials noted that these 
rifles are not regulated differently than other 
rifles and can be purchased in retail stores. 
ATF reported that .50 caliber rifles account for 
about 0.5% of weapons recovered in Mexico 
& traced to the United States that were 
recovered within 3 years of initial purchase”.  

“TCOs use firearms, ammunition, and 
explosives to protect their trafficking routes, 
drug processing locations, geographic drug 
trafficking areas, and illicit profits. According 
to DOJ, DHS, and State reports, TCOs have 
orchestrated sophisticated attacks on Mexican 
security forces, with increasing use of .50 
caliber rifles, modified fully automatic rifles, 
and belt- fed machine guns to counter 
Mexican security forces. According to State 
reporting, in March 2018, a TCO ambushed 
Mexican security units in three locations in 
Nuevo Laredo, using at least 15 vehicles— 
many with improvised armour and a .50 
caliber gun capable of piercing the Mexican 
units’ armoured vehicles.”  

“In February 2020, the U.S. government 
issued national guidance emphasising the 
importance of disrupting the flow of firearms 
to these organisations. Yet an estimated 
200,000 US sourced firearms continue to be 

trafficked into Mexico each year, despite US 
agencies’ efforts to address this problem.”  

In an article in the Guardian  in April 2021, 79

“An iron river of illegal guns flows from the US 
to Mexico, Central America, and across the 
hemisphere, helping make the Americas the 
world’s most homicidal region, with 47 of the 
world’s 50 most murderous cities. Thousands 
flee violence in the Northern Triangle of 
Central America - Honduras, El Salvador and 
Guatemala – and seek asylum in the US, 
adding to the pressure of undocumented 
migrants....Between 2007 and 2019, more 
than 179,000 firearms were captured in 
Mexico and five Central American countries 
and traced to gun shops and gun factories in 
the United States. Mexico’s foreign ministry 
believes this is the tip of the iceberg, and 
estimates that more than two million guns 
crossed the Rio Grande over the last decade. 
The weapons originate in the legal US gun 
market – the biggest in the world by far, with 
393 million firearms in civilian hands, 
according to the last count. They then cross 
into a parallel black market through four main 
methods: a private sale loophole; straw 
buyers (people with clean records paid to buy 
guns); theft from gun shops; and the sale of 
parts to make un-serialised weapons, or 
“ghost guns”.  

Traffickers take these guns from states with 
looser laws, such as Virginia and Georgia, to 
cities with stricter laws, including Washington 
and New York, which are suffering from sharp 
increases in gun violence. They also smuggle 
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them south to Mexico, over the 2,000-mile 
border, hidden in cars and trucks.  

In Florida, smugglers stash firearms in cargo 
ships that sail across the Caribbean and far 
beyond. “You go to a shipper and you drop 
off a box and you say what’s in there, 
‘household goods.’ They don’t care,” said 
Steve Barborini, a former agent for the Bureau 
of Alcohol, Tobacco, Firearms and Explosives, 
or ATF. For US guns, this is a common route to 
Honduras”. 

6.15 Financial Fraud: According to Ravelin , 80

“Fraudsters seem to be honing in on the 
LatAm region most aggressively. Fraud in 
Mexico is rising faster than anywhere else in 
the world, as almost 80% of Mexico-based 
merchants are seeing online payment fraud 
increase. Account takeover has also 
skyrocketed for 70% of Mexico-based 
merchants. Estimates show that around 20% 
of new online accounts created in the region 
are fraudulent”. 

“It has been estimated that as much as 20 
percent of new accounts created in the region 
are fraudulent, and the world’s highest Card-
Not-Present fraud rates are found in Mexico 
and Brazil ”. 81

According to the US 2022 TA, an FBI 
publication on cybercrime focussed on BEC 
scams  , which revealed that, “based on the 82

financial data, Asian banks located in China 
and Hong Kong remain the primary 
destinations of fraudulent funds; however, 
financial institutions in the United Kingdom, 

Mexico and Turkey have also been identified 
recently as prominent destinations”. 

According to the TransUnion 2022 Global 
Digital Fraud Trends Report , “as economies 83

shift and consumer buying behaviour 
changes, fraudsters seek out potential 
weaknesses. In 2019-2021, the rate of 
suspected fraud was 52.2%. Travel and 
leisure and financial services organisations 
suffered an increased suspected online fraud 
rate as tourism resumed and online banking 
became the norm”.  

Mexicans surveyed provided responses that 
led to the following statistics: 

• 73% were concerned about credit card 
fraud; 

• 70% were concerned about identity theft;  

• 49% were concerned about account 
takeovers;  

• 84% said it was important that they 
should be confident that their personal 
data would not be compromised; 

• 75% felt that easy payment processes 
were important; and 

• In respect of the preferred method of 
verifying identity when opening a new 
online account: Gen Z and  Millennials- 
One time passcodes & Gen X and Baby 
Boomers - Multifactor authentication.   
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6.16 Cybercrime: In 2020, Mexico was one 
of the countries with most cyber attacks in 
Latin America .  84

“As of September 2020, almost 56% of cyber-
attacks in the Latin American countries 

included in the study had targeted users or 
infrastructures located in Brazil, while 
approximately 28% were directed at users in 
Mexico. Colombia comes in third, with over 
10% of cyber-attacks” .  85

According to the 2020 Global Cybersecurity 
Index (GCI) report , Mexico is ranked 52nd 86

globally, and 4th in the Americas region, with 
a score of 81.68.  Areas of relative strength 
are “Technical, Cooperative Measures” and 
areas of potential growth are “Organisational 
Measures”.  

The 2020 Internet Crime Report published by 
the FBI  reported that Mexico was the 9th 87

most targeted country globally (excluding the 
USA) – taking the top spot in Latin America 
ahead of Brazil – with a steady increase in 
number of reported incidents in the past few 
years. 

According to a 2017 Symantec report, 
cybercrime in Mexico rose from US$$3 
billion in 2014 to US$7.7 billion in 2017 
affecting over 10 million people.     88

In an opinion piece  on Mexican cartels, it 89

was reported that “Mexican transnational 
criminal organisations (TCOs) are expanding 
into cybercrime to form “cyber-cartels,” which 
present unique threats to U.S. national 
security interests. Mexican drug cartels have 
already begun to use technology to further 
their business operations, including doxxing  
and surveillance software . Now, these new 
Mexican cyber-cartels strategically leverage 
technology to pursue profit, security, and 

Global Trends in Digital Fraud 

Fraud growth 2019-2021 2020-2021

Global growth in suspected digital 
fraud rate + 52.2% + 9.4%

Travel and Leisure Industry: Largest 
growth in suspected digital fraud 

worldwide
↑ 110.7% ↑ 68.4%

Financial services digital fraud 
growing rapidly ↑ 60.5% ↑ 33.5%

Shipping fraud: Top type of digital 
fraud worldwide ↑ 1541.8% ↑ 780.5%

Suspected digital fraud rate % change by industry

Travel & Leisure + 110.7% + 68.4%

Gaming + 68.6% + 32.6%

Financial Services + 60.5% + 33.5%

Insurance + 54.3% - 2.2%

Ecommerce + 53.9% - 11.3%

Telecommunications + 45.6% - 4.0%%

Gambling + 29.4%% + 19.2%

Logistics - 16.7% - 35.9%

Communities (online dating forums 
etc) - 23.5% + 9.8%

Top 10 fastest growing fraud types globally                                                   
(when comparing 2019-2021 and 2020 to 2021)

Shipping fraud 1⃣  1542.8% 1⃣  780.5%

ACH/Debit fraud 2⃣  531.3%

Business identity Theft 3⃣  165.7% 2⃣  113.8%

First Party Fraud 4⃣  91.1% 4⃣ 5 5.8%

True identity theft 5⃣  81.8% 6⃣  26.4%

Scammer/Solicitation 6⃣  57.3% 5⃣  53.9%

Friendly fraud 7⃣  54.1% 9⃣  5.5%

Synthetic identity theft 8⃣  41.1% 🔟  5.5%

Application fraud 9⃣  38.4% 7⃣  19.3%

Profile misrepresentation 🔟  4.5%

Identity mining/Phising 3⃣  104.8%

Account takeover/hijacking 8⃣  6.4%

Sources: https://content.transunion.com/v/2022-global-digital-fraud-
trends-report
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influence in three main areas: cybercrime, 
dark web markets, and cryptocurrency”. 

“The democratisation of internet access  in 
Mexico has fuelled the “cybercrime as a 
service” (CaaS) economy, in which criminals 
purchase hacking tools or services to carry out 
sophisticated cybercrime. Mexican cartels 
now use CaaS to acquire talent and buy 
exploit kits  and network access. In 2018, the 
criminal group Bandidos Revolutions Team  
stole US$15.2 million from five banks, 
carrying out the largest cyberattack in 
Mexican history. Bandidos leader Hector Ortiz 
Solares  recruited 20 hackers who developed 
ATM malware that took advantage of 
vulnerabilities in Mexico’s inter-banking 
system to extract cash and make deposits to 
third party accounts. The Bandidos case 
exemplifies the fusion of transnational 
organised crime and cybercrime. This threat 
will likely accelerate as TCOs continue to 
diversify financial activities and exploit the rise 
of COVID-19-related cybercrime . 

The dark web and cryptocurrency have also 
created opportunities for Mexican cartels to 
distribute drug shipments and launder 
money, particularly in response to COVID-19 
lockdowns . The United Nations Office on 
Drugs and Crime has confirmed that Mexican 
TCOs are exploring the dark web  to locate 
buyers for large-scale drug shipments on sites 
following in the footsteps of the now-defunct  
Silk Road, Alphabay, and Dream Market . 
Mexican cartels also utilize dark web markets 
to source synthetic opioids from China . The 
Sinaloa Cartel and Cártel Jalisco Nueva 

Generación use bitcoin to launder illicit funds. 
Overlapping interests in fentanyl production 
have also linked Mexican and Chinese TCOs 
with Chinese brokers  laundering drug 
proceeds on behalf of cartels. In 2020, the US 
Justice Department indicted  six Chinese 
individuals who allegedly used mobile 
banking apps and cryptocurrency to launder 
drug funds. The growing partnership between 
Mexican cartels and Chinese money 
launderers underscores the creativity of TCOs 
in employing cryptocurrency and foreign cash 
transfers in an era of heightened US-China 
tensions. Mexican and Chinese TCOs have 
taken advantage of Sino-US geopolitical 
competition to strengthen their collaboration, 
presumably without fear of investigation by 
China or the United States”.     

6.17 Counterfeiting & Smuggling (C&S): 
According to the Trends in Trade & Pirated 
Goods Report 2019 , “Illicit trade in fake 90

goods is a major challenge in an innovation-
driven global economy. It has a negative 
impact on the sales and profits of affected 
firms, as well as broader adverse effects on 
the economy as well as public health, safety 
and security. Organised criminal groups are 
seen as playing an increasingly important role 
in these activities, using profits from 
counterfeiting and piracy operations to fund 
other illegal activities. Counterfeiters operate 
swiftly in the globalised economy, misusing 
free trade zones, taking advantage of many 
legitimate trade facilitation mechanisms and 
thriving in economies with weak governance 
standards”. 
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6.17.1 Goods Piracy: According to the 
Trends in Trade & Pirated Goods Report 
2019  by the EUIPO & OECD, 3.3% of world 91

trade in 2016 were made up from trade in 
counterfeit goods. Whilst Mexico is estimated 
as having a low propensity to export 
counterfeit products with a score of 0.144/1 
(2016) with export trade to the rest of the 
world, recent media attention and research 
has highlighted significant concerns 
identified in the last few years.  

“According to the report "Piracy: 
Understanding the Shadow Market in 
Mexico," prepared by the American Chamber 
of Commerce of Mexico (AMCHAM), it is 
estimated that eight out of every ten people 
in Mexico consume counterfeit products, 
costing almost MX$43 billion (US$1.98 
billion) annually to the Mexican economy” . 92

"AMCHAM revealed that piracy is growing in 
Mexico for different reasons, one of them is 
that people seek to buy illegal merchandise 
because it is cheaper than the original 
product. It also explains that these products 
are sold and/or distributed at places without 
regulation and control from authorities. For 
this reason, the strategy to fight piracy must 
be accompanied by consumer education and 
regulation of markets, flea markets and other 
similar establishments, explains the chamber”. 

In July, AMCHAM published the report 
“Piracy in Mexico: Diagnosis of Supply and 
Institutional Actions”  where the chamber 93

explained that "piracy is a phenomenon that 
is present in practically all commercial sectors 

in Mexico and is constantly evolving thanks to 
technological changes.” Initially, the Mexican 
Institute of Industrial Property (IMPI) found out 
that medicines, electronic devices, perfumes, 
sports goods, shoes and clothing were the 
main counterfeit products in Mexico. Yet, both 
IMPI and ANCHAM agree that piracy has 
spread from the sale and distribution of luxury 
brands to volume sectors, including the 
pharmaceutical industry”.  

“52% of the markets dedicated to piracy are 
located in Mexico City and Jalisco. Among 
them are the iconic Tepito neighbourhood, 
Central de Abasto, Plaza de la Tecnología, 
Plaza Meave, Plaza Centro Teresa and Bazar 
Pericoapa in Mexico City, while in Jalisco the 
San Juan de Dios Market, El Santuario, Central 
de Abasto and Plaza de la Tecnología stand 
out".  

“Piracy has evolved to such a degree that it is 
increasingly within the reach of people 
without them knowing about it…The market 
has diversified to such an extent that there are 
medicines, medical equipment, agricultural 
products, car parts, toys and even food 
products that pose a serious risk to health”. 

"While the COVID-19 pandemic has slowed 
Mexico's economy, it has unfortunately not 
stopped counterfeit drug distribution. In early 
August, COFEPRIS [Mexico Ministry of Health] 
warned about the sale of a counterfeit drug 
that was used to treat COVID-19 and that was 
recently revealed not to work against this new 
virus. The counterfeit medicine was 
RoActemra® (Tocilizumab) and like this, 
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COFEPRIS assures there are many counterfeit 
medicines sold in Mexico. 

According to the US Trade Representative's 
(USTR) Office's Special 301 Report, Mexico is 
one of the US’ trading partners with the most 
concerns about IP issues. The USTR classifies 
33 countries in two lists: Priority Watch List or 
Watch List. Mexico appears in the latter list, 
together with countries such as Bolivia, 
Colombia, Turkey and Peru, which makes it a 
country subject to monitoring due to the risk 
of IP becoming a more urgent matter”.   94

Above is a depiction  of the most notorious 95

markets by type of pirated products in 
Mexico. 

According to the Piracy in Mexico: Diagnosis 
of Supply and Institutional Actions report in 
2020 ,  “if we take a deeper look into the 96

whole supply chain, that is, the production, 
storage, distribution and marketing, it reveals 
the participation of a wide array of actors, 
from factories, “maquilas” (manufacturers), 
warehouses, importing companies, self-
service stores, political groups, trading 
unions, hackers, streamers, to transnational 
groups of organised crime, among others. 

The involvement of this diversity of actors 
show the complex processes and structures 
parallelly developed so that the consumer can 
access to a pirated product and each one of 
these actors gets a benefit from this activity, 
either directly or indirectly”. 

“Currently, due to the poor quality of Mexican 
pirated products and the rise of piracy 
markets in Asia, a high percentage of these 
products come from Hong Kong, China, 
Vietnam, India, among others. For this crime, 
Mexico is considered as a transit country of 
apocryphal and fake merchandise with 
destination for the United States, Central 

and South America”.  

6.17.2 Counterfeit Pharmaceuticals: “From 
November 2021 to February 2022, counterfeit 
versions of drugs used for chronic conditions 
– such as the , sold under the brand name 
Limustin, and the anticoagulant rivaroxaban, 
or Xeralto – were found on Mexican pharmacy 
shelves” . There was another warning in 97

February 2022 in relation to fake blood 
thinners that could be fatal, “Americans 
searching for cheaper prescription drugs are 
often deceived by some less than reputable 
pharmacies in Mexico. This isn't a new 
phenomenon. It's been going on for more 
than twenty years. …”PSM member the 
Pharmaceutical Security Institute is warning 
Americans that counterfeit Xarelto and Eliquis 
are being sold in Mexican pharmacies to 
Americans. Both of these drugs are blood 
thinners and the fakes found had no active 
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ingredients. A blood thinner without blood 
thinner medicine is a death sentence ” 98

In March 2020, it was reported that , 99

“Mexico's most dangerous drug cartel has 
found another way to enrich its pockets by  
producing bootleg prescription drugs and 
forcing pharmacies to sell it to sick patients”, 
and “the Jalisco New Generation Cartel has 
used its influence on small and medium 
pharmacies throughout the country, 
especially in the states of Guanajuato, Jalisco, 
Guerrero y Michoacán, where it holds a strong 
presence. 

Considered the fastest-rising criminal 
organisation in Mexico, the cartel has been 
known to deploy its armed sicarios to 
businesses, which are then forced to use the 
counterfeit drugs and mix them with authentic 
products that are generally prescribed to 
patients suffering from illnesses such as 
cancer, HIV, diabetes, cholesterol and heart 
disease, among others. The transnational 
organisation, which has carved out a presence 
across the Americas, Europe and Asia, also 
produces medicine for patients dealing with 
Alzheimer's, asthma, obesity and erectile 
dysfunction” 

According to Mexico's National Union of 
Pharmacy Entrepreneurs, six out of every 10 
medicaments that are sold are bootleg, 
risking the lives of innocent sick patients.  
Interpol figures revealed that at least 1 million 
deaths [globally] are caused every year due to 
the consumption of counterfeit medicine.  

The Jalisco New Generation Cartel reportedly 
generates at least US$666.5 million a year 
through its extortion agreement with 
pharmacies in rural and urban areas that have 
had no other options but to oblige. 

Ricardo Márquez, a security analyst in Mexico, 
believes that “Mexican cartels have being 
lining up their coffers in the bootleg 
pharmaceutical market for over 10 years. The 
illegal, yet booming business, generates 
these groups yearly average profits ranging 
from US$10million to US$200 million.”  

Mexico ranks as the second largest 
pharmaceutical market in Latin America, 
developing antibiotics, anti-inflammatories 
and treatments for cancer and other illnesses, 
according to its Secretary of Economy.  
Pharmaceutical companies represent 1.2 
percent of the gross domestic product (GDP) 
and 7.2 of the manufacturing GDP in Mexico. 
The industry generates $7.7million a year for 
the Mexican economy.  The fact that 14 of the 
15 major international pharmaceutical 
companies have laboratories in Mexico is of a 
major concern to authorities who have 
struggled with slowing down the rise of the 
Jalisco New Generation Cartel, led by 
Nemesio 'El Mencho' Oseguera Cervantes.  

6.17.3 Counterfeit Currency: In October 
2021, the central bank  warned consumers 100

that fake currency was in circulation. “As of 
the beginning of the third trimester of 2021, 
the number of fake bills detected had already 
surpassed the number reported in 2020. Over 
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the past several years, Mexico’s central bank 
has revamped the design of the country’s 
currency in an effort to make fakes easier to 
detect. The most recent generation of 
Mexico’s paper currency, in all of its 
denominations, is printed on a new type of 
material that authorities say is harder to 
fake. The new bills also possess several 
security features such as holograms, 
transparent watermarks, and scannable, yet 
invisible markers. But the majority of the fake 
bills detected nationwide are reported to be 
copies of older-style 500- and 200-peso 
bills, which are still legal tender”. 

6.17.3 Fake & Smuggled Cigarettes: 
According to an Oxford Economics report on 
“Illicit Cigarette Consumption in Mexico” in 
September 2021 : 101

• “In the first half of 2021, an estimated 
18.8% of all cigarettes consumed were of 
illicit origin. In volume terms, this was more 
than 38% higher than the same period in 
2019 (pre-Covid level);  

• Foregone Excise Tax receipts amounted to 
an estimated 19.4% of total potential Excise 
Tax revenues in 2021 H1; 

•  In recent years, Domestic Illicit cigarettes—
representing packs that exhibit Mexico 
Market Variant characteristics but do not 
display the appropriate SAT security code—
have grown in prominence in Mexico.  

The majority of Non-Domestic Illicit cigarettes 
consumed in Mexico originated from China. 
Based on the latest available data, around 

70% of all Non-Domestic Illicit cigarettes are 
typically manufactured in China. Other 
notable origin markets for Non-Domestic Illicit 
cigarettes include India and Vietnam. It is 
understood that large volumes of these 
Inflows enter Mexico via Free Trade Zones in 
Panama and Belize, both of which perform 
poorly in international benchmarks in terms of 
Illicit trade prevention. Revenues from excise 
taxes on legal domestic sales amounted to 
MXN 43.8bn (US$2.19 billion) in 2020, with  
total tax losses amounting to an estimated 
MXN 13.5bn (US$670 million) for 2020. 

In 2022 it was reported  that “The powerful 102

Jalisco Cartel is allegedly taking strides to 
control the production of illicit cigarettes in 
Mexico, by controlling a key criminal group 
behind the trade and staving off competitors. 
The Jalisco Cartel New Generation (Cartel de 
Jalisco Nueva Generación - CJNG) has been 
ramping up the production and sale of illegal 
cigarettes in Mexico through a group known 
as the Tobacco Cartel (Cártel del Tabaco).  

The Tobacco Cartel, a network which 
reportedly manufactures cigarettes and forces 
vendors to sell them, is allegedly run by three 
brothers who own three cigarette factories in 
the State of Mexico, Jalisco and Campeche.  

The cigarettes manufactured by the so-called 
Tobacco Cartel are then pushed to vendors, 
who are forced to sell them.  

The Jalisco Cartel has reportedly “supported 
the Tobacco Cartel by coercing vendors to 
only sell TIH products. Since 2017, stocks 
belonging to other cigarette brands have 
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been destroyed  and vendors have reportedly 
been threatened, tortured and shot for not 
complying.  
 
The Tobacco Cartel's sphere of influence has 
grown to include ten states…the gang 
produces over 30 cigarette brands, with 
prices as low as 35 pesos (approx. $1.79). The 
price of regular cigarettes is between 62 and 
70 pesos (approx. $3.17-3.58), according to El 
Economista.” 

6.18 Tax Fraud/Tax Evasion: The FATF 2018 
MER reported that “Tax evasion remains 
significant in Mexico. Tax collection is low 
(although it has increased substantially in the 
past few years), due in part to tax evasion, as 
well as deficiencies in the judicial system that 
have led to few convictions and incarcerations 
for tax fraud. While Mexico has made 
important progress in combating tax evasion 
by enhancing the capacity of its tax 
administration service, a study commissioned 
by the SAT estimates the amount of tax 
evasion and tax avoidance in Mexico to be 
approximately MXN 483 875 million 
(equivalent to USD 23.3 billion) 
approximately based on current exchange 
rate) in 2012”.  

"According to the predicate offence 
identified”…” tax crimes contemplate the 
largest number of complaints”, according to 
the 2020 NRA.  

“Tax evasion also constitutes an important ML 
threat and is widespread in Mexico… the 
Federal Fiscal Attorney’s Office (Procuraduría 

Fiscal Federal) within the SHCP), is 
responsible, inter alia, for conducting 
investigations and prosecutions relating to tax 
offences”. The ratio of prosecutions to 
investigations is extremely low, as is the ratio 
of convictions to prosecutions with respect to 
tax evasion. Over the period 2013 to 2016, a 
total of 6,244 investigations initiated, but only 
2,976 prosecutions were brought resulting in 
only 879 convictions. Also worthy of note is 
the sharp fall in the number of investigations 
initiated between 2013 and 2016, as well as in 
the number of convictions secured, which fell 
by more than half”.  

Notwithstanding this, “Tax evasion is broadly 
recognised by banks and other large FIs as 
another major threat, though much smaller in 
scale than those generated by OCGs. This 
reflects the importance the authorities attach 
to tax crimes including issuance by the SAT of 
a list of companies which are possibly 
involved in tax fraud. The FIs generally rely on 
this list to detect customers and transactions 
potentially related to tax crimes. They also pay 
special attention to transfers to and from tax 
havens”. 

6.18.1 Tax Secrecy: According to the Tax 
Justice Network, Mexico scored 49/100 and 
ranked 82nd highest from 141 countries in 
the Financial Secrecy Index 2022 , up one 103

from its 2018 ranking of 58th. This ranking is 
based on a combination of its secrecy score 
and a scale weighting based on its share of 
the global market for offshore financial 
services. 
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The TJN , also reported that, Mexico lost 104

US$10,956,137,676 in tax every year to 
global tax abuse, equivalent to 7.7% of tax 
revenue (Tax Revenue : US$142 billion) 
equivalent to loss of US$89 per member of 
population. Of this, US$10 billion is lost to 
global tax abuse committed by multinational 
corporations and US$765 million is lost to 
global tax evasion committed by private 
individuals. Trading partners most 
responsible for vulnerability to tax abuse are 
the Japan, South Korea and the United States.  

Mexico is ranked 31/70 with a score of 
54/100 in the 2021 Tax Justice Network’s 
Corporate Tax Haven Index . 105

In 2019, President Andrés Manuel López 
Obrador was reported to be taking action 
targeting corruption and tax evasion through 
the use of fake invoices and phantom 
companies which reportedly costs the 
treasury US$25 billion a year in lost 
revenue .  106

6.19 Environmental “Green” Crime: The 
2021 OC Index reports that “Flora and fauna 
crimes are substantial in Mexico, with 
traffickers often active in other criminal 
markets”.  

Mexico is identified as a “Focus” country in 
the Eliminate, Neutralize, and Disrupt (END) 

Wildlife Trafficking Act, passed in 2016. 

“Focus Countries” in 2021 had been 
previously listed and continue to be a “major 
source of wildlife trafficking products or their 
derivatives, a major transit point of wildlife 

trafficking products or their derivatives, or a 
major consumer of wildlife trafficking 
products ”.  107

The US NMLRA 2022  advised that wildlife 108

cases involving smugglers facilitating the 
movement of illicit wildlife products and 
wildlife across the US Mexico border were 
detected 

6.25.1 Environmental Crime: Illegal 
Wildlife Trade:  According to the OC index 
2021, “Fauna crime is facilitated by corrupt 
authorities. Although traditionally a transit hub 
for wildlife trafficked to the US, Europe, China 
and elsewhere, Mexico is also a source and 
destination country. The market generates 
significant profits, and demand for Mexican 
wildlife has risen. Sought-after species include 
jaguars, golden eagles, parrots, macaws and 
reptiles”. 

6.19.2 Environmental Crime: Illegal 
Timber Trade: The OC index 2021 reported 
that “Drug traffickers control timber trafficking 
in Jalisco, forcing communities to pay quotas 
for protection, with protesters facing 
kidnapping or disappearance. Mexico is a 
source and transit country for regional flora 
commodities, especially between Brazil and 
the US. The illicit timber market has grown in 
the past three decades, affecting rural 
communities. Most timber sold is illegally 
sourced, generating hundreds of millions of 
dollars annually. Rosewood trafficking, 
controlled by Chinese mafias and other 
groups operating locally and regionally, is 
significant, and dozens of shipments, 
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primarily destined for the Chinese furniture 
market, are seized annually across Pacific 
ports and the Yucatán Peninsula. Violence 
occurs between competing criminal groups, 
while local populations, including indigenous 
communities, experience violence, 
displacement and disappearances at the 
hands of armed groups or corrupt law 
enforcement.”  

6.19.3 Environmental Crime: Illegal 
Fishing: According to the 2021 IUU Fishing 
Index, Mexico was ranked 15/152 with an 
overall score of 2.61/5 (world average score 
of 2.33/5 - lower scores being better) . 109

The 2021 OC Index warned that “Totoaba fish 
are primarily destined for mainland China, 
with Chinese mafia involvement, and violence 
is seen in this economy, especially along the 
upper Gulf of California. The trade generates 
hundreds of millions of dollars annually, with 
one pound of totoaba swim bladder more 
valuable than cocaine. Mexico’s illicit sea 
cucumber trade is also significant, causing 
violence in Yucatán and Campeche” 

The NPO, Brookings Institution,  advised 110

that “A major recent US bust of a crime ring 
trafficking totoaba bladders and shark fins 
from Mexico to China  highlights again that 
illegal fishing in Mexico is an extensive and 
growing problem. Public focus has centered 
on the poaching of the totoaba in the Sea of 
Cortez, where the almost-extinct porpoise 
vaquita marina dies in the gillnets of 
poachers. But illegal fishing in Mexico 
involves many other species and vast areas. 

The Andres Manuel Lopez Obrador 
administration at first paid little attention to 
the issue. But it has come under intensifying 
economic sanction pressure from the US 
triggered by US environmental NGO’s 
lawsuits. In turn, President’s Lуpez Obrador’s 
party MORENA proposed strengthening and 
elevating the role of the Mexican Navy 
(SEMAR) in fishery’s enforcement, setting off a 
new controversy about the militarisation of 
public policy domains in Mexico. Involving 
SEMAR in suppressing illegal fishing is 
inevitable, but alone it’s not a sufficient 
response. Like elsewhere in the world, illegal 
fishing in Mexico threatens the productivity of 
fisheries and economic viability of that sector, 
basic livelihoods for artisanal fishers, 
sustainability of marine products, marine 
biodiversity, and food security. Like other 
illegal economies such as drugs, Mexico’s 
illegal fishing involves rings that smuggle the 
poached species to distant markets such as 
China; it also involves poor local fishermen 
that illegally harvest marine resources. Like 
drugs, it sets off conflict among and between 
local communities, and with Mexico’s 
regulatory and enforcement authorities, 
though the scale of violence is radically 
smaller than in the Mexican drug markets. 
Significant transshipment of the fish 
contraband takes place through the United 
States. Mexico’s very long coastline and a 
fishing fleet involving over 100,000 small 
vessels, known as pangas, makes 
enforcement on the seas and on land that 
serves as launching places of fishermen 
challenging. Illegal fishing is estimated to 
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account for between 45% and a staggering 
90% of official fish production in Mexico. 
Internationally, the most notorious case of 
illegal fishing in Mexico is that of a croaker 
fish — the totoaba — in the Sea of Cortez for its 
bladder that is highly valued in China and 
among Chinese and East Asian communities 
who without any actual scientific proof 
attribute curative Traditional Chinese 
Medicine (TCM) properties to it. The gill-nets 
that the fishermen use to illegally capture the 
totoaba also entangle the vanquitas that 
rapidly drown, driving the marine mammals — 
of which perhaps only as few as 10 of these 
marine mammals remain — to extinction. The 
harvesting of the sea cucumber off  Yucatan 
in the Campeche Bank is equally pervaded 
by illegality. Promoted by the Mexican 
government in the early 2000’s, the 
commercial fishing of the sea cucumber took 
off over the past decade without regulatory 
and management practices keeping apace. 
The arrival of trafficking middlemen who 
connected the fishermen with Chinese 
markets — where sea cucumber is a pricey, 
sought-after delicacy, with putative TCM 
qualities — turned the harvesting into a gold 
rush over extraction on the seas. For over a 
decade, the illegal fishing has been replete 
with massive illegality that ignored bans on 
harvesting. It has featured violent conflict 
among fishing communities, piracy as rival 
groups of fishermen seek to steal each others 
increasingly rare catch, and gave rise to local 
militias.  It has been haunted by deaths and 
injuries to fishermen who take increasing risks 
and suffer decompression sickness. Law 

enforcement rapidly crumbled and has not 
overcome resources, prosecution, and 
corruption problems. The illegal fishing has 
led the collapse of the ecologically vital 
species serving to keep filtration roles in the 
ocean: the sea cucumber went from 20,000 
tone available in 2009 to 1,900 tone in 2013, 
and fewer since. Some 1,000 sea cucumber 
poachers were believed to operate in the 
Campeche Bank in 2018.  

Although Mexico’s prohibits the export of 
shark fins, large-scale shark poaching and fin 
trafficking takes place, with the fins heading to 
East Asia, sometimes (but not always) via the 
US, such as in the recent bust. Other species 
to which illegal fishing has spread include red 
grouper, negrillo, and lobster. Tragically, some 
of them, such as octopus, were previously well 
managed. But the takeoff of illegality in 
fishing of species in an area spills onto others 
unless that illegality is stopped”. 

According to a media article  in 2022, “In 111

March, an investigation found that from 2011 
to 2021, Mexican and U.S. authorities seized 
more than 100.6 metric tons of sea 
cucumbers, with an estimated value of 
US$29.5 million. “Illegal fishing undermines 
conservation efforts, destroys wildlife 
populations and ecosystems, harms legal 
fishermen, steals dollars from governments, 
undermines good governance and social 
order, and fuels organised crime,” according 
to the author of the research. The document 
details a series of illegal practices that 
encourage the trafficking of the species, such 
as false identification, incorrect labelling, 
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forged declarations, manipulation of invoices 
and fraud as a means of laundering illegal 
catches. Although the Mexican government 
has implemented various measures such as 
seasonal restrictions, quotas, closed seasons 
and monitoring, the investigation found that 
authorities cannot control the intense 
trafficking of the species and documents the 
corruption schemes of local authorities and 
the use of clandestine facilities to process 
cucumbers”.  

Another media article  reported in February 112

2022 that “The U.S. Coast Guard 
apprehended 208 Mexican fishermen in 78 
skiffs for illegal cross-border fishing in the 
2021 fiscal year, seizing 15,484 pounds of 
marine life from the boats.  

The Mexican skiffs are loaded not with drugs 
or migrants, but with red snapper, sea turtles 
and sharks. 

U.S. officials say the threat posed by Mexican 
fishermen casting their nets illegally in US 
waters has grown so acute that for the first 
time in years, they’ve banned Mexican fishing 
vessels from entering U.S. ports.  

On a single day in August, U.S. officials 
intercepted four Mexican skiffs in US waters 
carrying more than a thousand pounds of 
shark and more than 300 pounds of red 
snapper. The Coast Guard has found gill-nets 
as long as five miles, full of protected species. 

Many of the fisherman are based on a beach 
called Playa Bagdad, just a few miles south 
of the U.S. border on the Gulf of Mexico. 

The fishermen, many of them migrants from 
southern Mexico, live in shacks along the 
beach”. 

6.19.4 Environmental Crime: Illegal 
Mining: According to the OC index 2021, 
“Oil theft is increasing in Mexico, with some 
groups focused exclusively on these 
operations. Corrupt officials in the state oil 
company facilitate deals between oil 
executives and criminal groups, enabling theft 
and redistributing illicit profits. There is also 
illegal gold and silver mining, and formal 
companies face armed robberies, allegedly 
by cartels, as well as extortion and kidnapping 
of mining personnel. Throughout the 
COVID-19 pandemic, mining operations 
became an easy target due to weakened state 
capacity. Moreover, Mexico is the only country 
that produces cinnabar, the brick-red form of 
mercury, and cartels traffic mercury to be used 
in the gold mining process to South American 
countries where illicit gold-mining is 
prevalent”. 

From a US perspective, “Illicitly extracted 
gold, often transiting Miami on small planes, 
constitutes part of a larger illegal mining 
market in Mexico, Colombia, Venezuela, 
Peru and Guyana for silver, copper, coltan, 
iron, coal, emeralds and uranium. Illegal gold 
is legalised with falsified paperwork and then 
sold to US or international refineries selling 
gold bars to US-based multinational 
corporations. Since gold bullion is classified 
as a commodity, once imported, treasury 
department reporting requirements and 
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customs duties do not apply, hampering anti-
money laundering efforts”.  

Mexico’s cartels lured by high prices, 
rampant corruption and low risks, generate 
criminal proceeds in towns like Salamanca in 
the state of Guanajuato, where the cartels tap 
pipelines which generates US$1 billion in 
annual proceeds which is deprived to the 
State . Organised crime gangs terrorise the 113

state owned oil company - Pemex workers 
with offers of “plata or plomo” – silver or lead, 
to provide information so that “pipelines” can 
be “tapped”, when pumping oil is underway. 

6.19.5 Environmental Crime: Illegal 
Waste: “Mexicali and surrounding areas 
along the border have become a dumping 
ground for all sorts of junk, from old 
appliances to e-waste to discarded tires, some 
of which arrives from the United States. 
There’s money to be made here from some 
types of junk. Old cars can be dismantled for 
reusable parts. Old iron and copper can be 
resold or melted down to make new material. 
And a whole host of businesses, both large 
and small, legal and illegal, focus on taking in 
discarded items and recycling anything of 
value”, it was reported in 2018 .   114

“But the problem with Mexicali’s recycling 
businesses isn’t what gets recycled. It’s the 
stuff that goes up in the air and the leftover 
waste that is cast aside in the process. 

All around Mexicali, vacant lots are littered 
with trash ranging from household garbage to 
shattered pieces of old computers. In 
backyards, heaps of plastic and cardboard are 

collected by unlicensed recyclers. Along the 
city’s streets, blazing piles of tires and 
electrical cables send columns of black smoke 
billowing into the air. 

In the junkyards, old cars are lined up row 
after row, baking in the sun and leaking oil 
onto the ground. The cars are cannibalized for 
their parts, and the battered remnants are 
trucked to the steel mill southeast of the city, 
where they are dumped along with metal 
scraps including pieces of old appliances, 
rusty iron cables and a mishmash of 
discarded railings, gates, racks and barrels, 
among other things. Atop a pile of junk that 
towered over the plant’s walls, a tricycle with 
pink tires protruded from the jumble of metal.  

Elsewhere in Mexicali, where maquiladoras 
have proliferated to manufacture products for 
export, many dumps, scrapyards and 
recycling businesses have sprung up to take 
in waste from both Mexico and the United 
States. While some of the businesses have 
licenses and say they are complying with 
environmental rules, many others are 
operating illegally.” 

6.20 Theft, Robbery and Burglary:  In 2016, 
Mexico’s theft rate was 243 thefts per 100,000 
people, lower than the average of 74 
countries that was 783 per 100,000 
people . Mexico private car theft rate was at 115

level of 64.7 cases per 100,000 population in 
2020, down from 88.9 cases per 100,000 
population previous year, this is a change of 
27.21% .  According to reports, “Over 116

140,600 vehicles were robbed in Mexico in 
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2021, down from 145,584 occurrences 
registered a year earlier. Car thefts were 
consistently increasing between the period of 
2015 and 2018. However, in 2019 the number 
of robbed vehicles dropped by over 
28,000” . 117

Mexico’s robbery rate was at level of 257.7 
cases per 100,000 population in 2018, up 
from 196.1 cases per 100,000 population 
previous year, this is a change of 31.43%.  118

Mexico’s burglary rate was at level of 45.7 
cases per 100,000 population in 2020, down 
from 61.3 cases per 100,000 population 
previous year, this is a change of 25.48% . 119

Victims of these crimes can also be compared 
with numbers for other crimes. 

6.21 Murders: In 2020, number of homicides 
for Mexico was 36,579. The number of 
homicides of Mexico increased from 10,285 

in 2001 to 36,579 in 2020 growing at an 
average annual rate of 8.42%.  In other 120

statistics, Statista  reports that  Mexico’s 121

murder rate) per 100,000 inhabitants is 29.07,  
higher than Brazil (27.38), Columbia (25.34 
and Guatemala (22.5). 

6.22 Economic Recession & Recovery: As 
expected, the consequences of the 
pandemic have manifested particularly 
severely in the area of financial crime. This is 
expected to continue in the medium to long-
term. Businesses operating in sectors 
suffering particularly negative economic 
pressures, such as the hospitality, catering 
and tourism sectors, continue to be 
vulnerable to criminal infiltration. 

Money laundering poses a high risk in times 
of financial crises. Criminals may increasingly 
attempt to launder money through dormant 
companies, buy out financially affected cash-
intensive businesses, or invest in property in 
the construction sector. As a result of 
heightened pressures exerted on banks 
during an economic crisis, due diligence 

Crime Rate in Mexico in 2020 by type - 🇲🇽

Theft and related offences (most common types)

Theft and robbing on street or public 
transport

6,899

Total or partial theft of vehicles 3,243

Other types of theft 1,547

https://www.statista.com/statistics/983394/mexico-crime-rate/

Other Victimisations recorded against people and 
property 2020 - 🇲🇽

Fraud 5,904

Extortion 5,160

Verbal threats 2,958

Assault or injuries 1,028

https://www.statista.com/statistics/983394/mexico-crime-rate/
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procedures may be weakened elevating the 
risk of loan fraud. Money launderers will 
probably increasingly misuse online financial 
services and virtual assets to conceal their 
illicit proceeds. Trade- based money-
laundering activities are also expected to 
intensify. 

A global economic crisis may bring ordinary 
citizens into closer proximity to organised 
crime. Communities may become more 
tolerant of certain types of crime such as the 
distribution of drugs, or availability and cost 
effectiveness of counterfeit goods. Citizens 
will probably also face greater exposure to 
fraud or cybercrime as they spend more time 
online, exasperating financial concerns. 

This may also make individuals more 
vulnerable to recruitment by criminal groups 
due to a lack of alternative legal prospects. 
Young people with advanced technical skills 
who are unable to gain employment in their 
chosen fields of expertise may turn to crime 
in order to finance themselves. This may 
result in a significant increase in the number 
of individuals engaging in cybercrime or 
offering cybercrime-related services. 

6.23 Emerging Threats: According to the 
NRA 2020, “emerging risks were identified as 
financial Technology Institutions Providers of 
Services with Virtual Assets, and the AML/CFT 
regime in the face of emerging risks derived 
from COVID-19.” 
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 7 - Sanctions & Embargoes - 🇳🇿  

In this Section 7, the focus is on Sanctions 
and Embargoes threats.   

7.1 Sanctions & Embargoes: There are no 
comprehensive sanctions and or embargoes 
targeted towards Mexico. 

As a member of the UN, Mexico is obliged to 
apply and follow UN resolutions. “Mexico 
follows the provisions of the Federal Criminal 
Code (Código Penal Federal) on security 
matters, specifically articles 139 to 148, 
regulating terrorism activity affecting the 
country’s security. Sanctions against the 
breach of the aforementioned articles are 
mostly penalized with prison, in spite of the 
applicable economic penalties. Additionally, 
Anti-Money Laundering (“AML”) provisions 
intended to indirectly combat terrorism 
financing are in full force and effect. The 
sanctions imposed by these provisions are 
both administrative sanctions and criminal 
sanctions. Mexico also has the Federal Law 
against Organized Crime, which has the 
object of setting out the rules for the 
investigation, prosecution, sanction and 
execution of penalties for crimes committed 
by an organized crime member, including 
terrorist financing. In mostly all cases criminal 
acts contravening the aforementioned 
dispositions are penalized with a prison 
sentence” .  122

7.2.1 Iran: Mexico exports to Iran increased 
to US$74K in May from US$0K in January of 
2022, according to the United Nations 

COMTRADE database on international 
trade . Mexico exports to Iran was 123

US$585.26K during 2018, with the largest 
amounts of US$236,38 for vehicles other than 
railway, tramway and US$104,90K for 
pharmaceutical products . Mexico imports 124

from Iran was US$336.63K during 2021, with 
the greatest amount of US$335,67K for 
electrical, electronic equipment . 125

7.2.2 Syria: Mexico exports to Syria was 
US$553.85K during 2018, with the highest 
values of US$200,00K for coffee, tea, mate 
and spices, and US$173,20K for 
pharmaceutical products.  Mexico imports 126

from Syria was US$28.63K during 2021, with 
the highest amount being US$25,52K for 
electrical, electronic equipment . 127

7.2.3 North Korea: In respect of Mexico-
North Korea relations , Mexico established 128

diplomatic relations with North Korea in 
1980.  

• In July 2014, Mexican authorities detained 
a North Korean cargo ship that ran 
aground off the coast of Mexico. The 
ship's path was reportedly similar to that 
of the North Korean freighter carrying 
undeclared arms, which was seized in 
Panama a year prior. 

• In September 2017, the Mexican 
government expelled the DPRK 
Ambassador to Mexico, in an international 
wave of such expulsions following North 
Korea's sixth nuclear test. 
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• In 2018, Mexican financial institutions fell 
victim to a series of global cyber attacks 
with at least $15 million reportedly stolen. 
A leading cybersecurity firm has claimed 
that the attacks originated from APT38, a 
North Korea-affiliated hacking group that 
has attacked more than 16 organisations 
in at least 13 countries since 2014. 

• In 2017, reported North Korean exports to 
Mexico were valued at $6.1 million while 
Mexican exports were valued at $487,000 
(Source: KOTRA). 

7.2.4 Cuba: Mexico imports from Cuba 
decreased to US$631K in May from US$937K 
in April of 2022 . Mexico imports from Cuba 129

of pharmaceutical products was US$2.99M 
during 2020 . Mexico exports to Cuba was 130

US$266.92M during 2021 . The highest 131

values were US$37,58M for animal, vegetable 
fats and oils, cleavage products, US$18,06M 
for plastics, US$16,47M for soaps, lubricants, 
waxes, candles, modelling pastes and 
US$16,13M for meat, fish, and seafood 
preparations.  

7.2.5 Venezuela: Mexico Imports from 
Venezuela was US$253.34 thousand during 
2021, . The highest values were 132

US$145,11K for vehicles other than railway, 
tramway, US$38,35K for printed books, 
newspapers, pictures, and US$23,39K for 
commodities not specified according to kind. 
Mexico Exports to Venezuela was 
US$171.25M during 2021 . The highest 133

values were US$57,55M cereals, US$14,28M 

for plastics, and US$13,65M for machinery, 
nuclear reactors, boilers. 

7.2.6 Russia: Mexico declined to impose 
sanctions on Russian following the invasion of 
Ukraine and instead has declared it wishes to 
stay neutral.  Russia imports from Mexico was 
US$1.02B during 2020 .  The highest values 134

were US$270,20M for vehicles other than 
railway, tramway, US$182,35M for electrical, 
electronic equipment and US$143,12 for 
machinery, nuclear reactors, boilers. Mexico 
Imports from Russia was US$2.21 Billion 
during 2021, with the greatest amount of 
US$1,06B million forlorn and steel, followed 
by US$503,06M for fertilisers, and 
US$308,40M for aluminium . 135

7.3 Embassies: Mexico has embassies in 
Iran, Cuba, Venezuela and Russia. Iran, Cuba, 
Venezuela and Russia have embassies in 
Mexico .  136

7.4 OFAC Lists: Mexico has 680 individual 
and entity names listed on OFAC’s SDN list . 137

7.4 Financial Crime - Drug Trafficking & 
Transnational Organised Crime: The USA 
has used counternarcotics sanctions 
programmes (Specially Designated Narcotics 
Traffickers (SDNT) and the the Foreign 
Narcotics Kingpin Designation Act (Kingpin 
Act), the Specially Designated Narcotics 
Trafficking Kingpin (SDNTK) to combat the 
rise of drug trafficking over the years.  

“The use of transnational crime–related 
designations during Obama’s time in office 
(1,789) was more than five times greater than 
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during Trump’s (323), making it one of the 
only sanctions programs more actively used 
under the Obama administration than the 
Trump administration. (U.S. Treasury Office of 
Foreign Asset Control).  

Treasury has imposed transnational crime– 
related sanctions on individuals and entities 
spanning 68 countries, but has focused efforts 
in Colombia (670), Mexico (666), Panama 
(155), Guatemala (60), Peru (40), and 
Venezuela (39) due to high levels of drug 
dealing by transnational crime groups in 
these countries.  

Colombia (670) and Mexico (666) continue to 
serve as epicenters for drug trafficking into 
the United States and account for roughly 60 
percent of total transnational crime–related 
designations (2,155). In both countries, 
Washington has implemented 
counternarcotics sanctions in close 
coordination with local governments—the U.S. 
embassies in Bogotá and Mexico City host the 
only permanent OFAC attachés”.  

“Under the Trump administration, 
designations on Chinese nationals 
distributing Chinese- manufactured fentanyl 
became a major focus of drug-related 
sanctions programs”  

“The Biden administration has currently 
issued 40 transnational crime–related 
sanctions within its first year, signalling an 
intent to incorporate sanctions within its 
global counternarcotics strategy as the 
designations target persons in Mexico (21), 

Pakistan (6), Colombia (5), Qatar (5), Bahrain 
(1), Palestine (1), and Saudi Arabia (1). Biden 
outlined his political intentions to combat 

transnational crime in a letter238 to the 
Speaker of the House of Representatives in 
July 2021 stating that transnational criminal 
organisations continue to pose an 
“extraordinary threat to the national security, 
foreign policy, and economy of the United 
States.” The U.S. government will likely 
continue to leverage the Kingpin Act and 
relevant counter-narcotic- trafficking 
authorities within its overall counternarcotics 
strategy to synergies cooperation between 
U.S. agencies and global law enforcement 
agencies, as seen in the global distribution of 
transnational crime– related designations.”  

7.5 Proliferation: According to the 
2021/2022 Peddling Proliferation Index, 
Mexico is a Tier 1 Country (highest threat), 
and is ranked 39th out of 55 Tier 1 countries 
with a control score of 779/1,300.  Included  138

in the 2020 NRA are additional identified 
risks pertaining specifically to the  
proliferation of WMD. According to the NRA 
2020, “risks  of the proliferation of WMD 
includes the development of WMD within the 
[Mexico], financing for the development of  
WMD from [Mexico] & the lack of 
development & implementation of a 
Response System in case of an attack with 
WMD.” 
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Section 8 - Terrorism & Terrorism Finance - 🇳🇿  

In this Section 8, the focus is on terrorism 
threats and terrorism finance. 

According to the FATF 2018 MER, “There are 
no known international terrorist organisations 
operating in Mexico. Mexican security 
agencies tracked open-source reports 
claiming that terrorist training camps existed 
in Mexico, most recently in April 2015. In each 
instance, the media reports have been found 

to be unsubstantiated. Neighbouring foreign 
authorities also do not consider as a possible 
threat terrorist illegal border crossing as an 
imminent nor significant threat within the 

Mexican borders. Nonetheless, porous 
borders could facilitate the movements of 
terrorists from South and Central America to 
the U.S".  

 The 2020 NRA advises that “Even though up 
to now there has been no domestic terrorism 
and no international terrorist group has 
shown any intention of attacking national or 
foreign interests from the national territory, 
Mexico is prepared and aware of the threat 
posed by terrorism in the world. For this 
reason, it carries out permanent monitoring of 
the crime of terrorism and TF, as well as 
updating the prevention and combat regime 
against them.  

Through the application of the CFT regime, by 
the various authorities that intervene in it, 
Mexico carries out a series of actions aimed at 
identifying the existence of terrorist 
combatants of Mexican nationality. The results 
of the application of the CFT regime indicate 

that Mexico has not shown signs of 
generating terrorist combatants within the 
country or of Mexican nationality. In order to 
maintain this circumstance in the same state, 
the FIU issued a Guide that discloses the most 
common operations carried out by foreign 
terrorist fighters, applicable to both the RS of 
the SF and those of the AV.  

Notwithstanding the foregoing, it is 
determined that there is a possibility, 
although low, that Mexico is part of the route 
of foreign fighters on their way to their final 
destination or on the routes back to their 
countries of origin, as well as being part of the 
route of the money that is used to finance 
these fighters”. 

Further, “threats in relation to the financing of 
terrorism include the existence of 
international terrorist groups, generation of 
resources directed to terrorist groups within 
the national territory, and the existence of 
terrorist combatants of Mexican nationality.” 

And, “the TF threats include Mexico’s 
geographical position and border porosity, 
lack of knowledge and training of reporting 
institutions and TF issues, and the possibility 
of NPOs to commit acts of TF.” 

8.1 Terrorism/Extremism: Mexico is ranked 
61/163 with a “low impact” score of 
2.428/10,000 in the 2022 Global Terrorism 
Index . Mexico recorded an overall 139

improvement in GTI score over the past year, 
moving from 56th place in 2020 to 61st place 
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in 2021. This is the largest improvement that 
Mexico has seen since 2015.  

Mexico was the only country to record any 
terrorist activity (in Central America and the 
Caribbean) since 2017 and has been the 
poorest performing country in the region 
since 2007. 

According to the Index, “Terrorism in Mexico 
is predominantly politically motivated and 
criminal activity by cartels is not included as 
terrorism in this report. One such politically-
motivated group is a radical environmentalist 
group, Individualistas Tendiendo a lo Salvaje, 
(Individuals Tending to the Wild) who claimed 
responsibility for a number of explosive 
devices planted in commercial centre2 in 2018 
and 2019. Violence against politicians and 
journalists continues to threaten stability in 
Mexico with a large number of assassinations 
occurring in Mexico in the last two years. At 
least 102 politicians were murdered in the 
lead up to the election of June 2021. 

Additionally, nine journalists were killed in 
2021, the same number as the year prior. 

While terrorism in Mexico has declined, cartel 
activity continues to dominate the crime 
landscape, with almost six thousand incidents 
of cartel violence resulting in over seven 
thousand deaths in 2021”.  

According to the 2020 Country Report on 
Terrorism , “Counterterrorism cooperation 140

between Mexico and the United States 
remained strong in 2020. There was no 
credible evidence indicating international 
terrorist groups established bases in Mexico, 
worked directly with Mexican drug cartels, or 
sent operatives via Mexico into the United 
States in 2020. Still, the U.S. government 
remains vigilant against possible targeting of 
U.S. interests or persons in Mexico by those 
inspired by international terrorist groups. The 
U.S. southern border remains vulnerable to 
terrorist transit, but to date there have been 
no confirmed cases of a successful terrorist 
attack on U.S. soil by a terrorist who gained 
entry to the United States from Mexico.  

There were no reported terrorist incidents in 
Mexico in 2020. Still, many loosely organised 
violent anarchist groups continue to pose a 
domestic terror threat in Mexico. In particular, 
an active Mexican ecological violent extremist 
group called Individualistas Tendiendo a lo 

Salvaje, or Individuals Tending to the Wild, 
placed numerous rudimentary timed 
explosive devices in commercial centers in 
2018 and 2019”.  

8.2 Narco Terrorism: According to a report 
by NPO Rise to Peace  in 2022, “Mexico is 141

currently experiencing one of its most violent 
periods. Drug cartels have intensified 
violence in the country, either through 
confrontation against other illegal 
organisations or against State forces.  In fact, it 
has been reported that in 2021 Mexico 
registered 33,315 homicides after the two 
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most violent years in its history, under Andrés 
Manuel López Obrador, with 34,690 murder 
victims in 2019 and 34,554 in 2020”. 

“According to U.S. authorities, Mexican 
criminal groups often procure multi-ton 
shipments of cocaine from drug traffickers in 
South America. The report also notes that 
according to U.S. authorities, the main 
cocaine trafficking routes, the eastern Pacific 
route and the western Caribbean route 
converge in Mexico, from where the drug 
enters the United States, mostly by land 
across the country’s south-western border. 

However, Mexican drug cartels also engage in 
other types of illegal activities beyond drug 
trafficking to finance and fortify themselves. 
Some of these include human trafficking, 
migrant smuggling, extortion, kidnapping, 
piracy, fuel theft, vehicle theft on federal 
highways, illegal logging, extortion of mining 
companies, water trafficking, trafficking of 
medical equipment and medicines, including 
unregistered and counterfeit products, and 
loans.  

The millions in revenue from drug trafficking 
and other illegal activities have allowed 
Mexican cartels to modernise their equipment 
and weaponry, leading to increased firepower 
and warfare capabilities. This is a significant 
risk factor for Mexico’s stability and security, 
as the trend indicates that the cartels will seek 
to strengthen themselves.  

In 2011, Mexican authorities in the state of 
Tamaulipas found two dump trucks, such as 
those commonly used for transporting goods, 

converted into tanks with armor up to 2.5 
centimeters thick.  The “narco-tanks” have 
continued to be used ever since, and with 
their use among drug cartels appearing to be 
increasingly common. In 2021, in the state of 
Tamaulipas there was a confrontation 
between two narco-tanks of the Gulf Cartel 
and the Northeast Cartel, both of which were 
also equipped with high-caliber weapons. In 
March of the same year, the Jalisco New 
Generation Cartel (CJNG) exhibited two of its 
narco-tanks on the streets of Michoacán, 
which were two large trucks armored from the 
wheels to the roof with iron plates, 
transformed into homemade tanks. 

The drug cartels’ new capabilities are not 
limited to the creation of narco-tanks but are 
also reflected in the acquisition of better 
weaponry. During the failed operation to 
capture Ovidio Guzmán López, son of 
Joaquín “El Chapo” Guzmán, it became 
evident through videos that the Sinaloa Cartel 
was in possession of weapons such as 
machine guns, assault rifles, grenades, pistols, 
and mortars. The gunmen were further known 
to be in possession of the fearsome Barrett 
M82 rifle, which is known as “the weapon of 
choice of the narcos terrorizing Mexico.”  As 
for the acquisition of these weapons, Mexican 
authorities found that seven out of every ten 
weapons seized from criminals are of U.S. 
manufacture, with many manufactured in 
Arizona and Texas gun shops.  

There have also been innovations in the use 
of technology and explosives. In 2022, 
alleged members of the CJNG used drones to 
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drop explosives in Michoacán. The cartel 
members dropped explosives and are likely 
to employ this technique again in the future 
as drones are capable of autonomous flight, 
are lightweight, and cheaper than traditional 
aircraft. 

Mexican cartels have also improved their 
human talent and the quality of their troops. 
For example, a few years ago it became 
known that the Los Zetas cartel offered huge 
sums of money to former members of the 
Mexican Special Forces (GAFES), an elite 
military special mission corps created by the 
National Defence Secretariat and trained 
abroad to confront rival cartels and law 
enforcement agencies. 

Other cartels across the country have 
replicated this practice. In 2020, the Mexican 
Army dismantled an alleged Sinaloa Cartel 
training camp in which five alleged former 
Mexican Army soldiers were training the 
cartel’s new recruits.  The training camps have 
also been used by other cartels and have 
been described as places where new cartel 
members are taught to “handle long and 
short weapons, to set ambushes, to respect 
the rules, not to be a gossip and also to kill.” 

“The cartels’ technological, warfare, and 
tactical advances indicate a high capacity for 
innovation. They have large sources of 
financial resources to fund such advances, 
have infiltrated Mexican security agencies, 
and will use their improvements to increase 
their profits, zones of influence, and power 
within the Mexican state. 

The cartels’ equipment, weapons, vehicles, 
and fighters will make it more difficult for the 
Mexican security forces to operate since they 
will have to use more resources to combat 
illegal organisations, which are no longer 
simple criminal groups. Instead, they are 
organised groups with the ability to carry out 
large-scale terrorist attacks, mobilise large 
numbers of men and resources, and confront 
state forces with large-caliber weapons”.  

8.3 Terrorism Finance: According to the 
FATF 2018 MER, ““while not insignificant, the 
TF risks appear much lower than the ML 
risk….The NRA has analysed the threats and 
the vulnerabilities in order to obtain the 
probability that Mexico can be used for TF. 
The NRA concludes that the potential 
existence of national terrorists or the 
implantation of terrorist cells in the Mexican 
territory, the possibility that great amounts of 
funds can be raised to finance terrorism, and 
the existence of foreign terrorist fighters in 
Mexico is a low risk. Whilst the NRA 
acknowledges that illegal immigration into 
the U.S. is a common phenomenon, and that 
theoretically terrorists could cross the border 
as migrants, this is not however considered by 
the authorities as an imminent nor significant 
threat”.  

The 2020 NRA found that, “It is unlikely that 
resources can be generated that could be 
used to carry out a terrorist act within the 
national territory. However, it is important to 
consider the possibility of use of the 
infrastructure for organised crime by Islamic 
terrorist organisations (OTs). Although to date 
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there is no evidence of an organic 
relationship in Mexico, it is known that OTs in 
other regions are financed through the 
trafficking of migrants, drugs and weapons, so 
there is a risk of convergence. 

Due to the foregoing, it is essential to prevent 
and timely identify acts or operations that 
could favour, provide assistance or 
cooperation of any kind for the commission of 
terrorist crimes and their financing. For this 
purpose, the CTF regime establishes that the 
SF has the obligation to report all those 
transactions carried out from or to the 
countries contained in the List of Risk 
Jurisdictions (LJR). 

Likewise, RIs have the obligation to verify daily 
that their clients and/or users are not on the 
List of the Office of Foreign Assets Control 
(OFAC) and the Consolidated List of 
Sanctions of the Security Council of the 
United Nations and send the Report of 
Unusual Operations (ROI) with priority 24 
hours corresponding, if this were to happen”. 

8.4 Terrorism Finance - NPOs: According to 
the 2020 NRA, “In Mexico so far there is no 
proven history of terrorist financing through 
Non-Profit Organisations (NPOs). Despite this, 
continuous monitoring of NPOs and terrorists 
is essential to identify the characteristics and 
risk profile of TF. 

The LFPIORPI in its article 17 section XIII 
indicates as AV the reception of donations by 
non-profit associations and companies. 

Likewise, to assess the risk that NPOs in 
Mexico have of being used to finance 
terrorism, the FIU prepared a risk matrix. The 
results projected that 34.83% of the NPOs are 
not registered as AV; however, they have been 
reported by some RS of the SF for relevant 
operations, it highlights that NPOs with 
Social/Fraternal purposes are the main ones 
within this element. The results indicate that 
the maximum risk level in Mexico is high, in 
which less than 1% of the entities (9 NPOs) 
are found, while the remaining 2,542 
(99.92%) were identified as low risk”. 
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Section 9 - Money Laundering - 🇲🇽  

In this Section 9, the focus is on Mexico’s  
vulnerability to money laundering.  

9.1 Money Laundering: According to the 
2020 NRA, “Illicit financial flows have 
increased considerably in recent years. 
Criminals have high and constant financial 
resources ready to be targeted by ML. This 
translates into insecurity and a decrease in the 
economic development of the country, which 
is reflected in the closure of shops and 
companies, as well as the decrease in 
tourism”.  

The FATF 2018 MER reported that “Typical ML 
methods include the use of shell and front 
companies to conceal beneficial ownership 
(BO), the purchase and sale of real estate and 
high-value goods, and cash smuggling on 
both directions of the U.S.–Mexico Border”.  

Also, proceeds of crime “are laundered in 
Mexico through a diverse set of methods and 

using multiple sectors. ML is an essential 
activity for OCGs in Mexico, which rely on 
bulk cash smuggling in both directions of the 
U.S.–Mexico border, traditional bank and wire 
transfers, and trade-based ML schemes, 
particularly since Mexico placed restrictions 
on FIs for receiving U.S. cash in 2010. OCGs 
accumulate property of all types in Mexico 
and abroad, beginning with money and 
foreign currency, vehicles, weapons, and 
jewellery; followed by urban and rural 
properties used as safe houses; investing in 
licit businesses including through setting up 

shell companies, and using considerable 
amounts of cash in economic sectors such as 
trading companies, restaurants, hotels, 
nightclubs, and building and transport 
companies, among others”.   

9.2 Money Laundering Vulnerabilities: The 
main vulnerabilities to money laundering 
include those that present the highest risks 
which are banks, but also “brokerage firms 
and DNFBPs, notably notaries and real estate 
agents are involved in a high volume of 
transactions and are exposed to ML threats”.   

The mining sector, healthcare sector and 
energy sector are especially vulnerable to 
corruption. Cash has long dominated as a 
primary method to launder illicit funds, 
though trade based money laundering, in the 
form of the black market peso exchange has 
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also been prominent, with virtual currency a 
new and emerged method. 

As reported by the FIU Annual Report 2021,  
there, “are various ways to launder money, 
among which are: 1) the use of financial 
institutions; 2) the physical movement of 
money from one State to another or from one 
jurisdiction to another; and 3) the transfer of 
value through trade. In the latter, Trade-Based 
Money Laundering (TBML) or money 
laundering based on international trade, is 
understood as the abuse of the international 
trade system, with the purpose of transferring 
value and hiding the illicit origin of money. “ 

TBML is not a recent phenomenon, however, 
its growth and complexity in the context of 
globalisation is. The rapid expansion of 
international trade increases the possibilities 
of this modality to launder money. The 
challenges to address it comprehensively 
derive from the complexity of the schemes, 
especially from the alteration of the value of a 
commercial transaction in an invoice and from 
double billing. In this particular case, the 
TBML is related to crimes of a fiscal nature. 

Money laundering in this case occurs through 
the so-called "smurfs", identified as those who 
are in charge of lending the name and 
financial products to carry out illicit money 
transactions. The “smurfs” materialise 
operations, most of them in cash, for the 
benefit of a third party or third parties in 
instalments in various operations in order to 
subsequently concentrate the resources. Such 
resources were sent, for the most part, to a 
company abroad, concealed in the simulation 

of acts of foreign trade and mixed with legal 
funds. Due to the diversity of subjects that 
participate in this scheme, the complexity in 
the identification by the authorities of the flow 
of money within the National Financial System 
was greater. 

Finally, the multiplicity of cash deposit 
operations received by people was carried 
out with the intention of generating the 
appearance that they are separated from the 
rest of the people who were identified within 
the scheme, when in this process of 
incorporating assets into the Financial System 
Mexicano have the same purpose, in this 
case: to send the resources to a company 
outside the country.” 

Example typologies are set out in Appendix 
3-8 at the end of this Mexico Threat 
Assessment below. 

9.2.1 Cash: As the major supplier (& transit 
country) of huge quantities of drugs and 
other contraband into the US, the money 
received, often in cash, is returned to Mexico 
& laundered through the financial system  at 
some point through deposits, either of cash 
or monetary instruments, and can thereby be 
monitored. Cash deposit rules and US cash 
deposit rules apply in Mexico, though it is still 
reasonable to assume significant illicit funds 
are still laundered this way. Cash can be 
smuggled out of the US into Mexico in cars 
and other transports, and can be collected 
and transferred via funnel accounts in the US. 
For more information on cash as a 
vulnerability & funnel accounts see below. 
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In order to further control cash transactions in 
Mexico, Mexican nationals or foreigners, who 
buy property, goods (vehicles, art, jewellery, 
etc) exceeding prescribed  values, must pay  
by wire transfer or check. Cash transactions 
for such cases are not allowed. The amounts 
involved are approximately US$43,500. In 
order to verify this, parties to such 
transactions have to provide a public notary 
with the payment information (bank account 
details and deposits confirmations). Also  the 
notary, real state broker and lawyers involved 
in the transaction have to to file details at the 
Mexican Taxation system (SAT). As a result 
Notaries, Lawyers, Real Estate Agents & 
Precious Metals & Stones Jewellery & 
Watches Dealers have increased 
responsibilities and some will be used to 
circumvent these restrictions.  

9.2.2 Trade Based ML (TBML): As 
mentioned above, TBML is used to launder 
illicit funds. TBML involves the exploitation of 
international trade transactions to transfer 
value and obscure the origins of illicit 
proceeds. While international trade promotes 
economic growth around the world, 
international trade transactions face a range 
of risks and are vulnerable to abuse by 
criminal and terrorist organisations. TBML 
incorporates a range of different techniques 
with varying levels of complexity. TBML can 
involve an exporter and importer who 
collude to misrepresent the price, quantity, or 
type of traded goods or services in order to 
shift the value of illicit proceeds from one 
location to another. Another well-known 
TBML scheme, known as the Black Market 

Peso Exchange, involves merchants who—
wittingly or not—accept payment in illicitly 
derived funds, often from third parties to a 
trade transaction, for exports of goods. 
Various observers have noted that although 
TBML is a common form of international 
money laundering, it is also one of the least 
understood and most difficult to detect 
because of its complexity.  

For more on TBML see the US FinCEN’s 2010 
advisory on TBML . FinCEN data on SARs 142

related to TBML disclosed that 17,000 SARs 
were reported in the US  (Jan 2004 & May 
2009), involving over US$276 billion worth of 
transactions. More recent data (2014 to 
2018), suggests 7,044 SARs related to TBML 
including 1,673 in 2018. FinCEN has also 
reported that since the Mexican government 
increased restrictions on US$ cash deposits at 
Mexican FIs in 2010, Mexican drug cartels 
appear to have increasingly turned to TBML 
as an alternative means of repatriating profits 
from US drug sales .”  143

Below is a description of traditional TBML. 
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Below is a description of a traditional Black 
Market Peso Exchange transaction involving 
Colombian drug cartels, which equally 
applies to Mexico. 

9.2.3 Virtual Currency Based ML: 
According to a report  by the International 144

Narcotics Control Board published in 2021, 
the Jalisco New Generation Cartel and the 
Sinaloa Cartel are increasingly using small, 
online purchases of bitcoin to avoid money-
laundering controls. The report said Mexican 
cartels are believed to launder about US$25 
billion a year in Mexico. After splitting drug 
proceeds into small payments to avoid 
controls, the cartels “then use those accounts 
to buy a series of small amounts of bitcoin 
online, obscuring the origin of the money and 
allowing them to pay associates elsewhere in 
the world.” The report said “both Mexican and 
Colombian organised criminal groups are 
increasing their use of virtual currency 
because of the anonymity and speed of 
transactions.”  145

To track the use of cryptocurrencies, Mexico  
in 2018 required all registered 
cryptocurrency trading platforms to report 
transfers above 56,000 Mexican pesos 
($2,830).  

9.3.1 Banks: According to the FATF 2018 
MER, “Banks are most at threat, but other 
sectors are vulnerable to ML activities. Banks 
dominate the financial sector, handle a high 
volume of transactions, and are well 
interconnected to the international financial 
system. The same view is held of banks in the 
NRA 2020, with banks in Mexico identified as 
the most attractive to money launderers in 
the country. Its findings say that despite the 
G7 banks being the most regulated, the 
highest amount of dirty money passes 
through them. The G7 comprises the biggest 
banks in Mexico: Citibanamex, BBVA 
Bancomer, Banco Santander Mexico, Banorte, 
HSBC Mexico, Scotiabank Inverlat, and Banco 
Inbursa.  

The previous NRA reported that 4 sectors of 
the financial system were considered most 
likely to be used for money laundering, but 
now, the G7 and banks that carry out foreign 
exchange activity are considered to be the 
most likely culprits in Mexico.  

It is not only in Mexico that banks have long 
had trouble with money laundering. In 2012, 
HSBC agreed to pay a record US$1.92 
billion in fines to US authorities after Mexican 
and Colombian drug cartels were found to 
be using the bank to launder drug money, via 
Mexico, into and through the US . 146
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9.3.2 Money Brokers: Around 2016, the 
traditional use of the black-market peso 
exchange (BMPE), appeared to be declining 
as the Mexican (and Colombian) drug cartels, 
switched to using Chinese MLOs. The 
Chinese MLOs had perfected a cheaper &  
quicker process. In BMPE costs typically were 
between 7 & 10% of the transaction value 
and payment took about a week to access 
clean funds. Chinese MLOs offer seamless 
and untraceable methods of moving funds in 
a fast, reliable, and virtually risk-free 
environment. Because of their efficiency, 
Chinese MLOs are now entrenched as the 
dominant global money launderers. For more 
details see Section 9.6.4.1 on Money 
Brokers & Section 9.6.4.2 on Chinese 
Money Laundering Organisations below. 

9.3.3 DNFBPs: The NRA identified DNFPBs,  
“notably notaries and real estate agents are 
involved in a high volume of transactions and 
are exposed to ML threats”.  See above under 
Cash in Section 9.2.1 for more details.  

9.3.4 Artworks: Purchasing high-value arts is 
a way to spend or launder illicit proceeds. 
Individuals of high net worth often seek high-
value goods or commodities for personal 
consumption or as an investment. Several 
qualities inherent to art, the high-value art 
market, and market participants may make 
the market attractive for money laundering by 
illicit actors. These include the high-dollar 
values of single transactions, the ease of 
transportability of works of art, and the long-
standing culture of privacy in the market, 
offering anonymity to buyers and sellers 
through private sales and transactions, as well 

as the use of third-party intermediaries, such 
as art dealers, advisers, or interior designers, 
shell companies, and trusts to purchase, hold, 
and sell art on the clients’ behalf. 

9.3.5 Maritime, Land or Aerial Vehicles & 
Armour Vehicles: After Mexican regulations 
in  2010, limiting domestic deposits of US$, 
the Mexican drug cartels were forced to 
return more of their cash to the US under the 
guise of legitimate commerce, according to 
FinCEN. The cartels smuggle the cash into 
Mexico and turn it over to money launderers 
who own or control front companies such as 
money changers that can claim the cash as 
legitimate business proceeds. The launderer 
then ships the cash to the US , either by plane 
or armoured car, so that it can be deposited 
into a US bank account belonging to a 
seemingly above-board Mexican business . 147

9.4 Others: Other sectors identified as 
vulnerable to money laundering, albeit at 
medium vulnerability are: Foreign Exchange 
Dealers, Multiple Credit Banking for 
Households, Credit Unions, Multiple 
Commercial Banks, Regulated non despot 
taking FIs, Development Banks, Exchange 
Centres, Multiple Investment banking, 
Savings & Loan Co operatives, Popular 
Finance Companies, Prepaid Cards, Vouchers 
or Coupons, Public Faith, Purses or 
Certificates or Rewards, Mutual Loans or 
Credits  & Personal Right of Use or Enjoyment 
of Real Estate. See chart below in Section 9.5 
for more details. 

9.5 Summary List of Sectors and Sector 
Ratings: See Chart on next page.   
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Section 9.5 - Summary Mexico Sector Risks and Vulnerable Activities -"🇲🇽  

Sector Risks - Mexico 🇲🇽 Vulnerable Activities 🇲🇽

Sector Risk Sector Risk

Multiple Banking G7 High Artworks High

Foreign Exchange Banking High Maritime, land or aerial vehicles High

Foreign Exchange Dealers Medium Precious metals stones jewellery watches High

Multiple credit banking for households Medium Armour services High

Credit Unions Medium Pre-paid cards vouchers or coupons Medium

Multiple Commercial Banks Medium Public faith Medium

Regulated non - deposit taking FIs 
(SOFOMEs) Medium Purses and certificates or rewards Medium

Development banks Medium Mutual loans or credits Medium

Exchange Centres Medium Personal rights of use enjoyment of real 
estate Medium

Multiple investment banking Medium Games with bet contests or raffles Medium Low 
Risk

Saving and Loan Cooperatives Medium Reception of Donations Medium Low 
Risk

Popular Finance Companies Medium Transfer of rights over real estate or real 
estate property

Medium Low 
Risk

Money Transmitters Medium Low 
Risk Professional services Medium Low 

Risk

Stock Exchange Medium Low 
Risk Transfer or custody of one or securities Medium Low 

Risk

Investment operating companies Medium Low 
Risk

Service and credit cards (other than those 
issues by financial institutions)

Medium Low 
Risk

General warehouses Medium Low 
Risk Insurers Medium Low 

Risk

Unregulated non - deposit taking FIs 
(SOFOMEs)

Medium Low 
Risk Bail Bonds Medium Low 

Risk

Companies distributing shares of 
investment companies

Medium Low 
Risk Retirement Fund Administrators (AFORES) Low Risk

Based on the information provided in the NRA and other open source documents, the amount of proceeds generated by predicate crimes committed in and 
outside of Mexico is high. The main domestic proceeds-generating crimes can be divided into three tiers of magnitude: (i) domestic organised crimes, including 

drugs and human trafficking, (ii) corruption, and (iii) tax evasion. The country also faces particular risks related to the laundering of proceeds derived from foreign 
predicate crimes mostly related to Mexican transnational organised crime (e.g., in the U.S., and to a much lower degree South and Central America). Banks are 

most at threat, but other sectors are vulnerable to ML activities.  

Banks dominate the financial sector, handle a high volume of transactions, and are well interconnected to the international financial system. Brokerage firms and 
DNFBPs notably notaries and real estate agents are involved in a high volume of transactions and are exposed to ML threats.  

The risk of TF appears to be relatively low, although some cases have been detected. The authorities and the private sector agree that the overall TF risk is low. 

Sources: Mexico 2019/2020 NRA & FATF 2018 MER
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9.6 Extract from USA 2022 NMLRA - 
Methods and indicators that includes 
Mexico: The following is taken from the 2022 
US Risk Assessment that relates to Mexico:  

9.6.1 Merchants: "Money derived from the 
sale of drugs in the US was laundered 
through businesses in Laredo, Texas, to return 
these proceeds to Mexican drug dealers from 
the USA. The drug money was distributed 
among downtown Laredo perfume stores, 
and the owners accepted loose bulk cash, 
even after being told it was “narco dinero.” 

9.6.2 Real Estate: “A local narcotics 
distributor affiliated with a major Mexican 
DTO used a portion of $4.2 million in drug 
proceeds to purchase local real estate”.  

“The U.S. real estate market stands out for 
offering foreign buyers asset appreciation and 
value stabilisation in an investor- friendly 
business climate”. In order to address ML 
concerns regarding real estate money 
laundering activity, FinCEN issued renewed 
and expanded Geographic Targeting Orders 
(GTOs) requirements in high-risk U.S. 
locations.  GTOs “are likely to capture a 
relatively large share of foreign buyers’ 
activity, as foreign buyers tend to purchase 
more expensive property than U.S. citizens 
and are more likely to use cash, rather than a 
mortgage loan. A disproportionate share of 
foreign buyers reportedly come from Mexico, 
Colombia, and China”.  

9.6.3 Precious metals and stones: “Three 
gold dealers laundered money through their 
unlicensed money transmitting business. The 

defendants laundered cash and funds from a 
variety of sources; both lawful and unlawful, 
and employed various money laundering 
techniques to conduct unlawful transactions 
through their bank accounts. This included 
transacting with a local cartel out of Mexico to 
falsify invoices for sales of gold, when in 
reality it was the receipt of large cash deposits 
that were returned by cheques after they took 
a 10 percent fee.   

Conspirators in multiple locations in the 
United States and in Hong Kong, Mexico, 
Canada, and elsewhere were involved in a 
TCO that engaged in wildlife trafficking, shark 
finning, drug trafficking, and money 
laundering. Members of the conspiracy 
submitted false documents and used sham 
businesses and dozens of bank accounts to 
hide proceeds from the illegal activities. They 
would deposit bulk cash from illegal activities, 
including wildlife trafficking and drug 
trafficking, into third-party business accounts 
that dealt in gold, precious metals, and jewels, 
to hide the illegal activities”.  

9.6.4 Professional money launderers:  

9.6.4.1 Money Brokers: “There are various 
TBML methods that can be employed by 
professional launderers to include the use of 
money brokers. Money (or peso) brokers are 
third parties that seek to purchase drug 
proceeds in the location where illicit proceeds 
are earned by drug cartels (e.g., Colombia, 
Mexico) at a discounted rate. Money brokers 
often act as unregulated or “black market” 
money exchangers, using unwitting and 
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complicit businesses to accept cash and 
move merchandise across international 
borders instead of cash. These money brokers 
use contracts between different parties to 
facilitate the laundering process. Common 
customs fraud techniques such as over-and 
under-invoicing and the Black Market Peso 
Exchange (BMPE) remain effective, and the 
increase in CMLOs continues to further 
compartmentalise and disguise this activity. 
The main objective of the money broker is to 
evade foreign exchange restrictions. This 
enables DTOs with cash located in the United 
States to transfer the value of that cash to 
other countries, principally Colombia and 
Mexico (depending on the location of the 
DTO), without having to physically transport 
U.S. currency across an international border. 
Furthermore, the use of a money broker 
allows all the participants to receive funds in 
their own currencies”. 

9.6.4.2 Chinese ML Organisations: 
“CMLOs also take advantage of the traditional 
TBML techniques. What makes CMLOs unique 
is their ability to offer services at lower fees 
than traditional money brokers, to exploit 
Chinese currency controls, and to use 
communication technology effectively. These 
organisations are often compartmentalised, 
and they disguise themselves behind 
legitimate business activity to reduce their risk 
of exposure. CMLOs will also provide 
insurance against losses, in that they will still 
pay out even if the funds are lost due to theft 
or interdiction by law enforcement. These 
money laundering schemes are designed to 

remedy two separate problems: DTOs’ desire 
to repatriate drug proceeds into the Mexican 
banking system and wealthy Chinese 
nationals restricted by China’s capital flight 
laws from transferring large sums of money 
held in Chinese bank accounts for use 
abroad. According to open-source reporting, 
information provided by law enforcement and 
court records, the WeChat messaging 
application (which offers end-to- end 
encryption) appears to be a key method used 
to communicate the transfer of funds among 
various participants in the scheme. Chinese 
money brokers transfer the drug proceeds in 
U.S. dollars to a processor in the United 
States. The processor is responsible for 
advertising and selling the bulk U.S. dollars to 
Chinese nationals in the United States. The 
processor identifies customers by posting 
advertisements on internet bulletin boards or 
private WeChat forums online. The processor 
then sells the bulk U.S. dollars in exchange for 
mobile China-to- China bank transfers to 
Chinese bank accounts controlled by the 
CMLO”.   

9.6.5 Cash:  According to the 2022 NMLRA, 
“In foreign exchange markets, where 
currencies are traded, U.S.dollars are involved 
in nearly 90% of all transactions. Individuals 
and banks in some countries continue to hold 
onto U.S. dollar banknotes as a store of value 
to hedge against political and economic 
uncertainty. Financial institutions around the 
world are taking advantage of improved 
international logistics and have been 
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repatriating U.S. dollar banknote stockpiles 
accumulated during the pandemic”.  

9.6.5.1 Cash Smuggling: “The year 2019 
represented the highest outbound seizure 
activity (1,111 incidents, totalling $746 
million) with activity slightly decreasing in 
2020 (1,010 incidents, totalling $741 million). 
On a typical day during 2020, CBP seized 

$386,195 in illicit currency. HSI attributed the 
recent changes from 2019-2020 to greater 
CBP operational focus and outbound 
inspections at the border (e.g., vehicles at 
southwest border) and a greater ability to 
target high-risk conveyances given the less 
frequent commercial and personal travel. For 
example, in 2019, Newark Liberty 
International Airport was the second-ranking 
port in the United States by seizure with 100 
cash seizures. However, in 2020, Newark fell 
out of the top 10 ranking. Moving up the list 
were ports such as Laredo, Texas, and Eagle 
Pass, Texas, which both saw a doubling of 
their outbound cash seizures.  

HSI also reported a significant rise in seizures 
of bulk cash from the Caribbean basin during 
June-August 2020, which suggests 
geographic and modal adaptations by TCOs 
to avoid exposure to the additional scrutiny 
along the southwest land border. For 
example, San Juan BCS seizures doubled in 
2020 from 2019. U.S. Attorney’s Offices in the 
U.S. Virgin Islands (USVI) and Puerto Rico have 
also noted an increase in BCS cargo 
shipments through their ports and an increase 
of cash couriers from these jurisdictions to the 

continental United States. The U.S. Attorney’s 
Office for the USVI also noted the use of U.S. 
Postal Service (USPS) and other mail carriers 
to send cash (and money orders) from USVI to 
the mainland”.  

9.6.5.2 Cash Intensive Businesses: 
“Investigators and prosecutors often see illicit 
proceeds laundered through cash-intensive 
businesses, such as corner stores, small auto 
repair shops, and gas stations. In such 
examples, the cash deposits and subsequent 
activity in their bank accounts do not align 
with what a legitimate business would 
show….An emerging trend in this area is the 
use of auto auctions to “clean” funds. For 
example, auto auction companies have set up 
accounts for individuals who deposited illicit 
proceeds but did not purchase any cars, and 
who then asked the auction company to issue 
them a refund. The auction company has 
typically issued a check for the refund to make 
the funds appear “clean.” These companies 
have allowed individuals to store funds 
toward the purchase of vehicles and receive 
funds in their accounts with very few customer 
due diligence (CDD) requirements. 

9.6.5.3 Postal Money Orders: Money 
orders are used in a wide variety of criminal 
activities ranging from fraud to narcotics 
trafficking to human trafficking. Money orders 
offer a vehicle to convert illicit proceeds to a 
monetary instrument that is not inherently 
suspicious in nature. Furthermore, individuals 
seek to launder their funds through a MSB 
(such as USPS) while also remaining relatively 
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anonymous throughout a transaction. USPS 
money orders can be purchased using cash, 
debit cards, and traveler’s checks payable in 
U.S. dollar (if the purchase is for at least 50 
percent of the value of the traveler’s checks)  

9.6.5.4 Funnel Accounts: “A funnel 
account involves an individual or business 
account in one geographic area that receives 
multiple cash deposits, often in amounts 
below the cash reporting threshold, and from 
which the funds are withdrawn in a different 
geographic area with little time elapsing 
between the deposits and withdrawals. They 
are typically seen in a variety of complex 
frauds and scams targeting the elderly or 
other victims and are also used by DTOs and 
fraud rings to get illicit cash proceeds out of 
the United States. They are used on a large 
scale with great effect by networks of money 
mules, who are often controlled by PMLOs or 
fraud rings. Cash activity occurs at financial 
institution branches across the United States. 
The most frequent geographic locations 
visited by money mules to structure cash 
deposits reflect known consolidation points 
for bulk cash and illicit proceeds. As shown by 
recent case examples, owners of potential 
funnel accounts make cash withdrawals near 
the southwest border or send cross-border 
payments to Mexico.” 

9.7 Country Risk Factors 1:  FATF & EU 
Higher Risk Countries: The FATF .& EU . 148 149

third countries of concern (countries with 
strategic AML/CTF deficiencies) are set out 
below. The current list is set out in the chart 
below. 

9.7.1 Country Risk Factors 2:  Higher Risk 
Countries: Countries identified in this TA (see 
Section 6)  from numerous sources include 
the following:  

Corruption: In the period 2016-2019, Mexico 
opened three foreign bribery investigations, 
commenced no cases and concluded no 
cases. There is little information publicly 
available about the investigations, other than 
that they concerned events that took place in 
Spain and Guatemala. One of the 
investigations is still ongoing. In other 
jurisdictions, the construction company 
CEMEX has been under investigation by the 
US Department of Justice since 2016, for 
alleged irregularities reportedly committed 
by its employees in connection with the 
construction of a cement plant in Colombia. 
Internal investigations uncovered payments 
of more than US$20 million to a non-

FATF Black (bold) & Grey List 

 FATF: Albania 🇦🇱  Barbados 🇧🇧  Burkina Faso 🇧🇫  

Cambodia 🇰🇭  Cayman Is 🇰🇾  Haiti 🇭🇹  Iran 🇮🇷  

Jamaica 🇯🇲  Jordan 🇯🇴  Mali 🇲🇱  Malta 🇲🇹  Morocco 

🇲🇦  Myanmar 🇲🇲  Nicaragua 🇳🇮  N Korea 🇰🇵  Pakistan 

🇵🇰  Panama 🇵🇦  Philippines 🇵🇭  Senegal 🇸🇳  South 

Sudan 🇸🇸  Syria 🇸🇾  Turkey 🇹🇷  Uganda 🇺🇬  UAE 🇦🇪  

Yemen 🇾🇪 ;  EU Grey List 

EU: Afghanistan 🇦🇫  Barbados 🇧🇧  Cambodia 🇰🇭  

Cayman Is 🇰🇾  Haiti 🇭🇹  Jamaica 🇯🇲  Jordan 🇯🇴  Mali 

🇲🇱  Morocco 🇲🇦  Myanmar 🇲🇲  Nicaragua 🇳🇮  Pakistan 

🇵🇰  Panama 🇵🇦  Philippines 🇵🇭  Senegal 🇸🇳  South 

Sudan 🇸🇸  Syria 🇸🇾  Trinidad and Tobago 🇹🇹  Uganda 

🇺🇬  Vanuatu 🇻🇺  Yemen 🇾🇪  Zimbabwe 🇿🇼    
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governmental third party in the process of 
acquiring lands, mining rights and the 
benefits of a tax-free zone. about whether an 
investigation has been initiated in Mexico in 
connection with CEMEX. In 2018 Mexican 
justice officials began investigating 
suspicions that Grupo México, a mining 
company, may have paid bribes in Spain in 
connection with the award of a 30-year 
concession for the exploitation of the 
Aznalcóllar mine in Andalucía. 

Cybercrime: Main state sponsored cyber 
programmes include North Korea, Iran, 
Russia and China. 

Drug Trafficking: Mexico remains a major 
transit country for cocaine and heroin, and a 
source country for heroin, marijuana, and 
methamphetamine destined for the U.S. Most 
US heroin originates in Mexico, particularly in 
the Golden Triangle drug-producing 
region. Fentanyl and its precursors are 
predominantly produced in China, with 
Mexican cartels importing and trafficking the 
products into the US, although domestic 
production also occurs. Mexican criminal 
organisations have a significant global 
presence, including in Europe, Asia, and 
Africa, and most of the heroin, 
methamphetamine, and fentanyl and its 
analogues consumed in the United States 
originates in Mexico. Mexico is also a major 
transit country for cocaine from South 
America to the United States and a 
destination for fentanyl precursors originating 
mainly from the People’s Republic of China 
(PRC). Criminal organisations establishing a 

foothold in China, cocaine originating in 
South America is trafficked to virtually every 
other region on earth; Nigerian traffickers 
have expanded their worldwide reach; the 
cocaine markets in Europe and Asia have 
exploded; and precursor chemicals from the 
PRC and India are diverted to all parts of the 
globe. Captagon production and trafficking 
throughout the Middle East has also 
increased dramatically, which potentially 
benefits hostile actors such as Hezbollah and 
the Assad regime in Syria - Mexican-based 
criminal organisations, have shifted to India 
as a new source for precursor chemicals. 
Multi-ton consignments of precursor 
materials from India have been shipped to 
Africa and Mexico. Cocaine, produced 
almost entirely in Latin America (particularly 
Bolivia, Colombia, and Peru) and trafficked 
through Mexico, continues to maintain a 
significant share of the U.S. drug market and 
remains one of the primary drugs that DTOs 
export to this country. Colombian and 
Mexican DTOs control the supply chain of 
cocaine, with Mexican DTOs controlling 
distribution within the United States.  Illicit 
drug manufacturers directly source or divert 
chemicals that facilitate drug hubs in Mexico 
and Burma”. Two major routes identified by 
law enforcement are direct maritime transit to 
ports in Mexico and air cargo shipments to 
Mexico, the United States, and to a lesser 
extent Canada. U.S.-bound chemicals are 
subsequently smuggled into Mexico to 
supply clandestine fentanyl labs controlled 
by Mexican cartels. Some chemicals are also 
smuggled into Mexico from Canada, Mexican 
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cartels are playing a larger role 
internationally, including in Europe and Asia. 
Spain, the Netherlands, Croatia, Australia, 
Japan, and New Zealand have all reported 
large-scale methamphetamine seizures 
linked to Mexico in recent years, and Mexican 
nationals have been arrested for their 
involvement in methamphetamine 
manufacture in Europe. Mexican nationals 
are also suspected of being active in 
transferring production skills to clandestine 
lab operations in Nigeria, which along with 
South Africa remains one of Africa’s leading 
hubs for methamphetamine production to 
feed both domestic and international 
markets”. 

Goods Piracy: 52 percent of the markets 
dedicated to piracy are located in Mexico 
City and Jalisco. Mexico appears in the IP 
piracy Watch list, together with countries such 
as Bolivia, Colombia, Turkey and Peru, 
which makes it a country subject to 
monitoring due to the risk of IP becoming a 
more urgent matter. Currently, due to the 
poor quality of Mexican pirated products and 
the rise of piracy markets in Asia, a high 
percentage of these products come from 
Hong Kong, China, Vietnam, India, among 
others. For this crime, Mexico is considered 
as a transit country of apocryphal and fake 
merchandise with destination for the United 
States, Central and South America.  Mexico 
ranks as the second largest pharmaceutical 
market in Latin America, developing  
antibiotics, anti-inflammatories & treatments 
for cancer and other illnesses.  

Green Crimes: Totoaba fish are primarily 
destined for mainland China, with Chinese 
mafia involvement, and violence is seen in 
this economy, especially along the upper 
Gulf of California.  Public focus has centered 
on the poaching of the totoaba in the Sea of 
Cortez, where the almost-extinct porpoise 
vaquita marina dies in the gillnets of 
poachers. Significant transshipment of the 
fish contraband takes place through the 
United States. 

Fauna crime is facilitated by corrupt 
authorities. Although traditionally a transit 
hub for wildlife trafficked to the US, Europe, 
China and elsewhere, Mexico is also a source 
and destination country. 

Mexico is a source and transit country for 
regional flora commodities, especially 
between Brazil and the US. Rosewood 
trafficking, controlled by Chinese mafias and 
other groups operating locally and regionally, 
is significant, and dozens of shipments, 
primarily destined for the Chinese furniture 
market, are seized annually across Pacific 
ports and the Yucatán Peninsula.  

Illicitly extracted gold, often transiting Miami 
on small planes, constitutes part of a larger 
illegal mining market in Mexico, Colombia, 
Venezuela, Peru and Guyana for silver, 
copper, coltan, iron, coal, emeralds & 
uranium.  

Mexicali and surrounding areas along the 
border have become a dumping ground for 
all sorts of junk, from old appliances to e-
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waste to discarded tires, some of which 
arrives from the United States 

Human Trafficking: The vast majority of 
foreign victims of forced labor and sex 
trafficking in Mexico are from Central and 
South America, particularly El Salvador, 
Guatemala, Honduras, & Venezuela—with  
victims increasing in recent years; traffickers 
exploited some of these victims along 
Mexico’s southern border. NGOs & the 
media report victims from the Caribbean, 
Eastern Europe, Asia, & Africa have also 
been identified in Mexico, some en route to 
the US. Many child sex tourists are from the 
US, Canada, and Western Europe; 

Human Smuggling: Mexico's human-
smuggling market is the largest and most 
sophisticated in the region, as it is a large 
country and serves as a source and transit 
country, primarily to the US. Although 
increasingly strict US border policies reduced 
demand, COVID-19 lockdowns exacerbated 
poverty, unemployment and violence across 
Central America, increasing irregular 
migration to the US via Mexico, primarily 
from the Northern Triangle countries. 
Smugglers reportedly stopped operating 
along certain border areas at the start of 
COVID-19 but resumed activities using US 
partners. The market's impact remains 
localised along the northern border and in 
cities along the southern border. A key 
smuggling hub in the journeys of Central 
Americans is the region along Mexico’s 
borders with Guatemala and, to a lesser 
extent, Belize. 

Smuggling: The majority of non-domestic 
illicit cigarettes consumed in Mexico 
originated from China. Based on the latest 
available data, around 70% of all non-
domestic illicit cigarettes are typically 
manufactured in China. Other notable origin 
markets for non-domestic illicit cigarettes 
include India and Vietnam. It is understood 
that large volumes of these inflows enter 
Mexico via free trade zones in Panama and 
Belize, both of which perform poorly in 
international benchmarks in terms of illicit 
trade prevention.  

Tax Abuse: Trading partners most 
responsible for vulnerability to tax abuse are  
Japan, South Korea & the United States.  

Organised Crime:  Although cartel 
fragmentation reduced the number of groups 
with large international operations, those 
remaining have networks spanning most of 
the Americas, even stretching into Europe 
and Asia. During Covid times, Cartels have 
made use of drones and sea routes along 
with reactivating old dormant underground 
tunnels to smuggle drugs across borders. 

9.7.2 Risk Factors 3: Other Higher Risk 
Countries: Trade between Mexico & its main 
trading partners provides opportunities, 
including cover for illicit activities, as well as 
(for example) through TBML. The main 
Mexico export partners are the US and China.  

For countries that receive and send 
remittances from and to Mexico See Section 
12 below.   
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Section 10 - Response - 🇲🇽  

In this Section 10, the focus is on Mexico’s 
level of resilience and response.  

10.1 FATF Summary: Mexico is a member of 
the FATF. The previous MER was published in 
October 2008 . The latest country MER  150 151

was published by FATF in January 2018. 
There was a re-rating in 2021  and 2022 . 152 153

According to the FATF 2018 MER: 

• “Mexico has a mature AML/CFT regime, 
with a correspondingly well-developed 
legal and institutional framework. There 
has been a significant improvement in 
some areas of the country’s AML/CFT 
regime compared to that which existed 
when the country was last assessed in 
2008. It is nonetheless confronted with a 
significant risk of money laundering (ML) 
stemming principally from activities most 
often associated with organised crime, 
such as drug trafficking, extortion, 
corruption and tax evasion;  

• Most of the key authorities have a good 
understanding of ML and terrorist 
financing (TF) risks, and there is generally 
good policy cooperation and 
coordination. Mexico finalised its national 
risk assessment (NRA) in June 2016 and 
has since taken some high-level actions to 
mitigate the risks identified in the NRA. 
These actions—although leading to some 
concrete results—have not been 
sufficiently comprehensive nor prioritised 

to have resulted in an appropriate 
allocation of resources at the federal, 
state, and community levels. A national 
strategy is being developed based on the 
NRA findings. The success of these 
measures will depend on their proper 
implementation; 

• The financial sector demonstrates a good 
understanding of the primary ML threats 
from organised crime groups and 
associated criminal activities as well as tax 
crimes, but the recognition of corruption 
as a main threat is uneven. While 
recognising the general threat of 
organised crimes facing Mexico, 
designated non-financial businesses and 
professions’ (DNFBPs) appreciation of the 
ML risks appears limited. Financial 
institutions’ (FIs) and DNFBPs’ 
understanding of more complex ML 
techniques, such as the misuse of legal 
persons, is limited; 

• Financial intelligence and other relevant 
information are made available by the 
financial intelligence unit (FIU) and 
accessed on a regular basis by competent 
authorities. Although the FIU functions 
well and is producing good financial 
intelligence, the volume of financial 
intelligence disseminated to the 
Procuraduría General de la República 
(PGR) is limited in number resulting in a 
low number of financial investigations;  
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• Until relatively recently, the PGR did not 
rank the identification and investigation of 
ML as one of its key priorities.  

• Confiscation of proceeds and 
instrumentalities is not systematically 
pursued as a policy objective, and not 
commensurate with the ML/TF risks. The 
provisional measures available to the 
authorities are not being used properly 
and in timely manner, except for the use 
of FIU’s blocked persons’ list (BPL). 
Suspicious and falsely declared cash is not 
being adequately confiscated;  

• Overall, Mexico has a solid institutional 
and legal framework in place to 
investigate and prosecute TF and impose 
targeted financial sanctions (TFS). The 
authorities have provided FIs with red 
flags to detect potential TF cases, and the 
FIU has conducted some analysis related 
to TF. Nonetheless, Mexico could do more 
to ensure that the relevant authorities are 
better equipped with the right tools in 
terms of training, expertise, and priority 
setting to be able to effectively detect and 
disrupt TF;  

• A serious concern across all sectors is that 
beneficial owners are being identified 
only to a limited extent, systematically 
weighing on entities’ effectiveness in 
assessing and managing ML/TF risks. 
Owing largely to shortcomings in the legal 
framework, FIs seek to identify beneficial 
owners in only limited circumstances (the 
authorities have promulgated 

amendments to regulations which they 
claim will address this gap but these were 
not in effect at the time of the on-site visit). 
Where FIs are required to identify 
beneficial owners (legal persons 
categorised as high risk and natural 
persons), FIs unduly rely on customers’ 
self-declaration to identify beneficial 
owners. For the majority of legal persons 
that are not categorised as high risk, FIs 
need only obtain information on corporate 
customers’ first layer of legal ownership 
without seeking to reach the natural 
persons who ultimately own or control the 
entity. DNFBPs generally believe it is not 
their role to identify beneficial owners;  

• The financial sector supervisors have a 
good understanding of the risks within the 
sectors for which they are responsible, 
and have implemented reasonable risk-
based approaches to AML/CFT 
supervision. Oversight of the DNFBPs is 
less developed and is significantly under- 
resourced. Generally, sanctions have not 
been applied, to date, in an effective, 
proportionate and dissuasive manner;  

• Mexico has a solid legal and institutional 
framework in place to seek and provide 
mutual legal assistance (MLA) and 
extradition. The authorities also frequently 
rely on other forms of international 
cooperation to exchange information with 
other countries. In practice, Mexico has 
decided as a policy matter to strengthen 
and favour other forms of cooperation 
while only pursuing MLA when strictly 
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necessary. It is clear that the use of other 
forms of cooperation is effective, fluid, and 
has produced tangible results with the 
U.S. The provision of MLA by Mexico is 
somewhat limited by the absence of a 
legal basis for certain investigation 
techniques. As regards seeking MLA, the 
authorities are neither proactive nor seem 
to accord a high priority to pursuing MLA 
when the offence has a transnational 
element, and where evidence or assets 
are located abroad which has a negative 
impact on the effectiveness of 
investigations and prosecutions.  

10.2 FATF Ratings: The 2018 FATF MER 
shows that Mexico received the following 
scores for Technical Compliance with 40 
Recommendations: 5 “Compliant” ratings, 19 
“Largely Compliant”, 15 “Partially Compliant”, 
and 1 “Non Compliant”. Based on a simple 
scoring model developed by FCN, Mexico is 
rated at 57% for Technical Compliance. 10 
Core Recommendation results were: R8 
(NPOs) - PC, R10 (CDD) - PC, R12 (PEPs) - PC, 
R13 (CBR) - LC, R14 (MVTS) - LC, R15 (NT) - 
PC, R22 (DNFPBs CDD) - PC, R26 (FI 
Supervision) - LC, R28 (DNFPBs Supervision) - 
PC, R29 (FIU) – C. Taking these core elements, 
FCN scored Mexico at 50%. 

NC rating was for R 23 - DNFBPs: Other 
Measures. PC ratings were for R8 (NPOs), R10 
(CDD), R12 (PEPs), R15 (New Tech), R16 (Wire 
Transfers), R17 (3rd parties), R18 (internal 
controls branches and subsidies), R20 (STRs), 
R22 (DNFPBs CDD), R24  (Transparency & BO 
of Legal Persons), R28 (DNFPBs Supervision), 

R32 (cash couriers), R33 (Statistics), R37 
(MLAs) & R38 (MLAs freezing and 
confiscations). 

Mexico was rerated in 2021. R8, R10, & R15 
were upgraded to LC & R12, R16 & R17 were 
upgraded to C. In 2022, R37 and R38 were 
upgraded to C. 

The current ratings for the 40 

FATF 40 Recommendations - MER 2018 - After 
2021/2 upgrades - FCN Score 66/100  🇲🇽  

FATF 11 Immediate Outcomes MER 2018 - FCN 

score 36/100 🇲🇽  
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Recommendations are: 10 “Compliant” 
ratings, 22 “Largely Compliant”, 7 “Partially 
Compliant”, and 1 “Non-Compliant”.  

On Effectiveness, Mexico received 0 “High”, 4 
“Substantial”, 4 “Moderate”, & 3 “Low.” FCN 
scores Mexico at 36% for these key areas. 
Key IO results were: IO3 (Supervision) - ME, 
IO4 (Preventative Measures) - LE, IO6 (FIU) - 
ME and IO8 (Confiscations) - LE. Taking into 
account these core elements, FCN scores 
Mexico at 17% for effectiveness.  

The countries with the best overall results are 
U.K. and France, followed by Spain, Israel and 
the USA. 

Out of 131 countries rated by FATF through 
11 Immediate Outcomes, just 8 countries 
registered the highest available rating of 
“Highly Effective” (HE). Just 18 HE ratings 
have been achieved in aggregate across 
these 8 countries, and across all 131 
countries. Just 6 HE ratings were reported in 
3 core effectiveness ratings. Mexico did not 
register any HE ratings. 

The FATF 2018 MER provides the following 
feedback and ratings in respect of the 11 
Immediate Outcomes:  

10.1.1 IO1 - Understanding Risk: “The NRA 
process has established a basis for the private 
sector and government agencies to better 
understand Mexico’s ML/TF risks. Where the 
NRA process has addressed or identified 
higher threats and vulnerabilities, a consistent 
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national understanding has emerged. 
Mexico’s officials report that a more 
comprehensive analysis was conducted, 
underpinning the assessment. For example, 
the FIU conducted several FI and VA sectorial 
risk assessments, and there are confidential 
agency-level risk assessments by key federal 
LEAs within their area of expertise (e.g. 
terrorism). In addition, the assessors received 
other documents describing reviews of ML 
risk areas that were produced to demonstrate 
the authorities’ understanding of risk (e.g., in 
the case of corruption).  

Overall, Mexico has attained a good level of 
understanding of its ML risks through a risk 
assessment process that finalised in June 
2016. There is a good understanding of ML 
risks within the FIU, and the financial 
supervisors, but less so within the SAT which 
supervises DNFBPs.  

The Mexican authorities’ main focus, as far as 
TF risks are concerned, is on STRs provided by 
FIs involving high-risk jurisdictions and the 
FIU analysis of its database to identify targets 
(see more under IO.6). For NPOs, in early 
2017, the FIU produced a special NPO 
monitoring program based on a pattern 
provided by the SAT. A process is executed to 
identify the characteristics and the TF risk 
profile and to conduct intensified monitoring 
of its financial and equity transactions. The FIU 
is following and analysing new identified TF 
trends and techniques related to terrorist 
groups (e.g., ISIL, al Qaeda) published by the 
FATF. Authorities’ views reflected a reasonable 
understanding of potential TF risk areas in 

Mexico. Nevertheless, Mexico does not have 
clear policies to identify or designate terrorist 
organisations. Competent authorities were 
not clear on whether some groups operating 
in the region or conflict zones are considered 
terrorist organisations in Mexico. This might 
affect the efforts and distract the focus of 
competent authorities in order to disrupt TF.  

Mexico’s knowledge of ML risks associated to 
drug trafficking, in the context of domestic 
and transnational crime, is particularly well 
developed. As indicated above, corruption 
was not identified as a major threat for ML in 
the NRA, which would not help authorities 
properly prioritise to address it. Nonetheless, 
there is also a growing recognition of 
corruption-related ML risks by the FIU and 
PGR, including the main channels and 
methods to launder proceeds of corruption 
mostly committed in Mexico with layering and 
integration in and outside Mexico as was 
shown in some cases— including grand 
corruption and collusion between organised 
crime and certain state and municipal high 
ranking officials (such as the case of Governor 

Duarte in Veracruz), and the misuse of public 
funds either by ex-governors or other public 
servants. Although authorities are aware that 
corruption of LEAs, in particular at the state 
and municipality levels, is widespread mainly 
due to extortion or infiltrated by the OCGs, 
this was not noted in the report nor 
highlighted as a vulnerability by the various 
authorities met during the mission.  

Overall, the NRA relies on many sources of 
information, but more weight in the analysis 
and understanding of authorities was given to 
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the FIU information. Nevertheless, the analysis 
of the regulatory framework and investigation 
of ML/TF cases was mostly based on 
information provided by supervisory 
authorities, and LEAs and the judicial branch, 
respectively. The approach taken by the 
financial supervisors to assessing risk differs 
slightly from the basis used in preparing the 
NRA (which draws heavily on information 
available to the FIU), but the conclusions are 
broadly similar and consistent. In all cases, the 
risk models adopted by the respective 
supervisors benefit from significant input from 
the FIU, resulting from its analysis of the 
quality and content of the STRs and CTRs that 
have been submitted. With regard to the 
DNFBPs, the NRA’s findings do not appear 
reasonable in rating notaries and 
professionals, who are highly exposed to risks 
associated with misuse of legal persons, as 
low risk. The SAT tends to take a more limited 
view of ML/TF risks than others, and does not 
appear to understand that the nation-wide 
ML/TF risks identified in the NRA might 
impact particularly the DNFBP sectors.  

Mexico also has a good understanding of the 
significant threats it faces from various 
sources (e.g., drug trafficking, organised 
crime, tax evasion, human trafficking, 
extortion, oil theft, and arms trafficking). The 
NRA could also have better anticipated 
emerging ML risks associated with the large 
informal economy. The NRA considers as a 
threat factor the amounts of POC generated 
abroad and laundered in Mexico. However, it 
could detail better the estimate of those 
amounts and the laundering channels. The 

authorities’ understanding of channels used 
to launder POCs committed abroad is also 
limited.” 

Overall, Mexico has achieved a substantial 
level of effectiveness for IO.1.  

10.1.2 IO2 - International Cooperation: 
“Mexico has a solid legal and institutional 
framework in place to seek and provide MLA. 
The authorities also frequently rely on other 
forms of international cooperation to 
exchange information with other countries. 
The staff of the PGR appear to have a high 
level of knowledge and specialisation to 
enable them to effectively cooperate with 
foreign counterparts.  

Mexico has decided as a policy matter to 
strengthen and favour other forms of 
cooperation while only pursuing MLA “when 
strictly necessary.” This strategy has produced 
substantial results with the U.S. The 
effectiveness of MLA is hampered by the lack 
of specific guidelines for prioritising foreign 
requests, and the lack of legal provisions 
governing controlled deliveries and joint 
investigation teams.  

As regards seeking MLA from other countries, 
the PGR is neither proactive nor seem to 
accord a high priority to pursuing MLA when 
the offence has a transnational element and 
evidence or assets are located abroad.  

So far as extradition is concerned, Mexico has 
a robust legal and institutional framework 
based on effective coordination between the 
different authorities involved (the PGR, 
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Ministry of Foreign Affairs, and judicial 
authorities). The only shortcomings relate to 
the delays which sometimes result from the 
appeals process (recurso de amparo), and the 
low number of extradition requests sent to 
other countries in respect of ML, evidencing 
the PGR’s lack of proactiveness in pursuing 
this offence.  

Other forms of international cooperation to 
exchange financial intelligence and 
supervisory, law enforcement, or other 
information for AML/CFT purposes appear to 
be effective, more fluid, and more frequently 
used than MLA, particularly as far as 
cooperation with the U.S. is concerned. Such 
informal cooperation should primarily 
complement and not substitute MLA 
mechanisms”.  

Mexico has achieved a substantial level of 
effectiveness for IO.2.  

10.1.3 IO3 - Supervision: “The financial 
sector supervisors have a good 
understanding of the ML risks within the 
sectors for which they are responsible and 
have developed sound models that allow 
them to differentiate the risks between 
different institutions. The understanding of TF 
risks is less developed.  

With respect to the DNFBPs, the basis for the 
SAT’s appreciation of ML risk, especially 
between different entities in the same sector, 
is more limited. The SAT has no authority to 
monitor DNFBPs for CFT compliance and 

there is no evidence of a substantive 
alternative mechanism being in place. 

Generally, the due diligence procedures 
relating to the licensing and registration of 
financial activities are sound. However, there 
are serious weaknesses in the procedures for 
licensing casinos and there is no requirement 
for lawyers and accountants to be members 
of a professional body that might oversee 
professional and ethical standards.  

The financial sector supervisors have all 
developed a reasonable risk-based approach 
to framing their annual program of on-site 
inspections, and the inspection procedures 
are increasingly becoming risk-based. The 
SAT has undertaken very few inspections, 
relative to the number of entities under its 
remit and there is little evidence to suggest 
that these are genuinely risk-based.  

While the CNBV undertakes consolidated 
AML/CFT supervision of financial groups, it 
has no authority to apply a similar approach 
to “mixed groups,” even where they contain 
multiple FIs, including foreign operations.  

Sanctions, generally, are not being applied in 
an effective, proportionate, and dissuasive 
manner. The extended time taken to finalise 
the sanctions process, following an on-site 
inspection, means that most penalties applied 
up to end-2016 were based on a legal 
framework that has now been amended, and 
which contained low financial penalties. The 
SAT has only been applying the minimum 
possible penalties, as it has not yet developed 
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a methodology for applying differentiated 
fines that will stand up before the courts.  

Generally, there are concerns about the 
resources available to AML/CFT supervision in 
the context of the sectorial and institutional 
risk profiles. The resource constraints are 
especially acute in relation to supervision of 
the DNFBPs.” 

Mexico has achieved a moderate level of 
effectiveness for IO.3. 

10.1.3.1  Regulatory Supervision: Mexico 
scored 0.08 & ranked 82/192 (1 is the best) in 
the reg quality rankings by the World Bank 
(2020) . 154

Mexico was rated “Largely Compliant” for 
R27 (Powers of Supervisors), R35 (Monetary 
Sanctions), R26 (Regulation & Supervision of 
FIs), and “Partially Compliant” for R28 
(Regulation & Supervision of DNFPBs). 

In 2012, Forbes  reported that HSBC 155

Mexico was fined by the 379 million pesos 
(US$28 million at the time) by Mexican 
regulators  for alleged failures in detecting 
and reporting unusual transactions.  

In January 2021, Reuters  reported that 156

Mexico’s antitrust watchdog, Cofece, had 

imposed fines totalling 35 million pesos 
(US$1.75 million) on seven international 
banks and traders for market manipulation 
and collusion in the government bond 
market about a decade ago. "Cofece said 
Barclays, Deutsche Bank, Santander, 
Banamex, Bank of America, BBVA Bancomer 
and JP Morgan as well as 11 traders agreed 
on 142 instances either to sell or buy bonds at 
a certain price or to not trade them at all”. The 
report added that “the multi-year 
investigation is one of the largest into the 
financial market and reflects Mexico’s efforts 
to increase market oversight”. 

According to the FATF 2018 MER, “Remedial 
action taken by the SAT is almost exclusively 
centred on financial penalties, as it has no 
legal authority to impose remedial action 
plans. It does also have the power to 
recommend the revocation of an 
authorisation to conduct certain types of 
business (e.g., notaries and casino 
operations), but it has never used this power”. 
In the period 2014 to 2016, sanctions applied 
following inspection for selected vulnerable 
activities were: 

10.1.4 IO4 - Preventative Measures: “The 
financial sector demonstrates a good 
understanding of the primary ML threats from 
OCGs and associated criminal activities as 
well as tax crimes, but their recognition of 
corruption as a main threat is uneven. While 
recognising the general threat of organised 
crimes facing Mexico, DNFBPs’ appreciation 
of the ML risks in their respective sectors 
appears limited. FIs did not demonstrate 
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sufficient understanding of ML risks 
associated with misuse of legal persons. 
DNFBPs’ (including notaries and 
professionals) understanding of these issues 
is even more limited. Both FIs and DNFBPs 
have a less developed understanding of TF 
risks.  

FIs and DNFBPs, except lawyers and 
accountants, generally have a good 
understanding of their AML/CFT obligations. 
The quality of basic CDD measures and 
record keeping of FIs appears good in 
general, but is negatively impacted by some 
technical deficiencies. FIs and DNFBPs appear 
to be aware of and are complying with their 
obligation to refrain from opening accounts or 
carrying out transactions when CDD required 
under the Mexican legal framework cannot be 
fulfilled. Discussions suggested that lawyers 
and accountants generally have a lower level 
of awareness of their AML/CFT obligations.  

A serious concern across all sectors is that 
beneficial owners are being identified only to 
a limited extent, systematically weighing on 
entities’ effectiveness in assessing and 
managing ML/TF risks. Owing largely to 
shortcomings in the legal framework, FIs seek 
to identify beneficial owners in only limited 
circumstances. Where FIs are required to 
identify beneficial owners (legal persons 
categorised as high risk and natural persons), 
FIs unduly rely on customers’ self-declaration 
to identify beneficial owners. For the majority 
of legal persons that are not categorised as 
high risk, entities only obtain information on 
corporate customers’ first layer legal 

ownership without seeking to reach the 
natural persons who ultimately own or control 
the entity. DNFBPs generally believe it is not 
their role to identify beneficial owners.  

The methodologies for risk categorisation of 
customers applied by core FIs are not robust 
enough to reasonably reflect customer risk 
profiles, as evidenced in that FIs only rate a 
very small portion of domestic PEPs as high 
risk. DNFBPs are not subject to requirements 
to identify (foreign or domestic) PEPs. As a 
result, the risks posed by domestic PEPs are 
being managed only to a limited extent. FIs 
appear to be implementing measures for wire 
transfers, correspondent banking, high-risk 
countries, and TFSs, sometimes beyond the 
legal requirements.  

The quality of transactions reporting to the 
FIU, in particular from banks, has improved in 
the past few years. Brokerage firms and 
insurance firms are also improving, but 
progress is needed in MSBs. The basis of 
reporting obligations of FIs are somewhat 
blurred between suspicious and unusual, 
which may have contributed to cross-sector 
concerns about quality and adequacy of the 
analysis supporting the reports. UTR/STR 
reporting by large firms is not always as 
prompt as it should be. The 24-hour reports 
are being used as a vehicle primarily to report 
matches with various sanctions lists. Reporting 
by DNFBPs is very low, a particular concern 
being that professionals (lawyers and 
accountants) have not filed a single STR in the 
past three years.  
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The framework governing internal controls of 
individual FIs is generally comprehensive and 
being implemented. Though not required, 
financial groups have developed and 
implemented AML/CFT policies at the group 
level to the extent possible under the legal 
framework. In contrast, discussions suggested 
that DNFBPs have much less robust internal 
controls”.  

Mexico has achieved a low level of 
effectiveness for IO.4.  

10.1.4.1  Financial Institutions: In the 2018 
FATF MER, Mexico was rated “Compliant” for 
R9 (FI Secrecy Laws), “Largely Compliant” 
for R11 (Record Keeping), R13 
(Correspondent Banking), R14 (Money or 
Value Transfer Services), and “Partially 
Compliant” for R10 (CDD) and R16 (Wire 
Transfers). 

In respect of the “Partially Compliant”  
rating for R10 in the 2018 FATF MER, this was 
updated to “Largely Compliant” in 2021 

found that: “In its 4th round MER, Mexico was 
rated PC. Deficiencies included a lack of 
comprehensive requirements to identify and 
verify beneficial owners, a narrow application 
of CDD measures to existing customers and 
limited requirements to identify and verify 
occasional customers transacting in national 
currency. Since its MER, Mexico has amended 
legislation to require Retirement Fund 
Administrators (RFAs) to collect information 
preventing anonymous or fictitious accounts, 
required obliged entities to collect 
identification information for occasional 

transactions in Mexican Pesos, prohibited 
simplified CDD where there is suspicion of 
ML/TF and reinforced monitoring, beneficial 
ownership (BO) and reporting requirements. 
Amendments to legislation to strengthen 
enhanced due diligence and BO identification 
requirements for other financial service 
providers (OFSPs) are still pending approval 
by the Mexican Senate and a review of 
requirements for RFAs to obtain information 
on the purpose and nature of the business 
relationship is ongoing. Mexico has 
addressed most of the deficiencies identified 
in its MER and only minor remain”.   

10.1.4.2 Designated Non Financial 
Businesses & Professions (DNFPBs): In the 
2018 FATF MER, Mexico was rated “Partially 
Compliant” for R22 (DNFPB CDD) and R28 
(Regulation of DNFPBs), and “Non-
Compliant” R23 (DNFPBs Other Measures). 

10.1.5 IO5 - Legal Persons & 
Arrangements: “Understanding of the risks 
of misuse of legal persons and arrangements 
for criminal purposes is uneven among the 
authorities, but the PGR, federal police, the 
FIU, and the SAT have a better appreciation of 
these risks than other authorities.  

There are a number of safeguards to prevent 
the misuse of legal persons and 
arrangements, such as the prohibition of 
bearer shares, the involvement of notaries in 
company formation, and exclusive role of FIs 
as fiduciaries. However, they are effective only 
to a limited extent.  
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Competent authorities do not have timely 
access to adequate, accurate, and current 
information on the BO of legal persons.  

The ability to obtain adequate, accurate, and 
current information on the legal ownership of 
companies from the federal registers is 
hindered by several factors:  

• The transfer of ownership of shares in the 
companies is not recorded; and The 
current register system has been in place 
since September 2016, and not all 
companies created before that time have 
been entered in it.  

Competent authorities have timely access to a 
central registry of legal arrangements 
(fideicomisos).  

There are no sanctions applied against legal 
persons who do not comply with the basic 
information requirements, and the 
maintenance of BO information by legal 
persons is not required. However, any act that 
is not registered in the books of the legal 
entity will not have a legal validity.” 

Mexico has achieved a moderate level of 
effectiveness for IO.5.  

10.1.5.1 Beneficial Ownership Registers 
of Legal Persons: In the 2018 FATF MER, 
Mexico was rated as “Largely Compliant” for 
R25 (Transparency & BO of Legal 
Arrangements) and “Partially Compliant” 
with FATF R24 (Transparency & BO of Legal 
Persons).  

 Mexico was rated “Compliant” by the OECD 
Global Tax Forum in 2014 . All sub-157

categories were marked “Compliant”, except 
for B1Access to Information which was rated 
as “Largely Compliant”.  

According to the Tax Justice Network June 
2020 , “Beneficial ownership transparency 158

has become one of the leading tools to tackle 
illicit financial flows related to tax evasion, 
money laundering, corruption and the 
financing of terrorism. It involves identifying 
the “beneficial owners”, who are the 
individuals (natural persons) who ultimately 
own or control the legal vehicles such as 
companies, partnerships, trusts or foundations 
that operate in the economy by opening bank 
accounts, holding real estate, or providing 
goods and services. Without beneficial 
ownership transparency, criminals are able to 
engage in illegal activities by hiding behind 
legal vehicles or nominees. Beneficial 
ownership transparency means revealing who 
is behind an entity”. Some of Mexico’s 
capabilities are highlighted below: 

• Bearer share risks - No  

• Companies effective legal ownership 
registration - Yes 

• Companies legal ownership update - No 

• Companies effective beneficial ownership 
registration - Unknown 

• Jurisdictions with beneficial ownership 
registration laws (regardless of whether or 
not the laws are loophole-free) - No 
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According to the Tax Justice Network, Mexico 
scored 53/100 and ranked 82nd highest from 
141 countries in the Financial Secrecy Index 
2022 , representing 0.41% of of the global 159

market for offshore financial services and a 
global weight scale of 0.01%. Mexico is 
ranked 31/70 on the 2021 Corporate Tax 
Haven Index, with a score of 54/100 with 
0.73% share of global tax havenry in 2021 .  160

The TJN commented that “Latin American 
countries already participating in the 
exchange system (i.e. Argentina, Brazil, Chile, 
Colombia, Costa Rica, Mexico, Panama and 
Uruguay) might consider working towards a 
joint position for tweaking the parameters of 
the system to their needs. For example, 
requiring public statistics could be an 
effective means to increase compliance of 
reporting obligations in major OECD 
controlled financial centres. In addition, the 
artificial legal constraints the OECD places on 
the use of data for criminal corruption and 
money laundering investigations could be 
revisited. The Punta del Este declaration, “a 
call to strengthen action against tax evasion 
and corruption”, signed by participating 
ministers from Latin America in 2018, could 
provide a useful starting point for 
international political coordination towards 
more efficient and ambitious data usage. 
Furthermore, options to achieve fully 
reciprocal information exchanges, including 
with the United States, should be explored, 
including a continent-wide withholding tax on 
non-participating financial institutions” . 161

According to the 2020 Exporting corruption 
report, “There is no central register for 
beneficial ownership information. However, 
different registers are already in place and all 
relevant authorities have access to such 
registers on request. As part of its Open 
Government Partnership National Action Plan, 
the Mexican government committed to move 
forward the Beneficial Ownership Register for 
the extractive industry in order to have a 
general register by 2023. Also, the Ministry of 
Public Affairs reported that in collaboration 
with the Financial Intelligence Unit of the 
Ministry of Finance and Public Credit, it led 
Mexico’s adherence to the Beneficial 
Ownership Transparency Disclosure Principles 
originating from the United Kingdom. The 
Financial Action Task Force has noted the 
difficulty for authorities to access beneficial 
ownership information: “A serious concern 
across all sectors is that beneficial owners are 
being identified only to a limited extent, 
systematically weighing on entities’ 
effectiveness in assessing and managing 
money laundering and terrorist financing 
risks. Owing largely to shortcomings in the 
legal framework, FI’s [Financial Institutions] 
seek to identify beneficial owners in only 
limited circumstances”. 

10.1.6 IO6 - Financial Intelligence: 
“Although Mexico is producing good financial 
intelligence, it does not have a 
comprehensive policy in place to prioritise 
the financial investigation and prosecution of 
ML as a standalone offence. The component 
parts—financial intelligence, investigation, 
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prosecution, conviction, and sanctions—are 
not functioning coherently to properly 
mitigate the ML risks. The number of ML 
convictions and confiscations is low.  

The FIU functions well and produces good 
operational and strategic analyses that 
generally serve the PGR in launching ML, and 
associated predicate crimes investigations. 

The FIU has the resources and skills to collect 
and use a wide variety of intelligence and 
other relevant information to develop analysis 
and produce good intelligence. Several 
competent authorities have direct access to 
the FIU database to support their operational 
needs.  

However, the FIU’s spontaneous 
disseminations to the PGR relating to ML and 
underlying offences are generally low. 
Although the FIU is disseminating different 
types of intelligence of use for recipient 
agencies, the financial intelligence is not often 
appropriately used by the PGR to launch ML/
TF investigations and trace assets.  

The weak cash courier declaration system, the 
weak reporting from DNFBPs, and overall 
shortcomings in the reporting regime, 
combined with the lack of availability of BO 
information impact the FIU’s ability to 
properly analyse and share accurate and 
timely intelligence.  

Overall, Mexico has achieved a moderate 
level of effectiveness for IO.6  

10.1.7 IO7 - ML Investigations & 
Prosecutions: “Until relatively recently, the 

PGR did not rank the investigation of ML as 
one of its key priorities. Most of the PGR’s 
efforts are focussed on strengthening the 
investigation of the threats posed by 
predicate offences perpetrated by OCGs 
(mainly drug trafficking activities) and scant 
attention is paid to ML. 

Two specialised units (Specialised Unit for the 
Investigation of Operations Involving 
Resources of Unlawful Origin and 
Counterfeiting—UEIORPIFAM, and the 
Specialised Unit for Financial Analysis—UEAF) 
have been established to strengthen the 
investigation and prosecution of ML. 
However, there are no standard operating 
procedures describing when a ML 
investigation should be initiated, with the 
consequence that these units very rarely open 
a parallel ML investigation when the 
competent unit initiates an investigation into 
the main predicate offences, such as drug 
trafficking, corruption or organised crime. In 
addition, the processes and criteria 
applicable to the prioritisation of cases 
remain unclear and ML is very rarely 
investigated and prosecuted as a standalone 
offence.  

The conviction rate is extremely low. The 
figures reveal a high degree of ineffectiveness 
in the way in which investigations are initiated 
(investigations opened without sufficient 
reasonable grounds) and in the way in which 
they are conducted (e.g., deficiencies in 
investigation methodology, overly-long 
procedures, lack of internal coordination 
between the different specialised units at 
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federal and state level and lack of expertise). 
With respect to investigation methodology, 
financial information supplied by the FIU is 
underused and special investigation 
techniques are rarely employed, which is 
compounded by the fact that no statutory 
provision is made for controlled deliveries. 

The shortcomings identified in relation to IO.2 
(e.g., the PGR does not often proactively seek 
assistance through international cooperation 
mechanisms when the offence has a 
transnational element) have a negative impact 
on the investigation of ML”.  

Mexico has achieved a low level of 
effectiveness for IO.7  

10.1.8 IO8 - Confiscations: “The POC are 
not effectively confiscated. Mexico does not 
have a defined policy to pursue POC, and 
POC investigations are not part of the overall 
investigative strategy. 

The FIU has endeavoured to improve 
timeliness in the application of provisional 
measures for instrumentalities and proceeds 
subject to confiscation through the BPL 
system. However, this has not resulted in 
improvements in the level of confiscations.  

Technical deficiencies in the cross-border 
declaration system affect the ability to 
effectively target and confiscate falsely 
declared and suspicious cross-border 
movements of currency.  

Lack of resources, capacity, and expertise 
limits the ability to successfully prioritise ML 

and predicated offence investigations and 
trace and confiscation of POCs. The lack of 
complete confiscation statistics makes it 
challenging to assess the extent to which 
Mexico is successfully pursuing confiscation. 
However, the available statistics suggest 
that the number of confiscations is low in 
absolute terms and relative to Mexico’s risk 
profile  

Mexico has a low level of effectiveness for 
IO.8.  

10.1.9 IO9 - TF Investigations & 
Prosecutions: “Mexico has an institutional 
framework in place to investigate and 
prosecute TF, with an ad hoc unit, the UEITA. 
However, the PGR does not have protocols or 
manuals containing guidelines for the clear 
identification and prioritisation of potential TF 
cases. Furthermore, it appears that the 
investigations conducted by the UEITA are 
investigations based on intelligence 
gathering by FIU or the civil intelligence 
agency and never proceed to the next level, 
being the initiation of a criminal investigation.  

The legal framework is lacking in that TF is not 
one of the offences for which legal persons 
may be held criminally liable.  

Mexico has achieved a moderate level of 
effectiveness for IO.9. 

10.1.10 IO10 - TF Preventative Measures & 
Sanctions Investigations: “Mexico only has 
one case to demonstrate effective 
implementation of TFS related to TF or PF. 
However, the private sector demonstrated a 
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clear understanding of its obligations, and FIs 
(less so DNFBPs) appear to be complying with 
these obligations. There is clearly established 
mechanism for implementation of TFS, which 
has been used often by authorities and the 
private sector to freeze assets in cases of ML. 
This combined with the identification of 
several false positives implies the established 
mechanism for implementing TFS is being 
utilised. 

The financial sector supervisors are 
monitoring their respective reporting entities 
for compliance with TFS obligations. However, 
the SAT is not supervising the majority of 
DNFBPs, raising concerns over the potential 
use of the non-financial sector for TF or PF.  

Lack of private sector access to timely and up-
to-date information on the BO of legal entities 
increases the likelihood for potential 
sanctions evasion, including for TF- and PF-
related sanctions.  

The NPO sector is broadly supervised given 
its classification as a DNFBP, though risk-
based, targeted monitoring of the sector has 
yet to be fully implemented. Authorities have 
identified higher risk entities for targeted 
outreach and monitoring through a 2017 risk 
assessment of the sector and are revising 
regulations to fully implement FATF revisions 
related to NPOs”.  

Mexico has achieved a substantial level of 
effectiveness for IO.10. 

10.1.11 IO11 - PF Sanctions 
Investigations: “To date authorities have not 

detected any attempt by an individual or 
entity designated under PF sanctions 
(UNSCRs 1718, 1737, or 2231) to use the 
Mexican financial system, and no funds have 
been identified related to PF.  

Mexico demonstrated a solid understanding 
of the country’s international obligations 
related to countering proliferation and PF 
activity. There is some interagency 
coordination among relevant agencies on 
proliferation and PF, which Mexico 
accomplishes through the CANDESTI Task 
Force on Nuclear Weapons. Its members 
include the Ministry of Foreign Affairs (SRE), 
SHCP, the FIU, SAT’s General Administration of 
Customs, Ministry of Energy, Ministry of 
Economy, and the PGR, among others. The 
Task Force is currently considering the 
proposal of a draft Law on Strategic Trade 
which will, among other reforms, strengthen 
export controls related to dual use goods, and 
expand the range of criminal and 
administrative sanctions related to 
proliferation activity.  

Mexico has achieved a substantial level of 
effectiveness for IO.11.  

10.2 OC Index 2021 Response: According 
to the OC Index 2021, Mexico scores overall 
4.46/10 for resilience, 112/193 countries 
(24/35 countries in Americas) & 3rd of 8 
countries in Central America. 15th of G20 
countries (EU excluded - Spain as observer 
included) with Turkey scoring worst at 
3.54/10, and only Russia 4.04, Saudi Arabia 
4.29, and Indonesia 4.33 scoring lower than 
Mexico. Brazil 5.04, India 5.25, China 5,46, 
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South Africa 5.79, Argentina 6.33, USA 6.58, 
Italy 6.29, Spain 6.63, France 6.83, Canada 
7.25, Japan 7.46, Germany 7.67, UK 7.88 and 
Australia 7.96 all had better scores. All out of 
maximum score of 10. 

An overview by the 2021 OC Index highlights 
some of the key issues that Mexico is 
grappling with:  “A militarised, strong-arm 
approach to tackling organised crime has 
produced mixed results in Mexico. Corruption 
is rife, causing collusion between law 
enforcement, judges and criminals. 
Organised-crime-related violence and 
criminal impunity are at a record high, with 
poor access to legal proceedings, while the 
measures adopted to curb corruption and 
increase transparency lack implementation. 
Nonetheless, access to information regarding 
the legal framework appears strong. The 
government lacks a cohesive security strategy, 
with attempts to address corruption and 
organised crime seen as highly politicised or 
as efforts to embarrass past governments. The 
president is centralising control across 
national institutions and has proposed new, 
technically illegal policies, such as having 
Marines in charge of port customs activities. 

Structural deficiencies in Mexico’s legal 
system hamper its ability to fight organised 
crime. Although the country has ratified a 
range of international treaties and has 
numerous laws pertaining to organised crime, 
these are not well enforced and crippled by 
corruption. However, there is a history of 
strong anti-organised-crime cooperation with 
the US, with mutual extradition agreements 

and information-sharing by intelligence 
agencies. While the president has been 
flexible on issues such as migration with the 
US, there is uncertainty around the approach 
to security and organised crime”. 

“Mexico has a law-enforcement unit and a 
judiciary unit specifically mandated to counter 
organised crime. Nonetheless, corruption, 
inefficiency and lack of case investigation 
weaken the structures for prosecuting 
organised crime. Despite recent judicial 
reform, the country struggles to investigate 
and prosecute most serious crimes. Cases are 
often over-reliant on single eyewitness 
testimonies, allowing prosecutors to 
manipulate results. Tens of thousands are in 
pre-trial or remand imprisonment, suggesting 
a significant judicial deficiency in processing 
cases. Nonetheless, Mexico has made 
financial investments and structural changes 
to improve law-enforcement capacity against 
organised crime, and significant US donations 
aim to improve the country’s security 
apparatus, as well as provide training, 
intelligence and planning. There is, however, 
substantial corruption within the police and, 
to a lesser extent, the military, with both 
accused of human-rights abuses. Public 
confidence is low, except in the Armed 
Forces. When top cartel leaders have been 
apprehended, the ensuing fragmentation has 
led to violence. 

Mexico’s proximity to the US also makes it a 
major transit point for illegal drugs and a hub 
for activities such as human smuggling and 
arms trafficking, which thrive despite bilateral 
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law-enforcement efforts. Large swathes of 
territory and ports are controlled by organised 
groups who operate above, or as, the law, 
acting as parallel or replacement powers. The 
president's National Guard, created to 
increase national security and tackle 
organised crime, is more focused on policing 
irregular migrants”. 

“Although some mechanisms exist to help 
victims exit slavery, more is needed to 
improve victim-support frameworks. Witness-
protection programmes are also weak. 
Resources have been dedicated to reducing 
drug demand and improving treatment 
programmes, but efforts to deter youth from 
engaging in organised crime lack substance. 
Some community engagement efforts have 
proved successful, especially in tourist 
centres, but areas where drug cultivation is a 
traditional livelihood have yet to be 
addressed. 

Civil-society protection remains weak and, 
due to a lack of government support, no real 
efforts exist to promote a strong, independent 
democracy with independent media, 
respected NGOs and effective peaceful 
public protest. Hundreds of active non-profit 
organisations were hit by the corruption 
crusade of the president, which froze federal 
funding on accusations of corruption and 
abuse. The media are seen as a threat and 
maligned by the administration, green-
lighting long-standing violence against the 
media and making Mexico one of the 
deadliest countries for journalists. Civil-society 
leaders are regularly threatened and 

journalists covering sensitive stories are 
threatened, abducted, flee abroad or are 
gunned down in cold blood”. 

10.3 Statistics: Mexico is rated “Partially 
Compliant” for R33 (Statistics) according to 
the FATF 2018 MER. Important statistics are 
included below from the FATF 2018 MER and 
elsewhere. The factors underlying the 
“Partially Compliant” finding includes:  

• “Mexico does not ensure consistency of 
statistics between institutions. ML 
investigations, prosecutions, convicted 
persons, and sanctions are available at a 
federal level, but not at a state level;  

• The country does not collect information 
on amounts or property confiscated or 
forfeited at subnational level and in 
relation to main predicate offences;  and 

• The country does not have a case-
management system that enables to 
process requests and monitor them 
regularly”.  

10.3.1 Law Enforcement: According to the 
2021 OC Index, “Mexico is at high risk for 
money laundering and terrorist financing. 
Although a law exists, money laundering is 
not proactively investigated or prosecuted, 
particularly in transnational cases, resulting in 
low conviction rates. Mexico’s Financial 
Investigations Prosecutor has spearheaded 
investigations into money laundering, 
corruption and the misuse of funds, but some 
investigations were politically motivated. 
Organised crime boosts money laundering 
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while corruption undermines law-
enforcement capacity. With businesses 
targeted for extortion and kidnapping, 
corruption is a significant risk for companies, 
making it difficult to attract foreign investors. 
The government has attempted to reassure 
investors, but has not yet instilled 
confidence”. 

Mexico was rated “Largely Compliant” for 
R30 (Responsibilities of law enforcement and 
investigative authorities) and R31 (Law 
Enforcement Responsibilities & Powers) in the 
FATF 2018 MER. Mexico was also rated 
“Largely Compliant” for R39 (Extradition) 
and R40 (Other Forms of International 
Cooperation), and “Partially Compliant” for 
R37 (Mutual Legal Assistance -MLA), R38 
(MLA, Freezing & Confiscation). 

10.3.2 Law Enforcement (1) Investigations 
& Prosecutions: According to the FATF 2018 
MER, “Until relatively recently, the PGR did not 
rank the identification and investigation of ML 
as one of its key priorities. ML is not 
investigated and prosecuted in a proactive 
and systematic fashion, but rather on a 
reactive, case-by-case basis, notwithstanding 
the fact that some high-profile investigations 
have recently been conducted. In view of the 
serious threats posed by the main predicate 
offences (e.g., organised crime or drug 
trafficking), the competent authorities seem to 
accord far more priority to the investigation of 
such offences than to ML. Consequently, the 
number of prosecutions and convictions for 
ML are very low. Significant shortcomings 
were found in the way in which ML cases are 
investigated. Specifically, only very rarely are 
parallel financial investigations conducted 
and ML is seldom prosecuted as standalone 
offence. The level of corruption affecting law 
enforcement agencies (LEAs), in particular at 
the state level, undermines their capacity to 
investigate and prosecute serious offences”.  

“Mexico has created an institutional and legal 
framework to investigate ML and predicate 
offences. However, in view of the serious 
threat posed by the main predicate offences, 
the competent authorities accord far more 
priority to the investigation of predicate 
offences and scant attention is paid to ML. 
Two specialised units have been established 
within the PGR to undertake ML investigations 
at the federal level, but do not have an 
equivalent at the state level. In addition, at the 

Relevant Bodies in relation to ML/TF in Mexico

The Ministry of Finance and Public Credit (SHCP) 

Banking, Securities, and Savings Unit (Unidad de Banca, Valores y Ahorro)

Insurance Pensions and Social Security Unit (Unidad de Seguros Pensiones y 
Seguridad Social)

Development Banking Unit (Unidad de Banca de Desarrollo)

National Banking and Securities Commission (Comisión Nacional Bancaria y de 
Valores— CNBV) 

National Insurance and Sureties Commission (CNSF). 

National Retirement Savings System Commission (CONSAR) 

FIU (Unidad de Inteligencia Financiera—FIU) 

The Ministry of Foreign Affairs (Secretaría de Relaciones Exteriores) 

Law Enforcement and Operational Bodies 

The Attorney General’s Office (PGR) 

The Federal Police 

Federal Ministerial Police (Policía Federal Ministerial) 

The General Customs Administration (Administración General de Aduanas) 

The Public Sector Assets Management and Disposal Service (SAE) 

Other Financial Sector Bodies

Banco de México (Bank of Mexico) 

Financial sector and DNFBPs 

Sources: Mexico FATF 2018 MER 
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federal level, other units are not precluded 
from conducting investigations into ML 
deriving from predicate offences. The 
multiplicity of units responsible for the 
investigation of ML gives rise to difficulties in 
terms of coordination, and in ensuring proper 
sharing of evidence and information. In light 
of the extremely low results achieved in terms 
of number of investigations initiated, 
prosecutions brought, and convictions 
secured, the financial and human resources 
(including specialised training) allocated to 
these units do not appear to be sufficient. The 
significant levels of corruption affecting LEAs, 
in particular at the state level, undermines 
their capacity to investigate and prosecute 
serious offences. 

The low conviction rate also points to a low 
degree of effectiveness in the way in which 
investigations are initiated (e.g., investigations 
opened without sufficient reasonable 
grounds) and conducted (e.g., deficiencies in 
investigation methodology or in the financial 
investigation, overly long procedures, and 
lack of internal coordination at the federal and 
state level). Finally, very rarely is a parallel ML 
investigation conducted when the competent 
unit initiates an investigation into the main 
predicate offences”.  

10.3.2.1 Human Trafficking Cases: 
According to the US Trafficking in Persons 
Report 2022,  “Authorities initiated at least 35 
federal investigations and 621 state 
investigations in 2021, compared with 55 
federal investigations and 550 state 
investigations in 2020, and 133 federal 
investigations and at least 544 state 
investigations in 2019. Federal investigations 
included 23 sex trafficking cases, five labor 
trafficking cases, and seven cases involving 
unspecified exploitation. Federal authorities 
initiated prosecution of 31 suspected 
traffickers and continued 45 prosecutions 
opened in previous years for a total of 76 
federal prosecutions in 2021. In comparison, 
authorities initiated prosecutions of 40 
suspects and continued prosecutions of 35 
suspects in 2020. The government reported 
state-level prosecutions in 22 states for a total 
of 95 suspects prosecuted. In comparison, the 
government reported state-level prosecutions 
in 14 states for a total of 51 suspects 
prosecuted in 2020. Although federal 
authorities did not issue any convictions in 
2021, state authorities convicted 75 
traffickers, including 65 sex traffickers and 10 
labor traffickers, two of whom forced children 

Page  of 111 140



to transport illicit substances. This was an 
overall increase from 49 traffickers convicted 
in 2020 and 29 traffickers convicted in 2019”.  

10.3.2.2 Foreign Corruption 
Investigations: According to the 2020 
Exporting Corruption report, “In the period 
2016-2019, Mexico opened three 
investigations, commenced no cases and 
concluded no cases. There is little information 
publicly available about the investigations, 
other than that they concerned events that 
took place in Spain and Guatemala. One of 
the investigations is still ongoing.  

According to the OECD Enforcement of 
Foreign Bribery Convention 2020 , the 162

Mexican authorities did not sanction any 
individuals or legal persons during the 
period 1999-2020.  

“In other jurisdictions, the construction 
company CEMEX has been under 
investigation by the US Department of Justice 
since 2016, for alleged irregularities 
reportedly committed by its employees in 
connection with the construction of a cement 
plant in Colombia. Internal investigations 
uncovered payments of more than US$20 
million to a non-governmental third party in 
the process of acquiring lands, mining rights 
and the benefits of a tax-free zone. There is no 
public information about whether an 
investigation has been initiated in Mexico in 
connection with CEMEX. According to an El 
Mundo article, in 2018 Mexican justice 
officials began investigating suspicions that 
Grupo México, a mining company, may have 

paid bribes in Spain in connection with the 
award of a 30-year concession for the 
exploitation of the Aznalcóllar mine in 
Andalucía”. 

10.3.3 Law Enforcement (2) Confiscations: 
According the FATF 2018 MER, “Confiscation 
of proceeds and instrumentalities is not 
systematically pursued as a policy objective, 
and not commensurate with the ML/TF risks. 
The provisional measures available to the 
authorities are not being used properly and in 
timely manner, except for the use of FIU’s 
blocked persons’ list (BPL). Suspicious and 
falsely declared cash is not being adequately 
confiscated”.  

“Proceeds and instrumentalities of crime are 
rarely confiscated, and are not pursued as a 
policy objective. The FIU has endeavoured to 
improve the timeliness of the application of 
provisional measures on the proceeds and 
instrumentalities that are subject to 
confiscation through the BPL system. 
Technical deficiencies in the cross-border 
declaration system impair the ability to 
effectively target and confiscate falsely 
declared cross-border movements of 
currency. The number of confiscations is very 
low given Mexico’s risk profile”.   

At the time of the FATF 2018 MER, it was 
reported that “The PGR has seized US$1.3 
billion, pursuant to 119 ML investigations. 
However, there has been only US$934 
965.40 confiscated in relation to ML so far”. 
The information provided in the MER 
documented the following statistics of 
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seizures for predicate offences and ML 
offence investigations:  

 “Several PGR units seized approximately 
40,000 physical assets (e.g., aircraft, real 
estate, vehicles) and only has confiscated 2 
473 number of assets (as per table below). 
However, no information was provided related 
to the value of those confiscations. From the 
data provided, it is pretty clear that the 
number of confiscations is very low when one 
compare with the seized assets. From US$ 
1.35 billion of assets seized, only 
approximately USD 14.5 million have been 
finally deprived. In addition, no assessment 
can be made on which types of crimes the 
authorities are focusing in order to secure 
confiscations”.  

“The number of confiscations mostly related 
to drug trafficking (forfeiture), other offences 
against health (confiscations and 
abandonment), and ML (confiscations). It is to 
note that in the case of corruption and tax 
evasion the results have been very limited”.  

The overall summary indicates for 4 years 
between 2014-2016 the following:  

Page  of 113 140



• Total assets seized of US$1.33 billion with 
US$ 935K seized, though US$7.95 million 
recovered including through 
abandonments which is 0.61% of overall 
assets seized.  This amounts to US$333 
million a year on average seized, and US$2 
million recovered. 

• Made up of cash US$182 million, real 
estate US$15.7 million, vehicles - 
US$1.08 billion & others US$55 million. 

• US$175 million frozen in FIs, representing 
2000 bank accounts related to drugs, 
corruption, OCGs, and tax crimes - of this 
US$63 million seized, though no  
information if, or to what extent, any 
recovered. 

• Seizures from predicate offence is US$71.7 
million, with confiscation of US$102K. 

10.3.4 Law Enforcement (3) Requests: 
According to the FATF 2018 MER, “between 
2010 and 2016, Mexico received 1,236 MLA 
requests in respect of various offences, of 
which 155 had a ML component. As of 
January 2017, 214 MLA requests were in the 
course of being executed, of which 38 were 
associated with ML. The remaining 1022 
requests had been implemented”.   

“Statistics on Mexican MLA requests for the 
period between 2010 and 2015 reveal that 
the number of outgoing requests relating to 
ML is low, particularly compared to the total 
number of MLA requests sent for other 
offences (see below). The figures also show 
that, over the same period, outgoing ML-

related requests decreased by almost 50 
percent. The Mexican authorities explained 
that this decrease reflects the implementation 
of their policy to not use MLA unless strictly 
necessary and the success they have had in 
obtaining some information mainly from the 
US through other forms of cooperation. This 
policy is being pursued primarily with the 
U.S., Mexico’s main partner for international 
cooperation, as other countries may require 
cooperation through MLA”.  

“As regards extradition, between 2010 and 
2015, Mexico made seven requests related to 
ML, only one of which was granted. This again 
confirms the Mexican authorities’ inordinate 
focus on serious offences other than ML, 
something which is also borne out when we 
compare the total number of extradition 
requests received by Mexico in relation to ML 
over the same period (64). Of the total 
number of persons surrendered to Mexico 
(120), the vast majority were extradited by the 
U.S. (87), which also confirms that Mexican 
international cooperation is very focused on 
the U.S. and does not extend to other 
countries with strong connections including 
criminality related to Mexico”.  

10.3.5 Law & Order: According to available 
information , “In 2021, the economic impact 163

of violence in Mexico was estimated to be 4.9 
trillion pesos (US$243 billion), equivalent to 
20.8% of Mexico’s GDP. The economic impact 
of violence in Mexico improved for the 
second year in a row in 2021, decreasing by 
2.7% or 137 billion pesos from the previous 
year driven by decreases in crime such as 
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homicides, kidnappings and robbery 
underpinned the improvement in the 
economic impact. 

Government expenditure on containing and 
dealing with violence accounted for 12.8% of 
Mexico’s economic impact of violence in 
2021, or 633.1 billion pesos (US$31 billion). 
Violence containment spending is comprised 
of the government expenditures on domestic 
security, the military and the justice system”. 

“The Government expenditure on the military, 
judicial system and public order and safety in 
2021 has increased by 78.5% since 2007, 
though the size of the increase has differed 
for each category. Military expenditure 
increased by 127% since 2007 to reach nearly 
167 billion pesos (US$8.3 billion) in 2021, 
the highest level of expenditure on record. In 
the same period, spending on domestic 
security and the judicial system has risen by 
18.4% and 56.2% respectively”.  

“These differences suggest that Mexico is 
increasingly leaning towards a military 
solution to its internal security problem, 
particularly with the creation of the National 
Guard which combines personnel from the 
army police, the naval police and the federal 

police. In four of the last five years the 
government has cut funding for domestic 
security and the justice system, while 
expenditure on the military has decreased 
only once in the last five years, accounting for 
inflation”.  

“Mexico spends less on security, justice and 
public order, and domestic safety than 
regional and international averages. Mexico’s 
expenditure on the military is equivalent to 
0.6% of its GDP, well under the global 
average. Similarly, Mexican public spending 
on justice and domestic security are well 
below regional and international levels. 
Mexico spent 0.63% of its GDP on the justice 
system and domestic security in 2021, less 
than half of the OECD average. A similar 
trend emerges when Mexican spending on 
justice and domestic security is compared 
with other Latin American and Caribbean 
countries. Considering the country’s high 
levels of violence, considerable gains could 
be made by increasing funding to match the 
OECD average”. 

"In 2021 military spending in Central America 
and the Caribbean totalled $11.0 billion, 
which is a 2.5 per cent decrease compared 
with 2020, but a 58 per cent increase 
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compared with 2012. The use of military 
forces to combat criminal activity remains the 
subregion’s main driver of military spending. 
Mexico’s military expenditure dropped by 3.4 
per cent in 2021, to $8.7 billion. 
Nevertheless, spending on the National 
Guard—a  police force created to fight 
organised crime—increased by 35 per cent 
compared with 2020 and accounted for 16% 
of the total military budget in 2021” . 164

The USA's spending on law and order is 
2.02%, Italy at 1.81%, UK at 1.8%,  Australia at 
1.75% & Japan at 1.24% (all 2016). 

The World Economic Forum’s Global 
Competitiveness Index 2019 , under 84 165

Pillar 1 Institutions, scores Mexico for “police 
service reliability” at 24.7 and ranked globally 
at 139/141 (in all cases higher scores are 
better).  

Mexico is a member of Interpol. 

10.3.6 Prisons: Mexico’s incarceration rate is 
228,254  with an incidence rate of 173 per 166

100,000 people in prison (2022). According 
to the 2021 OC Index “Tens of thousands are 
in pre-trial or remand imprisonment, 
suggesting a significant judicial deficiency in 
processing cases”. This can be compared to 
the US rate of 629, Canada 104 & Honduras 
206. 

10.4.1 Financial Intelligence Unit (FIU): 
According to the FATF 2018 MER, “The SHCP 
[The Ministry of Finance and Public Credit] 
houses the FIU, which is a department that 
depends on the Minister of Finance and 

Public Credit. The Unidad de Inteligencia 
Financiera (UIF) is Mexico’s FIU. It is an 
administrative agency part of the SHCP. It is 
the national central authority for the 
reception, analysis, and dissemination of 
financial information relating to ML/TF cases”.  
The UIF was established in January 1998.   

“The FIU has the resources and skills to collect 
and use a wide variety of intelligence and 
other relevant information to develop analysis 
and produce good intelligence. Several 
competent authorities have direct access to 
the FIU database which enhances their ability 
to use financial intelligence in a timely 
manner, in line with their own operational 
needs, without having to wait for 
disseminations from the FIU. However 
financial intelligence does not often lead to 
launching ML investigations. The FIU’s 
spontaneous disseminations to the PGR 
related to ML and underlying offences are 
generally low. Several other elements affect 
the launch of ML investigations and the 
identification and tracking of assets by the 
PGR notably: (i) the lack of reporting by 
DNFBPs, delays in the FIU’s disseminations, 
and deficiencies related to the cash couriers' 
regime; and (ii) the lack of BO information, at 
the federal and state levels, that impairs the 
FIU's capacity to identify specific targets and 
assets, and (iii) the lack of skills of the PGR 
and LEAs”.  

“The FIU budget has in general an adequate 
budget that tripled from 2010 (MXN 69.6 
million - US$3.5 million) to 2016 (MXN 185 
million - US$9.2 million). While half of the 
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budget is allocated for salaries, the remainder 
covers several other costs (e.g., premises, IT 
infrastructure). The number of employees also 
increased from 138 to 164 in 2015, with a 
decrease to 146 in 2016. From 2010 until 
2016, the FIU received subsidies from the U.S. 
government to upgrade the IT infrastructure”.  

With 230K Unusual Reports (equivalent to 
SARs) filed in 2021, that makes a ratio of FTE 
to SARs of 1:1,575. 

Mexico was rated as “Compliant” under R29 
FIU in the FATF 2018 MER and rated 
“Moderate” for IO6 Financial Intelligence. 
Mexico was also rated as “Largely 
Compliant” for R34 (Guidance & Feedback) 
in the FATF 2018 MER. In November 2021 
Reuters  reported that the head of Mexico’s 167

FIU, Santiago Nieto, was replaced after large 
amounts of cash were found in the 
possession of guests on the way to his 
wedding in Guatemala.  

According to the Mexico FIU Annual Report 
(January to December) 2021, from 2004 to 
December 2021, the FIU has received 
274,086,924 reports and notices. In 2021, a 
total of 31,125,640 reports and notices were 
received. During 2021, 7,267,333 notices of 
vulnerable activities have been received. 

Numbers of “Unusual Transactions” which are 
equivalent to SAR/STRs rose from 167,295 
in 2015 to 376,375 in 2020, & 230,040 in 
2021 with a high in 2019 of 590,682. 

Numbers of “Relevant Operations”  were 
9,770,884 in 2021, which includes  
transactions equal or greater than US$7,500 
whether in cash, traveler's checks or 
platinum, gold and silver coins, reported by 
FIs and DNFBPs, but for Money Transmitters 
and Exchange Centres the amount US$5,000. 

International transfers of more than US$1,000 
are also reported with more than 8,068,379 
in 2021. 

Reporting of US$ cash transactions (500 or 
1,000 for money exchanges) were also 
reported with 5,353,397 reports received in 
2021. 

These reports are used by Mexican LEAs and 
by the FIU to support and, in some cases, 
commence investigations, though the 
number of ML cases prosecuted in 2016 were 
only 43, with only 6 convictions. 

Of additional note is that the Mexican FIU 
and FinCEN in the US share SAR and other 
relevant information on an annual basis, or as 
needed. This is mostly related to cross-border 
transactions between the two countries that 
enrich their databases and trigger more 
cases.  
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Mexico FIU - Number of reports and notices 2015-2021 🇲🇽

Year Cashier's 
Checks 

Total 
Amounts

Vulnerable 
activities

International 
Transfers

Cash 
Dollars

Concerning 
Internal 

Operations
Unusual 

Operations
Relevant 

operations Total

2015 506,293 10,870 5,765,503 6,519,898 4,434,018 318 167,295 5,997,2019 23,381,404

2016 507,754 10,832 4,004,406 6,986,680 4,579,922 256 213,330 5,748,163 22,051,343

2017 506,477 10,462 4,906,712 6,767,555 4,396,898 507 223,226 6,269,598 23,081,435

2018 523,197 9,798 4,965,515 6,874,659 4,855,898 859 318,802 9,533,828 27,082,556

2019 504,541 9,710 6,182,312 7,299,555 4,795,541 582 590,682 9,836,252 29,219,175

2020 380,932 9,020 5,267,245 6,961,435 4,084,548 466 376,375 8,153,528 25,233,549

2021 427,608 7,468 7,267,333 8,068,379 5,353,397 531 230,040 9,770,884 31,125,640

Mexico FIU - Notices received by type of Vulnerable Activity 2015-2021 🇲🇽

YEAR 2015 2016 2017 2018 2019 2020 2021 Total

PERSONAL RIGHTS OF USE OR 
ENJOYMENT OF REAL ESTATE 192,663 190,178 254,894 239,142 354,575 343,813 264,548 1,839,813

REAL ESTATE DEVELOPMENT - - 2,656 3,366 7,779 11,353 9,822 34,976

PUBLIC FAITH 117,688 239,628 278,761 59,043 64,352 57,879 59,781 877,132

GAMES WITH BET, CONTESTS OR 
SWEEPSTAKES 110,248 275,483 265,236 306,961 350,165 142,465 125,220 1,575,778

METALS AND PRECIOUS STONES, JEWELS 
OR WATCHES 3,172 2,728 5,312 3,060 4,895 4,955 3,282 27,404

PURSE AND CERTIFICATES OF RETURNS 
OR REWARDS 513 5,335 2,686 2,795 2,900 1,233 1,054 16,516

MUTUAL, LOANS OR CREDITS 158,068 337,918 523,234 343,018 446,654 506,651 515,448 2,830,991

ARTWORKS 226 246 262 251 423 300 277 1,985

OPERATIONS WITH VIRTUAL ASSETS - - - - - 1,554 4,199 5,753

RECEPTION OF DONATIONS 10,002 12,377 14,295 14,477 20,628 20,950 17,835 110,564

ARMOUR SERVICES 2,073 1,108 1,666 1,853 2,433 2,646 1,726 13,505

FOREIGN TRADE SERVICES 3,181,740 786,868 1,026,714 935,800 913,689 725,276 908,633 8,478,720

PROFESSIONAL SERVICES 32,573 66,081 59,924 77,603 209,773 252,252 173,355 871,561

PUBLIC SERVERS 13 230 787 235 283 219 204 1,971

SERVICE OR CREDIT CARDS 353,317 574,577 646,868 891,419 1,421,283 999,058 1,232,832 6,119,354

PREPAID CARDS, VOUCHERS & COUPONS 135,950 232,710 149,779 262,164 368,511 370,307 412,376 1,931,797

TRANSFER OF RIGHTS OVER REAL ESTATE 86,889 84,179 106,223 110,451 134,731 126,894 121,077 770,444

TRANSFER OR CUSTODY OF MONEY OR 
VALUES 62,652 170,026 270,951 356,846 431,702 339,735 2,218,816 3,850,728

AIR, SEA LAND VEHICLES 1,317,716 1,024,734 1,296,464 1,357,031 1,447,536 1,359,705 1,196,848 9,000,034

Total 5,765,503 4,004,406 4,906,712 4,964,515 6,182,312 5,267,245 7,267,333 38,359,028
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According to the FATF 2018 MER, “The 
quality of transactions reporting to the FIU, in 
particular from banks, has improved in the 
past few years. Brokerage firms and insurance 
firms are also improving, but progress is 
needed in MSBs. The basis of reporting 
obligations of FIs are somewhat blurred 
between suspicious and unusual, which may 
have contributed to cross-sector concerns 
about quality and adequacy of the analysis 
supporting the reports. UTR/STR reporting by 
large firms is not always as prompt as it 
should be. The 24-hour reports are being 
used as a vehicle primarily to report matches 
with various sanctions lists. Reporting by 
DNFBPs is very low, a particular concern 
being that professionals (lawyers and 
accountants) have not filed a single STR in the 
past three years.” 

10.4.2 Administrative blocking / freezing 
accounts: “In December 2014, the FIU 
initiated the administrative freezing/blocking 
of accounts held by FIs of listed persons (i.e., 
the BPL), who have been identified by 
competent authorities for suspicion of TF, ML 
or related offences. The BPL is designed to be 
a temporary measure to prevent capital flight 
and allow sufficient time for the application of 
provisional measures by the PGR. Although 
freezing actions are periodically challenged, 
assets typically remain frozen while the 
investigations are ongoing. The regular use of 
such measures which is focused mainly on 
bank accounts may tip-off the listed persons 
and lead to the liquidation and flight of other 
potential illegal assets as the PGR does not 
appear to be proactively pursuing following 

the FIU freezing actions.  According to the 
FIU, some 2,056 accounts at FIs have been 
frozen, of which 2,020 were bank accounts. 
Thus far, the designations on the BLP have 
mostly been related to drug trafficking, 
corruption, OCG and tax crimes”.  
At the time, “1 447 natural and legal persons 
have been designated and approximately 
USD 175 million has been frozen. The FIU 
has sent to the PGR 166 requests for 
prosecution after blocking accounts over last 
three years and the PGR has pursued only 
four prosecutions. The FIU has also worked 
with the U.S. OFAC that resulted in the listing 
of 98 persons”.  

The FIU’s 2021 Annual Report explained that 
“The List of Blocked Persons is a 
precautionary measure of a confidential 
nature, whose purpose is to prevent and 
detect acts, omissions or operations that 
could favor, provide aid, assistance or 
cooperation of any kind for the commission of 
the crimes provided for in the articles referred 
to in section I of article 115 of the Credit 
Institutions Law, applicable to the financial 
sector so that when the inclusion of persons is 
reported, credit institutions must immediately 
suspend the performance of acts, operations 
or services of their clients or users, to 
safeguard the Mexican financial system.  

During 2021, 105 blocking agreements were 
issued in which there are 1,515 subjects. The 
highest number of agreements was recorded 
in 2019 with 184, while in 2020 the highest 
number of blocked subjects is found. The 
Financial Intelligence Unit has included 8,493 
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subjects, both natural and legal persons, on 
the List of Blocked Persons. Of the total, 
1,734 have been removed from the list. 
Currently there are 6,759 subjects in LPB”. 

“Currently 39,583 accounts are blocked. With 
the aggregate data for December, the largest 
number of blocked accounts is in 2020. As a 
result of the incorporation of subjects to the 
LPB, during 2021,  $1 5́83,936,933 were 
blocked. The amounts can be modified in 
accordance with the releases derived from the 
filing of amparo lawsuits and/or a hearing 
guarantee. The amounts are equivalent in 
National Currency with the average Banxico 
Exchange Rate”. 

“An “amparo” is the constitutional mechanism 
by which individuals in Mexico are able to 
defend themselves against resolutions, laws, 
or acts of an authority that affect their human 
rights and constitutional guarantees. The 
Mexican amparo constitutes an effective 
mean of judicial protection and is filed before 
the Courts of the Federation, conformed by 
District Courts, Circuit Courts, and the 
Supreme Court of Justice of the Nation. The 
Amparo Law, which is based on Articles 103 
and 107 of the Mexican Constitution, foresees 
the procedures through which the individuals 
should request the amparo. For delisting 
purposes, the amparo should be filed before 
a District Court on Administrative Matters 
(Juzgados de Distrito en Materia 
Administrativa). In this sense, Mexican 
legislation encourages legal certainty for 
individuals by granting them a judicial 
procedure to review their case”.  

10.5.1  Drug Seizures: According to media 
reports  in July 2022, ”Agents at the U.S.-168

Mexico border are using new technology to 
scan trucks for fentanyl as fentanyl-laced pills 
seized by law enforcement surged nearly 50-
fold between 2018 and 2021”. Mexico’s army 
and National Guard reportedly seized over a 
half-ton of fentanyl at a warehouse in the 
northern city of Culiacan, estimating the 
fentanyl had an illicit value of around $230 
million. 

"With the exception of the rapidly declining 
marijuana traffic, the overwhelming majority 
of border drug seizures happen at ports of 
entry, and not in the areas between where 
Border Patrol operates and walls get built. 
Drugs are most often smuggled in vehicles 
and amid cargo. Even a significant portion of 
Border Patrol’s seizures happen at vehicle 
checkpoints, and not out in the field. Reduced 
traffic at ports of entry during the pandemic—
non-citizens were barred from entry for “non-
essential” purposes between March 2020 and 
November 2021—may have helped CBP seize 
more drugs”  169

2021 BORDER DRUG SEIZURES OVERVIEW - seizures during the 2021 
fiscal year, which ended on September 30
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10.6.1 Public Private Partnerships: Mexico 
does not appear to have any PPPs or FISPs in 
place for AML/CFT sharing.  

10.6.2 Other Sharing Agreements: 
According to the FATF 2018 MER, there is 
domestic sharing between the FIU and other 
domestic and foreign agencies such as “the 
SAT, Ministry of Defence, the civil intelligence 
agency, Ministry of Marine in Mexico, and the 
U.S. Office of Foreign Assets Control (OFAC), 
U.S. Drug Enforcement Agency—DEA, U.S. 
Immigration and Customs Enforcement—ICE)”. 

 “Mexico has signed a number of bilateral 
agreements with the U.S. in the areas of ML 
(Grupo de Investigación “Gold”) and drug 
trafficking (Grupo Bilateral de Alto Nivel sobre 
Politica de Drogas). In addition, Mexico 
actively participates in a number of informal 
cooperation mechanisms with the U.S. In 
particular, the DGPI/PGR officials hold 
meetings with their Department of Justice 
counterparts at least every two months in 
order to discuss and monitor international 
cooperation matters (extraditions, MLA and 
the location of fugitives). This informal 
cooperation encompasses various fronts, from 
strategic level sharing on trends in money 
flows to the rapid exchange of detailed 
information to detect and dismantle financial 
networks that support criminal organisation’s 
on both sides of the border”.  

“In Mexico’s banking supervision, the law 
foresees exchange of information, including 
confidential information, between the SHCP, 
Banco de México, the CONSAR, the Institute 
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for the Protection of Bank Savings, the 
National Commission for the Protection of 
Financial Service Users and the CNBV. Where 
appropriate, the authorities have entered into 
MOUs in order to facilitate exchanges”.  

“Financial supervisors’ annual inspections 
programs are strengthened thanks to the 
cooperation between the CNBV and the FIU, 
and the PGR. In this regard, the information 
collected by the FIU is relevant for supervisors 
in order to prepare for an inspection. In 
particular, the FIU shares a feedback report 
which facilitates planning the issues that are 
to be discussed during inspections. Once 
they are completed, the FIU is informed about 
the outcomes of the inspections”.  

10.7 Other Indices: A number of important 
sources identify both indirect and direct 
indicators that contribute to an assessment of 
response to the financial crime threats 
Mexico faces, which include the following: 

10.7.1 Freedom: In Freedom House’s, 
Freedom in the World Index, Mexico scored 
60/100 in 2022, & is rated as “partly free”.   170

According to the 2021 OC Index “Mexico, [is] 
a country racked by violence and organised 
crime, was declared the most dangerous 
country in the world for journalists, with a rise 

in killings in 2020. Journalists in Mexico are 
reportedly at greater risk of being killed than 
those in war zones….Civil-society protection 
remains weak and, due to a lack of 
government support, no real efforts exist to 
promote a strong, independent democracy 
with independent media, respected NGOs 
and effective peaceful public protest. 
Hundreds of active non-profit organisations 
were hit by the corruption crusade of the 
president, which froze federal funding on 
accusations of corruption and abuse. The 
media are seen as a threat and maligned by 
the administration, green-lighting long-
standing violence against the media and 
making Mexico one of the deadliest countries 
for journalists. Civil-society leaders are 
regularly threatened and journalists covering 
sensitive stories are threatened, abducted, 
flee abroad or are gunned down in cold 
blood”. 

10.7.2 AML Indices: According to the 2021 
Basel AML Index,  Mexico had a score of 171

5.09/10 (1 is the lowest) and was ranked 
61/110 (1 is the worst).  This is the lowest 
score that Mexico has had in the last 5 years. 
In the G20, Russia (5.49/10), Turkey (5.7), 
China (6.7), & Saudi Arabia (5.12) had scores 
over 5/10. (Note that Argentina, Brazil & 
South Africa were not included in the 2021 
Index).  
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10.7.3  Human Trafficking: According to the 
Global Slavery Index , Mexico has an 172

incidence of 2.7/1000; 341,000 estimated to 
be living in modern slavery and government 
response of “BB”. Mexico has been 
categorised as a Tier 2 country in the US 
Trafficking in Persons (TIP) Report 2022 . 173

10.7.4 Global Tax OECD: Mexico is a Global 
Forum Member  that was rated 174

“Compliant” in its 2014 review. Whilst it’s 
overall score is ” Compliant”, Mexico’s 10 sub-
ratings were  9 “Compliant”, and 1 “Largely 
Compliant” (B1 Access to Information) . 175

10.7.5 Tax Evasion: According to the Tax 
Justice Network, Mexico is ranked 82/141 
countries in the Financial Secrecy Index 
2022 , based on a combination of its 176

secrecy score (53/100) and its share (0.41%) 
of the global market for offshore financial 
services. This makes it a medium player 
compared to other secrecy jurisdictions. This 
ranking is based on a combination of its 
secrecy score and a scale weighting based on 
its share of the global market for offshore 
financial services. The ranking uses 20 
indicators, including banking secrecy, 
availability of public statistics, information 
exchange treaties and recorded company 
ownership.  

10.7.6  Organised Crime Index: According 
to the 2021 Organised Crime Index , 177

Mexico was ranked 112th out of 193 
countries as far as its resilience and response 
is concerned, with an overall score of 
4.46/10.  

The 2021 OC Index also states that the 
countries with the highest criminality levels 
are those experiencing conflict or fragility. 
Mexico was identified as one of the countries 
that was most affected by organised crime, 
alongside The Democratic Republic of 
Congo, Colombia, Myanmar, and Nigeria. 
“Other high-scoring countries include 
Afghanistan, Iraq and Syria, where conflicts 
countries have decimated the formal 
economies, led to mass displacement and an 
influx of weapons. In conflict settings, states’ 
attention and capacities may be diverted to 
war efforts, leaving social, economic and 
security institutions weakened, while 
resilience to organised crime declines”. 

10.8 Anti Corruption - Bribery Cases & 
Reform: Mexico is a signatory to the United 
Nations Convention against Corruption 
(UNCAC) , and a member of the 178

Organisation for Economic Co-operation and 
Development (OECD) Working Group on 

Page  of 123 140



Bribery . Mexico is not a member of the 179

Group of States against Corruption 
(GRECO) . 180

The OECD Working Group on Bribery in 
International Business Transactions  181

adopted its Phase 4 evaluation of Mexico in 
October 2018 and the Phase 4 Follow-Up 
Report was released in 2021. In June 2022, 
the OECD reported that “The OECD Working 
Group on Bribery is highly concerned by the 
continued lack of enforcement of the foreign 
bribery offence in Mexico. Twenty years after 
the Convention’s entry into force, Mexico has 
yet to successfully conclude its first foreign 
bribery case. No cases have moved past the 
investigation stage and since the adoption of 
Mexico’s Phase 4 report in 2018, the number 
of ongoing investigations has in fact 
decreased. The lack of progress made by 
Mexico in implementing the Phase 4 
recommendations formulated by the Working 
Group is equally worrying. Mexico’s efforts to 
raise awareness of domestic officials’ duty to 
report suspicions of foreign bribery are 
positive, but this translates into only one fully 
implemented Phase 4 recommendation. In 
particular, Mexico has shown little progress on 
key recommendations regarding the liability 
of legal persons for foreign bribery.  

The Working Group on Bribery is also highly 
concerned that more than ten years after the 
initial Phase 3 recommendation to strengthen 
whistleblower protection, Mexico has still not 
enacted specific legislation to protect public 
and private sector employees who report 
suspicions of foreign bribery.  

To increase its ability to tackle foreign bribery 
as required by the OECD Anti-Bribery 
Convention, Mexico should urgently take 
concrete steps to address long-standing 
concerns over foreign bribery enforcement 
and address outstanding issues from Phase 3 
and Phase 4 in a range of areas, including the 
liability of legal persons for foreign bribery, 
and whistleblower protection”.  

According to a TI 2020 report, Exporting 
Corruption , “the enforcement of foreign 182

bribery laws among most OECD countries is 
shockingly low”. Mexico is rated as having 
“Little or no enforcement” with 2.0% of global 
exports.  

 “A Special Anti-Corruption Prosecutor was 
appointed in March 2019, and during the year 
the office started 773 investigations into 
corruption. However, only five investigations 
were presented to a judge and the 
Prosecutor’s Annual Report does not mention 
any investigation of foreign bribery”.  

10.16 Drug Trafficking / Organised Crime 
Response: Mexican authorities have been 
waging a deadly battle against drug cartels 
for more than a decade, but with limited 
success. Thousands of Mexicans—including 
politicians, students, and journalists—die in 
the conflict every year. The country has seen 
more than 360,000 homicides since 2006, 
when the government declared war on the 
cartels . Recent Mexican administrations 183

have responded to cartels primarily by 
deploying security forces, often spurring 
more violence. Shortly after taking office, 
President López Obrador, also known as 
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AMLO, announced that his government 
would move away from militarised attempts 
to apprehend cartel leaders and instead 
focus on improving regional security 
cooperation and reducing homicide rates. His 
“hugs not bullets” approach seeks to address 
the socioeconomic drivers of organised 
crime. Since 2018, his administration has 
launched an anticorruption drive and 
disrupted cartel finances; it has also 
proposed decriminalising all illegal drugs 
and offering amnesty to low-level cartel 
members. 

10.17 Counter Terrorism Response: Mexico 
committed to measures to eliminate 
international terrorism .  184

10.18 Money Laundering Response: 
According to the FATF 2018 MER, “Since the 
publication of the 2010 AML/CFT Strategy, 
Mexico has made great strides to build a 
comprehensive and solid legal and 
institutional AML/CFT framework, which has 
included: (i) the issuance or amendment of 
several laws and regulations to criminalise 
ML/TF consistent with the FATF standard; (ii) 
improve the efficiency of the prevention and 
combating of ML; (iv) establish all necessary 
obligations for FIs (including financial 
supervisory and CDD requirements); (iii) 
incorporate all DNFBPs and other risky 
businesses and professions into the AML/CFT 
regime; (v) establish an asset freezing regime 
for terrorists, TF and ML; (vi) improve national 
coordination of agencies; and (vii)enhance 
the effectiveness of the judicial and the anti-
corruption system. Following the conclusion 

of the NRA in June 2016, the country is in the 
process of finalising and documenting a 
revised national strategy to address identified 
ML/TF risks in the NRA that will result in 
policies to more effectively mitigate those 
risks”.  No specific Mexican AML/CFT 
strategies or national priorities could be 
located besides the 2020 NRA. 

10.19 U.S.- Mexico Strategic Dialogue on 
Illicit Finance: Established in 2014, the STIF 
between Mexico & the United States aims to 
safeguard the financial systems against the 
threats of illicit finance. The co-chairs are the 
US Treasury Dept & the Secretaría de 
Hacienda y Crédito Público. Together these 
two entities work together to propose 
policies and best practices that reduce & 
prevent the flow of illicit proceeds within & 
between the US & Mexico, while continuing 
to facilitate the flow of licit funds. The most 
recent strategy  published in 2019 had 4 185

key elements:  

• Strengthen US/Mexican co-operation on 
improving AML CFT capabilities to prevent, 
combat, & sanction illicit finance activities 
associated with Mexican DTOs, TCOs & 
other illicit actors; 

• Identify and evaluate merging illicit finance 
threats, vulnerabilities, and trends; 

• Promote breast practices for the use of 
existing civil authorities to more effectively 
target illicit finance actors and 

• Share operational formation on illicit 
finance activities in the US and Mexico. 
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Section 11 - Detailed FATF Results & FCN Scoring - 🇲🇽 " 

The evaluation of Mexico was published by FATF in 2018 , the previous MER was published in October 186

2008 . Mexico’s 2018 MER for Technical Compliance with 40 Recommendations were: 5 “Compliant” 187

ratings, 19 “Largely Compliant”, 15 “Partially Compliant”, and 1 “Non Compliant”. On Effectiveness, 
Mexico received 0 “High”, 4 “Substantial”, 4 “Moderate”, and 3 “Low.” In 2021 , R8 (NPOs), R10 (CDD), 188

and R15 (New Tech) were upgraded to LC, and R12 (PEPs), R16 (Wire Transfers) and R17 (Reliance 3rd 
parties) were upgraded to C. In 2022 , R37 (MLA) and R38 (MLA - freezing and confiscation) were 189

upgraded to C. 

FATF 40 Recommendations - “Technical Compliance” 2018 Mexico 🇲🇽 "After 2022 FUR

R1 R2 R3 R4 R5 R6 R7 R8* R9 R10*

LC LC C LC LC C C LC C LC

R11 R12* R13* R14* R15* R16 R17 R18 R19 R20

LC C LC LC LC C C PC LC PC

R21 R22* R23 R24 R25 R26* R27 R28* R29* R30

LC PC NC PC LC LC LC PC C LC

R31 R32 R33 R34 R35 R36 R37 R38 R39 R40

LC PC PC LC LC LC C C LC LC

Key: C = Compliant, LC = Largely Compliant, PC = Partially Compliant, NC = None Compliant, * = core

 FATF 11 Immediate Outcomes - “Effectiveness” 2018 Mexico 🇲🇽

IO1 IO2 IO3* IO4* IO5 IO6* IO7 IO8* IO9 IO10 IO11

SE SE ME LE ME ME LE LE ME SE SE

Key: HE = Highly Effective, SE = Substantially Effective, ME = Moderately Effective, LE = Low Effective, * = core 

 FATF Overall Scores by FCN Mexico 🇲🇽  

1. FATF 40 Recommendations - “ Technical Compliance“ 68

2. FATF 10 Core* Recommendations - “ Technical Compliance“ 67

3. FATF 11 Immediate Outcomes - “ Effectiveness“ 36

4. FATF 4 Core* Immediate Outcomes - “ Effectiveness“ 17

Scoring by FCN = C/HE -3, LC/SE -2, PC/ME -1, NC/LE -0. Total score divided by total available score x 100

FATF Strategic Deficiency List No
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Section 12 - Remittance & Migration Data - 🇲🇽 " 

According to World Bank data (via the Pew 
Research Centre ), remittances outbound 190

were estimated at approx US$2.7 billion, & 
inbound at US$30.6 billion (2017). 

12.1 Outbound Remittances: The main 
destinations for outbound remittances in 
2017 from Mexico to the United States, 
followed by Guatemala, Spain, France & 
Honduras. 

12.2 Inbound Remittances: The main 
destinations for inbound remittances in 2017 
from Mexico are from the US, followed by 
Canada, Spain, Guatemala & France. 

12.3 Population & Migration: According to 
the Migration Data Portal, Mexico has a total 
population of 1.2 million migrants out of a 
total population of 128.9 million (at the mid-
year of 2020). This equates to 0.9% of the 
population. Of these, 73.4 thousand are 
refugees . 191

12.4 Immigrant Groups by Nationality: The 
largest immigrant groups (by original 
nationality) reported in 2021 were reported 
to be from the Honduras, followed by  
Guatemala, El Salvador, Haiti, Nicaragia, 
Cuba, Vnezuela, Brazil, Ecuador and 
Columbia .
192

 Foreign Country Remittances from Mexico 🇲🇽 US$ millions

United States 🇺🇸 1,774

Guatemala 🇬🇹 266

Spain 🇪🇸 185

France 🇫🇷 105

Honduras 🇭🇳 62

China 🇨🇳 49

Columbia 🇨🇴 33

Germany 🇩🇪 29

El Salvador 🇸🇻 25

Belgium 🇧🇪 19

Source: World Bank Data 2017

 Foreign Country Remittances to Mexico 🇲🇽 US$ millions

United States 🇺🇸 30,019

Canada 🇨🇦 156

Spain 100

Guatemala 🇬🇹 33

France 🇫🇷 26

United Kingdom 🇬🇧 24

Source: World Bank Data 2017

Immigrant Groups by Nationality 🇲🇽

https://www.statista.com/statistics/949522/number-incoming-migrants-
country-origin-mexico/
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Appendix 1 - FCN Threat Types Mapping - 🇲🇽 " 

The Mexico Threat Assessment 2022 - Threat Mapping to FI AML /CTF Programme - 🇲🇽  

Copyright: Financial Crime News / Metriqa Limited - 2022 - All rights reserved
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Appendix 2 - Sources - 🇲🇽  

These are the main sources for the Mexico Threat Assessment by Financial Crime News/Metriqa Limited. 

The Mexico Threat Assessment 2022 - Main Sources - 🇲🇽  

Copyright: Financial Crime News / Metriqa Limited - 2022 - All rights reserved
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Appendix 3 - Typology Report - “León Chino” - 🇲🇽  

Typology Report - UIF Mexico 2021 🇲🇽   - “León Chino” 2021

Introduction: Money laundering in this case occurs through the so-called "smurfs", identified as those who are in charge of lending the name and financial products to carry out illicit money 
transactions. The “smurfs” materialise operations, most of them in cash, for the benefit of a third party or third parties in instalments in various operations in order to subsequently 
concentrate the resources. Such resources were sent, for the most part, to a company abroad, concealed in the simulation of acts of foreign trade and mixed with legal funds. Due to 
the diversity of subjects that participate in this scheme, the complexity in the identification by the authorities of the flow of money within the National Financial System was greater. 
Finally, the multiplicity of cash deposit operations received by people was carried out with the intention of generating the appearance that they are separated from the rest of the 
people who were identified within the scheme, when in this process of incorporating assets into the Financial System Mexicano have the same purpose, in this case: to send the 
resources to a company outside the country.

Main Theme: Cash and International Trade

Name: León Chino

Identified predicate 
offence: Tax offenses and Money Laundering

Participation of an 
organied criminal 
group;

Yes

Case description: Three companies register imports of products, which are dissimilar with the set of their international transfer operations. The companies present irregularities of a fiscal nature, 
consisting of a marked contrast between the amount of their operations and the tax returns filed. The capital stock with which the three companies were incorporated on the same 
day does not justify the volume of their operations, since it turned out to be minimal compared to their operations as a whole. The three companies do not have the human element 
to operate, in addition to coinciding at home with various legal and natural persons who do not have the ideal conditions to operate.

The three companies develop a scheme of operations where they concentrated resources, essentially in cash, and transferred large amounts of assets in favor of a company 
abroad.The operations for which resources were allocated to a company abroad are part of a large-scale resource dispersal scheme, concealed in the simulation of acts of foreign 
trade.

Alert signals detected: • International transfers made for large amounts asymmetrical with the international trade activity carried out.

• Resources sent through international transfers to different countries without justification.

• Cash operations as a way of depositing significant amounts of assets into banking instruments.

• Operations with similar characteristics in terms of amount or frequency of transactions.

• Continuous deposits without any justification.

• Economic activities that do not seem to require the predominant use of cash.

• Split transactions, apparently isolated, in order not to generate suspicion and avoid controls associated with larger amounts of money.

• Diversify the money in small amounts (according to the activity they carry out), to carry out numerous transactions.

• Contrast between the amount of their operations and the tax returns filed by the people analysed.

• Omissions in the fulfilment of their duties before the treasury.

• The information on imports of various products by importing companies is incompatible with the amounts sent abroad.

• The companies began operations with a minimum social capital for the large volumes of resources that were operated within the National Financial System.

• The fiscal profiles of the companies are discordant with the financial and commercial aspect.

• Companies do not have the necessary human resources to justify the operating volume recorded in financial operations. (front companies).

• Companies share tax domicile with each other.

• The physical conditions of the property do not correspond to the necessary conditions for the development of commercial activities of companies.

• Use of large amounts of cash by individuals.

• Persons who are not associated with acts of foreign trade carry out operations for large amounts abroad.

• The quantity or type of product being shipped seems inconsistent with the activity or capacity of the importer

• The commercial value of the definitive imports registered by the companies is significantly lower than the amount sent to the territory of origin of the goods.

• Transfers to different countries without an apparent commercial justification.

Financial or non-
financial products/
services exploited:

• Bank accounts

• DEAL's (Agreement Number generated by the financial institution to make or accept an international transfer)

• Wire transfers

• Cash withdrawals

• Cash Deposits

• International transfers

Type of FI or VA used:
Banks

Type of legal person or 
legal structure: Limited Company Business Group

Amounts involved: $122,799,183.00 MXN (cash deposits received by theCompany 1 from Country A)

$197,708,027.75 MXN (cash deposits received by Company 2 from Country A)

$102,551,782.35 MXN (cash deposits received by Company 3 from Country A)

$101,109,337.64 MXN and $325,288.73 USD (amount sent by the Company 1 from Country A, in favor of Company 1 from Country B).

$97,481,889.99 MXN and $996,180.84 USD (amount sent by Company 2 from Country A, in favor of Company 1 from Country B)

$622,677,695.82 MXN, $32,701.11 USD and $83,885.21 EUR (amount sent by Company 3 from Country A, in favor of Co 1 from Country B)

Company 1 from Country A sends $128,059,781.70 MXN to Country B. Company 2 from Country A sends $160,716,816.99 MXN to Country B. Company 3 from Country A sends 
$623,226,345.87 MXN to Country B.

$163,714,159.40 MXN (the total sum of the amounts received by the group of individuals).

$80,303,829.94 MXN (total amount of international transfers sent by the group of people to Company 1 of Country B)

National Cooperation/ 
International: Yes

Conclusion: All Persons, both Individuals and Morals (companies), register the same operating pattern: they resort to the use of large amounts of cash, considered a behavior frequently observed 
in money laundering schemes due to the difficulty involved in detecting the source of the money. resources and the ease with which they can be entered into the Financial 
System.The natural persons who participate in this case act as “smurfs” by carrying out illicit money transactions with the aim of concentrating large sums of money that was 
destined, for the most part, to a company abroad. Due to the multiplicity of people who participate in this scheme, the complexity in the identification by the authorities of the flow of 
money within the Financial System is greater.The multiple cash deposits received by the people analyzed were made with the intention of dividing the resources and generating the 
appearance that they are separated from each other. However, the deposit operations registered by the three companies represented a relevant economic value that, for ordinary 
business practices, are infrequent, especially when their economic activities do not require the predominant use of cash.

Source: https://www.gob.mx/cms/uploads/attachment/file/708608/tipologia_leon_chino.pdf
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Appendix 4 - Typology Report - “Fentanilo” - 🇲🇽  

Typology Report - UIF Mexico 2021 🇲🇽   - “Fentanilo” 2021

Introduction: According to the UNODC World Drug Report 2021, Mexican organized crime groups are involved in the export not only of heroin from Mexico to the United States, but also of 
fentanyl and its analogs. It has been identified in the States, heroin mixed with fentanyl or its analogs, originating in Mexico. This same 2021 report states that fentanyl trafficking 
during the 2015-2019 period was mainly from East and Southeast Asia (particularly China) to North America, either directly, in small quantities, to the United States or to Mexico, in 
large quantities, and from there to the United States or Canada for the national market and/or for its subsequent shipment to the United States. There is a need to inspect the 
complex trade of fentanyl and its analogs in container shipments through the country's customs. It is essential to monitor customs so that fentanyl and its analogs go to 
pharmaceutical companies and hospitals and prevent it from being trafficked and used for non-medical and illicit purposes, depriving people of life. In the case presented here, 
customs were illegally used in two ways. In one way, various front companies were used to illegally introduce shipments of fentanyl into the country in favour of a cartel based in 
national territory. The smuggler stated on the manifest that the shipment was calcium chloride. And, on the other hand, said front companies were used to operate foreign trade 
services (importation of shirts, plastics, ammonium chloride, parking meters, etc.) with the aim of mixing legal and illegal resources, as well as with the aim of laundering illicit 
resources obtained from fentanyl trafficking, carrying out operations within the National Financial System and in the national economy. Finally, in this case, the front companies, 
being agents or instruments that were only set up to introduce fentanyl and launder the money, try to avoid or minimise the loss of the assets that are the object of laundering, that is, 
they try to pay the least amount of taxes or avoid paying them to ensure that the final beneficiaries of the same have the greatest advantage in this money laundering process. With 
this, they also incur tax crimes in relation to the legal merchandise they trade.

Main Theme: Drug Trafficking through Customs

Name: Fentanilo

Identified predicate 
offence:

Crimes against Health (production, possession and trafficking of narcotics).

Tax crimes (tax evasion).

Participation of an 
organied criminal 
group;

Yes

Case description: The trafficker carries out a series of criminal activities for a criminal organization (narcotics production, possession and trafficking). The trafficker and his wife appear in the corporate 
structure of the Women's Bag Company, Company “Z” and Company “Y”, but they are actually figureheads. These companies import various items (shirts, plastics, ammonium 
chloride, parking meters, etc.) to bring fentanyl into the national territory, passing it off as other substances or, apparently, hidden. Subsequently, the Lady Stock Exchange Company 
coordinated the shipment of 16 tons of precursors to the Agroindustrial Company, the same morality that registered 3 shareholders (also figureheads). In turn, the trafficker, his wife, 
the Women's Bag Company, the Agroindustrial Company, Company "Z" and Company "Y", with the help of a series of other natural and legal persons, launched an elaborate 
Stratagem tending to operate within the National Financial System the assets obtained by their criminal activities related to drug trafficking and in favour of a Cartel. Even the drug 
dealer's daughter (underage) has a corporate relationship with Company “X”.

Alert signals detected: • Operations in bank accounts for large amounts of assets which are not consistent with the profile economic and manifested activities of the clients.

• Group of corporatively related companies manifest diverse economic activities not concordant with each other.

• Coincidences of address and telephone between various natural and legal persons, before the tax authorities and financial.

• The domicile of the company does not have the characteristics of a work center and it was not possible to locate foreign trade data.

• Financial operations with natural and legal persons of which the commercial or corporate relationship is unknown they have with these people (triangulation of resources).

• Transactions for high amounts, in short periods of time (lack of permanence of the assets in the financial instruments).

• Multiple operations, favoring the use of resources in cash.

• It is not possible to verify that checks, Transactions, Electronic Funds (TEF) and international transfers derive from the existence of accredited lawful commercial links between 

the participating subjects.

• It has not been identified what type of products or services the analyzed companies provide, especially since the amounts operated are significant.

• Companies do not have sufficient technical, material and human capital capacity to enable them to carry out their activities normally. 

• Various transfers that were destined for the Asian country 2 and the Asian country 3, entities that are considered by Mexican legislation as countries with a preferential tax 

regime, while various international organizations consider them as a jurisdiction with low taxation and even as a tax haven .

Financial or non-
financial products/
services exploited:

• Bank account (cash withdrawals and deposits)

• Sale of foreign currency

• Checking account

• SPEI's

• Transfers

• Cashier's check

• Interbank checks

• Electronic Funds Transfer (EFT)

• International transfers

Type of financial 
institution or VA used:

• Banks

• Provision of foreign trade services they imported merchandise related to casino games and/or parking meters, ammonium chloride; plastic articles; shirts and blouses)

Type of legal person or 
legal structure: Variable Capital Stock Companies

Amounts involved: • Income for $4,594,569.65 MXN and withdrawals with an amount accumulated of $4'394,000.00 MXN.

• Cash withdrawals for $5,335,000.00 MXN.

• Deposits in the amount of $2,711,156.66 MXN and withdrawals for the amount of $2,711,757.00 MXN.

• Payments for $15,568,147.01 and withdrawals for a total of $15,327,831.63 MXN.

• Cash withdrawals for $2,171,311.00 MXN.

• Deposits for $2,259,416.04 MXN, 99.71% of the deposits was for the sale of foreign currency.

• Operations for the sale of foreign currency in foreign currency for $54,000.00 USD.

• Interbank checks for a total amount of $5,128,601.45 MXN.

• Interbank checks for a total of $31,228,108.79 MXN.

• TEF for a total of $2,816,493.00 MXN.

• International transfers for $5,637,784.25 MXN.

• International transfers for $1,248,031.11 USD.

• Imports for a total of $25,447,724.00 MXN.

• Total income of $65 ́537,013.00 MXN.

• Total income of $20 ́313,771.00 MXN.

National Cooperation/ 
International: Yes

Case Closure: The FIU filed a complaint against the trafficker, the Women's Bag Company, the Agroindustrial Company, Company “Z” and Company “Y and/or against the person(s) responsible. 
Likewise, the accounts of the companies and individuals (51 accounts) were secured.

Source: https://www.gob.mx/cms/uploads/attachment/file/708609/tipologia_fentanilo.pdf
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Appendix 5 - Typology Report - “Fraudes - Cajeros Automaticos” - 🇲🇽  

Typology Report - UIF Mexico 2021 🇲🇽   - “Tipolgia Fraudes - Cajeros Automaticos” 2021

Introduction: Derived from the innovative mechanisms to commit fraud, various countries have asked the population to be cautious when carrying out commercial 
transactions at ATMs. Now they warn about "skimming", identified as a type of fraud that occurs when an ATM is compromised by a "skimming" 
device, a card reader that can be disguised to look like part of the machine. The card reader stores the users card number and code, which is then 
replicated into a counterfeit copy. That is, the card is cloned to obtain the money of the users.

Given this context, it is a fundamental axis to know the Money Laundering patterns associated with this type of fraud. Knowing the money route is one 
of the strategies to combat card cloning to commit fraud against customers and users of financial institutions. Due to the above, the FIU considered it 
necessary to build a Typology on the patterns followed by the members of these gangs or criminal organizations of "skimming" to introduce illicit 
resources into the Financial System, with the objective that the Obliged Subjects of the Prevention Regime of Money Laundering (PLD), Combating the 
Financing of Terrorism (CFT) and Combating the Financing of the Proliferation of Weapons of Mass Destruction (CFPADM) identify what alert signals 
and how the stages of Money Laundering associated with said gangs are developed in order to that, if applicable, submit the corresponding reports or 
notices. Likewise, the Typology presented here constitutes a document that warns about the ways of operating of these gangs or criminal groups that, 
using technology, materialize a scheme of fraud committed against users or clients of financial institutions. This Typology shows how a criminal gang 
used the ATM network that it rented from a Credit Institution to clone user cards. The criminal group introduced software that subtracted card data to 
clone them, thereby extracting cash resources from the victims of these frauds, many of them foreigners, since the ATMs were located in tourist areas 
of the country. Many of the charges to the cards were made in subsequent days in different countries of the world. On the other hand, in this case, the 
money laundering scheme is complex, since various entities and activities were used, such as Credit Institutions, Exchange Centers, Brokerage 
Houses, Money Transmitters and Vulnerable Activities (Gaming and Betting, Cards of Services, Purchase and Sale of Automobiles, Purchase of Real 
Estate) to enter the resources of illicit origin into the National and International Financial System. Likewise, an attempt was made to hide the final 
beneficiaries, among them the leader of the gang, since the activities of the Company of "purchase and sale of new and used ATMs" that rented the 
ATMs was not formally related to him, as they did not have a link of a corporate or financial nature. However, it was possible to identify the links of this 
ATM Company with a group of Companies that presented the identity of shareholders and registered a scheme of triangulation of resources, with 
which the leader of the gang does have corporate ties. This Typology serves to warn the obligated subjects of the PLD/CFT/CFPADM Regime and 
society in general. It is essential that the necessary provisions are taken so that the Obliged Subjects are not the conduit for the commission of criminal 
acts that harm society and its institutions.

Case description: The company with the business of "new and used ATMs" generated revenues in the millions, for which it became one of the largest "skimming" 
operators in the world, with about 10 percent of the global total handled by its members. The money obtained from the fraud was integrated into the 
financial system through the investment of millions in real estate through another company with the business line of real estate, of which the leader of 
the Gang appears as legal representative. Likewise, the leader of the gang was linked corporately with various natural and legal persons to be able to 
create the Money Laundering scheme, product of fraud through ATMs. It stands out that the financial instruments of all these people presented an 
irregular operational mechanics that contrasted with their financial and commercial profile, coupled with the fact that the little permanence of the 
resources was detected and that they are also not consistent with their tax returns. The members of the band, by themselves or through various legal 
entities, carried out operations using cash for large sums of money. They carried out operations with interbank and cashier checks, which presented 
irregularities due to the volume of resources and the way in which they were structured, they registered operations with various people with no 
apparent link or business relationship, and they carried out international transfers for amounts that are not consistent with their economic activity, in 
addition to the fact that some transfers were made in countries that are considered tax havens.

Likewise, some members acquired various properties, carried out operations with service or credit cards, bought luxury cars and watches, without 
apparent characteristics of being utilitarian for the performance of their economic activities, and some of them participated with considerable amounts 
of resources in betting games. In general, both the Companies and the natural persons presented irregularities in the declared tax information, in the 
case of legal entities they present indications of tax evasion and, in the case of natural persons, most of them did not present their annual declarations, 
falling into fiscal discrepancy, given the high financial operations they carried out. It should be noted that, in the companies, there was no operating 
logic derived from the diversity in the activities or lines of business, coupled with an inconsistent pattern of operations.

In this sense, the various irregularities indicated fall within the assumptions of depositing, withdrawing, transferring and/or transferring to or from 
abroad resources of illicit origin related to the scheme of fraud committed against users and clients of financial institutions. as a consequence of the 
cloning of credit and debit cards, in addition to the fact that their fiscal and financial behavior demonstrate a possible injury to the Federal Treasury, 
thus incurring in fiscal fraud.

Warning signs: • Individuals and companies register operations for high amounts, in a short period of time, not in accordance with the transactional profile stated 
at the time of opening the account, nor with their economic activity stated before the treasury authority.


• Concentration of withdrawals at ATMs, particularly established in areas with a high volume of tourists in the country.

• Resources withdrawn immediately through checks, transfers or cash mainly.

• Withdrawal of illicit money through ATMs.

• Individuals and companies with shell company characteristics that receive and send resources from abroad, without having a logic of operation 

that supports registered international transactions, nor the relationship between the ordering and receiving subjects. In some cases, they are 
operations with countries classified as tax havens.


• The accounts record as beneficiaries foreigners (the majority of the same nationality).

• The companies register inconsistent economic activities due to the high volume of resources operated.

• Companies receive and disperse resources to diverse individuals and companies with no apparent relationship.

• Transfers made for very large amounts for the payment of luxury goods or services (vehicles, watches, games) that are not consistent with the line 

of business or purpose of the companies.

• Interbank and cash checks, which show irregularities due to the volume of resources they presented and the way they were structured.

• Operations of various real estate.

• Simultaneous withdrawals (cash available in different areas in short periods of time) and little permanence of the resources in the destination 

accounts of the transfers.

• Natural persons who present false documentation for their identification.

• Transactions with natural persons identified as members of criminal organizations according to open sources.

• Multiple operations for deposits and withdrawals of cash, as well as wire transfers and foreign exchange sales.

• Individuals and legal entities presented tax omissions or inconsistencies with their financial and corporate information.

• Multiple money orders sent to people with no apparent link or relationship and in areas with the presence of criminal groups.

• Individuals and legal entities register a level of operations through electronic means that is not related to economic and consumption capacity.

• An Exchange Center is managed and has as shareholders members of a criminal organization according to open sources.

• A Money Transmitter carries out an operation that exceeds the threshold of amount allowed in operations with foreign currency.

• The Tax Administration Service included one of the companies in a definitive list of Companies that Invoice Simulated Operations.

Conclusione: In the scheme with which the members of the gang operated, it is observed that they repeatedly carried out operations that break with their 
transactional profile, such as international transactions, the purchase of real estate, luxury cars, as well as the purchase and sale foreign exchange, 
among many other operations. Likewise, they used companies as instruments through which they managed the various resources related to the ATM 
fraud scheme. These companies by themselves presented an atypical financial behaviour when registering operations among themselves, similar to an 
operating scheme of triangulation of resources, which allowed us to deduce that they are part of the same business group. One of the companies even 
appeared in the final list issued by the Tax Administration Service, for issuing tax receipts that simulate the provision of services. Additionally, both 
individuals and companies were omitted or inconsistent in their tax obligations. Due to the foregoing, the members of the "VETA gang" can be located 
in the commission of fiscal crimes and operations with resources of illicit origin. In response, the FIU filed a complaint with the Attorney General of the 
Republic against the entities. Similarly, the FIU requested the assurance of accounts of the persons and companies indicated, as well as economic 
resources or assets of any kind that come from the aforementioned accounts.

Source: https://www.gob.mx/uif/documentos/tipologias-2021
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Appendix 6 - Typology Report - “Trata Y Lenocinio” - 🇲🇽  

Typology Report - UIF Mexico 2021 🇲🇽   - “Tipolgia Trata Y Lenocinio” 2021

Introduction: Trafficking in Persons is a transnational crime that affects thousands of people in the world. In 2018, nearly 50,000 victims of human trafficking were 
detected and reported in 148 countries. However, given the covert nature of this crime, the actual number of victims is much higher. The detected 
proportion of child victims of trafficking has tripled, while the proportion of girls and boys has multiplied by five in the last 15 years1.

According to the Global Report on Trafficking in Persons 2020, women continue to be the main victims of human trafficking. In total, 50% of the 
victims of trafficking were for the purpose of sexual exploitation; 38% for forced labor purposes; 6% were subjected to forced criminal activities; 1% to 
forced begging and a smaller number to forced marriages, organ harvesting and other purposes. In relation to offenders, globally, the majority of 
people prosecuted and convicted of the crime of trafficking continue to be men, with around 64 and 62% respectively2. Said Report identifies that the 
economic recession caused by COVID-19 directly impacts the risk of the crime of human trafficking, mainly due to the increase in unemployment3.

On the other hand, one of the reasons why the figures for this crime are on the rise is because Trafficking in Persons generates illicit profits of millions 
of pesos annually, so traffickers tend to use various mechanisms to move their resources, committing crimes such as operations with resources of illicit 
origin (Money Laundering). Given this context, it is a fundamental axis to know the Money Laundering patterns associated with Human Trafficking. 
Knowing the money route is one of the strategies to combat the phenomenon of Human Trafficking, identified as a problem that affects all countries in 
the world, whether it is a point of origin, transit or destination. Due to the foregoing, the FIU considered it necessary to build a typology on the patterns 
that traffickers follow to introduce illicit resources into the Financial System, with the objective that the Obliged Subjects of the Money Laundering 
Prevention Regime (PLD), Combat Financing of Terrorism (CFT) and Combating the Financing of the Proliferation of Weapons of Mass Destruction 
(CFPADM) identify what warning signs and how the stages of money laundering associated with Trafficking in Persons are developed, so that if it is the 
case, present the corresponding reports or notices. Likewise, this typology seeks to highlight the importance of delving into the economic and financial 
approach to Trafficking in Persons; additionally, it constitutes a support tool for the various subjects that make up the PLD/CFT/CFPADM Regime, such 
as the Prosecutor's Offices; and finally, it is a document that warns citizens in general about the ways in which traffickers operate. In the present case, 
the participation, techniques and methods used by the network of traffickers to give the appearance of legality to illicit resources, which are hidden, 
deposited, withdrawn, disposed of, acquired, converted or transferred from one place to another. other or between different people, are particular, 
among other elements, because it was identified that in certain localities of Mexico women tend to participate, in the same proportion as men, 
facilitating or promoting the sexual exploitation of other women, while other women Members of the network, along with other men, use the National 
Financial System to pass off illicit assets as legal. The typology presented here shows warning signs in a peculiar case in which women have a more 
direct participation in the Trafficking in Persons network; signals that, jointly and in certain circumstances, lead to the identification of risk operations 
for the commission of the crime of Money Laundering or Financing of Terrorism associated with the crime of Trafficking in Persons.

Case description: Network of people, mostly united by blood kinship and by affinity, who cheated and exercised physical violence against women and girls in order to 
obtain economic resources to subject them to sexual exploitation. A member of the network contacted women and girls with whom he had romantic 
relationships, and then, through tricks, convinced them to go to other entities of the Republic to reside; subsequently, he held them and forced them to 
prostitute themselves in hotels located in said entities and even abroad. The foregoing with the direct help of a member of the family network of the 
same. It highlights that this member of the network sought to remain hidden, so he did not have bank accounts, nor financial and tax information.

Other members of the network used a line of business as a front to mix the cash proceeds from the crime of Trafficking in Persons and Lenociny with 
those generated legally. Subsequently, they were introduced to the Financial System within border areas of the country, as well as in tax havens 
through transactions with other members of the network, which materialized the triangulation of resources. The members of the network, who had 
financial or economic activity, recorded operations that were outside their transactional profile or that were incongruous, such as spending millions on 
credit or service cards, buying luxury cars, buying and selling various real estate, as well as the sale of dollars. The people in the network registered 
various economic activities and addresses with the financial institutions. However, many of them had the same fiscal domicile and shared behaviors, 
for example, they bought and sold foreign currency, as well as cash operations for millions of dollars, with the aim of losing track of the final 
beneficiary. In addition, they transacted among themselves, through interbank checks and SPEI's. It is noteworthy that one of the members of the 
network appeared on the list of blocked people. On the other hand, members of the network received resources from various legal entities in which 
they themselves appeared as legal representatives or beneficiaries. In particular, one of them dispersed the resources in short periods, allocating them 
to their own accounts in Mexico or abroad, in various banking institutions, or using accounts of their relatives and of the same issuing legal entities.

Finally, inconsistencies were identified between the amounts declared in the tax records of some members of the network and the amounts with which 
they transact.

Warning signs: • Provision of cash resources for unusual amounts.

• Received resources from people denounced or included in the List of Blocked People.

• Transactions between different people who present the same domicile fiscal.

• Resources from individuals involved in organized crime.

• Dispersion of resources to people with whom they have no business relationship apparent.

• Transactions with people who have been reported by operations previously unusual or relevant.

• Expenses that exceed the transactional level.

• Transactions with natural persons identified as members of a network international human trafficking.

• Transactions with people under investigation for crimes of Trafficking in Persons or Lenociny.

• Operations with high amounts, inconsistent with the declared economic activities.

• People who register various economic activities and addresses with financial institutions.

• Simulation of operations between natural and legal persons.

• Purchase of real estate and luxury vehicles with a high commercial value without the origin of the resources is identified.

• Use of legal entities to mix the cash resources resulting from the

• crime of trafficking in persons and lenocinio with the resources resulting from an economic activity.

Conclusione: Entrepreneur 1, the Liaisons, the Traffickers and the Companies entered the Financial System with resources that have their origin in the deployment of 
illicit behaviors (Trafficking in Persons, Lenociny and Criminal Association) and had the objective of hiding their origin, ownership and destination.

Once the scheme with which the members of the Trafficking in Persons network operated, it is observed that they repeatedly carried out operations 
that break with their transactional profile or are incongruous, such as the purchase of real estate, the purchase of luxury cars, the purchase of and sale 
of foreign exchange, etc.; they used various companies to mix illegal resources with legal ones; they sent resources to tax havens to triangulate said 
resources. Likewise, they failed to inform the treasury authority of their activities and therefore generated illegal income, being able to place them in the 
commission of fiscal crimes and operations with resources of illicit origin. Due to the foregoing, the FIU filed a complaint with the Attorney General of 
the Republic against Entrepreneur 1, Trafficker 1, Trafficker 2, Liaison 1, Liaison 2, Liaison 3, Trafficker 3 and Trafficker 4. Likewise In this way, the 
request to secure the accounts of the aforementioned persons was generated in October 2020.

Source: https://www.gob.mx/uif/documentos/tipologias-2021
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Appendix 7 - Typology Report - “El Licenciado” - 🇲🇽  

Typology Report - UIF Mexico 2021 🇲🇽   - “El Licenciado” 2021

Introduction: The ML process in this case occurs through the participation of a lawyer who served as a financial operator for a local criminal group. The provision of professional services by 
lawyers, notaries and accountants with full knowledge that they are being used to launder money is becoming more frequent. However, in this case that is presented as a typology, 
the lawyer not only fails to comply with this FATF recommendation, but also carries out by himself, and with the help of people close to him, a series of strategies to launder his 
client's money, who He was the leader of a drug cartel. The leader kept a low profile, although he took refuge in high-class areas from where he coordinated criminal acts, he also 
underwent surgery to change his physical appearance and with this make it more difficult to locate him and therefore the arrest of the. Those involved in this matter used various 
modalities that threaten the national economy, for example, laundering illicit resources from OC  and corruption through the export of vehicles. Likewise, money was laundered from 
the leader of a cartel through a series of front companies of various kinds and using a Non-Profit Org (NPO). It is important to note that the latter are vulnerable to being used for illicit 
purposes, which can range from tax evasion to financing terrorism. Given this context, it is a priority in Mexico to carry out detailed monitoring of the use of NPOs for the 
commission of various illicit activities. To date, in Mexico, no case of terrorist financing or related to the purpose of using the financial system for such purposes has been identified. 
However, NPOs have been used to launder money, as happened in this case. The characteristics, elements, development and conclusions of the case are detailed below.

Main Theme: Corruption, Lawyers, International Trade, Front Companies and NPOs.

Name: El Licenciado 

Identified predicate 
offence: Organized Crime, Drug Trafficking, Extortion, Tax Crimes, Corruption and Money Laundering

Participation of OCG Yes

Case description: A lawyer articulated a money laundering scheme through which eleven companies and various legal entities received large amounts of resources from illicit activities of the cartel 
leader, to later carry out commercial operations in order to give them the appearance of legality. It was determined that the lawyer and people close to him (partners, wife, etc.) used 
proxies to set up export companies. The eleven exporting companies and various individuals, who also acted as proxies for the lawyer and those close to him, acquired luxury 
vehicles to export them to a certain Asian country through said companies. Likewise, the lawyer and those close to him laundered money from the cartel leader through another 
series of companies with various lines of business, such as security and cleaning, construction, innovation, administrative services, among others. The companies even transferred 
resources to the cartel leader, one of them for wages and salaries. Finally, the lawyer and close friends of him laundered money from the cartel leader through a civil society.

Alert signals detected: • Company alerted by indicators of undue tax refund.

• Transactions between different people who present the same fiscal domicile.

• Transactions between companies located in the same fiscal domicile.

• The various companies have the same attorneys-in-fact and/or shareholders in common.

• International transfers made for large amounts, asymmetric with the international trade activity carried out.

• Transactions with similar characteristics in terms of amount or frequency of transactions.

• Dispersion of resources via SPEI between companies of the same group.

• Report of a Bank when identifying a client or user as involved in journalistic notes.

• Customer makes it difficult to identify the true owner or final beneficiary of the account.

• The operations are from a legal person to a natural person with no apparent relationship.

• It is not possible to identify the origin of most of the resources, which are deposited by companies for which no information is identified to verify their existence.

• Reception of resources by subjects reported to the authority.

• Financial relationship with people related to corruption.

• Close professional relationship with various cartel leaders.

• There is no permanence of resources.

• Various operations with amounts in cash, cash flow constant reception and sending of resources, issuance of credit titles, 

• Purchase of vehicles and participation in games and bets.

• They execute resource dispersal via SPEI between them.

• Several companies coincide in their structure corporate.

• Legal entities of recent creation.

• The operations of the companies are not in accordance with their activities declared at the beginning of the business relationship.

• The companies present a fast movement of resources in their bank accounts.

• Alert for operation with a person referred in official letter issued by the then AGs Office, for allegedly being linked to operations with resources of illicit origin (ORPI).

Financial or non-
financial products/
services exploited:

• Bank accounts 

• Electronic transfers 

• Cash withdrawals

• Cash Deposits 

• International Transfers

Type of financial 
institution or DNFBP 
used:

• Money Transmitter 

• Exchange Center 

• Stock Exchange House

• Banks

• Law firms

• Mutual or loan

• Buying and selling currencies

• Purchase and sale of cars

• Provision of foreign trade services relating to vehicles

Type of legal person Business group

Amounts involved: The eleven exporting companies received transfers international for $940.8 million pesos and $16.1 million dollars by 15 Asian companies.

• The exporting companies requested a tax refund for an amount of $84,646,405.00 MXN

• The leader of the cartel declares to be an employee of the security and cleaning company, with monthly income of $96,000.00 MXN

• Notes that the security and cleaning company receives from the final beneficiary 2 of the group of exporting companies $3.1 million pesos; On the other hand, the company 

sends the attorney's wife $42,500.00 MXN.

• The administrative services company registers deposits for $143,126,971.64 MXN and withdrawals for $142,744,089.40 MXN

• The administrative services company sent $99,250.00 MXN in favor of the Cartel Leader.

• The construction company sends resources in favor of different natural and legal persons for a total of $169,968,548.98 MXN.

• Civil society in accounting issues registers deposits for $8,902,778.22 MXN from the construction company.

• Civil society in accounting issues receives $61,294,384.40 MXN.

• Civil society in accounting issues begins a business relationship with a Brokerage House and sent transfers totaling $7,797,251.32 MXN.

• The marketer receives deposits of $758,476,787.48 MXN and withdrawals of $760,416,027.93 MXN.

• The marketer sends international transfers for an amount of $545,954,483.08 MXN and receives more than $700,000,000.00 MXN.

• The wife of the lawyer is subject to notices for consumption in credit cards for an amount of $28.4 million pesos

• The lawyer receives $5,916,898.00 MXN, highlighting his wife as the main payer with $1.2 million pesos.

• The attorney's wife purchases a property for the amount of $16,000,000.00 MXN.

• The final beneficiary 1 of the group of exporting companies receives, via SPEI in the period from 2013 to 2019, $31,030,511.45, mainly from the exporting companies.

• The final beneficiary 2 of the group of companies is reported in 14 notices for the payment of service or credit cards for a total amount spent of $15.3 million pesos.

• Member 2 carries out an operation for an accumulated amount of $975,700 MXN through Transmitter 1.

• The young partner 2 acquired a department of $2,033,000.00 MXN.

• Member 1 made 18 cash sales for a total of $68 thousand USD ($1.3 million pesos).

Nat/Int Cooperation Yes

Conclusions: The FIU filed a complaint against the lawyer (director of the law firm), his wife, and 22 people including partners, their wives and names, some of whom appeared in the corporate 
structure of the various companies. Through the complaint, the facts that are possibly constitutive of a crime were pointed out, related to operations with resources of illicit origin, 
organized crime and acts of corruption. The FIU requested the FGR to order the seizure of: 12 accounts of the lawyer, 5 accounts of his wife and 20 accounts of the various parties 
involved, prior to judicial control.
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Appendix 8 - Typology Report - “Fraudes  Informaticos” - 🇲🇽  

Typology Report - UIF Mexico 2021 🇲🇽   - “Fraudes  Informaticos ” 2018

Computer Fraud Warning Signs

JA group of individuals hack email accounts of legal entities providing services, once the hack is 
done, they select their victims (individuals and/or legal entities) from foreign country A with whom 

the service provider maintains a business relationship.


By illegally accessing the emails, the fraudsters send the victims forged documents regarding 
pending services and request to make the corresponding payment by electronically transferring the 

resources to bank accounts opened in country B, in the name of other natural persons. or moral, 
other than the actual provider of the service. When collating the data, it is identified that some of 

the characters of the email, for example its domain or the digits of the telephone number provided 
by the fraudsters, are different from those of the true service provider.


The resources are received through international transfers in bank accounts opened in country B, 
in which it was identified that the final beneficiaries are, for the most part, individuals from country 
C, considered high risk, who have also received resources from other people who are involved in 

networks of fraudsters of foreign victims.


The aforementioned final beneficiaries open the bank account and make a minimum deposit to 
keep it active, until they receive large sums of money, which are withdrawn immediately through 

electronic transfers, checks and cash mainly. The participants in the accounts try to hide the 
identity of the real owner, indicating that the international transfers received from the foreign natural 

or legal person (victim), correspond to the payment of invoices for the provision of services.


In the case of the legal entities of country B that have been identified when receiving the resources 
from abroad, they present characteristics of front companies, in addition to not having information 

that supports the registered international transactions; and in some cases, the resources are 
dispersed towards companies related to each other, generating triangulation of resources.

• Moral persons with the characteristics of a front company that 
receive resources from abroad, without having information that 
supports the registered international transactions; nor the 
relationship between the ordering and receiving subjects.


• Legal entities with incorporation dates no older than 3 years that 
register operations for large amounts in a period of 1 to 3 months.


• Inconsistency between the name of the beneficiary provided by the 
fraudster and the owner of the account where the resources are 
received.


• Resources withdrawn immediately through checks, transfers or cash 
mainly.


• Some of the individuals and legal entities involved were already 
identified or are being investigated for the same electronic fraud 
scheme.


• Legal entities that mostly have shareholders of the same nationality 
or individuals related to others of the same nationality. Some of these 
share shareholders and/or participants.


• Most of the final beneficiaries of the resources are individuals of the 
same nationality, considered to be at risk.


• Companies incorporated in the same year in which the accounts 
used to receive resources from computer fraud were opened.


• Accounts contracted in branches located in areas far from the 
domiciles of the holders and that, after receiving the resources, are 
cancelled.


• The accounts record foreign persons as beneficiaries (the majority of 
the same nationality).


• The accounts are contracted using “foremen”, who record economic 
activities inconsistent with the high volume of resources operated.

Sources: Mexico FATF 2018 MER 
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