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1. Executive Summary  

The threat from the Islamic State (“IS”) 
remains high, and will continue into the near 
future, despite the losses on the battlefield 
both in terms of men and territory. In 
particular Western Europe, North America, 
South East Asia, and large parts of Africa are 
on the highest form of alert with attacks not 
only expected, but considered highly likely.  

This is not least because IS has managed to 
successfully accumulate a vast amount of 
wealth from a range of revenue streams 
during their first attempt at a self-proclaimed 
caliphate, with strong evidence to suggest 
that much of this money has been laundered.  

The territorial defeat of IS at the hands of the 
US led coalition forces in 2019, was a big 
setback for the group, but IS’s continued 
access to significant funding, means it’s still 
the top terrorist threat facing much of the 
world, and the group continuing to expand 
its influence in new regions.  

With an estimated 15,000 fighters still at large 
across Syria and Iraq, they are waiting and 
betting on US troops leaving the region, 
leaving the Syrian and Kurdish forces behind 
unable to cope with a resurgence of the 
group. Freeing fighters being held in prisons, 
and reuniting them with free IS fighters, will 
create the conditions for another territorial 
land grab in the region.  

IS’s revenue streams included the looting of 
antiquities, and bank vaults and accounts, 
taxes & bribery, oil & mining, kidnapping for 
ransom, control of food and agriculture, 
selling women and children as sex slaves & 
social media funding. 

Although they have lost their physical 
territory across Iraq and Syria for the time 
being, the groups accumulated wealth from 
their illicit revenue streams will likely fund the 
group far into the future. IS leadership have 
gone to great lengths to secure their financial 

futures with investments in businesses across 
the Middle East, and large amounts of 
evidence indicates some of their wealth 
made its way through the international  
financial system and is likely to have been 
moved several times already.  

The group had substantial expenses in 
administering the territory it held; providing 
food, water, electricity and other basic 
necessities to the local population, along with 
fighters wages. IS is thought to have paid its 
fighters on average US$350 - 500 per month 
for example, and with an estimated 30,000 
fighters on its payroll during the height of the 
so called Caliphate, this alone would have 
represented an estimated US$10 million 
drain on the group each month.  

Their loss of territory and fighters has freed 
the group from these costs, allowing it to 
focus on terrorist activity. Oil still brings in 
some money, although they no longer control 
oil fields, instead extorting the supply lines 
across the region.   

Some of the fighters left over, who have not 
been captured and taken off to prison, are 
openly re-imposing taxes on local 
populations in their historical support zones, 
to increase their revenue streams, and 
continue controlling small pockets of terrain, 
at least in Iraq. These continuing revenue 
streams and residual money from the self-
proclaimed caliphate are likely to be part of 
the financing behind the asymmetrical 
warfare the group are now carrying out 
across the region.  

Despite the extra income still flowing into the 
group, an estimated US$400 million is 
thought to be available for future use. The 
funds are not thought to be hidden as 
physical cash dumps as these can be stolen 
or discovered. Instead, they have moved to 
launder much of their remaining wealth into 
legitimate businesses in the Middle East.  

Raids on businesses in Iraq have traced 
millions of dollars of IS money through 
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networks with links to Turkey, the UAE, Iraq 
and Syria. The money has been linked to 
legitimate enterprises such as real estate 
companies, hotels and car 
dealerships, along with a 
host of other small 
businesses. These 
businesses are run by 
middlemen in the region, 
who partner with IS, not 
out of any ideological 
sympathy, but for profit; 
sending revenue back to 
the group when needed.  

Funds were moved in a 
number of ways, including 
via the Iraqi al-Rawi 
Network which operated 
for years as a Money 
Services Business, with 
connections that spanned 
the Middle East, Africa, 
and Europe. Turkey was 
heavily relied on to move 
money across the 
network, with many IS 
assets transferred to the 
country and held in cash 
or invested in gold or 
moved via the 
international financial 
system. Turkey has also 
been accused of buying 
cut-price oil from the 
group, raising millions of 
dollars for IS, an activity 
they heavily deny.  

IS money, wherever it is being held or 
laundered, will most likely be used to allow 
the core group to survive, regroup and 
continue to plan their next strategic and 
tactical moves to build an Islamic State.  

The fight to tackle the groups influence and 
capabilities long term cannot be defeated by 
military might alone. Disrupting and 
degrading terrorist financing networks is 

essential in order to combat the threat from IS 
in the long term; disrupting their ability to 
launch attacks, stop them from re-gaining 

territory, hinder payments 
to their fighters and 
families, reduce their 
operational capability and 
create uncertainty around 
their capability. All of this 
will reduce their support, 
morale, leadership and 
legitimacy long term.  

The long term strategy for 
wiping out the group and 
their support network will 
lean on FI’s and their 
ability to stop IS money 
heading back through the 
global financial system; 
helping to identify it and 
stop it being layered or 
moved into jurisdictions 
that make it difficult to 
identify the source or 
beneficiary of the funds.  

Governments will need to 
work closely with FI’s to 
deny the group access to 
the money laundered, 
particularly identifying 
transactions, accounts and 
transfers that may look 
legitimate, via sanctioning 
IS–linked businesses and 
denying them access as 
far as possible to the 
financial system.  

Although the political stability across Syria 
and Iraq remains fragile, it is likely IS will try to 
regroup and spread it’s influence elsewhere 
to areas where other terrorist groups have 
pledged allegiance, for example in Libya, 
Egypt, Saudi Arabia, Algeria, Somalia, West 
Africa, East Asia, Afghanistan, Pakistan and 
Yemen and or regroup in these areas with the 
AfPak region considered the most likely.  
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2. Who are the Islamic State? 

Known by many names across the Western 
world, including; the Islamic State (IS), the 
Islamic State of Iraq and Syria (ISIS); Islamic 
State of Iraq and the Levant (ISIL); and Daesh. 
For the purpose of this report, the group is 
referred to as IS.   
Although linked to Islamic terrorism, it would 
be inaccurate and hinder efforts to reduce 
their ongoing threat by assuming they are 
just another branch of groups affiliated with 
al-Qaeda. Al-Qaeda, never attempted to 
build a State, instead working in small, 
underground cells and aiming for political 
victories 
and the 
removal 
of 
Western 
military 
forces 
from 
areas of 
interest; but never able to directly confront 
military forces.  

Furthermore, IS hasn’t relied on typical al-
Qaeda models of receiving donations from 
rich supporters in the Middle East and the 
Arabian Gulf, instead embracing innovative 
ways of self-funding their caliphate as 
documented in this report. 
IS on the other hand aims to create an Islamic 
State, called a caliphate, all with the objective 
of establishing a society that goes back to the 
early roots of Sharia Law (rooted in eight-
century Islam).  

Although they took advantage of political 
instability in Syria and Iraq to create a self-
proclaimed caliphate in 2014, the group has 
aims to widen their goals on a global scale, 
and despite their territorial losses in 2019, 
they continue to be an international threat. 

At the height of the self-proclaimed caliphate 
their territory spanned across Syria and Iraq, 
and the group boasted around 30,000 
fighters, maintained extensive military 
capabilities, controlled lines of 
communication, commanded infrastructure, 
and engaged their enemies directly. 
IS’s strict interpretation of Islamic Law means 
they must be in a constant state of holy war to 
expand their physical border, and in order to 
do this, the group has carried out barbaric 
acts of violence over the years.  

This has included carrying out public 
executions of the most violent kind, 
persecuting those from other religions or 

with 
differing 
beliefs 
(including 
the 
execution 
and 
torture of 

gay men across their ‘territory’), enslaving 
women and young children from other ethnic 
and religious minorities (particularly targeting 
the Yazidi community), carrying out brutal 
sexual exploitation of captured women, 
destroying holy sites and valuable antiquities, 
kidnapping foreign citizens providing aid to 
exploit them for ransoms, levying heavy taxes 
on the populations under their control and 
exploiting individuals, government officials, 
families and businesses as much as possible 
to create income for the group. 
In March 2019, the Syrian Democratic Forces 
(SDF), a US-backed group of Kurdish and 
Arab fighters, announced they had captured 
the last physical territory held by the group.  

However, as this report documents, the threat 
remains from the group, they remain active, 
they still have the finances to support and 
fund future activities and attempts at reviving 
the caliphate, along with financing activities 
in other regions of the world. 
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3. Origins of IS Terrorism   

The earliest known origins of the group 
related to an obscure militant group created 
in 2000 by a Jordanian criminal Abu Musab 
al-Zarqawi. Five years in a Jordanian prison 
for his crimes led to him being radicalised 
whilst sharing his cell with extremist Islamists. 
Following his release, he travelled to 
Afghanistan with the intention of meeting 
with Osama Bin Laden in Kandahar, but 
Zarqawi was rejected by Bin Laden and al-
Qaeda. When his efforts failed, Zarqawi 
moved to a terrorist camp in northern Iraq. 
Shortly after, the US moved to remove 
Saddam Hussein from Iraq. Zarqawi took 
advantage of the unemployed Iraqi military, 
who were disbanded under the US 
occupation of Iraq and the fall of Saddam 
Hussein, recruiting them, and planning and 
executing an increasing number of 
asymmetric attacks against coalition forces, 
including a large number of suicide 
bombings. 

Al Qaeda in Iraq  
Osama Bin Laden could no longer ignore 
Zarqawi and communication between the 
two men commenced, with Zarqawi outlining 
his plans to Bin Laden of how to manipulate 
the situation within the region, violently 
targeting the Shia population to provoke 
extreme reactions across Iraq. Bin Laden 
rejected the extreme violence against 
Muslims and his top deputy wrote to Zarqawi 
to stop, informing him this would not achieve 
the outcome al-Qaeda envisioned. Zarqawi 
disagreed and had plans for a Sunni 
resurgence and that, to him, required brutal 
sectarian violence to be established. He 
succeeded in his efforts, creating a civil war 
across Iraq. 
Once the civil war was established, Zarqawi 
began to focus his efforts on recruitment and 
propaganda campaigns, using the power of 
the internet to spread his message of 

creating a caliphate, something Bin Laden 
had not yet attempted to create. 
In 2006, Zarqawi was killed in a US air strike, 
but the message of the caliphate was out in 
the open, and would remain. The US troop 
surge following his death caused Zarqawi’s 
group to go underground. When the US 
withdrew all troops from the region under 
President Obama in 2011, it allowed the 
group to rebuild from the remote region they 
were isolated in, in North Western Iraq, with 
their new leader and Zarqawi’s successor, 
Abu Bakral-Baghdadi. 

The group gained valuable battlefield 
experience during the war in Iraq, and as they 
began to re-build, unrest broke out in Syria in 
2011. Baghdadi saw the opportunity to 
exploit the peaceful protests and the violent 
response from the Syrian government to 
expand the groups philosophies and 
influence. Baghdadi deployed fighters into 
Syria, using tactics from Iraq, such as vehicle 
borne improvised explosive devices, 
replicated first in Damascus, and then 
spreading across the country, encouraging 
civil war to break out on Iraq. Baghdadi 
quickly gained ground in Syria, with the civil 
war giving the group a platform to recruit far 
and wide internationally.  

The Islamic State 

Following intense online propaganda 
campaigns and increasing international 
media coverage of their activities, the group 
began to attract foreign nationals to join the 
group, most likely attracted by its extremist 
ideology and promises of an Islamic state for 
all Muslims, among other rewards. This 
bolstered the numbers within the group, 
allowing the more experienced fighters to 
push for further territorial gains against the 
Syrian government and other rival groups 
that had sprung up since the start of the civil 
war. With the increase in territory, Baghdadi 
named his new group ISIS, making a clear 
break from al-Qaeda. 
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4. The Rise and Fall of the Caliphate  

In 2012, the Syrian President, Bashar al-Assad, 
moved troops away from the East of Syria, a 
sparsely populated area along the border 
with Iraq, manoeuvring them to support 
efforts in key cities that were falling to rebel 
groups and internationally recognised 
opposition forces.  

Gaining Territory 

This allowed the group to move in and seize 
key oil fields in the area, giving the group an 
important source of revenue, and increasing 
their economic legitimacy as a group. 
Ever keen to take advantage to gain further 
territory, IS moved across the border into Iraq 
in early 2014 as political tensions were at 
their peak. They took advantage of the 
discontent amongst the Sunni population as 
the ruling Shia government purged the 
country’s leadership of Sunni representation, 
locking up thousands of civilians on terrorism 
charges as they went; IS offered an 
alternative. 
With increasing support, IS took over major 
Iraqi towns and cities (including Fallujah, 
Ramadi and Iraq’s second largest city, Mosul) 
with well structured military tactics, and 
increasing brutality as they went. The Iraqi 
Army fled in fear of the group in many areas, 
leaving behind valuable military weapons 
and equipment that quickly increased the 
military might of IS, garnering further support 
for the group and serving as a strong 
message to their supporters abroad that the 
group was strong and growing daily. 

Declaring the Caliphate - 2014 
On 4th July 2014, in the al-Nuri Mosque in 
Mosul, Abu Bakral-Baghdadi declared 
himself the ruler of a global caliphate. 

The activities of IS could not be ignored by 
the wider world forever. Following the highly 
publicised public executions, increasingly 
extreme content being published by the 
group on social media platforms, reports of 
extreme violence against other religious 
groups, increasing numbers of foreign 
nationals being drawn to the group and the 
rapid speed at which they gained territory; 
international intervention to stop the group 
began its efforts in August 2014.  The US 
began air strikes on IS targets in Iraq, leading 
a coalition of fourteen other countries to halt 
the expansion of the self-proclaimed 
Caliphate and destroy the group. 
With the support of coalition air strikes and 
advisors on the ground, Iraq’s elite Counter 
Terror Service (CTS), known as the Golden 
Division, were able to move in on IS on the 
ground; recapturing villages, towns and cities 
until it took back control of their last 
stronghold in Iraq, the city of Mosul, in 2017. 

The Fall of the Caliphate - 2019 
In March 2019, the SDF, announced they had 
captured the last physical territory held by 
the group in Syria, the small village of 
Baghouz. The efforts to take this last 
remaining area from ISIS were slow, mainly 
due to the large civilian population in the 
area, with some 60,000 civilians leaving the 
area for refugee camps, along with 5,000 
fighters imprisoned for their support to the 
group. 
The attacks on IS territory killed thousands of 
fighters, and removed their grip on physical 
territory across the region, denying them 
their most dangerous propaganda and 
recruitment tool, a host of revenue streams 
and a logistical base of operations to train 
large amounts of fighters. But this was not the 
end of IS. 
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5. Accumulation of Wealth  

Once IS held large amounts of territory 
across Syria and Iraq, accumulating mass 
wealth came quickly and easily. Unlike al-
Qaeda who had often relied on wealthy 
foreign supporters and family connections to 
fund their activities, IS put their newly 
acquired resources and control over large 
populations to work. 
Oil, the extortion and taxation of the massive 
population under its control, and kidnapping 
and ransoms of foreign aid workers in Iraq, 
enabled the group to generate 
approximately $1 million per day from Iraqi 
security forces estimates, and annual 
estimated revenues of approximately US$2.5 
billion; legitimising the caliphate in the eyes 
of many supporters, and vastly increasing the 
influence and power of the group in a very 
short space of time. 
The caliphate model of IS was so successful in 
such a short period of time that, despite their 
current territorial defeat, they remain the 
wealthiest terrorist organisation in history. 
However, some sources of income were more 
sustainable than others. 

Stolen Artefacts and Antiquities 

Syria is home to six UNESCO World Heritage 
Sites, and as of 2019, Iraq also has six. 
Unfortunately, all of the sites in Syria are now 
either destroyed or severely damaged due to 
the activity of IS, and suffering damage from 
the larger conflict. 
With the freedom to move and act as they 
pleased, these ancient sites, particularly in 
Syria, provided IS with a huge amount of 
revenue by looting the museums and ancient 
sites of significant importance.  

These activities were openly encouraged by 
the group, with evidence discovered by 
coalition forces on the ground of permits 
being signed from IS to loot and sell 
everything from figurines, Roman coins, 

ancient books and antique jewellery, to 
finance the group. Further activity has 
included grave robbing and other such 
scavenging activities. 
The artefacts were then sold to the highest 
bidder often on auction websites, quite 
publicly in many cases, with the artefacts then 
smuggled out of the country by traffickers, 
often across the border into Turkey. 

Taxes and bribery 
Taxes made up a large amount of the money 
coming into the group, especially as IS 
gained ground in Iraq, with everything 
possible being subjected to tax. Taxes 
needed to be sustainable to help legitimise 
the groups economy, so examples such as 
school children having to pay monthly fees 
(payments that did not exist before IS took 
over), taxing other religions (with a reported 
special tax on Christians called Jizyah, or 
“protection insurance”), extorting Iraqi 
government workers (with those living in the 
northern IS controlled regions allowed to 
travel to to pick up their salaries, but having 
to pay 50% income tax on the way back into 
IS territory) being key efforts. 
Other examples of taxations include 
scenarios where civilians wanted to move 
between areas under IS control to visit family. 
The group would demand US$1,000 
departure tax and temporarily claimed all of 
their property as an insurance that the 
individual or family would return. If they 
didn’t return, the group would still be able to 
sell their assets and make money from them. 
Documents discovered by international 
journalists, translated and analysed by the 
New York Times, demonstrate how tax 
revenue far outstripped the income from oil 
sales; it was agriculture and the taxation of 
commerce that powered the ISIS economy. 

Bribery was rife throughout the caliphate, 
with reports suggesting it cost between $200 
- $1,000 to bribe IS guards whilst travelling 
around controlled territory. 
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Oil and Mining 
IS looked further than just exploiting 
resources at hand and the people under their 
control. They took over oil wells and 
refineries as Syrian Government forces 
moved out of Eastern Syria to support other 
efforts across the country in 2012. This was 
the perfect opportunity for the group to 
establish an ongoing revenue sources. IS 
tried to capitalise on the oil wells they found 
abandoned. There were able to draw crude 
oil from the captured wells but they lacked 
the expertise in the refinery element of the 
process to enable them to fully exploit this 
revenue stream to its full capability. The 

group did manage to produce around 
50,000 barrels per day in the early days of the 
caliphate, and although the region has the 
ability to produce double this, the effort was 
still bringing in around US$1.6 million per 
day in revenue. 
International sanctions, and targeted military 
operations by coalition forces to render the 
oil fields inoperable and stop tankers from 
moving the oil, made it difficult for the group 
to operate this revenue stream as time went 
on. They instead resorted to unregulated 
underground markets, selling oil at very low 
prices and using long-established smuggling 
routes, which was slower but still provided a 
source of financing for the group. 

Furthermore, the group sold the oil to Syrian 
Government forces and other rebel and 
opposition groups across the country; they 
didn’t mind funding their enemies to finance 
their activities of expanding the self-
proclaimed caliphate. It is highly likely some 
of this oil also made its way to Turkey, 
something the country denies. 
IS also saw the potential in taking over a huge 
phosphate mine, phosphate and sulphur 
industrial plants, and other industrial 
processes such as cement making facilities. 
Although this provided some revenue, again 
the lack of expertise hindered these sources 
of revenue from becoming established. 

Bank Looting 

Bank looting was a lucrative income stream 
for the group as they gained more and more 
territory, taking over banks as they invaded 
cities and towns across Syria and Iraq, with 
estimates putting this source of income at 
approximately US$1 billion. However, this 
type of looting is a one-time injection of 
money, and is not renewable. For example, 
when they overran the Iraqi city of Mosul, IS 
reportedly seized an estimated US$450 
million in cash and gold from the central 
bank – but there would be nothing coming in 
to replenish that once they took control of the 
area as many banking activities in the 
branches under IS control ceased activity. 
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Kidnap and Ransom 
Kidnappings and ransoms have been an 
income stream for many terrorist 
organisations, however most countries stick 
to a UN resolution to not allow terrorists to be 
funded from this type of activity, under any 
circumstances, with the aim to dis-incentivise 
the activity. 
The emotional distress this activity caused to 
the families of the victims of IS kidnappings 
caused many foreign governments to pay the 
ransoms, with investigations by American 
journalists discovering French, Italian and 
Spanish hostages had all been freed for the 
ransoms demanded. Due to this, there have 
been vague estimates by the US Treasury that 
IS collected tens of millions of dollars from 
this revenue stream of foreign nationals 
being kidnapped for ransom to finance the 
group. 
Many countries did not pay up though. 
American journalist James Foley was 
kidnapped in 2012, and IS demanded 
US$132 million. It wanted US$200 million for 
two Japanese hostages, Kenji Goto Jogo and 
Haruna Yukawa. Neither country paid, and 
both were murdered on Video. 
However, these are examples of the larger 
demands placed on foreign governments. 
Much more simple, and easy examples of 
ransom payments were closer to home, with 
IS targeting local religious groups such as the 
Assyrian Christians, kidnapping family 
members and demanding payments of up to 
US$3,000 overnight. 
Food and Agriculture 
At one point, due to the territory they 
covered, IS controlled over one-third of Iraq’s 
wheat and barley, and often stole agricultural 
machines, making money by renting them 
back to the farmers who owned 
them.Controlling food was important to 
retaining control of many areas of their 
territory, with the threat of removing 
sustenance a key fear that kept many villages, 

towns and cities under their influence and 
control. It is thought the control over food 
and agriculture is thought to be one of the 
largest revenue streams for the group at the 
height of the self-proclaimed caliphate. 
Sexual Exploitation  
The sexual exploitation and slavery of women 
and children in persecuted religious groups 
under IS control was barbaric. Women and 
young girls were taken from their villages, 
largely in Iraq, from the Yazidi community, 
and sold as sex slaves to IS fighters, many for 
as little as US$13.There are many first hand 
reports from the victims of being repeatedly 
sold to other abusers and trafficked across 
different territory, likely generating many 
streams of revenue from one victim alone. 
Some women were sold to be the wives of IS 
fighters, providing a reward for their loyalty to 
the group, likely increasing morale, and 
encouraging the ideology of IS wives 
creating the next generation of IS fighters 
and caliphate members.   

Fundraising via social media platforms 
Emerging technology and the increasing use 
of social media platforms have created virtual 
pathways to connect people on a global 
level. Groups like IS have fully exploited this 
capability, using it for recruitment in many 
cases, but also as a way to solicit 
donations.Unlike al-Qaeda, who relied 
heavily on the deep pockets of donor 
networks and supporters, IS has drawn 
support from individuals they have 
communicated with on social media across 
the globe, along with donations from foreign 
nationals not able to or willing to physically 
join the self-proclaimed caliphate efforts. 
These individual-level donations are thought 
to be sent via wire transfers, bank 
transactions, or cash couriers; indicating 
terrorist financing support is being sent 
through both formal and informal measures, 
though transfers are disguised and front 
entities used to receive and pass on funds. 
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6. Threat Assessment 
IS was prepared as it lost ground, due to the 
efforts of international coalition forces, 
slipping fighters through the lines in several 
key battles to regroup in remote, likely 
outside of Mosul and in the mountains, 
forming small operationally active cells and 
some sleeper cells. 

Iraq and Syria  
IS has returned to asymmetric warfare, part of 
their tactics in Iraq years before, conducting 
suicide attacks and detonating roadside 
bombs in areas that have been liberated from 
the group, along with carrying out targeted 
assassinations of local political, tribal and 
security leaders who are co-operating with 
the Iraqi government; with their goal to 
weaken resistance and to fuel local distrust 
of the government. It is highly likely this 
activity will continue in the years ahead, as 
they gain strength again to take their chances 
with another land grab. 
Estimates vary on the number of fighters IS 
has left in 2019, with many being held in 
prisons by the SDF. It is estimated there are 
around 15,000 fighters who are freely moving 
around the region at present. Considering 
the group built themselves from a small entity 
into a 30,000 strong fighting force in the 
three years from 2011 – 2014, their numbers 
are likely to grow in strength again, with a far 
larger force than was defeated in early 2019 
surfacing again. The insurgency will be able 
to grow because the areas IS has lost control 
in Iraq and Syria are still neither stable nor 
secure, and all they have to do is wait for U.S 
forces to leave to exploit these instabilities 
once more. 
Additionally, the group is much wealthier 
than it was in 2011, increasing the chances of 
a quick comeback, in whatever shape that 
may take. IS was wise enough to ensure the 
group endured by moving money into 
legitimate business ventures and physically 

moving and hiding cash, which has funded its 
transition back to an insurgency and 
managed to preserve sufficient weapons and 
other supplies in tunnel systems and other 
areas in order to equip a potential 
regenerated IS insurgent force in the future.  

IS Affiliates and Affiliated Territories  

The following locations outside of Iraq and 
Syria have been identified as places where 
individuals who have come from the self-
proclaimed caliphate have escaped to, 
groups that are building internationally under 
the IS brand, or those who have pledged 
allegiance to the group, including those that 
remain inside the lost territory: 

• Libya, Egypt,Saudi Arabia, Algeria, 
Somalia and Yemen. 

• West Africa – with group members being 
most active in Nigeria and Burkina Faso. 

• East Asia – with group members being most 
active in the Philippines. 

• Afghanistan - The IS affiliate is called  
“Khorasan wilayat.” It controls territory and 
carries out nearly daily attacks on civilians 
and military targets. 

• Pakistan – Reports suggest some members 
of the self-proclaimed caliphate are re-
grouping in Balochistan, Pakistan, a new 
province for the group. 

The International Threat 

The threat has migrated internationally, with 
operations being conducted by IS inspired 
groups on a global scale, for example:  

• 2019 Easter bombings in Sri Lanka were 
carried out by ‘National Thowheeth 
Jama'ath’, a local militant Islamist group in 
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Sri Lanka, who have suspected ties to IS. 
The group targeted three churches and 
three luxury hotels were targeted by suicide 
bombers, causing 259 deaths in total, are 
likely to continue. Although IS was later 
thought to have encouraged the group 
behind the attacks to claim they were 
working with/for IS retrospectively, it 
demonstrates the growing global following 
and influence that remains. 

• The group also claimed responsibility for 
the May 22nd Manchester Arena bombing in 
2017, stating the individual who carried it 
out was a soldier of the caliphate. The 
bomber was Salman Ramadan Abedi, a 22-
year-old local man of Libyan ancestry. After 
initial suspicions of a terrorist network, 
police later said they believed Abedi had 
largely acted alone but that others had 
been aware of his plans. Many other attacks 
have been claimed by the group across 
different regions of the world, with some of 
the nations targeted among the coalition 
forces who drove IS out of Syria and Iraq. 

Foreign Terrorist Fighters 

Thousands of former IS fighters who joined 
the group from countries around the world 
are thought to have returned back to their 
home countries. Those who survived the 
territorial defeat to return home will present 
major security risks in the years ahead, highly 
likely to be extremely radicalised from their 
time with the group, and likely to have 
acquired both the skills and connections (and 
in some cases financial connections), that 
make them potentially very dangerous. 
It is estimated that at least 425 British ISIS 
members have so far returned to the UK, and 
although security services are sharing very 
little as to their whereabouts and if they are 
being tracked, it is likely they will continue to 
have connections to the central IS group. This 
is only an estimate for the UK, with many 
other countries seeing movements of fighters 
back to their home countries and increasing 
reports of IS members slipping through the 

borders across mainland Europe.These 
individuals, and others they are likely to 
radicalise with their return, are highly likely to 
be involved in a range of efforts to conduct 
domestic terrorist activities, with sleeper cells 
across Europe a topic of discussion for 
security services.Many have not been allowed 
to return home, and remain in refugee 
camps, among them highly radicalised and 
extremely violent women who were once at 
the heart of the self-proclaimed caliphate. 
The women of IS are just as ideologically 
motivated as the men. Some of the women 
physically fought for the group, although 
most had a non-combative role, spreading 
the word of IS, conducting online recruitment 
for foreign nationals, and indoctrinating 
children and other women. 

Refugee Camps  

Tens of thousands of civilians who supported 
IS are now in refugee camps in Syria, often in 
dangerously overcrowded and unsanitary 
conditions. The ideology of IS remains strong 
among the survivors, with many IS women 
threatening violent jihad, along with raising 
their children to become the next generation 
of jihadist fighters. Most of the women and 
children are in the camp named al-Hol, 
although some are also in the Ain Issa and 
Roj camps. Al-Hol, run by the Kurdish SDF, is 
the most concerning of the camps, housing 
approximately 30,000 IS women and their 
children (with approximately 12,000 of the 
women and children foreign to the region, 
from 62 different countries). Documentaries 
and video footage of al-Hol show how 
overcrowded and unsanitary it is, with little 
access to healthcare and commodities. 

The security of the camp is precarious and 
has been described by many visiting as a 
ticking time bomb. The camp is large, but 
over-crowded, making it very difficult to 
control with the current resources the SDF 
have.  The IS families are separated by wire 
from the rest of the Iraqi and Syrian refugees, 
but video evidence shows how the group of 
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women is gaining more influence and control 
than the SDF guards as the weeks and 
months go by. 
Some of the IS women often display extreme 
violence and instil fear into the women who 
show remorse and regret for their 
involvement with the group. Many of the 
women within the refugee camps are not just 
wives, they fought for IS too and are reported 
to be as ideologically motivated as their male 
counterparts. These women are likely to feel 
their empowerment lies in continuing to 
contribute to the ongoing ideology of IS and 
the caliphate, and will almost certainly 
indoctrinate as many women and children as 
possible. Reports state they have also created 
a morality police corps inside the camp, 
enforcing sharia law and even conducting 
brutal executions against women who are no 
longer seen to support the group. 
There is a lot of international concern for the 
children under the influence of the IS women 
in the refugee camps, who are at extremely 
high risk of becoming radicalised by their 
mothers and the wider community around 
them. Those who have been born into the 
self-proclaimed caliphate, or were brought to 
Syria when they were very young, know no 
other existence outside of the strict religious 
views of IS. 
Whilst there have been discussions and 
attempts by the SDF to rehabilitate some of 
the children and isolate the female IS fighters 
from the rest of the groups, the situation for 
the children in the camps is unlikely to 
change anytime soon. In a few years time, if 
the children remain in the camp, they are 
going to become core IS members, the first 
born to the first caliphate; a very dangerous 
prospect for the world to face a new 
generation of completely radicalised 
individuals with no other perspective outside 
of IS. 
Little has been done to plan for this 
foreseeable threat internationally, with 
frustrations amongst the Kurds that 

international senior officials are only just 
realising this is a problem. Despite this, many 
governments have stripped women (and 
foreign fighters) who hold dual nationalities 
of one or other of their nationalities, washing 
their hands of the responsibility to bring 
them back to their home countries to face 
prison sentences and rehabilitation, 
increasing the risk of them becoming future 
threats. 
It is very difficult to determine how much and 
if the women in these camps hold any of the 
money from IS activities, however, some of 
the richer families have been able to pay 
smugglers to get them out of the camps, 
suggesting there is an element of financial 
capability remaining among some of the 
survivors there. A recent U.S Defense 
Department inspector general’s report has 
stated IS is actively recruiting inside al-Hol. 
The conditions in the camp and dwindling 
security resources for increasing numbers has 
created the perfect recruitment tool for IS, 
allowing their ideology to spread there 

Ideology and Propaganda 

Ideology plays a dangerous role in the 
continuing existence of IS. The group 
managed to bring together thousands of 
foreign islamists from across the world to 
their cause, along with recruiting the 
disadvantaged and downtrodden across Iraq 
and Syria. 
IS has treated the people it once had under 
its control brutally, and many civilians across 
the region loathe them for the destruction 
they have brought. Yet there are still those 
that would join them, and continue to 
support their ideology. In many cases, young 
men of fighting age have been drawn 
towards the group, particularly in heavily 
destroyed areas of Syria and Iraq, as there is 
nothing else for them, no other way to earn 
an income, and it is highly unlikely they will 
be able to have a family in the war torn areas 
of the region. Many of the women and 
children leaving the last of IS’s territory for 
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refugee camps still proclaimed their loyalty to 
the group, having spent recent years being 
radicalised and indoctrinated into the life of 
an IS woman and that of their self-proclaimed 
caliphate. 
IS continues to be led by a brutal leader, one 
that appears to be very much alive, and who 
is likely to continue his efforts to expand his 
influence into different regions, encouraging 
terrorist attacks in retaliation for the 
destruction of IS territory. 

In April 2019, Abu Bakr al-Baghdadi 
appeared in his first video broadcast for five 
years. During the video, he addressed the 
members of the caliphate, addressing the 
territorial defeat they had suffered across 
Syria and Iraq, and praised the terrorist 
attacks around the world carried out in the 
name of IS. The video went some way to 
proving Baghdadi was still alive, following 
intense speculation of his whereabouts and 
mortality. Most Intelligence agencies believe  
he is likely to be hiding somewhere in the 
desert regions of Iraq or Syria. 
In the video, Baghdadi remains ambitious 
about his plans for the group and their future. 
He is handed folders with the names of 
various areas across the world where IS 
continues to be active in one way or another. 
Called “wilayat”, meaning provinces, these 
areas include Somalia, Yemen, the Caucasus, 
West Africa, Central Africa and Turkey. 
Indeed, IS has made a significant inroad into 
sub-Saharan Africa and Asia, and still has the 
ability to conduct attacks in Afghanistan 
Egypt’s Sinai Peninsula, Iraq and Syria 

Propaganda campaigns are rife – and they 
have succeeded in indoctrinating a whole 
generation of young children and teenagers 
to the groups cause, using social media to 
promote extreme religious ideology and 
attract women and men of all ages to 
physically travel to join the group. Whole 
divisions of women within IS became 
responsible for contacting and radicalising 
individuals online and encouraging them to 

travel over to the region.The propaganda in 
the forms of terrorist videos, internet sites, 
published work, and most recently posed 
posters of IS members blowing up landmarks 
in the UK and the US, have encouraged those 
who could travel to the region to conduct 
lone wolf attacks and terrorist attacks using 
any means possible. The London bridge 
attacks on 3rd June 2017 were again linked to 
the perpetrators allegiance to IS from this 
form of indoctrination. 

Vulnerabilities  

Information from US military commanders 
during 2019 suggest the Iraqi Security Forces 
(ISF) and SDF remain unable to sustain long-
term operations against IS, with the police 
forces in Iraq also not trained to deal with the 
group. The SDF have concerns about the 
continued commitment US president Trump 
has to removing the IS threat from the region, 
and have stated US troop presence in the 
country is essential to ensure the group 
remain defeated territorially. As of July 2019, 
around 1,000 U.S troops were in northern 
Syria, training local tribes to hunt down IS 
sleeper cells. 
IS is likely waiting for political and security 
conditions in the region to deteriorate before 
making it’s next big move to seize and hold 
territory. From their very origins, IS have been 
skilled at creating such situations, and it is 
likely the more tactical efforts they are 
conducting in the region to remove military, 
political and security leaders, along with 
asymmetric warfare, will cause this instability 
longer term. In order to counteract the group 
from recovering their numbers, Iraq is putting 
on trial, imprisoning and often executing IS 
detainees, and the SDF holds thousands of IS 
fighters and followers in prison camps, 
however some low-level local supporters 
have reportedly been released in Syria; 
increasing the chance of them bolstering 
fighter numbers in the future and for these 
fighters to continue to spread the ideology, 
of the group 
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7. TF / Money Laundering 
The core group remain the wealthiest 
terrorist group yet seen, with continued 
access to hundreds of millions of dollars. One 
of the most prominent reasons the group will 
survive, both in numbers and ideology, is it 
has the ability to finance activities from these 
millions left over. The scope of such wealth is 
likely to attract and retain committed 
members of the group, who will be able to 
execute terrorist attacks and plan more 
territorial gains in the years to come. 
However, in order to estimate the money left 
after their territorial defeat, it is important to 
understand IS had substantial expenses to 
spend on administering the territory they 
held; providing food, water, electricity and 
other basic necessities to the local 
population, along with fighter’s wages. IS is 
thought to have paid its fighters on average 
$350 - $500 per month for example, and with 
an estimated 30,000 fighters on its payroll, 
this alone would represent a $10 million drain 
on the group each month. 
Their loss of territory has freed the group 
from the costs associated with trying to build 
and maintain its self-declared caliphate, 
allowing it to focus exclusively on terrorist 
activity. Oil still brings in some money, 
although they no longer control oil fields, 
instead extorting the supply lines across the 
region and some of the fighters left over, who 
have not been captured and taken off to 
prison, are openly re-imposed taxes on local 
populations in their historical support zones, 
to increase their revenue streams, and 
continue controlling small pockets of terrain 
in Iraq. These continuing revenue streams 
and residual money from the self-proclaimed 
caliphate are likely to be part of the financing 
behind the asymmetrical warfare the group 
are now carrying out across the region. 
Despite the extra income still flowing into the 
group, an estimated US$400 million is 
thought to have been buried or hidden away 

across the region for future use. But this 
wasn’t enough to ensure the groups future 
survival, and physical cash reserves can be 
stolen or discovered. Instead, they moved to 
launder much of their stolen wealth into 
legitimate businesses in the Middle East, 
transferring it via the global financial system. 
Iraqi & Syrian Banks 

After the fall of Mosul in June 2014, and with 
several other key areas of Iraq under IS 
control, there was a strong concern the group 
could access the international financial 
system through Iraqi bank branches in the 
territory it held. Iraqi banks are largely 
headquartered in Baghdad, but have 
branches located throughout Iraq which can 
process funds transfers via their headquarters 
in Baghdad through the international 
financial system. 
Approximately 90 Iraqi bank branches were 
identified in territory that was under IS 
control. In an effort to prohibit the group from 
exploiting Iraqi banks to access the 
international financial system, the Central 
Bank of Iraq issued instructions to FI’s 
incorporated in Iraq to prevent wire transfers 
to and from banks located in IS held territory. 
Larger Iraqi banking groups also began to 
relocate staff in their regional branches from 
locations near to IS held territory, into safer 
locations, within and outside of Iraq. Reports 
from the region state some branches 
completely halted operations, moving assets 
and cash to safer locations, in every effort to 
prohibit IS from gaining access to their 
wealth. 
Despite the adoption of the United Nations 
Security Council Resolution 2199 (2015), 
which urged Member States to take steps to 
ensure that FI’s within their territory prevent IS 
from accessing the international financial 
system, throughout 2014 and 2015, IS 
participated in the Iraqi Central Bank’s 
currency auctions, an activity which provided 
banks and currency exchange houses with 
access to US dollars in cash and helped 
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Baghdad to stabilise the exchange rate. The 
Iraqi Central Bank failed to stop the groups 
involvement in the currency auctions over this 
period of time. It is likely this enabled the 
group to launder monies through the 
international financial system. 

There were more than 20 FI’s located within 
IS held territory across Syria, and they 
continued their operations, with reports that 
many continued to be connected to their 
headquarters in Damascus. 
Open source 
reporting also 
strongly suggests 
some of these FI’s 
maintained their 
links to the 
international 
financial system, 
with some reports 
suggesting that the 
six state-owned 
banks have never 
suspended their 
operations, and the 14 private banks in the 
country (primarily subsidiaries of regional 
Arab banks in Saudi Arabia, Lebanon, 
Bahrain, Jordan, Qatar, and Kuwait) also 
continued to operate. Although there is no 
specific intelligence to suggest these FI’s 
have been handling IS money and or acting 
as a conduit to transfer IS money across the 
region, it would have been a potential 
gateway that IS may have used. 
When it became apparent these FI’s would 
not be stopping their operations, for both the 
Syrian regime and potentially IS, the 
international community reacted to curb the 
access to the international financial system 
that the group may have been enjoying. 
The Central Bank of Syria, the Commercial 
Bank of Syria, and Syria International Islamic 
Bank, were designated by the US Department 
of the Treasury and the European Union, 
resulting in most major FI’s severing their ties 
with these banks, if they had not done so 

already. This should have made it difficult for 
IS to gain access to the international financial 
system via Syria-based FI’s, but it is likely they 
managed to circumvent sanctions and other 
processes put in place with some FI’s, likely 
using money mules and other middle men to 
move their money through FI’s, or 
intimidating staff who worked at the local 
branches under their control. 
Many of the FI’s were subjected, and remain 
subject to international sanctions, aimed at 

prohibiting terrorist 
financing and 
support to terrorist 
groups. 

For more details on 
the Syrian FI’s 
listed, along with 
the branches that 
were under IS 
control, see 
Appendix 1. 

Money Services 
Businesses  

The Iraqi al-Rawi Network operated for years 
as a legitimate financial services business 
before Kurdish investigators learned that it 
was being used by the terrorists. The financial 
network, built and operated by Mushtaq Talib 
Zughayr al-Rawi, was responsible for 
resuscitating a prominent money laundering 
network that was active during Saddam 
Hussein’s reign, as he sought to evade 
sanctions throughout the 1990s.  
The al-Rawi network was headquartered in 
Iraq but acted globally, with connections that 
spanned the Middle East, Africa, and Europe. 
Mushtaq relied on traditional money 
laundering techniques to include layering 
and cash smuggling to obfuscate the source 
of illegitimate IS money. Other activities 
conducted by al-Rawi for IS included the use 
of money service businesses to circumvent 
the formal banking sector and move their 
money across Europe, Africa and the Middle 
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East. For more details and in particular those 
who operated and controlled the Al Rawi 
Network see Appendix 2. 

Money Value Transfer Systems (Hawala) 

Often used as a legitimate practice for 
businesses in the Middle East and Africa, 
Hawala networks in this case have been able 
to help IS to avoid using electronic transfer 
methods and the recording of transactions to 
move money to vastly disparate areas of the 
world.  
MVTS companies or Hawaladers provide 
services throughout Iraq and Syria, acting as 
trusted money brokers, where they transfer 
funds to finance trade and to support 
remittances.  

Many Iraqis and Syrians do not have bank 
accounts, and or have access to Money 
Transfer Services, where fees are high, and 
instead prefer to use Hawala’s who are still  
considered a trusted and relatable financial 
intermediary, but who are not regulated, and 
do not conduct checks required if the 
regulated sector was used. Even using 
Hawala’s isn’t easy in conflict zones, with 
many operations moving money in and out of 
Iraq and Syria using neighbouring countries 
to conduct transactions and to physically 
move money, with collection and transit into 
Iraq and Syria requiring safe passage across 
IS territory. These operations became 
particularly important when the system of 
banking and funds transfers was effectively 
suspended as restrictions were placed on 
Banks and Money Services Businesses 
operating from IS controlled territory.  

IS were able to exploit, these money 
movements, with significant sums being 
acquired by the group itself.  

Cryptocurrency 
New blockchain technology is allowing 
cryptocurrencies to transfer currency, 

internationally, immediately, and with levels 
of anonymity not possible in payments made 
via the traditional financial system. Whilst 
there are reports that cryptocurrencies might 
be a vehicle for use by terrorist groups, and 
that coins that offer increased privacy features 
such as “Monero” and “Zcash” most likely to  
be used, most of the available evidence 
suggests that these cryptocurrencies, are 
limited in their usage for IS at the present 
time; used for example to fund social media 
and propaganda campaigns online, but not 
yet directly used to fund terrorist attacks. 

A key feature of cryptocurrencies is the 
private key, which is essentially a password 
allowing the holder of the password to easily  
access, and transfer currencies from a wallet 
by accessing an internet enabled device. 
Keeping these private keys safe and secure, is 
considered a challenge and a significant risk 
to a terrorist group like IS, for example what if 
a password holder was killed, or gave up the 
password under interrogation, or the funds 
were stolen by an IS defector. 

Front Commercial Businesses  

Raids on businesses in Iraq have traced 
millions of dollars of IS money through 
banking networks with links to Turkey, the 
UAE, Iraq and Syria. The money has been 
linked to legitimate enterprises such as real 
estate companies, hotels and car dealerships, 
along with a host of other small businesses. 
These businesses are run by middlemen in 
the region, who partner with IS, not out of 
ideological sympathy, but for profit, and then 
funnel revenue back to the group when 
needed. Although, a link can be made to the 
transfer of money to these types of 
businesses, it’s very difficult to continue to 
keep track of them, once the monies are sent 
to these types of companies, and 
commingled with other funds, reinvested and 
and moved on again, adding to the layering 
process and further disguising the true origin 
of the money. 
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By investing IS money longer term, for future 
use, rather than relying on selling oil and 
extorting resources and individuals under 
their control, on a daily/weekly/monthly basis,  
this should allow them to claim far more 
economic legitimacy and less antagonism 
from future populations under any territorial 
control. 

International aid 
As money begins to flow into Iraq in 
particular, from international donors and or 
Charities to help reconstruction efforts, and 
to address humanitarian suffering, there is a 
danger that  some of these funds could end 
up with IS. With many IS members still active, 
and little or no law enforcement or security 
service capability to speak of with a focus on 
this area, it’s possible the group could 
supplement existing monies with those 
obtained from reconstruction contract 
skimming or from siphoning off charitable 
supplies.  

The policing assets that do exist are 
underfunded, and their resources are already 
strained, and susceptible to bribes where 
necessary.  

As facilitating these funds flows is still 
considered very high risk, the international 

financial system, is all but closed to even 
reputable agencies and organisations. 
This trend of de-risking charities and aid 
agencies operating in such areas of the world 
has forced them to rely on forms of hawala, 
and physical money movements, as a last 
resort, ironically increasing the terrorist 
financing risks for the sector. The UK charity 

commission has for example warned that UK 
charities that operate internationally face 
"significantly higher risks," linked to terrorist 
financing and other illicit activity, particularly 
those operating in areas such as Syria and 
Iraq 

Potential Red Flags  

Understanding how to identify 
the movement of IS money is a 
difficult task, particularly as 
much of the funds thought to have been 
moved have already been carefully layered 
and moved around already. Whilst there may 
still be traces of unusual and or suspicious 
activity, the use predominantly of Hawala is 
likely to make identification in the formal 
financial system even more unlikely.  

Nevertheless potential red flags and or key 
risk indicators available are set out in 
Appendix 3.  
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11. Policy Matters 
Following growing international concern 
about IS activity, a number of important 
groups established and measures taken. 

‘Global Coalition against Daesh’  

The ‘Global Coalition against Daesh’ was 
formed in September 2014, and is committed 
to degrading and ensuring their enduring 
defeat.  

The group has a number of aims, including;  

• stabilising liberated areas,  

• countering IS propaganda,  

• hindering their military progress,  

• preventing the movement of foreign 
terrorist fighters and  

• tackling IS financing and funding. 
The coalition is made up of 81 members 
trying to prevent the groups use of the 
international financial system by designating - 
domestically, regionally and through existing 
UN Security Council resolutions – IS senior 
leaders, facilitators and financiers.  

The group aims to freeze their assets and 
make it more costly and more difficult for IS 
to do business, create assets and move their 
money. 

Counter-IS Finance Group 

Made up of nearly 40 members and 
observers, the Coalition’s Counter-IS Finance 
Group is leading global efforts to ensure full 
implementation of the multiple United 
Nations Security Council resolutions that 
prohibit all forms of financial support to IS, 
including funds raised from kidnapping for 
ransom, illicit trade in stolen cultural heritage 
objects, and sale of natural resources. 

UN Sanctions  

The UN has a committee known as the ‘Al-
Qaeda Sanctions Committee’, mandated to 
oversee implementation of the measures 
against individuals and entities associated 
with Al-Qaida. 
On 17 December 2015, the Security Council 
unanimously adopted resolution 2253 (2015). 
With the adoption of this resolution, the 
Security Council decided to expand the 
listing criteria to include individuals and 
entities supporting IS. The resolution also 
directs the Monitoring Team to submit 
reports on the global threat posed by the IS, 
Al-Qaeda, and associated individuals, 
groups, undertakings and entities. 
On 20 July 2017, Security Council 
unanimously adopted resolution 2368 (2017). 
With the adoption of the resolution, the 
Security Council reaffirmed the assets freeze, 
travel ban and arms embargo affecting all 
individuals and entities on the IS & Al-Qaeda 
Sanctions List. 
As well as imposing sanctions on the core IS 
group, the UN has sought to reduce its 
capability of spreading its influence 
internationally, imposing sanctions on several 
terrorist groups with affiliations or allegiance 
to the core group. For example, in May 2019, 
the United Nations Security Councils 1267 Al 
Qaeda Sanctions Committee sanctioned IS’s 
South Asia Branch, ISIL Khorasan to asset 
freezes, travel bans and arms embargoes. 
The committee periodically updates the 
sanctions list to ensure those who are 
facilitating the movement of IS money are 
highlighted to international financial 
institutions, and other industries, businesses 
and third parties obliged to avoid any 
dealings. 
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8. What can FI’s do to help? / 
Financial institutions have a key role to play in 
the fight against the financing of terrorism, 
where terrorist groups seek to exploit the 
formal banking system to raise, store, move 
and use monies to further their groups 
terrorist goals.  

Taking action to prevent terrorism finance is 
essential for any FI, particularly those with 
exposures to terrorism hotspots and or 
internationally to those with such exposures, 
but the risks faced may be different for FI’s, 
and require a differentiated approach.  

Consider the following: .   

• Financial Institutions can also use the 
materials in this Intelligence Briefing, to 
complete their own risk Assessment, 
develop or expand their own red flags and 
or suggest control environment changes, 
conducting intelligence 
led ad hoc investigations, 
or supplementing on 
boarding checks (or via 
periodic reviews) for 
customers, products and 
services exposed to 
increase IS TF risks. 

• Financial Institutions can use the Predicate 
Offence Maturity Matrix (see Appendix 4) to 
assess their current state approach to 
tackling the Illegal 
Wildlife Trade and rate 
themselves (using a 5 
Tier Rating scale across 7 
categories.   

• Financial Institutions can 
use this assessment to 
evaluate if they are where 
they want to be and or what the additional 
steps should be to meet their expectations 
(or to reduce them as appropriate). 

• Financial Institutions can also use 
the Infographic (see Page 3)  as 
part of its own training and 
awareness programme as a part 
of its financial crime 
programme either for FCC 
Specialists, or Analysts 
conducting investigations and 
or alert disposition and or for 
more front office staff for TF 
training purposes. 

• Terrorism Finance is one of the Focus areas 
for Financial Crime News (FCN), with access 
to and publication of 
leading opinion and 
comment across the 
Fighting Financial Crime 
community. By subscribing 
to FCN, you can keep up to 
date and access premium material on TF, 
not just in IS and stay informed. 
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Appendix 1 - Syrian Banks   

Further details on Syrian Banks as follows: 
• Commercial Bank of Syria (CBS) – 

subjected to international sanctions as far 
back as 2004, when the U.S Department of 
the Treasury designated the bank, along 
with is subsidiary the Syrian Lebanese 
Commercial Bank, as a financial institution 
of “primary money laundering concern”.  

• As far back as 2004, the CBS was 
suspected of facilitating terrorists and 
their sympathisers and acted as a conduit 
for the laundering of proceeds generated 
from the 
illicit sale of 
Iraq oil for 
Saddam 
Hussein.  

• The bank 
has several 
branches 
that were in 
IS held 
territory. The 
branches 
included 
nine local 
branches in Aleppo, one branch in Bou 
Kamal, one branch in Douma, one branch 
in Deir el Zor, four branches in Hama, four 
in Homs, one in Hassakah, one in Idlib, 
and one in Raqqa. 

• Syrian International Islamic Bank – 
banned by the European Union and the 
Arab League from financial and commercial 
systems for facilitating financing worth 
US$150 million throughout 2011 – 2012 on 
behalf of the Commercial Bank of Syria 
(allowing it to circumvent sanctions and 
potentially facilitating money laundering 
and terrorist financing in the process). 

• Cham Bank – the first Islamic bank to be 
established in Syria.  

• The bank has branches in previously held 
ISIS territory, including Aleppo, Hama and 
Daraa.  

• The major shareholder of the bank is the 
Commercial Bank of Kuwait. It is unclear if 
the bank maintained international 
connections with Kuwait during the IS 
occupation of the areas where it’s 
branches are held in Syria. 

• The Central Bank of Syria – subjected to 
international sanctions due to the Syrian 

civil war.  

•The 
bank has 
several 
branches 
that 
were 
held in 
ISIS 
territory. 
The 
branches 
included 
one 

branch in Hasakeh, one branch in Raqqa, 
one branch in Deir el Zor, one branch in 
Idlib, one branch in Aleppo, one branch in 
Hama, one branch in Homs, and one 
branch in Daraa.  

• Despite this bank working for the Syrian 
Regime, they have been accused on 
several occasions of undermining the 
sanctions on them, with meetings 
identified with the Russian bank 
Gazprombank in March 2012. 
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Appendix 2 - Al Rawi Network 

The Iraqi al-Rawi Network operated for years 
as a legitimate financial services business 
before Kurdish investigators learned that it 
was being used by IS.  

The financial network, built and operated by 
Mushtaq Talib Zughayr al-Rawi, and others. 
Individuals from this network, sanctioned by 
the U.S treasury in April 2019, include the 
following (with information from the U.S 
Treasury as the main source of intelligence): 

• Muhammad Jubayr al-Rawi (Fawaz), who 
was a Syrian terrorist financial facilitator 
who moved millions of dollars for IS’s attack 
and logistics networks. He was killed in 
international coalition airstrikes in 2017. 

• Mushtaq Talib Zughayr al-Rawi was a 
business partner with Fawaz and the leader 
of the Rawi Network.  

• In late November 2018, 
international Coalition Forces 
conducted a raid of a 
compound owned by 
Mushtaq al Rawi and seized 
financial records revealing 
evidence of his business 
dealings with IS. This included 
a page containing the IS seal, 
along with a handwritten note 
requesting that Mushtaq al Rawi assist 
another individual initiate a money 
transfer.   

• As of October 2018, Now Belgium-based 
Mushtaq al Rawi operated a finance 
network that is reported to have used 
various commercial establishments in 
Iraq, hawalas in Iraq and Turkey, 
unidentified individuals in the Gulf, and 
an unidentified West Bank-based charity 
to generate, launder, and move cash into 
and our of Iraq and Syria on behalf of IS. 

• As of early May 2018, Mushtaq and a 
family member operated an ISIS hawala 

from AlArd Al-Jadidah Money Exchange 
Company in Samsun, Turkey. Reports from 
the U.S Treasury also state Mushtaq used 
the Government of Iraq’s pension system 
to launder funds for IS, and Mushtaq owns 
at least three QiCard businesses in al-
Qa’im and Ramadi, Iraq and Samsun, 
Turkey.  As of December 2018, Mushtaq al 
Rawi was living in Belgium with his family, 
which likely increased his ability to 
launder money for IS. The U.S Treasury 
have stated he now owns money 
exchange shops in Iraq, Syria, Turkey, 
Sudan, and the Gulf, which could have 
easily allowed him to move money 
between the jurisdictions once he had 
conducted the initial layering process. 

• Umar Talib Zughayr al-Rawi – brother of 
Mushtaq. As of early October 2017, Umar 
owned several companies in Iraq, Syria, and 
Turkey and the U.S Treasury state he was in 

charge of performing 
transactions for IS in those 
countries. Umar’s main 
hawala was located in the 
vicinity of al-Qa’im, Anbar 
Province, Iraq.  

• As of late 2017, IS financial 
facilitator Abd-al-Rahman al-
Rawi, also detailed in this 
report, and his business 
partner and cousin, Umar, 

had been selected to manage financial 
affairs for IS following the death of Fawaz 
al-Rawi.   

• Abd-al-Rahman and Umar had been 
partners in a currency exchange company 
in al-Qa'im, Anbar Province, Iraq with 
Fawaz al-Rawi. Umar was responsible for 
money transfers inside Iraq.   

• In addition to dealing with large sums of 
money arriving from abroad and 
distributing the funds to ISISs Iraqi and 
Syrian provinces, Umar and Abd-al-
Rahman also distributed Iraqi retirees’ 
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salaries from the Government of Iraq via 
an electronic payment system.  

• Umar and Abd-al-Rahman also transferred 
funds to Iraq to purchase vehicles for IS 
fighters and exchanged cash for IS 
coinage. As of early September 2017, 
Umar was an IS financial facilitation leader 
who received both money and gold from 
IS and transferred the money (or 
equivalent value of the gold) for IS.   

• He transferred money throughout Iraq, 
and conducted transactions to and from 
Turkey.  

• He operated businesses in al-Qa’im, 
Ramadi, Hit, and Baghdad, Iraq; Albu 
Kamal, Syria; and Turkey. 

• In al-Qa’im, Umar operated an exchange 
house, handling large amounts 
of money, and transferred 
money for IS.  

• In Ramadi, Iraq, Umar was the 
co-owner of an exchange 
house that IS used to make a 
significant number of money 
transfers within Anbar 
Province, Iraq.   

• Umar had other hawala and 
money transfer offices used by IS 
members, which were operated in 
partnership with other Rawi Network 
members. 

• Walid Talib Zughayr al-Rawi – brother of 
Mushtaq. Sanctioned by the U.S Treasury 
for assisting in, sponsoring, or providing 
financial, material, or technological support 
for, or financial or other services to, or in 
support of, Mushtaq. Mushtaq and Walid 
started in the money exchange business 
when sanctions were placed on Iraq’s oil 
exports in the 1990s. 

• Walid informed an unidentified individual 
of nearly $3.9 million in financial 
transactions for funds sent to entities in 

Iraq and the Gulf from early December 
2017 through early July 2018.  The 
unidentified individual noted that at least 
$700,000 was deposited for Mushtaq as 
of February 2018.  

• Walid maintained accounts and records 
for Mushtaq.  

• Walid handled transfers to and from a 
Gulf-based exchange on behalf of Umar 
as well as Umars investments in 
unspecified businesses. Umar has 
$500,000 invested with Walid. 

• Muhannad Mushtaq Talib Zughayr al-
Rawi – son of Mushtaq. Sanctioned by the 
U.S Treasury for assisting in, sponsoring, or 
providing financial, material, or 
technological support for, or financial or 
other services to, or in support of, Mushtaq.  

•Mushtaq’s financial activity 
consisted of a cycle of 
monetary transactions that 
included his son Muhannad 
and three other financial 
facilitators 

•Muhannad was imperative 
in the layering process for 
the money transfers. When 
Mushtaq conducted 

transactions with a certain exchange 
company, he moved money from Turkey 
to Muhannad. Muhannad then moved 
Mushtaqs money to the exchange, which 
then transferred Mushtaq’s money to a 
gold exchange in the Gulf, earmarked for 
a specific gold seller. 

• Abd al Rahman ‘Ali Husayn al-Ahmad al-
Rawi. Abd-al-Rahman ‘Ali Husayn al-
Ahmad al-Rawi (Abd-al-Rahman) was 
sanctioned by the U.S Treasury for assisting 
in, sponsoring, or providing financial, 
material, or technological support for, or 
financial or other services to, or in support 
of, IS.  
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• The U.S Treasury states that Turkey-based 
Syrian national Abd-alRahman, and an 
Idlib Province, Syria-based Syrian 
hawaladar had allegedly established a 
secret partnership with two Syria-based 
Iraqi brothers to facilitate financial 
transfers into Syria on behalf of IS via 
hawala networks.   

• Both the Syria-based hawaladar and Abd-
al-Rahman conducted a large volume of 
legitimate business through their 
companies. However, they also moved 
money for IS in secret. Abd-al-Rahman 
was one of a few individuals who 
provided IS significant financial facilitation 
into and out of Syria.   

• Abd-al-Rahman instructed IS fighters 
seeking to move large sums of money out 
of Syria to deposit the money 
with an office in Syria.   
Furthermore, when individuals 
wanted to send money from 
Turkey to IS members in Syria, 
the instructions involved Abd-
al-Rahman. Abd-al-Rahman 
served as ISIS’s general 
financial manager, and prior to 
his relocation to Turkey, he 
travelled around Syria on 
behalf of the group.   

• As of late October 2017, Abd-al-Rahman 
allegedly continued conducting financial 
transactions on behalf of IS.  Abd-al-
Rahman entered into a secret business 
relationship with a Turkey-based 
individual who specialized in conducting 
large-sum hawala transfers from the Gulf, 
including funds intended for ISIS.   This 
individual facilitated a US$250,000 
hawala transfer to Abd-al-Rahman. 

• Muhammad Abd-al-Qadir Mutni Assaf al-
Rawi – associated with Mushtaq. 
Muhammad Abd-al-Qadir Mutni Assaf al-
Rawi (Muhammad) was sanctioned by the 
U.S Treasury for assisting in, sponsoring, or 
providing financial, material, or 

technological support for, or financial or 
other services to, or in support of, IS.  

• Muhammad was used to transfer 
Mushtaqs money to two gold shops in the 
Gulf, and he transferred approximately 
US$100,000 per month for these 
transactions.  

• As of 2016, IS members used Muhammad 
and his business to transfer money to 
various countries in the Middle East and 
Europe. 

• Halima Adan Ali. Halima Adan Ali 
(Halima). Halima was sanctioned by the U.S 
Treasury for assisting in, sponsoring, or 
providing financial, material, or 
technological support for, or financial or 
other services to, or in support of, ISIS. 

Halima played an integral 
role in an ISIS financial 
facilitation network 
spanning Europe, the 
Middle East, the Americas 
and Eastern Africa.  

• She worked with Waleed 
Ahmaed Zein to conduct 
transactions in support of 
ISIS fighters. Between 2017 
and early 2018, Halima 

received large sums of money from 
around the world, mostly through hawala 
systems, that she would forward to IS 
fighters in Syria, Libya, and central Africa.   

• She was also used as a conduit to pass 
instructions, money, and accounts to 
Waleed. Their intricate network moved 
over $150,000 on behalf of IS. The Al-Ard 
Al-Jadidah Money Exchange Company 
was also sanctioned by the U.S Treasury 
for assisting in, sponsoring, or providing 
financial, material, or technological 
support for, or financial or other services 
to, or in support of, IS. 
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Appendix 3 - Potential Red Flags  
Terrorism Finance (TF) involves 
many different terrorist group, 
each with their own methods. Red 
flags associated with TF are listed 
below, though it should be noted 
that TF is one of the hardest 
activities to identify. Also note, no one 
individual red flag is, in and of itself, 
necessarily determinative of suspicion.  Many 
of the red flags or key risk indicators (KRI’s) 
may appear characteristic of potential TF but 
on closer inspection, look very much in fact 
like those of many ordinary customers. More 
likely indicative of suspicion are combinations 
of red flags or KRI’s.  
Geographic Red Flags 

• Customers in and or exposed to 
remitters from Iraq and or Syria, in 
particular branches in previously held 
IS territory, or in the immediate vicinity of the 
territory. 

• Customers in and or exposed to remitters, 
resident in, or incorporated in a country linked 
to the following IS geographic locations (in 
particular areas where IS affiliates are known to 
be more active: in Libya, Egypt, Saudi Arabia, 
Algeria, Somalia, Nigeria and Burkina Faso, 
Philippines, Sri Lanka, Pakistan, Yemen, 
Afghanistan and Turkey.   

Customer Red Flags  

• Customer is a sanctioned party or is 
known to have connections to 
sanctioned parties associated with IS, in 
particular those Identified as part of the Al-Rawy 
Network. 

• Customer is an MSB operating in Iraq and or 
Syria and or has connections to remitters in Iraq 
or Syria. 

• Customer is a MSB operating in Libya, Egypt, 
Saudi Arabia, Algeria, Somalia, Nigeria and 
Burkina Faso, Philippines, Sri Lanka, Pakistan, 
Yemen, Afghanistan and or  Turk and or has 

connections to remitters in Iraq and or Syria, or 
these other locations. 

• Customer is operating as an unregulated MSB. 

• Customer is a Bank or other FI operating in Syria 
and or Iraq, or has connections to Banks in Iraq 
and or Syria. 

• Customer is a Bank operating in Libya, Egypt, 
Saudi Arabia, Algeria, Somalia, Nigeria and 
Burkina Faso, Philippines, Sri Lanka, Pakistan, 
Yemen, Afghanistan and or  Turkey and  has 
connections to Banks in Iraq and or Syria, or 
these other locations. 

• Customer is an Aid agency or NGO and or 
involved in supplying humanitarian aid and 
assistance in locations where IS is operating and 
or may be present (see Geography Risk above), 
or Customer has connections to such parties. 

• Customer is a commercial enterprises such as 
real estate companies, hotels and car 
dealerships, or similar small business, based in 
the broader Middle East, with connections and 
or exposures to Iraq and or Syria and or other 
locations mentioned in Geography Risks above. 

• Customer is a resident of Iraq and or Syria, or 
one of the Countries listed in Geographic Red 
Flags and is a none resident customer of the FI, 
particularly in the Middle East. 

• Products and Services Red Flags 
Cash and cash like products, 
including current accounts, accounts 
for MSB’s and Correspondent Banking 
accounts. 

Transactions Red Flags  

Transactions with features combining 
Geography, Customer and Product and Services 
Red Flags: 

• whether described as  funds transfers, loans, 
repayment of loans, commissions etc, that 
nevertheless have the effect of transferring value 
internationally, or 

• have other unusual and or suspicious elements 
that would indicate potential other criminal 
activity or money laundering activity, including 
unusual or suspicious cash deposits. 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Appendix 4 - Maturity Matrix  

Financial Institutions can use the Predicate Offence Maturity Matrix to assess their current states 
approach to tackling IS terrorism Financing and rate themselves (using  a 5 Tier Rating scale 
across 7 categories.  Financial Institutions can use this assessment to evaluate if they are where 
they want to be and or what the additional steps should be to meet their expectations (or to 
reduce them as appropriate) 
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FCN: Predicate Offences (PO) Maturity Matrix
No Real 

 Response 
Basic  

Response
Programme  
Response 

Strategic  
Response

Influencing 
Response

Threat 
Understanding  

No evidence of 
receiving /reviewing any 
available PO information 
to understand the PO 
threat

Some evidence of 
receiving /reviewing any 
available PO 
information to 
understand the PO 
threat - e.g.from major 
sources (FATF, FinCEN, 
NRA)

Clear evidence of 
receiving /reviewing any 
available PO 
information to 
understand the PO 
threat - e.g. same as ad 
hoc plus evidence of 
review and 
determination as to 
action to take 

Clear evidence of 
receiving comprehensive 
PO information (e.g PO 
Intelligence Briefing (IB) 
to understand the PO 
threat & reviews of IB 
and determination as to 
action to take.

As for Strategic plus - 
gap analysis 
undertaken  and 
determination as to 
action to take on 
important gaps.

Training & 
Awareness

No specific PO  
training / awareness - 
no PO references or 
information in AML 
mandatory module 

No specific PO 
training / awareness - 
some Limited PO 
references or 
information in AML 
mandatory module

Specific HT training / 
awareness in 2LOD and 
PO references or 
information in AML 
mandatory module

Specific PO training / 
awareness in 2LOD & in 
1LOD & Infographic for 
Awareness or similar 

As for Strategic plus  - 
also available to third 
parties, microsite 
resources on PO or 
similar

Risk 
Assessment 
(RA) 

PO not included in the 
RA either as a stand-
alone Assessment or 
included within the main 
assessment in any 
meaningful way.

PO not included in the 
RA as a stand-alone 
Assessment but  
included within the 
main assessment as 
part of general AML 
themes

PO included in AML RA 
either as a stand-alone 
Assessment or included 
within the main 
assessment as inherent 
PO risks are included 
within KYC Process / 
Controls mitigate PO 
risks - net risk is very 
high 

PO included in RA 

either as a standalone 
Assessment or included 
within the main 
assessment as inherent 
PO risks are included 
within KYC Process / 
Controls mitigate PO 
risks - net risk is high

PO included in RA nt 
either as a stand-
alone Assessment or 
included within the 
main assessment as 
inherent PO risks are 
included within KYC 
Process / Controls 
mitigate PO risks - net 
risk is medium or low 

Controls No evidence that the 
AML Control Framework 
is being impacted by 
PO in particular either in 
KYC, Screening of 
Surveillance 

Some evidence that the 
AML Control 
Framework is being 
impacted by PO in 
particular either in KYC, 
Screening of 
Surveillance - but in a 
generic AML way only 

Clear evidence that the 
AML Control 
Framework is being 
impacted in a limited 
way by PO - but in a 
specific way e.g; KYC 
Qu’s, Screening terms, 
and or TM DS 

Clear evidence that the 
AML Control Framework 
is being impacted by PO 
in a material way and 
same as Programme

Clear evidence that 
the AML Control 
Framework is being 
impacted by PO in a 
substantial way & 
same as Strategic - 
plus sharing learnings 
with others eg other 
FI’s 

Metrics & 
Reporting 

No Meaningful Metrics 
established and 
reported 

Basic Metrics 
established and 
reported

Reasonable 
Programme Metrics 
established and 
reported 

Extensive Programme 
Metrics established and 
reported , including on 
PO, e.g. No of PO 
related SAR’s

As for Strategic plus -  
information shared 
with third parties or 
publicly e.g. microsite 
or annual report 

SAR Filing / 
Reporting

No evidence of SAR 
filing for PO , little or no 
Risk Relevant PO cases 

Some evidence of SAR 
filing for PO, land some 
Risk Relevant PO cases 

Clear evidence of SAR 
filing for PO, land 
numerous Risk 
Relevant PO cases

Clear evidence of SAR 
filing for PO, including 
Noteworthy SAR’s and 
numerous Risk Relevant 
PO cases

As for Strategic plus a 
reasonable number of 
Risk Relevant PO 
cases including from 
1LOD, and or from 3rd 
parties eg other FI’s 
NGO’s etc

Senior 
Management 
Comm’s

Sr Mgt do not include 
tackling PO and or little 
or no evidence of senior 
management 
communications on the 
importance of FCC  


Some evidence of Sr 
Mgt communications 
on the importance of 
FCC but nothing 
specific on PO

Clear evidence of Sr 
Mgt communications 
on the importance of 
FCC and includes some 
reference to PO 

Sr Mgt include tackling 
PO as an important 

part of FCC 
communications

Sr Mgt include 
tackling PO as part of 
CSR work, and 
support PO in a 
meaningful way e.g. 
campaigns, Annual 
report, microsite 
materials etc



Appendix 5  - Selected Sources & Resources  
The following materials may be of interest and or sources of further information: 

• Understanding War; available at: http://www.understandingwar.org/ - this website hold multiple, 
highly valuable, report on the subject of the conflict in Syria and the Islamic State itself; including in 
particular: 

• ISIS Prepares for Breakout in Prisons and Camps 

• ISIS's Second Comeback: Assessing the Next ISIS Insurgency  

• ISIS's Opportunity in Norther Syria's Detention Facilities and Camps  

• Al-qaeda Attempts to Unify Forces in Syria  

• Unresolved Challenges in Syria 

• The Global Coalition against Daesh: available at: https://theglobalcoalition.org/en/news-
analysis/ - News and Analysis on the Global Coalition against Islamic State (or known on the website as 
Daesh). Multiple news articles, information, videos and footage from the region explaining ongoing 
events, challenges the region is facing, and everything from political events to assisting with food 
shortages in Syria is covered.  

• Selected News websites and open source materials, for example: 

• https://www.economist.com/middle-east-and-africa/2018/02/22/islamic-state-has-been-
stashing-millions-of-dollars-in-iraq-and-abroad, 

•  https://thewire.in/world/un-sanctions-isiss-south-asia-branch  

• https://www.nytimes.com/roomfordebate/2015/11/20/draining-isis-coffers  

• https://www.businessinsider.com/heres-how-isis-keeps-up-its-access-to-the-global-financial-
system-2015-3?r=US&IR=T  

• https://www.al-monitor.com/pulse/originals/2019/02/syria-regime-central-bank-funds-
deposits-lebanon.html  

• https://www.theatlantic.com/international/archive/2019/03/isis-caliphate-money-territory/
584911/ 

• https://www.ft.com/content/0378d4f4-0c28-11e4-9080-00144feabdc0 

• Selected Supranational and government publications, including sanctions listings and supporting 
materials, for example: 

•  https://www.state.gov/united-nations-1267-sanctions-committee-designation-of-isis-
khorasan/  

• https://home.treasury.gov/index.php/news/press-releases/sm657  

• https://www.fatf-gafi.org/media/fatf/documents/reports/Terrorist-Financing-Risk-Assessment-
Guidance.pdf - FATF latest report around terrorist financing.
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