
Australia 🇦🇺   

FATF: The FATF Country Evaluation (Follow 
up) Report , published in November, 2018, 1

showed Australia’s progress, from the results 
reported in 2015, which led to Australia 
being placed on FATF’s enhanced follow up 
process, but the updated scores (based on 
FCN’s simple scoring model) gives Australia 
65% for technical compliance and 52% for 
effectiveness, compared to an average 64% 
and 31% respectively). 

According to the earlier 2015 FATF Report  2

the main sources of criminal proceeds are 
from,  “illicit drugs, fraud and 
tax evasion, with Australian 
drug markets said to be 
some of the most profitable 
in the world, attracting 
interest from major 
syndicates in South East 
Asia and South America. 
Most laundering involves 
use of the banking sector, 
money remitters, and 
complex corporate 
structures, facilitated by 
gatekeepers. Australia is 
seen as an attractive destination for foreign 
proceeds, particularly foreign corruption 
related proceeds flowing into real estate, from 
the Asia Pacific region. Outwards proceeds 
flows are directed mainly to major financial 
hubs in Asia and the Middle East, with tax 
proceeds also flowing to European havens.” 

NRA’s: The Australian Government produces 
ML & TF risk publications via separate 
Government agencies. AUSTRAC publishes 
ML Risk Assessments on specific sectors , 3

recently issuing a Risk Assessment on the 

Mutual Banking sector, and currently is in the 
process of updating Risk Assessments on 
Major Domestic Banks, Foreign Banks and 
branches in Australia as well as Gambling/
Casinos and Remitters. These are all due for 
publication in 2020 with the Private Sector 
consulted / interviewed as part of each of 
these.  

The Australian Government (in December 
2016) established the Black Economy 
Taskforce to assess and respond to suspected 
increases in the so called “black economy.” In 
their Final Report  published in October 4

2017, they found that, “in 2012, the Australian 
Bureau of Statistics estimated that the black 

economy equated to 1.5 per 
cent of GDP, with the illicit 
drug industry adding a 
further 0.4 per cent of GDP. 
The task force updated the 
figures, estimating  that the 
black economy could be as 
large as 3 per cent of GDP 
(roughly A$50 billion) 
(US$34 billion) today.  

Peter Soros, the Deputy 
CEO of AUSTRAC in a 
recent speech, provided 

some interesting figures 
when he stated that, “According to the 
Australian Institute of Criminology, serious 
and organised crime cost the country an 
estimated A$47.4 billion (US$33 billion)  
during the financial year 2016-17 — equal to 
about 3.8 percent of Australia’s A$1.25 trillion 
(US$860 billion) economy in 2017. One-third 
of this number, A$15.9 billion, (US$11 
billion) is spent on prevention and response 
by law enforcement, the criminal justice 
system, various other government agencies, 

  See: https://www.fatf-gafi.org/publications/mutualevaluations/documents/fur-australia-2018.html1

  See: https://www.fatf-gafi.org/media/fatf/documents/reports/mer4/Mutual-Evaluation-Report-Australia-2015.pdf2

  See: https://www.austrac.gov.au/business/industry-specific-guidance 3

  See: https://treasury.gov.au/sites/default/files/2019-03/Black-Economy-Taskforce_Final-Report.pdf4
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the private sector and individuals in the 
community.” 

Drug Trafficking: According to the Australian 
Criminal Intelligence Commission,  “the illicit 
drug market continues to be (organised 
crime’s) main source of profit. Organised 
crime groups continue to maintain a strong 
presence in the importation, cultivation, 
production and distribution of illicit 
drugs.” According to the UNODC, in a 2017 
Report on Organised Crime in South East 
Asia, Australia’s motorcycle gangs were 
identified as expanding to take advantage of 
a booming methamphetamine export market 
in the region, where Hong Kong and China 
were the dominant suppliers for illicit 
methamphetamine into Australia, organised 
Crime from South East Asian Countries use, 
“lightly regulated free trade zones, lax border 
control, money laundering through casino’s 
and corruption to traffic “unfathomable 
quantities” of “high profit methamphetamine” 
into neighbouring countries,” including 
Australia. 

Organised Crime: According to the  
Australian Criminal Intelligence Commission, 
“organised crime is touching the lives of 
Australians in unprecedented ways,” and it 
estimates, “the cost of organised crime to 
Australia is more than A$36 billion a 
year,” (US$25 billion). The Organised Crime 
in Australia Report 2017 , (published every 2 5

years), by the Australian Criminal Intelligence 
Commission identifies 6 key enablers of 
organised crime in Australia, namely; money 
laundering, technology and digital 
infrastructure, professional facilitators, 
identity crime, corruption within the public 
sector and violence and intimidation. The 
Report identifies “drugs as the primary source 
of illicit wealth for many organised crime 
groups, and key threats being: 
methamphetamine use, crime in the financial 

sector and online criminal networks. 
Organised crime groups operating in 
Australia enable a range of criminal activities 
through the use of both simple and 
sophisticated networks of businesses, 
proprietary companies, partnerships and 
trusts. These criminal activities are mainly 
money laundering and revenue and tax fraud, 
as well as crimes involving, illicit commodities, 
people smuggling and investment and 
superannuation fraud. Approximately 70 per 
cent of Australia’s serious and organised 
crime threats are based offshore or have 
offshore links.” 

Outlaw motorcycle gangs (OMCGs) are one 
of the most high-profile manifestations of 
organised crime, with an active presence in 
all Australian states and territories. They see 
themselves as the ‘one percenters’ who 
operate outside the law. OMCGs continue to 
exert significant influence over illicit 
commodity markets; particularly the illicit 
drug market. OMCGs also continue to 
engage in high impact violence, including 
the use of firearms. Australian OMCG 
activities are mostly domestic, but they 
increasingly have international connections. 
This includes Australian OMCGs expanding 
offshore or cooperating with overseas 
chapters and sophisticated and high threat 
organised crime groups operating in 
Australia and internationally. The most recent 
assessment of OMCGs identified that there 
are 39 ‘one percent’ OMCGs operating in 
Australia, with more than 4,690 patched 
members and 970 prospects. 

Corruption: Organised crime groups try to 
corrupt public officials to gain access to 
public funds, information, protection and 
other services to facilitate criminal activities. 
These officials are likely to be from law 
enforcement agencies, border agencies, and 
agencies that issue identification documents. 

 See: https://www.acic.gov.au/sites/default/files/2017/08/oca_2017_230817_1830.pdf?acsf_files_redirect5
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Corruption of public sector officials has 
substantial multiplier effects and benefits for 
organised crime. There may be significant 
links between corruption in the public sector 
and organised crime groups that, by their 
very nature, remain hidden, according to the 
Australian Criminal Intelligence Commission. 

Fraud: According to the Australian Criminal 
Intelligence Commission, “organised crime 
groups are increasingly involved in fraud. 
financial market diversification, greater levels 
of economic activity and technological 
developments have created increasing 
opportunities for fraud. The main categories 
of fraud in Australia attracting criminal 
attention include superannuation fraud, 
serious and organised investment fraud, mass 
marketed fraud, revenue and taxation fraud, 
financial market fraud, card fraud and identity 
fraud.” 

Tax: According to the Australian Tax Office, 
the so called tax gap for 2016 was estimated 
as between A$29-31 billion , (US$20 - 21 6

billion), with small businesses responsible for 
A$11.1 billion, individuals responsible for 
A$8.4 billion,  and goods and services taxes 
lost of A$5.2 billion.  The ATO recovered 
more than A$210 million (US$145 million) for 
the financial year, (2018-2019), according to  
Austrac reporting . 7

Human Trafficking: The Global Slavery 
Index  estimated (2016) that there were 8

approx 15,000 people living in conditions of 
modern slavery in Australia. Cases of forced 
labour exploitation in Australia 
predominantly occur in industries considered 
at risk, including agriculture, construction, 
domestic work, meat processing, cleaning, 
hospitality, and food services. Many of these 

industries employ a high percentage of 
migrant workers who enter Australia through 
its temporary visa scheme designed to fulfil 
Australia’s labour shortages. In November 
2018,  Australia passed the Modern Slavery 
Act, which requires larger businesses to 
publish an annual modern slavery statement 
detailing their efforts to combat modern 
slavery in their supply chains and operations. 
According to the US Trafficking in Persons 
Report, Australia is rated highest (positive 
rating) as a Tier 1 Country. 

Wildlife Trafficking: According to the 
Australian Institute of Criminology , the 9

illegal wildlife trade is generally considered 
to be “small” when compared with overseas 
operations but it is likely to be on the 
increase and probably involving more 
sophisticated operatives. Much of the 
detected trade involves wildlife—birds (and 
birds eggs), reptiles, turtles, spiders and 
insects—and species are targeted based on 
popularity and the profit they can generate. 
Human couriers and the postal system are 
the main methods by which these goods are 
smuggled into and out of Australia, with the 
internet playing an increasingly important 
role in facilitating the trade. 

Illegal Fishing: It has been estimated  that 10

anywhere between 20 to 60 percent of fish 
caught in Australia have been fished illegally. 
High-value species, such as abalone and rock 
lobster, as well as shark (for shark fin soup) 
are particularly vulnerable,  Most of the 
poached fish are destined for overseas 
(primarily Asian) markets but there is also a 
flourishing domestic trade. Commercial 
fishing has been identified as vulnerable to 
organised criminal involvement due to the 
competitive nature of the industry, the 

  See: https://www.ato.gov.au/About-ATO/Research-and-statistics/In-detail/Tax-gap/Australian-tax-gaps-overview/?page=6#Annualrefreshfindings6

  See: https://www.austrac.gov.au/sites/default/files/2019-10/AUSTRAC_AR1819_Web.pdf.pdf 7

  See: https://www.globalslaveryindex.org/2018/findings/country-studies/australia/8

  See: https://core.ac.uk/download/pdf/30682032.pdf9

  See: https://core.ac.uk/download/pdf/30682032.pdf10
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preponderance of the itinerant workforce 
and its profitability, although anecdotal 
evidence suggests possible cohabitation with 
other illegal activities like illicit drug 
distribution. 

Emerging Threats, Cybercrime: According 
to the Australian Criminal Intelligence 
Commission , Australia is an attractive target 11

for serious and organised crime syndicates 
using cybercrime as a tool. The Cyber 
Security Review, led by the Department of the 
Prime Minister and Cabinet, found that 
cybercrime is costing the Australian economy 
up to A$1 billion annually (US$687 million) 
in direct costs alone. Cybercrime is diverting 
funds from the legitimate Australian economy 
to the illegitimate economy. In addition to 
loss of money, cybercrime causes other 
damage including: damage to personal 
identity and reputation, loss of business or 
employment opportunities, impact on 
emotional and psychological wellbeing. 
Examples of cybercrime include ransomware 
and credential harvesting malware. The 
principal threat to Australia from cybercrime 
is from offshore. Cybercriminals who are 
impacting Australian victims work together 
even though they may live in different 
countries or even different continents. 

Terrorism/Terrorism Finance: The Australian 
Government publishes a National Counter-
Terrorism Plan as well as the Counter-
Terrorism Strategy and other related 
publications.  The current terrorism rating is 12

“Probable” and highlights that “the primary 
terrorist threat in Australia today comes from a 
small number of Australian-based individuals 
who are committed to a violent anti-Western, 
Sunni Islamist extremist ideology. These 
individuals present a direct threat as well as a 
secondary threat through their ability to 

influence others.” Areas of risk include 
onshore attack planning by those that have 
had their Australian passports cancelled —
preventing them from travelling to join 
terrorist groups in conflict zones and from 
those that return from the conflicts, as well as 
radicalisation by extremists of vulnerable 
community members. 

Money Laundering: Key ML threats include: 
i) the outflow of funds to offshore locations 
from organised crime groups involved in the 
importation of drugs to Australia (Australia is 
an attractive option due to the high prices 
drugs can be sold for), ii) the significant 
inflow of funds to invest in property in 
Australia from a range of developing Asian 
Countries (in particular China and Vietnam), 
and iii) the outflow of funds from the growing 
number of fraudulent scams against 
Australian residents- Australia in general still 
has relatively high levels of cash in use for 
genuine business purposes and criminals 
take advantage of this for co-mingling of 
criminal proceeds, (however from 2020 the 
Government is expected to introduce a limit 
of $10K cash that will apply to many business 
transactions as an attempt to stem some of 
the illegitimate cashflow).  

Criminal Proceeds and Laundering: 
According to FCN, Global proceeds of 
criminal activity are estimated at US$5.8 
trillion , based on a bottom up assessment 13

of criminal markets. Purely based on its share 
of Global GDP, Australia’s share would be 
approx US$99 billion, Estimates for 
laundering would be US$75 billion from 
domestic criminal proceeds. Whilst there is 
also likely to be overseas laundered funds in 
Australia FCN provides no estimate at this 
time.

  See: https://www.acic.gov.au/about-crime/crime-types/fraud11

  See: https://www.nationalsecurity.gov.au/Media-and-publications/Publications/Pages/default.aspx#_nctp and https://www.nationalsecurity.gov.au/12

Securityandyourcommunity/Pages/National-Terrorism-Threat-Advisory-System.aspx.
  See: https://thefinancialcrimenews.com/global-threat-assessment-2018-by-john-cusack/13

Australia. Threat Assessment - 2019  of 4 4


