
South Africa 🇿🇦   
FATF: the Country evaluation of South Africa 
by FATF is underway with a report expected to 
be published in 2020. According to FATF’s 
previous Country Report published in 2009 , 1

“South Africa is a developing country located in 
a region where the economy remains primarily 
cash-based. It has a first-world banking sector 
characterised by well established infrastructure 
and technology, but limited participation (over 
60% of the adult population was excluded from 
any formal financial services in 1994), and a 
growing demand for financial services.”  

The FATF report also went in to say that “major 
profit-generating crimes include 
fraud, theft, corruption, racketeering, 
precious metals smuggling, abalone 
poaching, “419” Nigerian-type 
economic/investment frauds and 
pyramid schemes, with increasing 
numbers of sophisticated and large-
scale economic crimes and crimes 
through criminal syndicates. South 
Africa remains a transport point for drug 
trafficking.” 

As Jacob Zuma became President (2009), FATF 
highlighted that, “corruption also presents a 
problem,” and concluded that, “however, the 
South African authorities are committed to 
pursuing this issue through a range of 
initiatives such as the introduction of measures 
to entrench good governance and 
transparency.”  

NRA: South Africa has not yet issued a ML/TF 
Risk Assessment.   

US INCSR: South Africa is not listed as one of 
80 Countries categorised by the US State 
Department as a Country/Jurisdiction of 

Primary Concern in respect of Money 
Laundering and Financial Crimes in its 2019 
Report.  

Nevertheless in its 2018 Report , South Africa 2

is the reported as the largest market for illicit 
drugs in sub-Saharan Africa, and serves as a 
transshipment point for cocaine and heroin 
primarily destined for Europe.  

South American cocaine enters South Africa 
primarily via air to Johannesburg’s O.R. Tambo 
International Airport. A portion is distributed 
for local consumption and the remainder is 
trafficked internationally, often controlled by 
Nigerian criminal organisations.  

Heroin, primarily of Afghan origin, typically 
arrives in ports in Tanzania, Kenya, 
and Mozambique from South West 
Asia before being subsequently 
smuggled by land into South Africa, 
often transiting Zambia and 
Botswana. Heroin not consumed 
within South Africa is then mostly 
trafficked via air to Europe. The 
South Africa Police Service (SAPS) 

annual crime statistics indicate that drug-
related crime continued to rise between April 
2016 and March 2017.  

In 2018, South African authorities seized a 
record amount of cocaine in a single seizure in 
the Eastern Cape, when a shipment valued at 
Rand 720 million was intercepted, originating 
in Brazil and destined for Singapore.  

Organised Crime: According to the Global 
Initiative against Transnational Organised 
Crime , “there has been a massive growth in 3

organised criminal economy over the last 
decade, meaning bigger gangs, with more 
guns and more power, extended criminal 
revenue sources in addition to drug and human 

 See: https://www.fatf-gafi.org/media/fatf/documents/reports/mer/MER%20South%20Africa%20ES.pdf1

 See: https://www.state.gov/wp-content/uploads/2019/04/2018-INCSR-Vol.-I.pdf2

 See: http://www.capetalk.co.za/articles/354819/we-find-connections-between-gangs-in-cape-town-johannesburg-and-durban3
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trafficking, like extortion which is a major 
problem in South Africa,” and “which is 
facilitated by the corruption in and the 
corrosion of the law enforcement agencies” 
and now “we find connections between gangs 
in Cape Town, Johannesburg and Durban.” 

The rise of gangs in South Africa can be traced 
to apartheid which displaced black 
people from their homes and expelled them to 
designated regions. Forced into overcrowded 
areas, for example South Western Township 
outside Johannesburg (aka Soweto) and the 
Cape Flats outside Cape Town, residents 
formed gangs for protection. Membership is 
on the rise, with police estimating that there 
were 100,000 gang members in the Western 
Cape province alone in 2013 . The most 4

notorious gangs are the Numbers Gang, which 
is predominantly a prison gang, (which is 
divided into three tiers: 26s, 27s, and 28s with 
the highest the 28s the most violent.), the 
Americans are the largest gang in Cape Town, 
followed by Hard Livings, the Sexy Boys, the 
Firm, the Mongrels, the Junky Funky Kids who 
all control territory in and around Cape Town.  

According to Interpol’s Bureau in Pretoria , 5

“South African organised crime groups are 
typically involved in wildlife and forestry crime 
(particularly stock theft) and trafficking in drugs, 
firearms, people or counterfeit products.  

Cybercrime is also a growing national concern. 
Most crime networks engage in these crime 
areas simultaneously, using the same trafficking 
routes to move multiple forms of illegal 
produce across the region, often bringing with 
them violence, insecurity and economic loss.” 

According to Enact Africa , three particular 6

growing threats from organised crime to 
peace, stability, security, development and the 

economies in Southern Africa, are financial 
crimes, drug trafficking and wildlife crime.  

Financial Crimes: According to Interpol’s 
organised crime report for 2018, “financial 
crimes represent approximately 43% of 
organised crimes committed in Southern 
Africa. Among these are illicit financial flows, 
counterfeiting, fraud, money laundering, 
bribery, corruption and tax evasion, all of which 
are often perceived to be the most profitable 
areas of operation for organised crime groups. 
Corruption, bribery and money laundering 
continue to present a serious threat to Southern 
African Development Community countries.” 

Drug Trafficking: While financial crimes form 
the bulk of organised criminal activities in the 
region, drug trafficking comes in second, 
contributing 23% in the past year. The region is 
rapidly becoming a global hub for the 
smuggling, trafficking and distribution of 
drugs.  

South Africa has been identified as a key hub 
in in the transshipment of drug consignments 
to other parts of Africa and Europe. 

One of the major threats to the region is heroin 
trafficking. It is important to note that while the 
heroin is intended for European markets, there 
is a spin-off trade for local consumption, and a 
developing local market. In addition to heroin 
– cannabis, cocaine and new psychoactive 
substances (NPS) have emerged as lucrative 
business for the criminal markets.  

Furthermore, in 2018 South Africa emerged as 
the leading regional importer of chemicals 
used in the production of synthetic drugs, 
signalling that NPS is a growing issue.  

Bribery & Corruption: According to 
Transparency International’s, (“TI”) Corruption 
Perceptions Index 2018, published annually, 

 See: https://www.ranker.com/list/worst-groups-in-south-africa/harrison-tenpas 4

 See: https://www.interpol.int/en/Who-we-are/Member-countries/Africa/SOUTH-AFRICA5

 See: https://enactafrica.org/research/analytical-reports/interpol-overview-of-serious-and-organised-crime-in-the-southern-african-region-20186
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South Africa ranked 73/180, with a score of 
43/100 in 2019, a score below 50 indicative of 
a country struggling with corruption issues. In 
2016, the score was 45. In September 2018, TI 
labelled South Africa as a country with “limited 
enforcement of foreign bribery” a country 
where foreign bribery goes largely unchecked 
and whose obligations remain unfulfi lled. 

According to TI’s Global Corruption  
Barometer (2018), 64% of South Africans 
surveyed think corruption increased in the 
previous 12 months. Overall, the police service 
is considered the most corrupt institution, with 
49% of people believing that most or all police 
are corrupt, with 19% of the respondents using 
police services reported having paid a bribe to 
the police, up from 3% recorded in 2015. 
South Africans also think that local government 
officials are highly corrupt (45%), followed by 
government officials and members of 
Parliament, both at 44%. In addition, 37% 
believe that most or all business executives are 
corrupt. Although those South Africans 
surveyed generally think that NGOs and 
religious leaders are less corrupt, still 30% of 
South Africans surveyed were concerned 
about corruption in the NGO sector . 7

South African struggles with corruption were 
significantly exacerbated by the activities of 
former President Jacob Zuma who is due to 
stand trial on numerous corruption charges. 
Former President Jacob Zuma, once a prisoner 
on Robben Island, with Nelson Mandela, was 
removed from office in February 2018, by his 
own party, after at least 9 years of corrupt 
scandals, which included the extensive state 
funded upgrades to his rural homestead, but 
most noteworthy as a result of his relationship 
with the Gupta’s, (recently sanctioned by US 
authorities) and the progressive state capture 
they attempted with his support, influencing 

cabinet appointments and winning lucrative 
state tenders through corruption. During his 
tenure those institutions in South Africa with 
the responsibility to combat corruption, were 
undermined and weakened. Whilst there is 
renewed hope that President Ramaphosa, will 
redress the balance, combatting corruption, 
that is well entrenched in many institutions 
remains a significant ongoing challenge.  

Whilst South Africa has many of its own 
corruption concerns, it is also a financial hub 
across the region, so is at risk of being used as 
a conduit for corrupt proceeds leaving and 
entering South Africa.  

Human Trafficking: South Africa is 
categorised as a Tier 2 Country in the US 
Trafficking in Persons Report  and is described 8

as, “a source, transit, and destination country 
for men, women, and children subjected to 
forced labor and sex trafficking. South African 
children are recruited from poor, rural areas to 
urban centres, such as Johannesburg, Cape 
Town, Durban, and Bloemfontein, where girls 
are subjected to sex trafficking and domestic 
servitude and boys are forced to work in street 
vending, food service, begging, criminal 
activities, and agriculture. Many children, 
including those with disabilities, were exploited 
in forced begging.” 

According to the Global Slavery Index report 
released in 2016, South Africa was ranked 27th 
in the top 50 in the index. The report estimated 
248,700 modern slaves in South Africa , with 9

103,461 involved in the commercial sex 
industry, which is dominated by South African 
women, together with women from 
neighbouring states, and Thai, Chinese, 
Russian and Brazilian women. South African 
women were also being trafficked abroad, 
predominantly to Europe. The index further 

 See: https://www.news24.com/SouthAfrica/News/majority-of-south-africans-believe-corruption-on-the-rise-report-201907117

 See: https://www.refworld.org/docid/5b3e0a7fa.html8

 See: https://ewn.co.za/2019/09/17/5-forms-of-modern-slavery-you-should-know-about9
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revealed that at least 10,631 women in South 
Africa were victims of forced marriage.  

An NGO in the Western Cape province 
reported an increased number of Nigerian sex 
trafficking victims, many coerced through 
voodoo rituals, and many Nigerians in 
domestic servitude. Central African women are 
reportedly subjected to forced labor in hair 
salons. Foreign and South African LGBTI 
persons are also subjected to sex trafficking. 
Foreign male forced labor victims have been 
identified aboard fishing vessels in South 
Africa's territorial waters. Young men and boys 
from neighbouring countries migrate to South 
Africa for farm work and some are subjected to 
forced labour. Forced labour is reportedly 
used in fruit and vegetable farms across South 
Africa and vineyards in the Western Cape 
province. Pakistanis and Bangladeshis are 
subjected to bonded labor in businesses 
owned by their co-nationals. 

Environmental Crimes; Wildlife Crimes: 
Wildlife crimes are estimated to constitute 21% 
of organised crimes detected in the region, 
and although there has been a decrease in 
rhino poaching (due to increased prevention), 
there has been an increase in 2018 in elephant 
poaching in South Africa. While rhino horn and 
ivory trafficking have received the most 
attention, other less publicised forms of 
wildlife, include abalone, sea turtles and 
sharks.  

Environmental Crimes; Illegal Fishing: The 
waters off the 2,798km coastline of South 
Africa are home to a number of important 
iconic marine species. Five of the seven marine 
turtle species (leatherbacks, loggerheads, 
green, hawksbill and Olive Ridley) and 37 
species of whales and dolphins, including the 
largest of all known animals, the blue whale, 
many shark types, including the endangered 
great white shark. Fishing in South Africa plays 

a small part in the overall economy 
contributing less than 1%, with the Western 
Cape, the centre of the industrial fisheries 
industry.  

Main fish and seafood species include lobster, 
tuna and abalone, all highly prized and in the 
case of abalone in particular the subject of 
significant Illegal fishing generating up to 
US$1 billion a year and supported by criminal 
gangs, both Chinese and South African that 
also deal in drugs. Abalone (sea snail) is 
considered one of the most expensive seafood 
in the world, with demand for abalone or sea 
snails in Asia pushing up prices further and 
incentivising criminal gangs to fish illegally 
threatening the survival of this large sea snail.  

Whilst the trade is legal in South Africa, only a 
third of the abalone caught is done so legally 
(i.e. in line with quotas and other regulations). 
The illicit trade is controlled by Chinese 
criminals, who source their product from local 
gangs, often in exchange for drugs such as 
methamphetamine, known as tik in South 
Africa. Abalone is dried in South Africa before 
being sent to HK usually via neighbouring 
African Countries with laxer border controls. 
Trucks routinely cross into Namibia or 
Zimbabwe or Mozambique with abalone 
hidden in false compartments or hidden 
among boxes of dried fruits. 

Environmental Crimes; Illegal Mining: 
According to a 2017 report by the Minerals 
Council South Africa , estimates R7 billion 10

(US$480 million) in illegal commercial mining 
and illicit dealings in precious metals and 
diamonds annually. Whilst illegal mining 
provides significant financial proceeds it also 
undermines mining prospects and presents 
serious risk to the personal safety of illegal 
miners, has a negative impact on the 
environment, particularly through the use of 
mercury in gold mining, and because illegal 

 See: https://www.mineralscouncil.org.za10
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mining often brings with it criminal elements 
into communities, and increasing levels of 
violence. Finally, it also creates tax losses.  

These operations are rarely artisan in nature 
and are more often highly organised and 
known locally as zama zamas, which are heavily 
armed and well protected. In 2017, 70% of all 
arrested illegal miners were undocumented 
foreign nationals and predominantly from 
Lesotho, working in conditions akin to those of 
forced labour. 

Fraud: Fraud losses on South African-issued 
bank cards (credit and debit) rose by 18% in 
2018, compared to the previous year, and 
totalled R873.4-million, according to Sabric , 11

an industry body. In 2018, 23,466 incidents 
across banking apps, online banking and 
mobile banking amounted to R262.8-million in 
losses. Incidents across these platforms 
increased by 75.3%. Mobile banking incidents 
showed an increase of 100%, with losses of 
R28.9-million, while online banking incidents 
showed an increase of 37.5%, with losses of 
R129-million. Banking app incidents increased 
by 55.4%, with losses of R104.9-million for the 
same period. There has been a sharp increase 
in phishing incidents, where criminals phone 
bank customers, lead them to believe that they 
are speaking to the bank or a legitimate 
service provider and use social engineering 
tactics to manipulate the victim into disclosing 
their confidential bank card details, as well as 
other personal information. Ponzu/Pyramid 
schemes are also considered an important 
fraud type. 

Emerging Threats; Cybercrime: According to 
Kaspersky Lab, there are 13,842 cyber attacks 
daily in South Africa. That equates to more 
than 570 attacks every hour. Bank fraud, 

particularly the use of malware on mobile 
phones, has also increased dramatically, says 
the South African Banking Risk Information 
Centre . According to the South African 12

Banking Risk Information Centre (SABRIC), 
South Africa loses US$157 million annually to 
cyberattacks . The top 3 countries targeted in 13

cyberattacks in Africa in 2018 are South Africa, 
Nigeria and the Central African Republic. 

Terrorism / Extremism: Following the 
September 2013 Westgate Mall attack in 
Kenya, the South African Police Service (SAPS) 
began improving its counterterrorism effort to 
increase its preparedness for similar terrorist 
attacks in South Africa. According to the US 
DoS Terrorism Country Reports 2017 , “since 14

publicly acknowledging the presence of IS 
facilitation networks and cells in 2016, the 
South African government has not publicly 
provided estimates of the number of South 
African nationals who have immigrated or 
returned from IS controlled territories. South 
Africa is a major international transit hub that 
has proven an appealing location for terrorists 
and other criminal networks to facilitate illicit 
travel abroad.” 

Criminal Proceeds and Laundering;. 
According to FCN, Global Proceeds of criminal 
activity are estimated at US$5.8 trillion , 15

based on a bottom up assessment of criminal 
markets. Purely based on its share of Global 
GDP, (South African GDP is US$371 billion in 
2018 which is 0.4% of Global GDP) criminal 
proceeds generated in South Africa would be 
estimated at US$24 billion. Estimates for 
Laundering would be US$20 billion from 
domestic criminal proceeds. Whilst there is 
also likely to be overseas laundered funds in 
South Africa provides no estimate at this time.

 See: https://techcentral.co.za/massive-spike-in-banking-fraud-in-south-africa/90591/11

 See: https://issafrica.org/iss-today/is-africa-cybercrime-savvy12

 See: https://issafrica.org/iss-today/is-africa-cybercrime-savvy13

 See: https://www.refworld.org/docid/5bcf1f8021.html14

 See: https://thefinancialcrimenews.com/global-threat-assessment-2018-by-john-cusack/15

South Africa  - Threat Assessment - 2019 Page  of 5 5

https://www.refworld.org/docid/5bcf1f8021.html
https://techcentral.co.za/massive-spike-in-banking-fraud-in-south-africa/90591/

