
The Russian Federation 🇷🇺   

FATF: The joint assessment of Russia (by 
FATF-EAG-MONEYVAL), was discussed at the 
FATF October 2019 Plenary, where it was 
announced, “that Russia has an in-depth 
understanding of the money laundering and 
terrorist financing risks it faces. It has 
established robust policies and laws to 
address these risks, and the country is 
particularly effective in its investigation and 
prosecution of terrorist financing. However, it 
should refine its approach to supervision and 
prioritise the investigation and prosecution of 
complex money laundering, especially 
concerning money being 
laundered abroad.” The Report is 
expected to be published by 
December 2019. 

NRA: According to Russia 
National AML Risk assessment 
published in 2017 , the highest 1

risk areas of concern are: 

• Budget spending and taxes: 
fraud, misappropriation and 
embezzlement of public funds and assets. 
Also, tax crimes, in particular, VAT fraud and 
tax evasion. 

• Corruption: corruption related crimes 
mostly committed by state employees (also, 
by employees of commercial and other 
organisations, including state corporations, 
entrepreneurs). 

• Fraud: financial fraud with loans, assets 
allocated on bank accounts , deliberate or 
including fraud using electronic means of 
payment ("cyber fraud") - stealing someone 
else's property or acquiring the right to 
someone else's property by deception or 
fictitious bankruptcy of financial 
institutions. 

• Drug trafficking: large scale production of 
opiates in Afghanistan and their 
consequent trafficking including through 
the territory of Russia. Underground 
production of synthetic drugs within Russia 
as well as trafficking of synthetic drugs from 
neighbouring countries. The threat is posed 
by the activity of organised criminal groups 
and communities. 

The NRA also identified the following key 
vulnerabilities: 

•  The presence of a significant share of 
informal (shadow) economy  

• a relatively high level of cash 
circulation in the economy. 

• the use of shell/front 
companies for ML purposes. 

• concealment of illegal 
assets abroad. 

• provision of risky financial 
services by some financial 
institutions. 

• shortcomings in the existing 
legislation concerning measures preventing 
suspicious capital flight and cash 
transactions. 

• the absence of state regulation and control 
on issuance and circulation of virtual 
currencies.  

• shortcomings in state procurement 
procedures (corruption links between 
public officials and contractors). 

• lengthy delays in mutual legal assistance 
(MLA) from certain countries and difficulties 
in obtaining assistance.  

• insufficient awareness about ML risks and 
threats within some DNFBPs. 

 See: http://www.fedsfm.ru/content/files/documents/2017/keyfindings.pdf1
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US INCSR: Russia is categorised by the US 
State Department as a Country/Jurisdiction of 
Primary Concern in respect of Money 
Laundering and Financial Crimes, stating that, 
“Russia has developed a vast AML/CFT legal 
framework with the FIU, at its centre.  
Corruption, misappropriation and 
embezzlement of public funds, tax crime, and 
drug trafficking generate significant amounts 
of proceeds.  There is a large shadow 
economy and cash is prevalent.  Financial 
flows from illicit activity linked to Russia have 
threatened weak financial institutions in 
neighbouring countries; however, criminal 
proceeds from Russia also make their way to 
global financial centres, often through 
opaque shell companies.” According to the 
US INCSR, “Russia is a transit and destination 
country for international narcotics traffickers, 
particularly from Afghanistan. Criminal 
elements use Russia’s financial system and 
foreign legal entities to launder money. 
Criminals invest in and launder their proceeds 
through securities instruments, virtual 
currencies, precious metals, domestic and 
foreign real estate and construction, pension 
funds, and luxury consumer goods.” 

Bribery and Corruption: The level of 
corruption in Russia is considered very high, 
not only for petty corruption, but also for 
state and business corruption. TI rate Russia 
in its CPI Index at 28/100. Corruption has 
been estimated annually in Russia at US$300 
billion . As a major economic power (11th 2

Globally), Russia presents one of the largest 
overall countries of concern out of the top 20, 
with Mexico (15th largest economy rated by 
TI also at 28), Brazil (9th at 35), Indonesia 
(16th at 38), and China (2nd at 39). At such 
levels, corruption provides a conducive 
environment for organised crime, and the 
gangs that prosper in Russia tend to do so by 
working with rather than against the State. 

According to the US INCSR, “Official 
corruption at all levels of government 
constitutes one of the largest sources of 
laundered funds.” Corruption in the police 
force is a significant problem, with this service 
considered as the most corrupt in Russia, 
requesting bribes most often, followed by 
state employees, and then the military. 

Organised Crime: It is estimated that there 
are around 6,000 mafia groups in Russia, 
employing directly or indirectly an estimated 
three million people. These groups form a 
state within a state with politicians, army 
officers, businessmen and policemen on their 
payroll. Based on global estimates that 
organised crime generate criminal proceeds 
of US$2.4 trillion, organised crime from 
Russia should generate at least US$46 
billion which would represent its share 
(based on Russia GDP versus Global GDP). 
The Russian Mafia engages in a broad range 
of illegal activities, particularly extortion but 
also drug trafficking, oil and gas smuggling 
and human trafficking, political corruption 
and smuggling of weapons and nuclear 
material. It has been estimated that nearly 
80% of businesses in Russia pay off the Mafia 
and sometimes up to 30% of those 
businesses income goes to the mafia. 

Drug Trafficking: Drug Trafficking and illicit 
drug use is a major problem in Russia. Russia 
is targeted by opiate traffickers controlling 
the routes from Afghanistan through Central 
Asian countries with Russia used as both a 
destination and a trans-shipment point, as 
well as for Asian cannabis, and Latin 
American cocaine bound for mature 
domestic markets. According to the UNODC 
World Drug Report 2010, the so called 
“northern route” linking Afghanistan to Russia 
and Western Europe, via Tajikistan and 
Kyrgyzstan (or Uzbekistan or Turkmenistan) to 

  See: https://imrussia.org/en/politics/435-putins-corruption-trap2
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Kazakhstan and the Russian Federation, was 
estimated to total US$13 billion  per year. 3

Human Trafficking: According to the US 
Trafficking in Persons Report, “Russia is a 
supply, transit and destination country for 
men, women and children being trafficked, 
involving both commercial sexual exploitation 
and forced labour. Russian women are a 
significant source for traffickers, both 
internally from rural areas to urban 
settlements for commercial sexual 
exploitation and overseas to as many as 50 
nations.” It is designed as Tier 3 (the lowest 
rating available). 

According to the Global Slavery Index in 
2016, it estimated that 794,000 people lived 
in conditions of modern slavery in Russia. 
Forced labour in Russia predominantly occurs 
in informal and less regulated industries, for 
example in agriculture, construction, 
domestic work, begging, trash collection, and 
illegal logging, and often involves migrant 
workers, who are either already in the country 
(including irregular migrants, or foreign 
citizens who are brought to Russia for the 
purpose of exploitation, for example from 
Central Asian countries (such as Uzbekistan, 
Kazakhstan, and Tajikistan), Ukraine, Vietnam, 
China, and North Korea. Another area where 
forced labour has been identified is in the 
Russian fishing industry, where workers from 
Ukraine and Myanmar have experienced 
forced labour conditions. 

Russia was a main recipient along with China 
of an estimated 50,000 North Korean migrant 
workers who were sent abroad through the 
North Korean state-sponsored system, 
primarily employed in the mining, logging, 
textile, and construction industries, in 
conditions akin to forced labour. Based on 
Russia’s representative share of the Global HT 

market, the estimated value (domestic HT) 
would be at least US$1.5 billion. 

Arms Trafficking: Arms Trafficking is a 
significant problem in Russia, following the 
disintegration of the Soviet Union, with 
eastern bloc countries including Russia the 
source of most of the worlds illegal weapons 
in circulation.  

Poaching & Wildlife Trafficking: Most 
poaching in Russia is targeted at Bears, Deer 
and Tigers, with more than 50,000 poaching 
cases registered annually. Tigers are poached 
and body parts sold to intermediaries, from 
Russia, China or Korea, in Eastern Russian 
cities like Vladivostok and these parts are 
smuggled onward to China, Japan and Korea. 
Because of the large populations of Russian 
Bears, the Bear bile trade is substantial, with 
most trading again with China and Korea. 

Tax & Capital Flight: According to the 
Russian Central Bank Governor in 2012, 
Russia lost up to 1 trillion roubles (US$25.5 
billion) though tax evasion and a further 
US$41 billion from illicit outflows, with so 
called "shadowy operations" involved in 
transferring money abroad estimated at 
about 2.5% of Russia's annual GDP (approx 
US$40 billion). The Governor stated that, 
”this could be the payment for the delivery of 
drugs or other goods forbidden to bring in to 
the Russian territory. It could be payment for 
illegal imports … bribes and kickbacks for civil 
servants.” 

Terrorism and Extremism: Russia has 
suffered from some of the worst terrorist 
attacks this Century, with many carried out by 
Chechen Separatist/Terrorist Groups, the last 
major attack though coming in 2010 when an 
attack on the Moscow Metro killed 40.  

International Sanctions: The EU and US 
have imposed sanctions against numerous 

 See: https://www.unodc.org/unodc/en/drug-trafficking/index.html3
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Russian individuals and business entities, 
following the illegal invasion of Crimea and 
the ensuing confl ict caused by Russia in 
Ukraine. The EU and US also imposed 
sanctions on a number of FSB/GRU 
operatives suspected of attacks in the UK, 
using a biological nerve substance. Sanctions 
have also been imposed on Russian 
companies dealing with North Korea in 
contravention of EU/US Sanctions. It is 
notable that Russia in one of only 3 countries 
with a land border with North Korea, and 
employs many foreign workers from North 
Korea, (see above). 

Emerging Threats: Cybercrime: With 
cybercrime one of the fastest growing 
criminal tools, the proponents of this activity 
are mostly based and or benefiting from  
nation states, that see cyber warfare and 
activity as a core element of foreign policy, 
which principally include China, Russia and 
North Korea, as the most active countries in 
this context, while Iran is a growing threat.  

According to the US INCSR, “Cybercrime 
remains a significant problem, and Russian 
hackers and organised crime structures 
continue to work together. Russia has 
continued to encourage domestic 
development of blockchain-based 
technologies and innovations. The Russian 
government does not yet have a consistent 
position on the regulation of virtual currency, 
which could be abused for money laundering 
purposes.” 

Money Laundering: The Organised Crime & 
Corruption Reporting Project (“OCCRP”), 
have revealed a number of schemes, or so 
called “Laundromat’s ,” including, the Troika, 4

Russian & Azerbaijani Laundromat. The Troika 
Laundromat, named after a former Russian 
investment Bank, was revealed in 2018 and 
operated between 2007 and 2015 moving 

almost US$5 billion out of Russia. The 
Laundromat wasn’t just a money laundering 
system. It was also a hidden investment 
vehicle, a slush fund, a tax evasion scheme, 
and much more. The Russian, Moldovan or 
Global Laundromat as it has been variously 
called was a scheme that moved US$20–
80 billion out of Russia, between 2010 to 
2014 through a network of banks, many of 
Russian Laundromat them in Moldova and 
Latvia, established by a wealthy Moldovan 
businessman and former MP, who was 
sentenced to 18 years in prison in 2017. The 
Azerbaijani Laundromat operated between 
2012 to 2014, facilitating the transfer of 
US$2.9 billion out of the Country, with 
suspicions that much of the money may have 
come from those connected to the family of 
the President, as well as government 
ministries and other insiders. 

Criminal Proceeds and Laundering; Russia’s 
share of Global Proceeds (US$5.8 trillion), 
based on its share of Global GDP, is US$111 
billion, with Fraud, Cybercrime, Illegal Drugs, 
Corruption and Organised Crimes in 
particular the main concerns. Estimates for 
Laundering include those funds laundered 
from domestic proceeds of crime, estimated 
at US$82 billion. The amount of foreign 
generated criminal funds returning to Russia 
is not considered significant, as overseas 
generated monies are likely to remain 
offshore and be directed at Russia, except for 
Russian illicit funds that have left the country 
earlier and are returning after the washing 
cycle has been completed. 

Proceeds US$111 billion

Laundering US$82 billion 

  See: https://thefinancialcrimenews.com/laundromats-by-graham-barrow/4
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