
United States of America 🇺🇸   
FATF: According to the FATF Country 
Evaluation Report , “the global dominance of 1

the US$ generates trillions of dollars of daily 
transaction volume through US banks, which 
creates significant exposure to potential ML 
activity (generated out of both domestic and 
foreign predicate offences) and risks of cross-
border illicit flows. The US also faces 
significant risks from TF and is vulnerable to 
such abuse because of the unique scope, 
openness and reach of its financial system 
globally, and the direct threat posed by 
terrorist groups to US interests.” Compared to 
75 Countries (as at May 2019) with 
completed and published FATF 
evaluation reports, the US was placed 
42/75 on technical compliance and 
equal 2nd for effectiveness. The US is 
the only Country to have a higher score 
for effectiveness than for technical 
compliance.  2

US INCSR: According to the Annual US 
Department of State Money Laundering 
assessment (INCSR) (2018) published in 
March 2019, the US categorises itself as a 
“Major Money Laundering Country” along 
with 80 other Countries. 

NRA: According to the US National Risk 
Assessment (NRA),  published in 2018, 3

domestic financial crime generates an 
estimated US$300 billion, with the crimes 
that generate the bulk of illicit proceeds for 
laundering being fraud, drug trafficking, 
human smuggling, human trafficking, 
organised crime, and corruption.  

Fraud: There are many varieties of fraud, 
including bank, consumer, health care, 
identity theft,  mortgage and tax fraud, retail, 
consumer and securities fraud. These are 
believed to generate the largest share of 
illicit US proceeds. Health care fraud alone 
generates proceeds of US$100 billion.  

Drugs: The Office of National Drug Control 
Policy estimated that US$100 billion  worth 4

of illegal drugs were sold in the US in 2013, 
whilst the figure of US$64 billion  has also 5

been suggested. The US Drug Enforcement 
agency reported in its 2018 National Drug 
Threat Assessment,  that in the US (2016), 6

“approximately 174 people died every day 
from drug poisoning, outnumbering 
deaths by firearms, motor vehicle 
crashes, suicide and 
homicide....”and... “in 2017, synthetic 
opioids such as fentanyl were 
involved in nearly 30,000 deaths, 
and from 2016-2017, Mexican heroin 

production grew by 37 percent. 
Mexican cartels continue to make large 
quantities of cheap methamphetamine and 
deliver it to the United States through the 
Southern border. Seizures at the border 
increased from 8,900 pounds in 2010 to 
nearly 82,000 pounds thus far in 2018.” 

Organised Crime/Gangs: There are approx 
33,000 violent street gangs, motorcycle 
gangs, and prison gangs criminally active in 
the US, according to the FBI.  Their money-7

making activities, include robbery, drug and 
gun trafficking, human trafficking, and fraud. 
Transnational Organised Crime (TOC’s) 
Groups identified by the FBI as active and 
significant include TOC’s from all corners of 
the World, from Africa, the Balkans, Middle 
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Eastern, Asian, Eurasian, Italian & so called 
Western Hemisphere Gangs (from Colombia, 
Peru, Bolivia, Central America & Mexico). A 
notable domestic crime that the FBI links to 
organised crime is cargo theft estimated at in 
excess of US$30 billion.  8

Counterfeit & Piracy: Based on counterfeits 
seized at US borders in 2009, 79% came from 
mainland China. Estimates of the cost to the 
US is between US$225 - 600 billion in 2016. 

Human Trafficking: Of an estimated 42 
million commercial sex workers globally  9

(2010), the US has the third highest at approx 
1 million, after Russia and China. It is 
estimated that this raises approx US$14.6 
billion  a year. 10

Human Smuggling: According to the 
UNODC  in 2010, one of the two most 11

prominent flows for smuggling migrants are 
from Latin America to the US. Around 2.5-3 
million migrants are smuggled from Latin 
America to the US every year, generating 
US$6.6 billion for smugglers. 

Corruption: According to TI reports, the US 
dropped 4 points in the CPI 2018, from 75 to 
71, and failed to rank within the top 20 
nations for the first time in eight years, which 
is a concern as the US holds a symbolic 
position as a leading advocate tackling 
corruption. 

Tax: Estimates from the US Internal Revenue 
Service in 2016 indicate that tax evasion cost 
the US Government US$458 billion  a year 12

(from 2008-2010). 

Emerging Threats: Emerging illicit finance 
risks include an increase in cybercrime and 
cyber-enabled crime, which encompass a 
variety of illicit activity, with cyber criminals’ 

use of money mules flagged as a notable risk 
in the US NRA. See Cybercriminals in Part 4 
Section 4.3 for more details. 

Terrorism and Extremism: According to the 
US Treasury’s National Terrorism Finance Risk 
Assessment,  individuals donating to groups 13

such as the Islamic State (IS) and its regional 
affiliates, Al-Qaida (AQ) and its regional 
affiliates, Al-Nusrah Front, Al-Shabaab, 
Hizballah, and Hamas are of concern. These 
groups and their supporters target 
individuals sympathetic to humanitarian 
causes or vulnerable to violent messaging 
and aggressively use social media to identify 
potential followers, recruit, and solicit 
financial or other forms of material support. 
Beyond these threats, with ready access to 
funds and weapons are so called home 
grown white supremacists. This form of 
domestic terrorism is active and growing, e.g. 
with the shooting dead of 9 people at a 
church in South Carolina in 2015, 11 killed in 
a mass shooting at a synagogue in Pittsburgh 
in 2018 and 20 killed in El Passo in 2019. 

Criminal Proceeds and Laundering: By 
taking the US share of the global economy 
(24% for 2018), as it’s share, criminal 
proceeds generated is valued at US$1.4 
trillion, of which US$1.1 trillion is available 
for laundering with the rest either taken as 
costs, re invested or laundered in cash 
outside of the formal financial system. 
Overseas criminal funds, available and 
estimated for laundering via or in the US is . 
US$878 billion (based on US$ share of 
international payments of 39.9%). Together 
the total amount available for laundering in 
or via the US is US$2 trillion, and criminal 
proceeds generated in the US of US$1.4 
trillion.

 See: https://www.fbi.gov/investigate/organized-crime8

 See: Gus Lubin (17 January 2012). "There Are 42 Million Prostitutes In The World, And Here's Where They Live". Business Insider. Retrieved 4 January 20169

 See: Gus Lubin (17 January 2012). "There Are 42 Million Prostitutes In The World, And Here's Where They Live". Business Insider. Retrieved 4 January 201610

 See: https://www.unodc.org/unodc/en/press/releases/2010/June/organized-crime-has-globalized-and-turned-into-a-security-threat.html11

 See: https://fortune.com/2016/04/29/tax-evasion-cost/12

 See: https://home.treasury.gov/system/files/136/2018ntfra_12182018.pdf13

USA Threat Assessment - 2019

http://www.businessinsider.com/there-are-42-million-prostitutes-in-the-world-and-heres-where-they-live-2012-1?IR=T
http://www.businessinsider.com/there-are-42-million-prostitutes-in-the-world-and-heres-where-they-live-2012-1?IR=T
https://www.unodc.org/unodc/en/press/releases/2010/June/organized-crime-has-globalized-and-turned-into-a-security-threat.html
https://home.treasury.gov/system/files/136/2018ntfra_12182018.pdf

