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Introduction  

This report covers 40 countries  in Sub-1

Saharan Africa (SSA), representing US$1.62 
trillion in annual GDP or 1.88% of the worlds 
total. SSA has a population of around 1 billion 
people, with UN predictions of between 1.5 
and 2 billion by 2050. More than 40% of the 
population in SSA countries are under 15 
years old, are members of over 3,000 ethnic 
groups, and speak more than 2,100 different 
languages. SSA is home to some one quarter 
of the world’s 4,700 mammal species, more 
than 2,000 species of birds – one fifth of the 
world’s total – and at least 2,000 species of 
fish, alongside 950 amphibian species. The 
African mainland sustains between 40,000 
and 60,000 plant species and about 100,000 
known species of insects, spiders and other 
arachnids. Eight of the world’s 34 biodiversity 
hotspots are in SSA.  

SSA, for the purposes of this study, excludes 
North Africa, and excludes those African c 
that are part of the Arab world, and the Arab 
League, and excludes those in the Horn of 
Africa.  

The region has, though a reputation as being 
high risk, particularly when it comes to 
financial crime and money laundering, and as 
a result, access to capital remains more 
challenging and more expensive than 
elsewhere, the region remains significantly 
under banked, remittances from and to the 
region are subjected to higher fees, and 
many local banks have faced real challenges 
when it comes to dealing with, and being 
supported by the international financial 
system.  

Is this reputation for high risk justified and 
does it apply everywhere, and to every 
country across the region? Should it, more 
appropriately, reflect the realities, of the 
region’s more advanced markets, including 
developing and less developed ones?  Yes, of 
course and that’s why this report is important.   

In order to understand the risks across the 
region, it is necessary to look more closely, to 
assess and analyse the available information, 
and to evaluate any findings. This has been 
done by looking in depth more closely across 
40 countries. Reports are available for 
countries covering Angola, Botswana, DRC, 
the Gambia, Ghana, Ethiopia, the Ivory Coast, 
Kenya, Malawi, Mauritius, Mozambique, 
Namibia, Nigeria, Rwanda, Senegal, 
Seychelles, South Africa, Tanzania, Uganda, 
Zambia & Zimbabwe . 2

With estimates established both top down 
and bottom up, we can begin to place 
financial crime and money laundering risks in 
perspective, at the region, and country level 
and to compare and contrast SSA countries 
with each other and with other regions 
around the world.  We can also better 
understand and be in a better position to 
communicate the real risks that persist and to 
focusing our attention on actions that can be 
taken that are commensurate with these risks.   

It turns out SSA is risky, but not as risky as you 
probably imagine, and not as risky as most 
everywhere else. It also turns out that some 
places are more risky than others, and to find 
out where and by how much, read this Sub-
Saharan Africa Threat Assessment. 
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Opinion and Editorial 

Sub-Saharan Africa (SSA) is many things to 
many people, but is most important to the 
billion people that call it home. The 
perception from overseas is of a continent, 
trying to catch up with much of the world, 
whilst to its residents, it is a continent being 
held back. The prevalence of crime in so 
many forms, continues to shape the region 
and to cast a shadow over its future.  

With over a billion people, representing over 
15% of the globe, SSA represents nearly 2% 
of global GDP.  The expansion of trade, both 
in the region & internationally has been the 
main driver for development & with it 
increasing living standards. It has also been 
accompanied by significant levels of illicit 
trade. Illicit trade from smuggling, piracy of 
goods, drug trafficking, and tax evasion, to 
the illegal sale or possession of goods, 
humans, wildlife, fisheries, minerals and 
timber, is a major domestic threat, illici trade 
crowds out legitimate economic activity, 
depriving governments of revenues for 
investment in vital public services, dislocating 
millions of legitimate jobs, and causing 
irreversible damage to ecosystems and 
human lives. These illicit activities have been 
comprehensively documented for the first 
time in this Threat Assessment by Financial 
Crime News (FCN).. 

Headline estimates from the SSA Threat 
Assessment suggest an annual criminal 
market value of about US$60 billion, (not 
including fraud, corruption or tax evasion), 
targeting the natural riches of SSA, its people, 
its wildlife, its coastal waters and its minerals, 
which make up an oversized contribution to 

the worlds treasures, targeted for exploitation 
by corrupt elites, and criminal gangs, based 
in the region and overseas. Which criminal 
markets generate the most, in value, in which 
countries and for whose benefit are questions 
posed and answered in this SSA Threat 
Assessment. 

Whilst this SSA Threat Assessment should 
cause concern, and allow for self reflection 
from those committed to combatting these 
activities and determine if proposed actions 
are sufficient, it also puts the threat from SSA 
criminal activity into a broader context, and 
challenges, conventional wisdom that the 
region is by default, “high risk.”  

Purely in financial terms, the amounts 
generated are dwarfed by those from other 
regions of the world. In terms of harms, these 
are mostly inflicted in the region and the 
impact elsewhere is more limited. Whilst 
responses are considered less mature, have 
significant weaknesses and are often not yet 
effective, the same can be said of many other 
regions, if the relative threats are considered 
in this calculation, SSA is in no worse a 
position than many other regions. 

The experience from everyday people, from 
the studies and the research that has been 
conducted, across the region, presents a 
more complex picture, which underscores the 
need to differentiate between countries and 
regions when considering any conclusions. 
There are countries making progress, and 
there are conflicts that will continue. There 
are new leaders determined to make a 
difference and there are established leaders 
looking to avoid change. I hope this research 
will help the former and challenge the latter.  
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 Highlights for Sub-Saharan Africa 

This “Global Threat Assessment for Sub-
Saharan Africa,” estimates criminal markets 
generate (for 2018) up to US$60 billion  in 3

criminal proceeds, which is approx 3.7% of 
SSA GDP, (1% of FCN’s 2018 estimated 
global proceeds of crime  - or 1.9% 4

excluding fraud), which estimated global 
proceeds up to 6.7% of global 2018 GDP. 

Estimating proceeds, is very challenging as 
it’s very hard to measure what is hidden. Data 
on criminal activity is made purposely difficult 
to trace. Nevertheless, it is possible to get a 
sense of the size and shape of these 
amounts, despite obvious limitations. Whilst 
any and all estimates provided must be read 
with this firmly in mind, it has been possible 
to come up with a reasonable basis for 
estimates, using extensive and the best 
available open source research, including 
from international agencies, governments, 
non-governmental bodies, law enforcement, 
and other experts 

The largest criminal markets generating 
approx 50% of all criminal funds, are 
environmental or “green” crimes at US$28 
billion, theft, of oil, cargo, vehicles and 
electricity is estimated at US$15 billion 
counterfeit goods estimated at US$9 billion, 
with fake drugs valued at US$6.3 billion a 
year. Modern slavery valued at US$8.3 
billion, generated via an estimated 7 million 
victims. 

The illegal drugs market that generates US$3 
billion from the worlds second largest 
regional market, from 32 million users.  

The most prevalent serious crimes, in terms 
of the numbers of countries that are seriously 
impacted are corruption followed by illegal 
mining, illegal logging & from the illegal 
wildlife trade. Whilst the countries with the 
highest financial crime threats, according 
FCN’s Country Risk Assessment Index, are 
DRC, Burundi, CAR, Kenya & Cameroon, in 
absolute terms the largest economies in the 
region will nevertheless generate the most 
criminal proceeds. 

Cash based ML is the most significant ML 
method with up to US$46 billion available 
for laundering, through the formal banking 
sectors, the mobile money sectors and the 
informal financial sectors targeted. As cash 
economies remain prevalent and borders are 
long and porous, laundering may be carried 
out also in many cases through cash 
smuggling and physical transfers. Trade is 
also very vulnerable to money laundering 
(TBML), through trade mis invoicing as well as 
being the conduit for transit of illicit goods.  

The largest beneficiaries from increasing illicit 
funds are organised crime gangs, estimated 
at US$27 billion.  

Bribery and corruption is not per se a 
criminal market but facilitates and protects  
criminal activity and is estimated at US$79 - 
US$92 billion or 4.9% - 5.7% of SSA GDP, 
with higher levels expected in countries with 
higher levels of corruption. 

Illicit funds leaving SSA are estimated at 
approx US$27.6 billion  year, which can be 5

compared with FDI flows in 2018 of US$32 
billion , foreign aid in 2016 of US$42.5 6

billion  and foreign remittance flows in 2018 7

of $46 billion  to SSA 8
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Corruption    
TI - CPI - 2020

Human Trafficking - US$8.3 billion  
An estimated 7 million men, women, 

and children living in modern slavery - 
US$5.7 billion from sexual exploitation 
and US$2.4 billion from forced labour, 
with Burundi & the CAR, the countries 

with the highest prevalence of modern 
slavery, DRC and Nigeria 

Illegal Logging - US$12.5 billion 
Equatorial Guinea, CAR DRC, & Gabon 
in Central Africa, Mozambique, South 
Sudan, Madagascar & Zambia, Ivory 

Coast, Cameroon, Angola, Benin, the 
Gambia, Liberia, Nigeria, Senegal, Uganda & 

Tanzania
Arms Trafficking - US$14.4 - 28.8 

million  
mainly from DRC, Nigeria, South Sudan 
and South Africa, Burundi, CAR, Ivory 

Coast and Kenya 

Wildlife Trafficking - US$2 billion  
Elephants, Rhino’s Pangolin’s, Apes, 

Chimpanzees, Birds and Reptiles, with the 
threat to wildlife high in South Africa, 

Mozambique, Zimbabwe & Togo, but also in 
Tanzania, Congo, Gabon, & in South Sudan, 

Uganda, Kenya, Ivory Coast, Senegal and Sierra 
Leone and Zambia, DRC, CAR, Madagascar. 

Main transit countries Kenya & Nigeria.

Organised Crime: US$27 billion  
 OC’s with embedded links to the State, 

topped OC types in SSA, with Countries most 
affected being; Angola, Zimbabwe, Nigeria, 

 Goods Piracy: US$9 billion (3.3% GDP) / Counterfeit Drugs - US$6.5 billion 

Sub Saharan Africa - 
2017 Illicit Financial 
Outflows: US$27.6 

billion - 

Foreign Aid of 
US$42.5 billion 

in 2016 

Foreign 
Remittance flows 
of US$46 billion 

in 2018 

Foreign Direct 
Investment of 
US$32 billion 

in 2018 

Logging  

Wildlife 

Mining 

Gold, mainly from South 
Africa, Ghana, Tanzania 

& Burkina Faso is 
exported worth US$15 

billion, & Diamonds from 
Namibia, DRC, CAR 

valued at US$8 billion. 
Other important metals 
for export are Platinum 
(Zimbabwe), Aluminium 
(Mozambique) Copper 

(Zambia) 

Petroleum Products are 
the main export from 
SSA at US$91 billion, 

mainly from West 
African Countries & 
Natural Gas (US$7.6 

billion) & Coal (US$6.2 
billion). 

Over 1 billion people in 
40 plus Countries    

 representing over 15% 
of the worlds 

population but 
representing  nearly 2% 
of Global GDP at under 

Cocaine 

Cannabis  

Corruption 

Global Terrorism 
Index - 2018    

Theft / Stolen 
Goods    

Heroin  

Major crop exports are 
cotton (Togo & Benin), 

coffee (Ethiopia, 
Uganda & Madagascar, 

Rwanda & Burundi), 
cocoa (Ivory Coast & 
Ghana), tea, (Kenya), 

grains (S Sudan), timber 
(Senegal & Equatorial 

Guinea), Rubber 
(Liberia), tobacco 
(Malawi), Peanuts 

(Gambia)

90% of Africa’s imports and 
exports of goods are 

delivered by sea, (4% of the 
worlds containers) using, 

Africa’s hundred plus ports, 
with the biggest in Durban in 

South Africa, followed by 
Abidjan in Ivory Coast, 

Mombasa in Kenya & Lagos in 
Nigeria. Largest Airport's are 

in South Africa, Kenya & 
Nigeria.  

China is SSA’s No1 
trading partner (imports 
and exports combined at 
15%) followed by India 

(9%) South Africa (6%), US 
(5%). DE (4), UK (3%), UAE 

(2%)  

Drug Trafficking- US$3 billion 
Africa is a destination for drugs en route to the EU and North America, (Cocaine from South America to W Africa, and Heroin from 

Afghanistan/Pakistan/SE Asia to E & S Africa), but also a destination for drug usage: In E Africa mostly Heroin into Mauritius, 
Tanzania, Kenya & Uganda, in C Africa Cannabis in DRC and Synthetics in CAR. In S Africa, Eswatini and Malawi - Cannabis, in 

Seychelles Heroin; in South Africa - Heroin and Synthetics. In W Africa in Nigeria - Cannabis & Synthetics, Ghana - Synthetics and 
Cannabis, Guinea - Cocaine, Sierra Leone - Cannabis, Benin - Synthetics, Burkina Faso - Synthetics,  Togo - Cannabis, Liberia - 

Cannabis, The Gambia - Cocaine & Cannabis, Ivory Coast - Cannabis & Synthetics, & Cape Verde - Cocaine. 

SSA tax take or 
collection rate is on 

average 16.2% 
versus an OECD 

average of 34.3%  

Sub Saharan Africa - Facts & Figures

Illegal Mining - US$10 billion 
Nigeria, CAR, DRC, Angola, S Africa, S Sudan, 

Zimbabwe, Ivory Coast, Madagascar, 
Cameroon, Burkina Faso, Liberia & Sierra Leone

Countries on the slide   
South Sudan, DRC, Mozambique  

(Governance, Freedom & Corruption)

Green Crimes - US$28 billion  
See below for details   

Proliferation 
The largest proliferation threat is South 
Africa, as a Tier 1 Threat by PP index - 

2019  / SSA Countries with lesser threats but 
very weak  controls and response are 

Liberia, Madagascar & Uganda. 

Illegal Fishing - US$2.5 billion 
1 in 4 fish caught illegally, mostly W Africa, 
with vulnerable fishing off S Africa, Sierra 

Leone, Nigeria, Liberia, Seychelles, Gabon, 
Guinea, Mauritius, Senegal, Tanzania & 

Togo

SUB SAHARAN AFRICA - OVERVIEW OF FINANCIAL CRIME RISKS

Estimated by FCN at up to US$60 billion in Criminal Proceeds - 3.7% of SSA GDP / 1-1.9% Global 
Crime Proceeds & up to US$46 billion available for Laundering & US$79 - US$92 billion or 4.9% - 

IUU 
Fishing 

Arms  

Countries on the rise / bouncing back 
Angola, The Gambia, Ivory Coast, 

Tanzania, South Africa, Nigeria, 
Ethiopia, Zimbabwe & Rwanda 

(Governance, Freedom & Corruption) 

Smuggling 

 Tax Evasion  

Third Countries presenting increased financial crime risks to SSA 

Country Risk Ratings by FCN  
for 40 Sub Saharan African Countries  

Risk Ratings 
2020
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Part 1 - Criminal Markets in SSA 

The major criminal markets in SSA generally 
exploit the resources found in the region, 
including people, goods and the 
environment. and are estimated to generate 
at least US$60 billion, or approximately 3.7% 
of SSA GDP, as follows: 

• Theft of goods of al least US$15 billion, 
made up of oil theft, US$10 billion (with 
Nigeria losing at least US$2.5 billion), 
cargo theft at US$3 billion, 
electricity theft at US$1.4 
billion. 

• Environmental or “green” 
crimes at US$28 billion, 
including estimates from 
illegal logging (US$12.5 
billion), illegal mining 
(US$10 billion), illegal 
fishing (US$2.5 billion), 
illegal wildlife (US$2 
billion) and illegal waste 
dumping (US$200 
million). 

• Modern slavery at US$8.3 billion. An 
estimated 7 million men, women, & 
children are living in modern slavery in SSA, 
generating an estimated US$8.3 billion, 
with approx US$5.7 billion from sexual 
exploitation and approximately US$2.4 
billion from forced labour, with Burundi  
and the CAR, are the countries with the 
highest prevalence of modern slavery, 
however, Nigeria and the DRC with the 
highest absolute numbers and accounted 
for 34% of all victims in the region. 

• Piracy of goods is estimated at US$9 
billion. The counterfeit drugs market is the 
largest piracy market in the region, 
estimated to be valued at US$6.3 billion. 

• Drugs trafficking is valued at US$3 billion. 
Africa is a destination for drugs en route to 
other regions, (cocaine from South America 
to West Africa, and heroin from South and 
East Asia to East & Southern Africa), and 
also increasingly, a destination for drug use 
in the region itself. 

These criminal markets 
generate more than 95% 
of all criminal funds in the 
region. As for the rest, 
smuggling, including 
cigarettes, but also gold 
and precious stones. 
marine piracy, kidnap & 
ransom, arms trafficking & 
counterfeit currency 
generate an estimated 
US$500 million.. 

Whilst fraud & corruption 
are not included in these 

figures, they are a significant generators of 
funds. Fraud types include asset 
misappropriation, fraud by the customer, 
procurement fraud, business misconduct and 
cybercrime, although there are no credible 
estimates that exist across the region. Bribery 
& Corruption is not per se a criminal market 
but facilitates and protects criminal activity 
and is estimated at US$79 - US$92 billion, 
or 4.9% - 5.7% of SSA GDP, with higher levels 
expected in countries with higher levels of 
corruption. For more details see Part 4 below. 
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Mining
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Logging
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Theft
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Modern Slavery
8.3

Goods Piracy
9

Fishing
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1.1 Theft of Stolen Goods    

SSA crime surveys  suggest very different 9

overall crime rates across the region, with the 
highest levels reported for South Africa, 
followed by Namibia, Angola, Nigeria and 
Kenya.  

Countries with high crime rates will suffer 
from high levels of theft and trafficking of 
stolen goods, with the largest markets, being 
found relating to oil, metals and minerals, but 
also cargo, electricity and motor 
vehicles. Increasingly as more 
Africans get connected online, 
losses from data and identity 
theft will grow. For metals and 
minerals see Section 1.3 on 
Illegal Mining. 

The economic loss from 
oil theft on the continent is 

US$15 billion 
ADB & ANRC - 2016 

  

Oil Theft - Nigeria lost 
approximately US$2.5 billion 
to oil theft in the first half of 2019, according 
to Nigerian government officials, with at least 
22.6 million barrels of oil “stolen” between 
January and July 2018. It has been reported 
by the African Development Bank and African 
Natural Resources Centre (2016) that the 
economic loss from oil theft in Africa is 
US$15 billion .  10

Cargo Theft - Freight losses are estimated 
globally at over US$50 billion  annually 11

(2014), and SSA estimates (based on GDP 
share) can be estimated therefore at US$3 
billion. BSI and TT Club in 2018 , identified 12

South Africa as the country in SSA most at risk 

for cargo theft at 30%, with Kenya (8%) and 
Nigeria (4%). Across the Middle East & Africa 
the average cargo theft was valued at 
US$42,000, with cargo theft from trucks the 
most popular (71%), followed by theft from 
facilities (22%). Goods stolen were mainly; 
food and beverage (34%), alcohol and 
tobacco (10%), construction materials (9%), 
metals (8%) and electronics (7%).

Electricity Theft - South Africa is estimated  
to be losing approximately R20 billion  13

(US$1.4 billion) a year due to electricity 
theft. Liberia reported 
electricity theft of 
approximately US$50 
million  in 2018. A 2016 14

World Bank, Report  15

identified that only 19 
counties (out of 39) in SSA 
that collected enough 
revenue to sustain 
operational costs, in part 
due to thefts. In a region, 
where it is estimated that 
only 1 out of 3 people 

have access to electricity, or 633 million are 
without electricity, combatting electricity theft 
should be a priority. 

Vehicle Theft  - According to Interpol, vehicle 
thefts in Africa, but also trafficked vehicles 
from overseas into Africa are a significant 
generator of criminal funds and a main stay 
of organised crime. 

Based on the research carried out by FCN, 
theft/trafficking of stolen goods is likely to 
generate at least US$15 billion a year.  

Est Proceeds (2018) US$15 billion
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Selected Countries Crime Levels - 
Survey - 2020 - (40-60 Moderate; 

60-80 High)

Ghana
49

Ethiopia
49

Botswana
53

Zimbabwe
57

Tanzania
59 Uganda

59
Kenya

62

Nigeria
64

Angola
65

Namibia
67

South Africa
77



1.2. Illegal Logging 

Forests are home to about 80% of the world’s 
terrestrial biodiversity and are under threat, 
with rates of deforestation at unsustainable 
levels. A significant contributor is due to 
illegal logging carried out by criminal 
enterprises fuelled and facilitated by 
corruption.  

In Africa, 90% of wood consumed is used for 
wood fuel or charcoal, which generated 
US$6.1–24.5 billion in 
2013 , and 90% is 16

produced in tropical areas, 
where illegal logging is at its 
highest  For East, Central 17

and West Africa, the net 
profits from dealing and 
taxing unregulated, illicit or 
illegal charcoal combined is 
estimated at a range of 
US$2.4–9 billion , 18

including by terrorists such 
as Al Shabaab who makes 
between US$38 and US$56 million a year. 

According to the Organised Crime Index , 19

(OCI) countries most affected by Illegal 
logging are Equatorial Guinea, CAR, DRC, & 
Gabon in Central Africa, Mozambique in 
Southern Africa & Madagascar & Zambia in 
Eastern Africa. 

Of all the so called “green” crimes, illegal 
logging is likely to generate the most in illicit 
proceeds. It is estimated  (by Chatham 20

House), that around 30% of the worlds timber 
production (from 9 main tropical forest 
producer countries) is illicit and that nearly 
10% of imports into consumer countries are 

from illegal sources. In some tropical forest 
countries illicit production reaches levels of 
50-90%, for example Chatham House 
believes that illegal logging is endemic in 
Cameroon approximately (65%), Ghana 
(70%), Republic of Congo (75%) and DRC 
(90%).  The largest 3 countries importing 
logging from Ghana (India, China, US) are 
from Cameroon, (China, Vietnam, US), from 
Ghana (China, India, US), from Republic of 
Congo (Vietnam, France, China) & from DRC 
(Vietnam, US, China). Whilst illegal logging 

rates are some of the highest 
in SSA, the region exports only 
about 3% of the worlds total 
exports. Nevertheless, with 
25% of SSA covered by forests 
the Congo basin, the second 
largest tropical rainforest in 
the world, the threat is not 
simply to conservation,  but 
also crime and security too.  

Whilst most of the timber 
felled in SSA is for domestic or 

regional consumption, the export trade is 
very lucrative. According to the World Bank , 21

timber exports from SSA in 2018 were valued 
at US$7 billion, with the largest importers 
being the UK (13%), China (12%), South 
Africa (12%), India (5.5%), Germany (4%), (US 
4%), Portugal & Sweden (2.75%). In 
aggregate, the African Development Bank 
and African Natural Resources Centre in 2016 
reported the value of illegal logging at 
US$13 billion  for Africa. 22

Proceeds (2018) US$13 billion

Page  of 10 83

Timber Exports from SSA - World 
Bank - 2018

Germany
4%

Sweden
11%

South Africa
11%

Portugal
3%

Others
40%

US
4%

India
5%

China
11%

UK
12%



1.3 Illegal Mining   

The African continent generates 5% of total 
global mineral production, but is home to an 
estimated 30% of the worlds mineral 
reserves . The abundance of natural 23

resources include many economically 
important minerals as well as many precious 
metals and rare earth minerals . For 24

example, Africa has 55% of the worlds 
diamonds led by Botswana and DRC, 22% of 
the worlds gold, which 
makes up 60% of mining by 
value in Africa, led by South 
Africa.  

Although only 5% of world 
production comes from 
Africa, many SSA countries 
are particularly reliant on 
mining, which makes up 
much of the value of their 
national economies. For 
example mining contributes 
approximately 45% of government 
revenues in Botswana, 26% in DRC, 
23% in Guinea, 14% in Zambia, 11% in 
Liberia, 7% in Ghana, 6% in Mozambique, 4% 
in Sierra Leone, 3% in Tanzania and 2% in 
South Africa.  25

The 3 largest producers  in terms of value 26

from production in Africa for 2016 is South 
Africa at US$40.4 billion, DRC at US$6.8 
billion and Ghana at US$5.9 billion. The total 
value of production across the region is 
approximately US$75 billion.  27

With so much wealth underground and 
dispersed, its not surprising that illegal 

mining is an important source of proceeds for 
criminal gangs. 

According to the OCI , highest scores for 28

illegal mining are for Nigeria, DRC and CAR 
(all rated 9/10), followed by Angola (8.5/10), 
South Africa, South Sudan and Zimbabwe 
(8/10), Ivory Coast, Madagascar & Cameroon 
(7.5/10), and Benin, Burkina Faso, Liberia & 
Sierra Leone (7/10). 

According to reporting from the African 
Institute for Security Studies , 29

10,000 kgs of gold in 2014 
was mined by artisanal 
miners and smuggled out 
of South Africa, valued at 
approximately US$470 
million a year.  

According to a 2017 report 
by the Minerals Council 
South Africa , it estimates 30

R7 billion (US$480 million) 
in illegal commercial mining 

and illicit dealings in precious 
metals and diamonds annually in 

South Africa, whilst the cost to the 
South African economy of R21 billion 
(US$1.44 billion) has been estimated each 
year.  31

It has been reported by the African 
Development Bank and African Natural 
Resources Centre (2016) that the economic 
loss from illegal mining of minerals on the 
continent is US$15 billion  for all of Africa. 32

Based on this estimate the figure for SSA 
could be at least US$10 billion. 

Est Proceeds (2018) US$10 billion
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1.4 Piracy of Goods  

Counterfeit goods can endanger lives – 
vehicle parts that fail, pharmaceuticals that 
make people sick, or fail to protect, toys that 
harm children, baby formula that provides no 
nourishment and medical instruments that 
deliver false readings. 

According to Interpol, in its Organised Crime 
Study of Africa (2019)  counterfeit goods 33

was identified as one of the most significant 
criminal markets, & one that is expected to 
grow, both globally and in SSA, with 
organised criminal groups playing, “a central 
role in the trade of counterfeit and pirated 
goods” and that they “generate important 
revenues from such illicit markets.” 

The OECD/EUIPO estimated in 2016 that 
international trade in counterfeit and pirated 
products (in 2013) accounted for as much as 
2.5% of the value of all international trade, or 
US$461 billion.  This has since been 34

updated, based on data for 2016, which 
estimates that in that year, the volume of 
international trade in counterfeit and pirated 
products could amount to as much as 
US$509 billion.  This represents up to 3.3% 35

of world trade, and does not include 
domestically produced and consumed 
counterfeit and pirated products, or pirated 
digital products being distributed via the 
internet.  

In many cases, the proceeds of counterfeit 
trade go towards organised crime. Most fake 
goods originate in middle income or 
emerging countries, with China the top 
producer, but also from India and Vietnam. 
Postal parcels are the top method of shipping 

bogus goods, accounting for 62% of seizures 
over 2011-13 . 36

With SSA imports estimated at US$273 billion 
in 2018, and South Africa & Nigeria importing 
the most , 3.3% of the regions imports 37

would amount to US$9 billion. Imports 
largely came from China (16.5%), but also 
India (5.7%), both leading exporters of fake 
goods, but also from the US (4.8%), Germany 
(4.7%) and from South Africa (7%). Consumer 
goods make up the largest segment of 
imports at US$104 billion. 

A variety of products are affected by 
counterfeiting and piracy on the African 
continent, however, counterfeit 
pharmaceuticals are the largest trafficked 
products in most parts of Africa.  

According to the World Health Organisation 
(WHO), every year, around 100 000 Africans 
die as a result of fake pharmaceuticals . 38

These fake drugs account for up to 30% of 
the total market of pharmaceuticals on the 
continent .  39

With the SSA pharmaceuticals market 
estimated by McKinsey at US$14 billion , 40

criminal proceeds are estimated at between 
US$4.2 - US$8.4 billion a year.  

Whilst fake drugs are probably the largest 
counterfeit goods market across the 
continent, there is a highly visible influx of 
other fake goods from designer clothing and 
accessories, electronics and media, computer 
software and more dangerously, fake or 
fraudulent foods, in addition to other 
commodities such as tobacco. 

Est Proceeds (2018) US9 billion 
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1.5 Modern Slavery  . 

According to the Global Slavery Index , 41

there are estimated to be approximately 7 
million, men, women and children living in 
conditions of modern slavery in SSA, with 2.5 
million in forced labour (400,000 in sexual 
exploitation) and 4.5 million in forced 
marriages. These estimates do not include 
child brides, child soldiers or 
trafficking for the purposes of 
organ removal. 

While nearly 70% of African 
countries have criminalised 
human trafficking, only 58% 
recognise forced labour as a 
criminal offence, and only 9 
countries have criminalised the 
use of children by state and 
non-state armed groups.  

Only 7 countries (Benin, 
Burkina Faso, DRC, Ghana, 
Madagascar, Rwanda, and 
South Africa) have criminalised 
forced marriage. State 
imposed forced labour 
practices are most prevalent in 
Burundi, Madagascar,, 
Rwanda, and Eswatini. 

There are a number of 
noticeable factors that help explain the 
prevalence of modern slavery in SSA. The first 
is the significant number of countries that 
have been affected by protracted conflicts or 
civil wars, the second is the practice of forced 
marriage, and the third the use of state 

sponsored forced labour in a number of 
countries. 

1.3.1 Regional Assessment: In Central 
Africa, Burundi has 408,000 victims, 
amounting to 40 out of every thousand 
people, being the highest ratio in all of SSA. 
In the CAR, 101,000 victims represent 22 out 
of every thousand, in DRC its 13.7 out of a 
1,000, and in the Republic of Congo it is 8 out 

of a 1,000.  

In East Africa, the highest ratios 
are in South Sudan, which has 
243,000 victims representing 
20 out of every thousand 
people. Other large ratios exist 
in Rwanda at 11.5 out of a 
thousand, and in Uganda at 
7.6 out of a thousand people.  

In Southern Africa, the highest 
incidence is in Eswatini at 8.8 
out of a thousand people.  

In West Africa, Guinea is the 
highest with 7.8 out of a 
thousand, followed by Nigeria 
at 7.7 out of a thousand. 

In absolute numbers however, 
Nigeria is by far the largest 
with an estimated 1.4 million 
victims, and the DRC with 1 

million, together accounting for 
over a third (20% and 14% respectively) of all 
victims in SSA.  Other large victim 
populations are found in Ethiopia - 614,000,  
Burundi - 408,000, Tanzania - 336,000 & 
Kenya - 328,000. In total these 6 Countries 
account for over 55% of the total in the 
region.  
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Countries identified by the US Trafficking in 
Persons Report 2019  as Tier 3 countries & 42

seen as having increased threats and an 
insufficient response were: Burundi, DRC, 
Equatorial Guinea, The Gambia and South 
Sudan. In the 2020 US TIP report Tier 3 
countries were just Burundi and Lesotho. 

Tier 2 Watchlist Countries are Cameroon, 
DRC, Eq Guinea, The Gambia, Guinea, 
Guinea Bissau, Nigeria, Senegal, Seychelles, 
Tanzania, Uganda & Zambia. South Africa had 
the lowest incidence at 2.8 
per thousand people, with 
overall 155,000 victims. 
According to the Africa 
Centre for Strategic 
Studies , most African 43

victims are trafficked into 
forced labor, often in fields 
such as agriculture, domestic 
service, and manufacturing. 
In West Africa 55% are 
trafficked for forced labour (FL) 
and 40% for sexual exploitation 
(SE), in East Africa it’s 82% FL & 
18% SE & in Southern Africa 83% FL & 17% 
SE. In West Africa 99% of victims detected are 
trafficked within their own country or region, 
83% in North Africa, 90% in East Africa and 
62% in Southern Africa. 

1.3.2 Global Comparisons: Nigeria is 
globally 5th in terms of absolute numbers, 
behind India, China, Pakistan and North 
Korea, with DRC at 8th behind, Iran and 
Indonesia. In terms of prevalence of modern 
slavery, Burundi is 3rd behind North Korea 
and Eritrea with the CAR in 4th, and South 
Sudan in 7th. 

According to the ILO,  there were 152 44

million child labourers in 2016 (aged 
between 5-17), of which 72 million were in 
Africa, representing 19.6% of African 
children. Children aged 5 to 11 years form 
the largest share of those in child labour and 
also form a substantial share of those in 
hazardous work. 48% of all those in child 
labour are in the 5–11 years age bracket, 28% 
are aged 12–14 years, & 25% are 15–17 years 
old.   

Child labour in SSA, 
according to ILAB , is 45

exploited and in some cases 
children are forced to work in 
for example, cotton in Benin, 
cotton and gold in Burkina 
Faso, cocoa in Cameroon, 
diamonds in CAR, cobalt, 
copper, diamonds, tungsten 
ore, tin ore, gold and 

tantalum in DRC, cocoa and 
coffee in the Ivory Coast, cattle in 
Eswatini, Lesotho & Namibia, cattle, 

gold and textiles in Ethiopia, cocoa, 
fish and gold in Ghana, cashews, cocoa, 
coffee, diamonds and gold in Guinea, coffee, 
fish, rice, sand, tea, sisal, sugarcane and 
tobacco in Kenya, sapphires, stones and 
vanilla in Madagascar, tobacco in 
Mozambique, tea in Rwanda, gold in Senegal, 
cocoa, coffee, diamonds, granite & palm oil in 
Sierra Leone, cloves, coffee, gold, Nile perch, 
sisal, tanzanite, tea & tobacco in Tanzania,  
bricks, cattle, charcoal, coffee, fish, gold, rice, 
sands stones, sugarcane, tea, tobacco & 
vanilla in Uganda & cattle, cotton, gems, 
stones & tobacco in Zambia. 
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1.3.2 Proceeds of Crime: In 2014  the ILO 46

estimated proceeds per year generated from 
modern slavery, with profits of US$3,900 per 
victim, with the highest profits generated 
from sexual exploitation (US$11,000), forced 
labour, non agriculture (US$3,000), forced 
labour, agriculture (US$1,000) and from 
domestic servitude (US$600). Based on these 
findings, the estimate for modern slavery 

proceeds in SSA is US$8.3 billion , with 47

approx US$5.7 billion from sexual 
exploitation, US$2.4 billion from forced 
labour (US$1.6 billion from non agriculture 
US$734 million from agriculture and US$222 
million from domestic servitude). 

Supplementary Material 

Est Proceeds (2018) US$8.3 billion
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More on Human Trafficking by FCN 

For more See: Stop the 
Traffik at: https://

www.stopthetraffik.org

For more See: stop the traffik 
at: https://

thefinancialcrimenews.com 

For more See: the traffik 
analysis hub at: https://
www.traffikanalysis.org




https://www.stopthetraffik.org
https://thefinancialcrimenews.com
https://www.traffikanalysis.org


1.6 Drug Trafficking 

SSA is a transit destination with cocaine 
shipped into West Africa from South America 
and heroin shipped into East and Southern 
Africa from Asia headed to markets in Europe 
and North America. It is also becoming a 
continent where, not only cannabis , which is 
commonplace, is consumed, but where the 
production of synthetic drugs, made from 
imported precursor chemicals is on the rise.  

Drug trafficking affects many 
countries, though different  
illegal drugs are prevalent in 
different regions and to a 
greater and lesser extent. 
Countries with the largest 
drugs markets are in Nigeria, 
Tanzania, South Africa, Guinea, 
Uganda, Ghana, Sierra Leone, 
DRC, Benin & Mauritius. 

Enact Africa’s, Drug Demand and 
Use in Africa Report 2019  estimate 48

SSAs drug usage rate in 2018 at about 1.6%, 
but with a 5% increase projected / expected 
up to 2050. As SSA’s population is set to 
double by 2050, the number of drug users 
will increase by an estimated 150%, including 
an additional 14 million Africans, on top of 
the 14 million current drug users. Not only 
will the continent experience the most rapidly 
growing consumer market in the world, 
certain regions, notably West and East Africa, 
are becoming more important to the 
distribution of drugs around the world. 

Heroin: In countries all along the eastern 
seaboard of SSA, from Kenya to South Africa, 
including Mauritius, Afghan heroin, transiting 

via Pakistan heads to East and Southern 
Africa as a destination for African markets and 
onwards into Europe and to a lesser extent 
North America. According to the ENACT 
project, the heroine trade is  “best 
understood as forming an integrated regional 
criminal economy based on the transit of 
heroin from Afghanistan to the West, and with 
a spin-off trade for local consumption. Along 
this trafficking route, much of the heroin is 
fi rst shipped to Africa on motorised, wooden 

seagoing dhows built in the 
UAE designed for fishing. The 
vessels are loaded with 
between 100kg and 1,000kg 
consignments of contraband 
off the Makran coast of 
southern Pakistan. The dhows 
anchor off the coast of Africa in 
international waters, and 
flotillas of small boats collect 

the heroin and ferry it to various 
beaches, coves or islands, or 
offload it into small commercial 

harbours. Dozens of such sites are used for 
landing the consignments along the entire 
eastern coastline – from north of Kismayo, 
Somalia, to Angoche, Mozambique. This route 
is used all year round apart from during the 
three-month monsoon period.”  This dhow 
based supply line is also supplemented by 
the use of containers at various deep-water 
container ports along the coast. Several ports 
have fallen under substantial criminal 
influence and are used to transship a number 
of other illicit goods, such as elephant ivory 
and timber.  

With heroin drug usage increasing in SSA, 
the rates of HIV among people who inject 
drugs are several times higher than among 
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the rest of the population, and there are high 
rates of hepatitis C in this group. Cities with 
the biggest heroin consumer markets, like 
Mombasa, Cape Town and the 
Johannesburg–Pretoria metropolitan area, 
are also beset with violence associated with 
the drug trade. 

Cannabis: Cannabis has been grown for 
consumption and export across SSA for 
decades, with the crop providing significant 
revenue to small-scale farmers, with little 
alternative sustainable and acceptable 
livelihoods. According to the OCI , countries 49

with significant cannabis production are 
Uganda, Eswatini, Malawi, CAR, DRC, Nigeria, 
Ghana, Sierra Leone, Togo, The Gambia & the 
Ivory Coast.  

Cocaine: Cocaine from South America has 
long targeted smaller West African countries 
as transit locations, where organised crime 
and corruption manipulate safe passage 
mostly into North Africa and into lucrative  
Western European markets. It has been 
estimated that approximately 40 million 
tonnes of cocaine transits West Africa for 
Western Europe each year, (representing 
about 20% of the total). countries that have 
been particularly affected include Guinea 
Bissau, once described as Africa’s fi rst “Narco 
State” a decade or more ago, as well as 
neighbours Guinea and The Gambia, as well 
as Cape Verde. 

Synthetics: Countries involved in producing 
and distributing significant amounts of 
synthetic drugs include: CAR, South Africa, 
Nigeria, Ghana, Benin, Burkina Faso and the 
Ivory Coast.  Estimating the value of the 
illegal drug trade across SSA is challenging, 

not least because, most of the trade transits 
the region, and is not consumed locally, 
although this is changing.  As SSA moves 
from its transit status to becoming an 
important destination for drug usage, 
criminal proceeds will increase. For example, 
the cocaine that transits West Africa for 
Western Europe, generates an estimated 
street value of US$2.1 billion, in European 
cities, but this translates into only an 
estimated 2% (US$40 million ), for those 50

involved in West Africa, from payments made 
largely as protection and facilitation 
payments. Consequently, SSA generates little 
from its transit role, but criminals fair much 
better in terms of generating proceeds, 
estimated at approximately US$3 billion 
from the world’s 2nd largest and fastest 
growing regional market. 

According to UNEP, reporting in 2014, the 
street value of illegal drugs in East, Central 
and West Africa was US$2.65 billion . The 51

regions with the highest illegal drug use, 
across Africa, was reported as 55% for West 
Africa, 19% for East Africa, 12% for Southern 
Africa, 8%, for North Africa, and 6% for 
Central Africa . This suggests Southern 52

Africa’s value for illegal drugs used locally 
would be US$336 million, amounting to 
approximately US$3 billion in total.   

Although dated the UNODC reported in 
2011, that Africa generated US$1.5 billion in 
proceeds for Cocaine, with 62% or US$1 
billion available for laundering. 

Est Proceeds (2018) US$3 billion
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1.7 Illegal Fishing   

Illegal fishing is a major environmental or 
“green” crime, which not only involves 
organised criminal gangs but also other 
serious crimes, such as drugs, arms and 
human trafficking, through forced labour. It is 
also the target of a UN Global Sustainable 
Development Goal, with targets 14.4 & 14.6 
aiming to “end overfishing, illegal, 
unregulated and unreported fishing” and “to 
eliminate state subsidies that contribute to 
these practices.” It is a global problem, 
however it is concentrated in developing 
countries which are 
responsible for 83% of 
international trade in fishery 
commodities. Illegal fishing 
regularly target developing 
countries . 53

With a coastline that covers 
over 26,000 miles inclusive 
of its islands, and with 
waters among the most 
fertile in the world, African 
countries, (according to the African 
Union) account for only about 1.2% 
of world shipping and about 0.9% by 
tonnage , whereas fleets from Asia represent 54

75% of the global fleet, with 3.5 million 
vessels.  

According to the FAO, the total contribution 
by the fisheries and aquaculture sector in 
Africa is estimated at US$24 billion (FAO 
2013), and accounts for 1.25% of total GDP. 
Seafood provides an important food source 
for over 400 million people in Africa, 
providing over 22% of the protein intake in 
SSA . 55

The fisheries sector offers employment 
opportunities with over 12.3 million people 
employed as fishers or processors. 

1.7.1 Regional Assessment: Illegal fishing is 
a problem not only for coastal states but also 
for inland countries that border the “Great 
Lakes” and through which great rivers flow. 
Most of the illegal fishing is off West Africa 
and is carried out by foreign fleets, exploiting 
the lack of monitoring and oversight. 

According to the OCI  highest scores for 56

countries with illegal fishing are Madagascar 
(8/10) & South Africa (7.5/10).  

According to the Illegal 
Unregulated and 
Unreported Fishing Index , 57

SSA Countries rated highest 
for the prevalence of illegal 
fishing are: Sierra Leone, 
followed by Nigeria, Liberia, 
Seychelles, South Africa, 
Gabon, Guinea, Mauritius, 
Senegal, Tanzania, 

Madagascar and Togo.  

The EU introduced a carding 
system  which has 2 SSA Countries currently 58

yellow carded, namely Liberia & Sierra Leone. 

West Africa: As a result of decades of illegal 
fishing, the situation off the coast of West 
Africa is perilous, in particular the region of 
northwest Africa (Senegal, The Gambia, 
Guinea Bissau, Guinea and Sierra Leone).  
Almost 7 million people depend directly on 
fishing as a source of income, but this access 
is increasingly hindered by industrial foreign 
fleets which, often illegally, target areas that 
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are otherwise reserved for small-scale fishers 
and their communities. It has been estimated 
that over 300,000 jobs were lost to illegal 
fishing in the region. Studies have found that 
poverty is increasingly affecting fishing 
communities .  59

According to the African Union Inter-African 
Bureau for Animal resources (AU-IBAR), it is 
estimated that Africa loses between US$2-
US$5 billion annually due to the 
mismanagement in the fisheries sector. For 
West Africa alone, on a conventional 
estimate, fish catches as a result of illegal 
fishing activities is estimated at 40% higher 
than reported catches costing about US$1.3 
billion a year . 60

In Ghana, about 2 million people rely on fish 
for their food and income. According to a 
report from the Environmental Justice 
Foundation , trawlers, run almost exclusively 61

by Chinese operators using Ghanaian front 
companies, are illegally targeting the local 
catch and selling it back to local communities 
at a profit. In Nigeria, where the fishing 
industry employs approximately 790,000 
people, who earn just US$3 a day, an 
estimated US$70 million annually was being 
lost in 2018 to Chinese trawlers fishing 
illegally in its waters , according to the 62

Nigerian navy. 

Southern Africa: South Africa reportedly lost 
up to US$900 million  from 2001-2018 63

from the illegal trade in abalone (large sea 
snails). Whilst the trade is legal in South 
Africa, only a third of the abalone caught is 
done so legally (i.e. in line with quotas and 
other regulations).  

The illicit trade is controlled by Chinese 
criminals, who source their product from local 
gangs, for example from the notorious “Cape 
Flats”, often in exchange for drugs such as 
methamphetamine, known as tik in South 
Africa. Abalone is dried in South Africa before 
being sent to HK usually via neighbouring 
African countries with laxer border controls. 
Trucks routinely cross into Namibia, 
Zimbabwe, or Mozambique with abalone 
hidden in false compartments or hidden, for 
example among boxes of dried fruits.  

Mozambique is losing an estimated US$60 
million  a year due to illegal fishing. 64

East Africa: The combined marine and 
inland fisheries in East Africa is responsible 
for 1/3 of all catches in Africa, with Tanzania 
and Uganda representing just over half of this 
catch & DRC, Kenya and Madagascar jointly 
another third. Kenya loses approximately 
US$100 million  annually to illegal fishing, 65

whereas in Tanzania, it was estimated that 
illegal fishing cost the country approximately 
US$222 million a year in 2013. 

On Lake Victoria, which is the second largest 
freshwater body in the world, bordered by 
Kenya, Tanzania, and Uganda, around one 
million tons of fish are caught from the lake 
each year, by around 200,000 workers from 
locally-made boats. It is widely believed that 
there are high levels of illegal fishing activity 
on, and around the lake.  

Of particular concern is the Nile perch  
(highly prized for fish maw - otherwise known 
as swim bladder, and a delicacy in Chinese 
cuisine), where stocks have fallen, to 

Page  of 19 83



dangerous levels, with illegal fishing 
targeting this fish for sale into Asia. 

1.7.2 Proceeds of Crime: Estimates for 
losses from illegal fishing across Africa  is 66

between US$2-US$5 billion annually. Total 
economic losses due to illegal fishing in 
Africa is thought to be much higher at 
between US$10 billion and US$13 billion. 
According to the African Union, most of this 
loss comes from West Africa (57%), followed 
by Northern Africa (30%) and then small 
amounts from Central (7%), Eastern (4%) and 
Southern Africa (2%) . The loss to SSA can be 67

estimated therefore at US$8 billion.  

From the total catch in SSA, the amount 
caught considered as Illegal varies, for 
example in West Africa Illegal fishing is 
estimated at approximately 37% of the total, 
in East Africa at approximately 18% and in 
Southern Africa at approximately 6% of the 
total , resulting in an estimate of US$2.5 68

billion. 

By ceding much of their waters to foreign 
fleets, and with little, or no effective oversight 
it’s unsurprising that 1 in 4 fish caught in 
African waters is illegally fished, (compared 
to 1 in 5 globally). 

Supplementary Materials 

Est Proceeds (2018) US$2.5 billion

 More on Illegal Fishing by FCN 

To learn more about the Illegal 
Fishing, read the detailed 

Intelligence Briefing on Illegal 
Fishing by ordering your copy 

with supporting Training & 
Awareness Materials by 
contacting FCN directly.
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1.8 Illegal Wildlife Trade   

The illegal wildlife trade endangers many 
species, including iconic African mammals, 
such as the elephant and the rhino, but also 
the pangolin, which is the most trafficked 
mammal of all, gorillas, big cats, reptiles, 
birds and wildlife from all over the region. 

Illegal trade and poaching of plants and 
other wildlife has been estimated to be worth 
between US$7 - 23 billion globally though 
these sources likely overstate the amounts 
involved. Research by FCN suggest the 
global amount is more likely around US$8.3 
billion annually, or 25-30% of the legal 
trade .  69

Wildlife traffickers in the region, are also 
involved in other crimes such as illegal 
logging, but also trafficking drugs, arms and 
people. 

Countries where poaching and trafficking 
pose particular threats to wildlife, according 
to the OCI, include the DRC, CAR, Nigeria 
and Madagascar. Elsewhere the threat to 
wildlife remains high including in South 
Africa, Mozambique, Zimbabwe, Togo, 
Tanzania, Congo, Gabon, and in South Sudan, 
Uganda, Kenya, Ivory Coast, Senegal and 
Sierra Leone. 

According to the US in its END Wildlife 
Trafficking Report 2019 , “Countries of 70

Concern” in SSA are the DRC and 
Madagascar, and “Focus Countries” are 
Cameroon, Gabon, Kenya, Mozambique, 
Nigeria, Republic of the Congo, South Africa, 
Tanzania, Togo, Uganda & Zimbabwe. 

1.4.1 Regional Assessment:  

West Africa: In West Africa, Nigeria is a major 
hub for wildlife trafficking, particularly for 
wildlife poached in West and Central Africa, 
and is a transit country, especially for ivory 
and pangolin scales destined for Asia, 
(including China and Vietnam). Shipments 
overseas are smuggled through the port of 
Lagos, and in Abidjan in the Ivory Coast, but 
also through other smaller West African ports.  
In the Ivory Coast, the illicit trade is, as its 
name suggests, in ivory, but also in pangolins. 
In Sierra Leone, the trade is dominated by 
trafficking in pangolins, but also poaching of 
white-necked picathartes, pygmy hippos, 
forest elephants and monkeys. In Liberia, 
pangolin trafficking is rife, being one of the 
primary origin countries for this animal.  
Bushmeat traders target Liberia’s primates 
which are now endangered.   

Central Africa: The poaching of elephants 
continues to be of considerable concern, for 
example in the DRC, with the country playing 
a major role in the international supply chain 
of illegal ivory. Species such as bonobos, 
chimpanzees and gorillas are also vulnerable, 
due to illegal bushmeat hunting. The DRC is 
also involved in the trafficking of african grey 
parrots. In the CAR, armed groups and 
poachers from Chad and Sudan, engage in 
transnational trafficking of a wide array of 
wildlife, but most notably bushmeat, ivory 
and animal skins, entering the country via 
South Sudan. The Republic of the Congo, is a 
source country for a number of protected 
species, including ivory, pangolins and 
parrots, with poaching for bushmeat also a 
concern. 
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East Africa: Uganda is a transit hub for ivory, 
pangolins and rhino horns. In Tanzania the 
wildlife trade is focussed on elephant ivory 
and pangolins. In Kenya, there are illegal 
markets for ivory, rhino horn and venomous 
snakes. The port of Mombasa, is the largest 
port in East Africa and a major hub for 
smuggling wildlife. Rwanda plays a role in the 
illegal wildlife trade, acting as a transit 
country for ivory and rhino horns. Rwanda is 
also a source and transit country for birds 
sold into the illegal exotic pet 
trade, for example the grey 
crowned crane. 

In Madagascar poaching, and 
wildlife trafficking is rife 
throughout the country. In 
2018, over 18,000 radiated 
tortoises, a rare and highly 
endangered species found 
only in Madagascar, were 
destined for Asia and confiscated, 
uncovering a large-scale organised 
trafficking business. In South Sudan, the 
poaching of elephants, pangolins and 
hippos, for their teeth and bush meat, is 
reported as taking place in national parks, 
with links to timber trafficking.  

Southern Africa: In Southern Africa, 
Zimbabwe is a major source country for 
animal products, primarily elephant ivory and 
rhino horn. Over the past decade, elephant 
populations have decreased dramatically, 
suggesting high levels of poaching. Similarly, 
rhinos are poached in large numbers for their 
horns. Poachers from neighbouring countries 
often use cross-border smuggling routes to 
enter Zimbabwe to poach animals, then 

return to their origin countries to sell the 
illegal products.  

Zambia is particularly vulnerable to the illicit 
wildlife trade due to its largely unprotected 
borders with countries that are sources of 
ivory. Zambia is also a source country for 
ivory, but evidence suggests that elephant 
poaching in the country is on the decline. 
Stock theft is a particular concern. Angola is a 
transit country for the illegal trade in ivory, 

rhino horn, pangolin scales, 
gorillas and wild birds, mainly 
bound for Asia.  In South 
Africa, the main concern is the 
poaching and trafficking of 
rhino horn, but markets also 
exist in the illicit trade in ivory 
and lion bones. Mozambique, 
is a major transit country for 
the trafficking of ivory and 

rhino horn to Asia, thought to be 
highly organised and trafficking 

significant volumes of ivory from 
other countries through Mozambique's ports. 
Organised crime involvement in wildlife 
supplements their activities in Mozambique 
in trafficking drugs and people. Malawi is 
used as a transit point for ivory, rhino horn 
and pangolin scales . 71

1.4.2 Proceeds of Crime: According to the 
UNODC,  “a conservative estimate values the 72

regional [Asia Pacific] illegal wildlife trade at 
US$2.5 billion a year, excluding illegal 
timber and off-shore fishing,” [2008] and that, 
“a conservative estimate for the illegal trade in 
selected mammal species to and within 
Southeast Asia and the Pacific is close to 
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US$400 million, with more than half of this 
trade involving ivory products.”  

This is made up of ivory at US$200 million, 
pangolin at US$135 million, rhino horn at 
US$35 million, bear bile at US$10 million. The 
main destination markets for illegal wildlife 
are not just Asia, though China is the main 
destination for illegal Ivory (estimated at 
approximately 70%) and Vietnam for rhino 
horn. 

Whilst it’s reasonable that SSA may be the 
source of at least a fifth and up to 3rd of the 

illegal wildlife market, this would represent 
approximately US$2 billion in related 
proceeds.  As most of the value in this trade is 
generated after mark ups are added, which 
can be significant only once the goods are 
closer to the ultimate destination country, it is 
likely most of these criminal proceeds are 
generated by & accrue to foreign criminal 
groups. 

Supplementary Materials  

Est Proceeds (2018) US$2 billion

 More on Illegal Wildlife Trafficking by FCN 



To learn more about the Illegal 
Wildlife Trade, read the detailed 
Intelligence Briefing on Wildlife 

Trafficking by ordering your copy 
with supporting Training & 

Awareness Materials by 
contacting FCN directly
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1.9 Smuggling and Other Crimes 

Trade across borders, avoiding checks, 
customs duties, product standards, taxes or 
other controls is considered rampant in the 
region, but whilst some of this activity is 
supported by organised criminal activity 
much of it is a reflection of long standing 
trading relationships, customs and practices. 

Informal cross border trade is estimated to 
be, for example between 30-40% of total 
trade in Southern Africa, generating US$18 
billion, with estimates elsewhere in some 
cases as high as 90%, providing employment 
to 20% -  75% of populations in most African 
countries . Informal trade generally across  73

Africa is estimated at around 40% of GDP or 
approximately US$640 billion for SSA . 74

Trading across Africa may be about to 
change, with all 40 SSA agreeing in 2019 with 
the other 15 in the North and in the Horn of 
Africa to establish a pan african free trade 
zone, removing barriers and tariffs to 
stimulate and grow intra african trade, which 
stands at 16% for officially declared trade.  

Participating countries are required to 
remove tariffs on 90% of goods they produce 
by 2020 and remove non tariff barriers to 
trade, for example long customs delays at 
borders, quotes and subsidies. This should, if 
implemented eradicate much if the 
smuggling in goods, and boost economic 
growth, through increased infra regional 
trade. The Covid 19 crises has delayed the 
implementation of this initiative. 

Cash Smuggling - For more details see Part 3 
Section 1. 

Goods Smuggling: Goods that remain taxed 
differently, or where restrictions still remain 
will continue to be high on the lists of goods 
worth smuggling by criminal groups. One 
such commodity is cigarettes. 

According to a 2017 study from the Atlantic 
Council , an estimated US$2.2 billion was 75

lost to the revenues of South Africa and 
Zimbabwe between 2010 - 2016, amounting 
to approximately US$366 million a year. The 
issue is not confined to South Africa and 
Zimbabwe, with Namibia, Eswatini and 
Zambia all  reporting significant smuggling 
operations, with estimated illicit tobacco 
incidences well above the global average of 
12%.  

According to the WHO , a number of SSA 76

Countries are considered main countries 
globally, for source, transit and destination 
countries for cigarette smuggling, namely 
Kenya and Zimbabwe, for source, and Guinea 
and Nigeria, as transit and destination 
countries and South Africa as an important 
destination country.  

People Smuggling: Whilst many SSA 
migrants, seek passage to the Middle East 
and to Western Europe, many more seek a 
new life elsewhere on the continent itself, 
with South Africa the most popular 
destination. Many migrants turn to smugglers 
to help them, who range from highly 
structured criminal networks with contact 
points along routes from West Africa and the 
Horn of Africa heading North and East, and 
South to local smugglers living in border 
areas. 

Migrants being smuggled in this way, 
particularly women and girls, are liable to be 
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trafficked for sexual exploitation and migrants 
are at risk of kidnapping for ransom. 

Routes and people are also used to transport 
illicit drugs and other goods, in part to pay 
for the service.  

The UNODC  reported that in 2016, an 77

estimated 117,000 people migrated via the 
east route by sea to Yemen, and that 30,000 
people migrated from the Horn to North 
Africa and then by sea to Europe. Based on 
estimates as to the costs of migration, the 
cheaper route eastward at approximately 
US$100 per person would have generated 
US$11.7 million, whereas the northern route 
at an average price around US$2,000 would 
have generated US$60 million. 

Illegal Waste Dumping: SSA produces ever 
more waste, but much less than elsewhere in 
the world, but because of poor waste 
management controls and the imports of 
waste from overseas, parts of its land, oceans 
and waterways are polluted, and getting 
worse. 

Whilst SSA waste management is the major 
polluter in SSA, overseas countries and 
criminal actors also play a significant part. 

The main overseas pollution comes from 
electronic waste, plastic waste and from 
foreign shipping. In total, it’s estimated by 
UNEP  that almost 50 million tons of 78

electronic waste was generated in 2018, with 
60-90% of this waste illegally traded or 
dumped, valued at between US$12.5 billion - 
US$19 billion (valuing a tonne of e waste at 
US$500 a tonne and the total estimated value 
of raw materials at 55 billion Euros), with most 
e waste generated by China, with (7.2 million 

tons), followed by USA (6.3), Japan (2.1), 
India (2.0) and Germany (1.9). 

SSA is a key destination for large scale 
shipments of hazardous e waste for dumping. 
Ghana and Nigeria are among the largest 
recipients in West Africa, although high 
volumes of e waste are also transported to 
the Ivory Coast, and the Republic of the 
Congo. The Agbogbloshie site in Ghana has 
received international attention. 

SSA by contrast, according to the 2017 
Global E Waste Monitor  generates the least 79

number of products that generate e waste, 
and produces the least amount of e waste at 
approximately 1.3 million tonnes.  

It is estimated that 15%-50% of this is from 
transnational illegal imports, (valued at 
US$500 per tonne - see above) from 
overseas, generating proceeds of US$97.5 
million - US$325 million. 

Whilst e waste pollutes the land, illegal 
shipping discharges, oil leaks and plastics 
pollute the oceans and coastlines of 38 
coastal African states. These environmental 
crimes are facilitated via corruption, and with 
the involvement of criminal actors. Plastics 
have become a global problem, but, in 
particular Asia is exporting its plastics 
problem to SSA, through its rivers and 
through ocean currents. 

Plastics are polluting Africa’s oceans, and by 
2050 it is predicted there will be more plastic 
than fish in the world’s oceans. According to a 
study, published in 2017 , an estimated 90% 80

of plastic from from land is carried from just 
10 rivers, eight in Asia and two in Nigeria, 
reflecting the poor waste management 
systems in much of Asia and Africa. Ocean 
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plastic is more diverse than just the waste that 
comes from land, including from fishing and 
illegal dumping at sea. The consequences for 
Africa are significant, with estimates that 
pollution is degrading the seas and oceans 
more strongly and more rapidly than 
expected, leading to increased acidification, 
in part leading to a 40% decline in its fish 
stock . 81

Maritime Piracy: The global shipping 
industry generates over half a trillion US 
dollars in freight rates, via more than 50,000 
merchant ships carrying cargo worldwide 
each year. In 2018, there were 201 recorded 
acts of maritime piracy and armed robberies, 
with the riskiest area being the Gulf of 
Guinea, with piracy off the coast of Somalia 
now almost non existent. 

Acts of piracy and theft in the Gulf of Guinea, 
which is home to some of the biggest 
offshore oilfields in the world, are carried out 
by organised criminal groups, who hijack or 
attack vessels or petroleum storage, and 
transportation platforms. Ships are sailed to 
unknown locations to steal oil cargo and 
other high value assets after disabling 
tracking devices. The cargo is then syphoned 
onto smaller ships and sold on the black 
market, ending up in refineries inside West 
African countries. For Nigeria, US$2.8 billion 
was lost in revenues in 2018 due to piracy, 
and US$36 million estimated as proceeds. 
The value to the pirates from maritime oil 
theft, according to insurance losses reported, 
can be US$2-6 million for each successful 
attack, of which there were 9 off Nigeria in 
2018, according to the Nigerian Navy . 82

Other proceeds, including thefts from ships 
off West Africa other than oil are, pretty small 

amounting to approximately US$413,000 in 
2017. Pirates also take crew hostage for 
ransom.  

Kidnap & Ransom: Data compiled by NYA46 
in 2017 , shows South Africa and Kenya were 83

ranked second and third after Nigeria in 
terms of the total number of kidnap & 
random (K&R) recorded incidents in the 
region. Global Security Insight  reported that 84

K&R is a prominent threat in SSA, with over 
100 high profile cases taking place in 2018, 
by a variety of different perpetrators, and 
thousands carried out overall, with 25% of all 
kidnappings globally being carried out in 
Nigeria, with an estimated 2,500 a year. 

Militant groups in countries like Cameroon, 
Somalia, Nigeria, Burkina Faso and the DRC 
continue to use kidnappings as a way to 
finance their operations. 

Organised criminal groups are primarily 
behind kidnap for ransom incidents in 
countries like South Africa, Nigeria and 
Mozambique. In Q1 2018, at least 7 
prominent foreign nationals were kidnapped 
in South Africa, with typical ransom amounts 
equalling US$1.4 million. 

Boko Haram and Al Shabab, remain 
proponents of this form of financing and 
intimidation where they operate in SSA.. 

Piracy-related kidnappings continued in the 
Gulf of Guinea, in 2018, where 102 crew 
members were kidnapped in the first half of 
the year, up from 63 in the same period in 
2017. Estimates of proceeds are US$10 - 50 
million.  
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Arms Trafficking: Illicit arms flows continue 
to destabilise the African continent, fuelling 
crime, confl ict, and terrorist activities. 
Subregions affected by recurrent armed 
confl ict experience the most organised forms 
of illicit arms trafficking, sometimes involving 
large quantities of weapons and specialised 
armed groups.  

Throughout the continent an ‘ant trade’ in 
small quantities of weapons contributes to 
meeting local demand fuelled by low-level 
criminality, poaching, and the need for self- 
protection. Cross-border 
trafficking by land is the 
most prominent type of 
illicit arms flow in Africa.  

Though many of the illicit 
weapons on the continent 
are legacies from past 
conflicts, recent seizures of 
newer models show that 
the arms trade is fuelled 
by weapons diverted from 
national stockpiles and 
peacekeeping forces, as well as 
arms imported from other 
regions. 

According to a 2019 report published by the 
AU and Small Arms Survey , the value of 85

reported imports appears to be increasing. 
From 2001 to 2014 the annual value of SSA 
small arms imports recorded nearly tripled 
from US$62 million to US$144 million, with 
2014 imports reported in Southern Africa at 
US$58 million, West Africa at US$41 million, 
East Africa at US$36 million and Central 
Africa at US$9 million.   

According to GFI  illicit arms trafficking 86

estimated to represent 10 to 20 % of the legal 
arms trade and estimated in 2014 to 
therefore be worth US$14.4 - US$28.8 
million.  

According to the OCI , arms trafficking is 87

mostly prevalent across the region in the 
DRC, Nigeria, South Sudan, South Africa, 
Burundi, CAR, Ivory Coast and Kenya. 

Counterfeit Currency: Counterfeit currency 
affects almost all countries in SSA, as fake 

notes are circulated every 
year, running into millions of 
dollars. The practice is 
particularly noticeable in 
West Africa, for example in 
northern Nigeria, where in 
April 2108, a Nigerian 
national was arrested 
suspected of possessing US$ 
400,000 counterfeit notes, 
and according to Nigeria’s 
anti-corruption agency, he 

also operated a syndicate that 
produced fake dollar notes.  

The preference to counterfeit US dollars is 
increasing, as the US dollar becomes more 
popular in African countries. Not limited to 
West Africa, South African law enforcement 
arrested an individual in January 2018, after 
finding him with R300,000 (US$20,000) in 
forged notes, other foreign currency notes, a 
printing machine, a paper compressor and 
other material essential to make fake money. 

Estimates for currency counterfeiting across 
the region are US$5 million. 
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Part 2 Regions & Countries in SSA 

 2.1 Regions & Country Highlights 

Having established the largest criminal 
markets impacting SSA, highlights from a 
region and country perspective are as 
follows: 

• The countries with the worst overall risk 
ratings (out of 100 with 1 the worst and 100 
the best) are: DRC (15), Burundi (23), 
Mozambique (25), Kenya (26), CAR & Rep of 
Congo (28), South Sudan & Uganda (29). 

• The countries with the best overall risk 
ratings are: Mauritius (75), Seychelles (72), 
Botswana (72), Namibia (71), Cape Verde 
(63), Lesotho & South Africa (60).  

• Of the 4 regions, that make up, SSA, Central 
Africa presents the highest risks, followed 
by West Africa, East Africa and Southern 
Africa.  

• Corruption affects all countries, but in SSA 
corruption is endemic in many countries, 
and corruption is seen as both a facilitator 
of financial crime and a protector of those 
involved, with an average score of 34/100 
based on Transparency International's 
Corruption Perception Index, (where 1 is 
highly corrupt and 100 not corrupt). 

• Countries with the worst corruption 
scores are: South Sudan (12), Equatorial 
Guinea (16), Guinea Bissau (18), Burundi 
(19), Equatorial Guinea (16), Angola (19), 
Republic of Congo (19) and DRC (18). In 

total 27/40 SSA countries scored less than 
40/100.  

• From a regional perspective, Central 
Africa is most corrupt, followed by West, 
East & Southern Africa. 

• In terms of sanctions risks, countries in SSA 
generally have relatively limited dealings 
with countries sanctioned by for example, 
the UN, US, EU and UK. In total SSA is 
estimated as home to significantly less than 
5% of the targets identified by OFAC, with 
the following countries having  more than 
10 named listings: Zimbabwe (66), Somalia 
(42), South Sudan (42), The Gambia (18), 
Nigeria (13), South Africa (13) & Kenya (11). 
In addition, a number of Sub Saharan 
African Countries have been targeted as 
part of specific targeted actions, including 
the CAR, DRC, South Sudan & Zimbabwe, 
and in particular covering the rough trade 
in diamonds 

• The country with the largest proliferation 
threat is South Africa, with threat concerns, 
combined with weaknesses in controls in 
Liberia, Madagascar & Uganda 

• Countries facing the biggest threats from 
terrorism are in West Africa, with Nigeria, 
Burkina Faso, Burundi, CAR, as well as in 
South Sudan DRC, Ethiopia & Kenya in East 
Africa and Mozambique & South Africa in 
Southern Africa.  

For more on the corrupt, organised crime, 
proliferators & sanctions, cyber criminals & 
terrorists, see Part 4 below. 
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2.2.1 Region & Country Highlights - Threats Across Sub-Saharan Africa 

Based on the FCN Sub-Saharan Threat Assessment, Sub-Saharan African countries face 
numerous threats, covering many criminal activities. The below summarises a number of these. 
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2.2.2 FCN’s Country Risk Scores Across Sub Saharan Africa 

FCN have rated 40 Sub-Saharan African countries as to their Financial Crime Threats & 
Responses and Overall Risk scores. The average Overall Risk score is 32/100. For more details 
with regards to the FCN Methodology, and country ratings, see: www.thefinancialcrimenews.com 
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2.3 Regional Report on Threats - FCN Scores 

There are many threats that effect SSA, which are in most part targeted towards its resources, it’s 
trading status and its ports as well as its natural resources, the people, wildlife, metals, minerals, 
gems, forests, crops and fish. The effect of endemic corruption increases the threats and reduces 
the ability to effectively respond. For more details in summary form based on the FCN SSA 
Financial Crime Country Index, see example results for countries below. 
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2.4 Third Country Risks Outside of Sub-Saharan Africa 

Beyond the risks evident within and between 
countries in SSA, are the risks that exist with 
third countries outside the region, where 
trade links play a significant role in raising 
living standards, but also present 
opportunities for criminal 
activities to thrive. SSA has overall 
a positive trade balance 
exporting more than it imports, 
exchanging petroleum products 
& other fuels, raw metals and 
minerals, crops such as cotton, 
coffee, cocoa, tea, rubber and 
timber, for imports of goods, 
including of refined petroleum 
products, capital goods (such as 
equipment for drilling and 
extraction), and for transmission, including 
electricity and communications, as well as 
manufactured and consumer goods. 

According to the World Bank , 88

exports from SSA generated 
US$282 billion in 2018, with fuels 
at 41% & metals and minerals at 
15%. The largest individual export 
products from SSA are petroleum 
products (US$91 billion), gold 
(US$15 billion), diamonds (US$8 
billion), natural gas (US$7.6 
billion) & coal (US$6.2 billion). 

China is the single largest 
individual market at 13.3%, followed by India 
at 9%, & US at 5%, South Africa at 4.5%, Spain 
at 3.7%, UK at 3.6%, Germany at 3.4%, 
Switzerland at 3.4%, France at 3.2%, the UAE 
at 2.2% & Belgium at 2.1%.  

Imports into SSA in 2018 generated US$273 
billion, with the re-importation of petroleum 
products at 18%, drilling and extraction 
equipment at 2% and for power transmission, 
and communications at 1.5%. 

Foreign Imports into 
SSA come from China, 
which is the largest 
single exporter to SSA 
at 16.5%, followed by 
South Africa at 7%, India 
at 6%, the US at 5%, 
Germany at 5%, Saudi 
Arabia at 3.5%, 
Netherlands at 3.2%, 
France at 3%, UAE at 

3%, Belgium at 3%, 
South Korea at 2.75%, UK at 2.5% & Japan at 
2.5% & Nigeria at 2%.  

Overall, counting exports 
and imports, China 
represents 15%, India 
7.5%, South Africa (6%), US 
(5%), Germany (4%), UK 
(3%), France (3%), & UAE 
(2.5%). 

With over 90% of Africa’s 
imports and exports of 
goods delivered by sea, 
and 27 of its 40 SSA 
countries either coastal or 

island in nature, Africa’s hundred plus ports 
play a crucial trade role.  

The biggest ports in Durban in South Africa, 
followed by Abidjan in Ivory Coast, Mombasa 
in Kenya & Lagos in Nigeria. African ports are 
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estimated to transport 4% of the world’s 
containers. Perishable and other trade also 
goes by air, with the largest airports in SSA in 
South Africa, Kenya & Nigeria.  

The countries below are SSA’s largest trading 
partners, largest investors and aid providers, 
as well as countries from where nationals 
have family ties to many millions that live in 

the region itself.  These links are essential for 
SSA’s future growth and prosperity, but they 
also mask and help disguise criminal activity, 
which is exploiting SSA’s natural resources in 
many cases on an industrial scale. 

2.4.1 LATAM 🇧🇷  🇵🇪  🇧🇴  🇨🇴  🇲🇽  🇻🇪   

Brazil is Latin America’s largest trading 
partner with SSA, representing 1% of exports 
from SSA and 1.3% of imports into SSA, 
according to the World Bank . 89

Whilst trade in agricultural products 
underpinned trade for many years, most 
trade in US$ terms is overwhelmingly based 
on the exploitation of commodities by 
Brazilian firms’ with expertise in mining, oil 
exploration and tropical agriculture.  

Cocaine is one import into SSA from Latin 
America that continues to flow, and is very 

profitable for those criminal gangs from Latin 
America that control it.  

The cocaine is shipped to West Africa, from 
South America (Colombia, Peru and Bolivia) 
via Brazil, Mexico and Venezuela for onward 
shipment mainly to Western Europe 
(estimated at representing approximately 
20% of European cocaine supply), and also to 
North America.  

Whilst many West African countries are 
targeted, the main transit countries are 
thought to be Guinea Bissau, as well as 
neighbours Guinea and The Gambia, as well 
as Cape Verde. 
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2.4.2 United Kingdom  🇬🇧   

The UK is one of the foremost former foreign 
colonial powers in SSA retaining business, 
people, tourism and aid links with many 
countries, in particular in East, West and 
Southern Africa.  Out of 54 independent 
countries that make up the 
“Commonwealth” , 19 are from SSA, 90

including: Botswana, Cameroon, The Gambia, 
Ghana, Kenya, Eswatini, Lesotho, Malawi, 
Mauritius, Mozambique, Namibia, Nigeria, 
Rwanda, Seychelles, Sierra Leone, South 
Africa, Uganda, Tanzania and Zambia. 

The UK is, according to the World Bank , the 91

6th largest external trade partner of SSA at 
2.5% of total combined imports into SSA 
(12th at 2.5%), and exports from SSA (7th at 
3.6%). The UK held the 2nd largest 
investment stock at US$71 billion in Africa .  92

The UK is home to companies that control 
Africa’s key mineral resources, notably gold, 
platinum, diamonds, copper, oil, gas & coal 
with approximately 100 companies listed on 
the London Stock Exchange (LSE) - most of 
them British- having mining operations in 37 
SSA countries, collectively which control over 
US$1 trillion worth of Africa’s most valuable 
minerals and metals resources .  93

A significant amount of trade in metals & 
minerals occurs via these companies & on the 
London Metals Exchange. The UK’s crown 
colonies and dependencies in the Channel 
Islands, Isle of Man and in the Caribbean are 
also home to many multinational subsidiaries 
and small investment companies, or personal 
investment vehicles that deal with SSA. 

For more details on the significant financial 
crime threats posed by and/or from the UK 
with respect to SSA, see below.  
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United Kingdom 🇬🇧  - Significant Potential Financial Crime Threats 

• Due to the significant trading relationship, there is the risk of significant trade mispricing and trade based money laundering  as 
a result.

• There is also the risk that part of this trade will include gold and precious gems, timber, fish & wildlife products and crops, which 
may have been supplied from producer countries in SSA, with the involvement and benefiting organised criminal gangs, 
including through corrupt activity and or forced labour. For example the UK is a major importer of SSA timber.

• Due to the UK’s status as a major financial centre, and London’s status as a destination for wealth, significant illicit financial funds 
flow into the UK, and into the UK’s crown colonies and dependencies, including corrupt funds, funds from organised crime and 
funds evading and avoiding African taxes. Many companies dealing from advanced economies with less developed ones have 
the potential to exploit dominant trading relationships and benefit from one sided beneficial tax arrangements, that would not 
be possible with dealings between other more developed countries.

• Due to the UK’s status as a major European drugs destination country, cocaine is trafficked via West Africa (directly and via EU) 
from Latin America.



2.4.3 European Union 🇪🇺                 

🇩🇪  🇫🇷  🇪🇸  🇧🇪  🇳🇱   

The European Union is, according to the 
World Bank , a major trade partner of SSA, 94

with Germany the 5th largest trade partner at 
4% & France the 7th largest at 3%, but with 
other notable trade relations also existing, for 
example, imports from SSA were 5.25% to 
NL, 3.7% to Spain & 2% to Belgium, and 
exports into SSA were 3% from NL & Belgium. 

France was one of the foremost former 
foreign colonial powers in Africa, retaining 
business, people, tourism and aid links with 
many countries, in particular in North, West & 
Central Africa.   

The organisation, Francaphonie , includes 95

most West & Central African countries as well 
as Madagascar, but does not include Nigeria, 
Ghana, Sierra Leone or Liberia. France held 
the third largest investment stock in SSA 
estimated at US$70 billion . 96

Traditional ties remain between Portugal  
Angola and Mozambique, between Germany 
& Namibia, Cameroon & Tanzania, between 
Belgium and the DRC /Rep of Congo, and 
between Spain and Equatorial Guinea. 

The EU presents many financial crime risks to 
SSA, with the following being of particular 
note: 
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European Union 🇪🇺  🇩🇪  🇫🇷  🇪🇸  🇧🇪  🇳🇱  - Significant Potential Financial Crime Threats 

• Due to the significant trading relationship, there is the risk of significant trade mispricing and trade based money laundering  as 
a result.

• There is also the risk that part of this trade will include gold and precious gems, timber, fish & wildlife products and crops, which 
may have been supplied from producer countries in SSA, with the involvement and benefiting organised criminal gangs, 
including through corrupt activity and or forced labour.

• The EU is home to a number of major financial centres, and cities with the status as destinations for wealth, including Frankfurt, 
Paris, Amsterdam & Brussels, where significant illicit financial funds come into the EU, and into for example EU countries via 
dependencies, particularly French and Dutch territories overseas for example in the Caribbean, including corrupt funds, funds 
from organised crime and funds evading and avoiding African taxes. (See above under UK regarding same tax evasion and 
avoidance risks).

• According to TI a number of EU countries are rated “Red” on rankings of enforcement of OECD obligations on corruption, 
therefore increasing the risks that corrupt trade is taking place. TI rate Belgium and Spain as “Red”, France and the Netherlands 
are rated “Orange” and Germany “Green”.

• France is an exporter of 6.1% of arms to SSA (2014-2018j, including to countries rated as highly corrupt. It is estimated that 10% 
of the arms trade is likely illegal and corruption has been linked to many deals.

• Due to the EU’s status as a major drugs destination, cocaine is trafficked via West Africa (directly and via EU) from Latin America 
(See above).

https://www.transparency.org/files/content/publication/Download_a_short_version_of_the_report.pdf
https://www.sipri.org/sites/default/files/2018-03/fssipri_at2017_0.pdf/


2.4.4 United States of America 🇺🇸    

The US Africa policy post colonialism centred 
around cold war considerations, supporting 
many independence leaders who sided with 
the US against Russia. Since the end of the 
Cold War, and in more recent times, the US is 
continuing a path of limited engagement in 
the region, but in doing so is also imposing 
conditions where US support remains.  

The current US approach toward SSA, 
identifies three broad US interests: i) 
expanding US trade and commercial ties with 
African countries, ii) countering Islamist 
extremism and other forms of violent conflict, 
and iii) imposing more stringent conditions 
on US aid and UN peacekeeping missions in 
the region, with a recognition that the US 
priority also includes countering Chinese and 
Russian influences.  

These objectives have led the US to work 
towards, for example, normalisation of US 
relations with Sudan, conflict resolution in 
South Sudan, an electoral transition in DRC, 
and democratic reforms in Ethiopia.  

US is 4th largest trade partner of SSA 
at overall 5% of total trade 

 World Bank  - 2016 

Despite this lukewarm relationship with SSA, 
the US is, according to the World Bank , the 97

4th largest trade partner of SSA at overall 5% 
of total trade, and the holder of the largest 
investment stock at US$79 billion . 98

The US presents many financial crime risks to 
SSA, with the following being of particular 
note: 
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United States 🇺🇸  - Significant Potential Financial Crime Threats 

• Due to the significant trading relationship, there is the risk of significant trade mispricing and trade based money laundering  as 
a result.

• There is also the risk that part of this trade will include gold and precious gems, timber, fish & wildlife products and crops, which 
may have been supplied from producer countries in SSA, with the involvement and benefiting organised criminal gangs, 
including through corrupt activity and/or forced labour. One example includes cocoa, which the US (as well as EU and 
elsewhere) imports importer from produce grown largely in Ghana and the Ivory Coast to make chocolate, where forced labour 
including forced child labour is used.

• Due to the US’s status as a major financial centre, and New York and other cities status as a destination for wealth, significant 
illicit financial funds flow into the US, including corrupt funds, funds from organised crime and funds evading and avoiding 
African taxes. (See above under UK regarding same tax evasion and avoidance risks).

• The US is an exporter of 7% of arms to Sub Saharan Africa  (2014-2018), including to SSA countries rated as highly corrupt. It is 
estimated that 10% of the arms trade is likely illegal and corruption has been linked to many historic deals.

• Due to the US’s status as a major drugs destination country, cocaine is trafficked via West Africa from Latin America to the US to 
avoid controls at the Mexican - US border.

https://www.sipri.org/sites/default/files/2018-03/fssipri_at2017_0.pdf/


2.4.5 China 🇨🇳   

With foreign colonial powers gone or fading 
away, and the US interest in the region 
reduced, China has stepped up to fill an 
important role, and has become the regions 
most important international partner, in terms 
of trade, aid, and investment (including 
infrastructure financing) combined, with 
China representing 15% of all imports and 
exports, according to the World Bank , with 99

at least 10,000 private companies  100

operating in the region, and a Chinese 
diaspora estimated at over 1 million people 
now living and working in SSA. 

According to McKinsey (2017)  “Chinese 101

firms operate across many sectors of the 
African economy. Nearly a third are involved 
in manufacturing, a quarter in services, and 
around a fifth in trade and in construction and 
real estate. In manufacturing, we estimate that 
12% of Africa’s industrial production—valued 
at some US$500 billion a year in total—is 
already handled by Chinese firms. In 
infrastructure, Chinese firms’ dominance is 
even more pronounced, and they claim nearly 
50% of Africa’s internationally contracted 
construction market. Except in a few countries 
such as Ethiopia, they are primarily focused 
on serving the needs of Africa’s fast-growing 
markets rather than on exports.”  

According to The American Enterprise 
Institute , Chinese investment in Africa has 102

grown dramatically since 2005, and is now 
the third-largest destination for Chinese 
investment behind Asia and Europe.  

Central to China’s interest, is it’s ability to 
secure its own long-term economic and 
political stability, securing long term access 
to African resources. A third of China's oil 
comes from Africa, as does 20% of the 
country’s cotton, however, China also needs 
African manganese, an essential ingredient 
for steel production, copper, and cobalt, as 
well as coltan. These minerals are needed for 
electronics and rare earths, used in everyday 
consumer products such as computer 
memory, and mobile phones. 

One-quarter of all Chinese investment is 
concentrated in Nigeria and Angola. Nigeria 
is one of China’s largest investment partners 
in SSA, receiving relatively large funds. By 
example, China is backing two major rail 
projects, one from Lagos to Kano, and one 
from Lagos to Calabar, in part this latter 
coastal line is intended to support 
peacekeeping in the Niger Delta region, thus 
improving oil investments there. The coastal 
railway, costing an estimated US$12 billion, is 
one of a number of “mega projects” in Africa, 
alongside the US$4.5 billion Addis Ababa–
Djibouti Railway, and the proposed US$11 
billion megaport and economic zone at 
Bagamoyo in Tanzania, which was intended 
to become the largest deep water port in 
Africa.  

Initially agreed to in 2013, it is currently 
suspended as the Tanzanian government 
under President Magufuli, is seeking to 
renegotiate an allegedly "one-sided deal”, 
with China Merchants, the leading Chinese 
Ports Provider, claiming the terms were not 
beneficial to the country, which looks beyond 
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https://wits.worldbank.org/CountryProfile/en/SSF
https://www.mckinsey.com/~/media/McKinsey/Featured%20Insights/Middle%20East%20and%20Africa/The%20closest%20look%20yet%20at%20Chinese%20economic%20engagement%20in%20Africa/Dance-of-the-lions-and-dragons.ashx
https://www.mckinsey.com/~/media/McKinsey/Featured%20Insights/Middle%20East%20and%20Africa/The%20closest%20look%20yet%20at%20Chinese%20economic%20engagement%20in%20Africa/Dance-of-the-lions-and-dragons.ashx
https://www.aei.org/china-global-investment-tracker/
https://www.aei.org/china-global-investment-tracker/


the financing to reveal the conditions 
attached.   

• Instead of a 99-year lease, the Tanzanian 
Government, wants to issue only a 33-
year lease to China 
Merchants;  

• Deny the company the 
tax-free status it 
requested, making it 
clear that it would be 
subject to all 
applicable taxes;  

• Deny the company’s 
request to receive a 
special rate for water 
and electricity, 
insisting that it would be subject to the 
market rate like all other investors; and  

• Deny China Merchants 
the ability to open and 
operate other 
businesses it deemed 
necessary within the 
port, without further 
government 
approval .  103

In addition to transport, 
the main industries and 
activities, Chinese 
investment is funding in 
energy and metals. 

As many SSA countries look to China to 
finance a better economic future, concerns 
have been raised about the possibility of 
many countries burying themselves in 

massive amounts of infrastructure-induced 
debt that they may not be able to actually 
afford. There have already been some 
concerning signs these may be legitimate 
concerns, with some examples highlighting 

this below: 

• The Addis Ababa-Djibouti 
Railway ended up costing 
Ethiopia nearly a quarter of 
it’s total 2016 budget; 

• Nigeria having to 
renegotiate deals, after it 
defaulted on repayments; 
and  

• Kenya’s largely Chinese-
financed railway from 

Mombasa to Nairobi, secured on the Port 
of Mombasa, four times over budget, 

costing the country 
upwards of 6% of its 
GDP .  104

Unsurprisingly, allegations  
of corruption have also 
been raised, for example 
arrests have been made 
against senior Kenyan 
figures, in connection with 
schemes off the back of 
these complex 
investments. McKinsey has 
also highlighted in their 

survey that corruption is a particular concern, 
and that 60 - 87% of Chinese companies in 
Africa admitted to paying bribes. 

These concerns have some analysts issuing 
warnings about debt traps and opportunities 
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for significant additional corruption, which 
are additionally impacted by high levels of 
illicit trade in mining, logging, fishing and 
wildlife, human trafficking and illicit trade in 
goods and drugs that operate alongside licit 
activities.  

While some skeptics are increasingly critical 
of China’s interest in Africa, even citing neo-
colonialism, this is still rejected by many, 
including the President of South Africa, Cyril 
Ramaphosa, who has stated that, “In the 

values that it promotes, in the manner that it 
operates, and in the impact that it has on 
African countries, [we] refute the view that a 
new colonialism is taking hold in Africa, as our 
detractors would have us believe.”  105

As China’s partnership with much of SSA 
presents many mutual benefits, the size and 
scale of China’s involvement in this region 
presents very significant financial crime risks 
to SSA, with the following being of particular 
note. 
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2.4.6 India  🇮🇳   

India is the 2nd largest individual trade 
partner of SSA after China, with overall 7.5% 
of global trade. 

India is 2nd largest trade partner of 
SSA at overall 7.5% of total trade 

 World Bank  - 2016 

 India has long-standing relations with SSA , 106

not least as SSA is home to almost 2.5 million 
Indians living and working in the region 
(mostly in East and Southern Africa - 
including in South Africa, Mauritius & Kenya), 
which included Mahatma Ghandi, who spent 
21 years in South Africa. 

India and SSA developed close ties as both 
enjoyed independence, and according to 
India their partnership with Africa is based, 
“on a model of cooperation which is 
responsive to the needs of African countries, 
demand-driven and free of conditionality's. It 
is based on our history of friendship, historical 
ties, and a sense of deep solidarity”, clearly 
seeking to contrast the Indian and Chinese 
approaches .” 107

India nevertheless presents many financial 
crime risks to SSA, with the following being of 
particular note: 
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India 🇮🇳  - Significant Potential Financial Crime Threats 

• Due to the significant trading relationship, there is the risk of significant trade mispricing and trade based money 
laundering  as a result.

• There is also the risk that part of this trade will include gold and precious gems, timber, fish & wildlife products 
and crops, which may have been supplied from producer countries in SSA, with the involvement and benefiting 
organised criminal gangs, including through corrupt activity and/or forced labour. One example includes gold. 
India is the second largest importer of gold (after China - excluding Switzerland which is mainly acting as an 
intermediary and refiner), and imports include from a number of SSA countries (notably Ghana and South Africa), 
where illegal mining, forced labour including forced child labour is prevalent.

• According to TI a number of countries are rated “Red” on rankings of enforcement of OECD obligations on 
corruption, therefore increasing the risks that corrupt trade is taking place. TI rate India as “Red”.

• India is a main source / supplier of pre cursor chemicals to SSA, supporting illegal synthetic drug production.  

• India is a main source / supplier of fake goods, including fake drugs to SSA.  

• India business and capital have used in particular Mauritius, with re-invoicing a common technique used for so 
called round-tripping. An Indian company exporting to Africa, for example, will invoice products through 
Mauritius. Profit accrues to the company in Mauritius, and that company doesn’t pay any taxes. Capital that 
accrues in the Mauritian company is then imported back into India, appearing as Foreign Development 
Investment, in breach of Indian laws and regulations. This also avoids taxes in Africa. 

https://www.transparency.org/files/content/publication/Download_a_short_version_of_the_report.pdf
https://www.state.gov/wp-content/uploads/2020/03/Tab-1-INCSR-Vol.-I-Final-for-Printing-2-25-20-508.pdf
https://www.euractiv.com/section/health-consumers/news/counterfeit-chinese-and-indian-drugs-invade-africa/


2.4.7 Russia & Former CIS 🇷🇺  🇺🇦   

Russia is re emerging from a long period 
where it’s interest in SSA had waned to 
seeking to resume relations where they were 
left when the Soviet Union departed the 
scene. The Soviet Union was an influential 
actor in Africa for much of the Cold War. 
Russia backed postcolonial independence 
movements and sought to exploit the 
colonial legacy, and to replace  Western 
influence on the continent and beyond. The 
Soviet Union sponsored large-scale military, 
cultural, and educational exchange programs 
across Africa, cultivating relationships with 
political, economic, and academic elites . 108

As in the past, Russia is seeking once again to 
use its military exports, security apparatus 
and state-controlled natural resource 
companies to advance its interests across the 
region, in particular in Angola, Zimbabwe, 
Guinea, Botswana,  Zambia, Rwanda. Nigeria, 
Ghana and Cameroon. 

Russia presents financial crime risks to SSA, 
though it does not enjoy a major trading 
relationship with the region.  

Between 2014 and 2018, Russia supplied 
28% (Ukraine supplied 8.3%) of Africa’s 
imported arms  including to countries 109

considered as highly corrupt, generating 
increased risks as arms markets are 
notoriously corrupt, and an estimated 10% is 
considered likely illegal. 

2.4.8 The Middle East 🇸🇦  🇦🇪  🇱🇾  🇪🇬   

Although trade between SSA and the Middle 
East has been carried on for centuries, there 
has been an acceleration in trade, particularly 
from the gulf states, who have capitalised on 
their location between Africa and the world, 
to increase their food security, and enhance 
their reputations, by expanding their 
economic influence. This has culminated in, 
for example, the UAE having the 7th largest 
trading relationship at overall  2% of all trade 
with SSA, and Saudi Arabia having 3.5% of all 
exports into SSA. The Middle East presents 
financial crime risks to SSA, with the following 
being of particular note: 

• Due to the significant trading relationship, 
there is the risk of significant trade 
mispricing and trade based money 
laundering  as a result. 

• The region is a transit and destination point 
for illegal wildlife and wildlife products. 
Saudi Arabia and UAE are destinations 
countries for live chimpanzees and other 
apes, and Dubai is a transit country for 
illegal wildlife sourced from SSA en route to 
the Middle East and Asia. Egypt is a transit 
country for illegal wildlife trafficking via 
Cairo Airport. 

• UAE & it’s free trade zones are transit 
locations for counterfeit cigarettes . 110

• UAE is regional financial centre and a 
destination for illicit funds including to 
invest in Dubai real estate . 111
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2.5 Regional Report on     
Responses & Resilience 

In order to mitigate and respond to the many 
threats faced by countries in SSA, the basic 
minimum response includes producing a 
comprehensive risk assessment and attaining 
satisfactory results in country evaluations 
against FATF standards. The assessment 
should demonstrate progress by the country 
in meeting its commitments and its approach 
in becoming effective. In most cases the 
response is insufficient, and much more 
needs to be done, as can be seen from the 
following: 

Country/National Risk Assessments: Whilst 
having a published Country/National Risk 
Assessment is not itself a mandatory 
requirement under the FATF standards, it is a 
reasonable expectation. Nevertheless, the 
requirement is that countries identify, assess 
and understand the money laundering and 
terror financing risks they are exposed to.  

To date, across the region, only a quarter of 
SSA countries have published  National Risk 
Assessments (NRAs). These include 
Zimbabwe (2015), Nigeria, Ghana, Tanzania 
(2016), and Zambia (2017), as well as 
Ethiopia, Uganda, Botswana, Mauritius & 
Malawi. Zimbabwe is expected to publish an 
update with its 2nd NRA due in 2020. 

Whilst these risk assessments are welcome, 
provide insight into the types of financial 
crimes considered most prevalent and/or 
serious, and the vulnerabilities to these risks, 
different sectors (such as banks, money 
service businesses, DNFPBs, and charities), 

the NRAs are nevertheless effected by 
significant data gaps, that make conclusions 
difficult, particularly about the size and scale 
of financial crimes and money laundering, 
and the effectiveness of the response.  

Financial Action Task Force: As part of the 
4th round of Country Evaluations assessing 
whether countries are compliant with FATF’s 
40 Recommendations and the 11 Immediate 
Outcomes, focussing on effectiveness and 
progress is being made across SSA.  

So far, 13 assessments have been completed 
and published, with a further 6 (Benin, 
Gabon, Togo, Sierra Leone, South Africa and 
Mozambique) expected to be published in 
2020, with the remaining countries to be 
covered in 2021 and 2022, albeit there are no 
published set dates yet for a number of  
countries. Using a simple scoring model, 
results can be compared. Overall the results 
for the average across the 13 countries with 
published assessments, is 62% for “Technical 
Compliance” and 9% for “Effectiveness".  

The best individual scores for “Technical 
Compliance” are from Mauritius (83%), 
followed by Zimbabwe (78%), Ghana (73%), 
Ethiopia (71%) and Zambia (65%); with the 
lowest scores from Madagascar (38%), 
Senegal (43%), Uganda (50%), Botswana 
(52%), Seychelles (55%), & Cape Verde (61%). 

In terms of “Effectiveness” scores, the best 
scores are from Zambia (21%) & Malawi 
(21%), followed by Ghana (18%) & Mauritius 
(12%). All other scores are in the single digits, 
with the worst scores from Uganda and Cape 
Verde, both of whom scored zero. Despite 
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recent improvements confirmed via follow up 
reports, Botswana, as well as Ghana, remain 
on FATF’s list of monitored jurisdictions, 
alongside Uganda and Zimbabwe, with 
Ethiopia being removed in 2020. 

The EU has proposed including a number of 
new SSA countries on a third country list, 
which already includes Uganda, matching 
those that FATF have listed, namely Mauritius, 
Botswana, Ghana, and Zimbabwe, (with effect 
from 1st October 2020). Ethiopia was on the 
EU list, but was removed earlier in 2020. 

FIU Reporting: One of the requirements 
from the FATF standards is to establish a 
Financial Intelligence Unit (FIU), for receipt 
and analysis of suspicious transaction reports 
and other information relevant to ML/TF. FIUs 
must be sufficiently independent and staffed.  

Most countries have joined the Egmont 
Group, which has a membership of 166 FIUs 
that have qualified to attain membership 
(which can be a lengthy and involved 
process), but once a member, a certain 
standard can be assumed. In SSA, 21/40 
countries are Egmont members , namely 112

Angola, Ethiopia, Malawi, Namibia, Mauritius, 
Seychelles, South Africa, Tanzania, Uganda, 
Zambia, Benin, Burkina Faso, Cameroon,  
Cape Verde, Republic of Congo, Gabon, 
Ghana, Ivory Coast, Nigeria, Senegal & Togo. 

Mo Ibrahim African Governance Indicators: 
It is well established that good governance is 
correlated to resilience and a more effective 
response. The Ibrahim Index of African 
Governance  measures governance 113

performance, across all SSA countries and is 
the leading indicator for the region.  

Of the 40 SSA countries, 9 score above 
60/100, 13 score between 50-60 and 18 
score below 50. The leading SSA countries in 
the Index are Mauritius (79.5), Seychelles 
(73.2), Cape Verde (70.9), Namibia (68.6) & 
Botswana (68.5). Countries with the poorest 
scores are: South Sudan (19.3), CAR (29.5), 
Equatorial Guinea (30.9), DRC (32.1), Angola 
(38.3) & Burundi (38.8). 

The OC Index: The Organised Crime 
Index , not only rates criminality and 114

criminal actors for all SSA countries, but also 
rates the resilience, or strength of response 
to criminality and criminal actors. Of 40 SSA 
countries, 28 scored poorly with scores under 
4/10, 7 with results between 4-5/10 & only 5 
above 5/10. These 5 countries were Cape 
Verde (6.54), Mauritius (6.42/10), Botswana 
(6.25/10), Senegal (6.04/10) & Ethiopia (6.0). 
Countries identified as the least resilient are 
CAR (1.5/10), South Sudan (1.5/10), Burundi 
(1.88/10) & DRC (1.96/10).  

One component of the resilience score is an 
assessment of “AML” responses, where the 
best scores were awarded to Ethiopia (7/10), 
Cape Verde & Senegal (6.5/10), Ghana, 
Rwanda, Nigeria, Malawi, Mauritius and South 
Africa (6/10) & to Kenya, Tanzania, Benin & 
Botswana (5.5/10). The average score for 
AML Prevention is 5.4/10. Other important 
components include ratings for Law 
Enforcement, (average score of 5.6/10), for 
“International Co operation” (average score 
of 4.7/10), for “Economic & Regulatory 
Environment” (average score of 4/10). 
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2.6 Regional Report on Responses & Resilience - FCN Scores 

The FCN Financial Crime Index not only rates threats to countries but rates country responses, 
based on information from the best publicly available sources to determine the level of 
response, including from FATF, OC Index, Mo Ibrahim Index, Basel AML Index, and information 
assessed published and or available from and or about the country. For Response scores & 
some examples - see below. 
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2.7 Country Reports 

Country Threat Assessments for SSA 
countries are available for professionals to 
learn more about the particular threats and 
responses, focused on individual countries. 
These are supplemental to this Sub-Saharan 
Threat Assessment, but can also be read and 
used on a stand alone basis too.  This Sub-
Saharan Threat Assessment can also be read 
in conjunction with the Global Threat 
Assessment  published in November 2019.  115

Each country where a “Deep Dive” Threat 
Assessment has been carried out, is 
approximately 30 pages in length, covers the 
main criminal markets, as well as tax,  
sanctions & terrorism, the country response 
and provides observations and 
recommendations for actions designed to 
combat the risk and improve the response to 
fighting financial crime.  

Other “Summary” Country Threat 
Assessments are shorter but like the “Deep 
Dive” reports,  identify and summarise the 
available financial crime threats and 
response, from the best available sources.. 

In each Country Threat Assessment, 
approximately 60 sources are referenced, 
and from these, individual ratings and scores 
are summarised and referenced, covering: 

• Corruption, including Transparency 
International’s Corruption Perceptions Index 
& TRACE Control of Corruption ratings 

• Organised Crime, including from ENACT 
AFRICA’s OC Index & from the World 
Economic Forum’s OC Index 

• Human Trafficking, including from the 
Global Slavery Index & the US Trafficking in 
Persons Report 

• Global Terrorism Index,  

• US END Wildlife Country  List & the Illegal 
Fishing Index,  

• Proliferation Peril Index, 

• Freedom House’s Freedom Index 

• Mo Ibrahim’s Governance Index 

• FATF country evaluation results (based on 
FCN’s scoring model) on “Technical 
Compliance” with the 40 
Recommendations & the “Effectiveness" 
ratings against the 11 Immediate 
Outcomes, as well as listing on the FATF’s 
jurisdictions under increased monitoring. 

• Basel AML Index 

Based on FCN’s Sub-Saharan Country Risk 
Methodology, each country is attributed a 
score for “Threats”, and a score for the 
“Response”, ranking against all other SSA 
countries, as well as a regional score and 
ranking. An estimate for likely criminal 
proceeds generated, monies available for 
laundering, for organised crime, and costs of 
corruption are also included in “Deep Dive” 
reports. These findings are summarised and 
can be compared.  
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2.6.1 Country Threat Assessments - Available now  

To read/download one or more Country Threat Assessments, available at Financial Crime News 
to professionals and organisations involved in the fight against financial crime / public sector. 

For commercial use contact JohnCusack.FCC@gmail.com 

The essential resource for those involved in the fight against financial crime in Sub-
Saharan Africa, for policy makers, governments, law enforcement, NGOs, FIs & DNFPBS. 
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3. Money Laundering Methods 

Whilst the same ML methods are used in SSA 
as elsewhere, the environment in SSA poses 
less risk to those involved, reflecting 
generally greater unregulated opportunities, 
lax controls across long & porous borders & 
at ports, and the prevalence, in particular, of 
large cash amounts that are not seen as 
unusual or suspicious.   

Within these methods, all manner of 
techniques are employed to successfully 
launder illicit funds, such as: using the formal 
financial system, for example, banks or 
money services businesses, but also popular 
mobile money services, as well as black 
market operators or informal remittance 
providers, cash smugglers, exchanging illicit 
cash for high value goods such as precious 
metals or stones, vehicles, art or real estate; 
laundering cash through cash intensive or e-
commerce businesses or through the use of 
trade, for example using trade misinvoicing, 
overly aggressive transfer pricing, or the 
securities markets, or through cryptocurrency. 
Successful money launderers may employ 
company structures and route money or 
goods across borders, using combinations of 
these methods, which can be adapted to 
whatever circumstances prevail, and can 
evolve to take advantage of vulnerabilities 
and to exploit weaknesses to avoid detection. 

The most common method is cash based 
money laundering, which is highlighted 
prominently in all published Country Risk 
Assessments in the region, recognising the 
need to disguise and convert illicit cash 
generated from criminal activities into 

apparently legitimate funds. Amounts 
estimated as being available for laundering in 
SSA is at least between US$36 - US$46 
billion. 

Trade based money laundering is another 
important ML method, despite largely being 
ignored in most published country National 
Risk Assessments. Amounts estimated as 
being laundered via TBML across SSA is 
estimated at up to US$27.6 billion a year. 

Securities based money laundering is not 
considered a significant threat, (as confirmed 
by published NRAs in the region). There are 
though, case examples of laundering via 
these markets, though they tend to be in the 
integration stage, and there are no empirical 
estimates available. 

E-commerce or transaction based money 
laundering is also not considered a 
significant threat, with online retailing not yet 
growing as it is outside the region, and in the 
same way, with consumers, preferring to pay 
on delivery rather than prepay by card. 

Virtual currency based money laundering 
is another method available and one that 
benefits money launderers by offering 
pseudo anonymity. VC based laundering in 
on the rise, but is not yet considered a 
significant threat in published risk 
assessments, despite the increasing 
popularity of these cash alternatives - 
particularly in South Africa, Nigeria, Ghana, 
Kenya, Botswana and Zimbabwe, seen by 
many as a more stable store of value than 
many weak currencies in the region, but also 
vulnerable to abuse by money launderers. 
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3.1 Cash-Based Money Laundering  

Cash-based money laundering is the main 
means by which criminal organisations and 
terrorist financiers launder money, not just in 
SSA, but also around the world. Proceeds of 
crime are often generated in cash, or cash 
plays a crucial role in the process of 
laundering. Even when other methods are 
used, such as TBML, or when using virtual 
currencies, cash still forms a part of the 
transaction history and enables the activity. 

FATF in their 2015 report, Money Laundering 
Through the Physical Transportation of 
Cash , highlighted that “despite the 116

increasing prevalence of non-cash payment 
methods in developed economies, cash 
remains an important means of settlement 
across the globe with between 46% and 82% 
of all transactions in all countries being 
conducted in cash.”  

FATF also stated that, “cash is still widely used 
in the criminal economy and it remains the 
raw material of most criminal activity. In many 
cases, even when the proceeds of a crime are 
initially generated in electronic form (such as 
the theft of funds from a bank account), 
criminals choose to withdraw the funds from a 
bank account in cash, transport it to another 
country, and pay it into another account in 
order to break an audit trail. The physical 
transportation of cash across an international 
border is one of the oldest and most basic 
forms of money laundering, but this report 
shows that it is still widespread today.” 

The existence, and use of cash is however 
much less unusual in a region where 

economies remain, in most cases, very much 
cash based, and so accepting cash, even 
large amounts for goods and services  
undertaken, outside the regulated sectors, 
with little oversight or suspicion. Even in the 
regulated sectors, the acceptance of large 
cash deposits and withdrawals is much more 
common than in other countries, where large 
cash transactions are more unusual, and so is 
of itself unlikely to raise suspicion.  

As most people in the region live without 
access to regular bank accounts, for example, 
the World Bank estimated in 2018 , that two 117

thirds (66%) of the SSA populations remain 
unbanked, mobile money solutions are 
increasingly being used to replace traditional 
informal and unregulated cash and payment 
services, which aim to provide reliable and 
cheap alternatives and dominate cash and 
payment markets, in terms of numbers of 
transactions.  

66% of SSA population remain 
unbanked 

 The World Bank - 2018  

Sectors that deal with significant volumes of 
cash are as a result considered higher risk of 
being used to launder proceeds of crime, but 
also as a target, in particular for cyber 
criminals. 

The Banking Sector 

The banking sector is the most obvious one, 
where the risks of money laundering exist, 
though at the same time, the numbers 
unbanked, and the existence of controls, 
which are relatively speaking, much stronger 
than in other sectors (or absent completely in 
the informal sector), mitigate these risks to an 
extent.  
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The banking sector is though at risk of being 
used more often, where reasonable 
alternatives are less available, for example, 
where large payments are made, or  
transactions overseas are required.  

Domestic illicit transactions can be carried 
out easily via mobile money services, and 
cash can easily be used to acquire real estate, 
vehicles and precious stones, and can be 
exchanged and/or transported to 
neighbouring countries without the need to 
involve the banking sector. 

According to many SSA Risk Assessments, 
despite the prevalence and popularity of 
mobile money services, and the aggregate 
volumes of cash transferred being 
substantial, because each transaction is 
subject to cash limits, these services are 
considered less risky than the services 
offered by the banks, despite controls in 
many cases being rudimentary.  

Mobile Money 

The increase in use and popularity of mobile 
money in SSA is a phenomenon, which 
started in Kenya and has grown across the 
region. That so few Africans  had access to 
bank accounts, but had access to a mobile 
phone, presented an opportunity that Kenya’s 
M-Pesa, which launched in 2007, took full 
advantage of. Today in Kenya, it has 28 
million registered phones, and more than 13 
million outside Kenya . This has effectively 118

raised the levels for financial inclusion, not 
only in Kenya, which has seen rises from 
26.7% in 2006 to 82.9% in 2018, and the 
reduction of complete financial exclusion to 
11.0% in 2018, from 41.3% in 2006 . 119

These services across the region are having a 
profound effect, and providing a real 
alternative to the informal financial sector, 
whilst offering a reliable, quick and cheap 
service. 

Central Bank of Kenya  data for 2018 shows 120

that mobile money transactions in Kenya 
stood at US$38.5 billion, an increase on 
10% from a year earlier.  

Cash limits and limited purpose usage have 
mitigated money laundering risks for mobile 
money.  For example, whilst the wholesale 
numbers are large, the average mobile 
money customer in Kenya is, according to the 
Central Bank of Kenya , moving around 121

US$188 a month, of which US$57 is P2P, 
US$56.4 cash in, and US45.9 cash out, with 
the remaining amounts being US$10.7 bulk 
disbursements, US$9.5 bill payments, US$4.3 
merchant payments, and US$2.8 airtime top 
ups. 

Money Services Business (MSBs) 

Some of the same conditions that make, 
mobile money popular have also provided 
opportunities for MSBs in the region, 
particularly when it comes to exchanging 
currencies, making and receiving  
international payments (including facilitating 
remittances). Whilst MSBs are generally not 
permitted to accept deposits, they are 
nevertheless generally considered at high 
risk of facilitating laundering across the 
region. With not only access to the formal 
banking system out of reach for many, MSBs 
are the principal means of legitimate 
currency exchange and international financial 
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transactions in much of SSA.  These services 
are, however, still prohibitively expensive for 
many.  

Whilst most MSBs are set up to comply with 
regulations, examples of MSBs that have 
operated outside their licence requirements 
are not uncommon. For example, by 
circumventing deposit restrictions by using 
their account with a bank for the benefit of a 
customer, or by allowing customers to 
aggregate cash from their customers and 
depositing that cash with the MSB, and/or 
providing foreign currency in exchange, and 
by arranging for couriers to carry huge 
amounts of cash (usually foreign currency) on 
behalf of clients within the country, or to 
another jurisdiction. 

As an alternative to licensed MSBs, 
transactions can be conducted in cash, via 
physical exchange, or through informal 
systems of money transfer, placing significant 
volumes of transactions outside the financial 
system, effectively out of the reach of 
government, regulators and law enforcement. 

The Informal Financial System  

The existence of unlicensed and unregulated 
money services operations running parallel 
payment services  known as “black market 
operators”, or informal money transfer agents, 
pose significant ML threats as they do not 
have permanent addresses where their 
business is conducted. According to the 
Nigerian NRA , a “large percentage of these 
operators control substantial transactions in 
the market. Their business activities extend to 
several major cities in Nigeria like Kano, 

Kaduna, Abuja, Lagos and Port Harcourt . The 
unregulated nature of their operations as well 
as the ease and convenience of doing 
business with them continue to serve as an 
attraction and opportunity for mis-use and 
abuse by money launderers and terrorist 
financiers, thus constituting a high money 
laundering threat to the system. Clients do not 
need to provide any form of identification to 
exchange foreign currency and they can sell 
or buy any amount of foreign exchange 
currencies to their clients without any form of 
restriction. The level of cash activity in the 
parallel market is high due to the market size 
as compared with the licensed“ MSBs. The 
risks are seen as increased because 
“transactions are usually conducted on face to 
face basis,” and “records of transactions are 
not kept making it difficult to trace.” These 
operations, “provide a safe haven for 
laundering of illegally obtained funds since 
there are no records to trace the movement or 
source of funds.” 

Cash Smuggling 

According to international money laundering 
requirements, all border crossings require 
cash declarations, requiring anyone carrying 
cash in excess of prescribed amounts to 
declare and disclose this to customs officials. 
With SSA borders being long and porous, 
this is not much of a restriction. At airports, or 
sea ports checks are better, but still lax 
controls are evident in many embarkation 
ports.  

It is also not unusual for cash to be declared 
in large amounts, and for these amounts not 
to be considered unusual or suspicious. For 
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example, many traders in SSA fly to many 
distant countries with significant cash 
amounts in order to buy goods abroad, and 
bring these goods back home for resale.  

Take Nigeria, for example, which has a cash 
declaration level at US$10,000 and above, or 
its equivalent, with failure to declare a 
criminal offence.  According to Nigeria’s 
EFCC, the total sum of US$18.7 billion  122

was legally declared at Nigeria’s borders 
including its airports, between 2011 to 2014, 
with 74.2% of funds declared as Asia bound. 
Whilst these sums were ostensibly deemed 
legitimate, that it’s typical legitimate 
behaviour provides opportunities for illicit 
funds to move offshore, using this activity as 
cover. Still the Nigeria Customs Service were 
able to seize US$12.3 million from border 
crossings, and US$3.9 million at airports  
between 2012 to 2014, as proceeds of 
undeclared cash bound for foreign 
destinations (mostly Asia and Europe). 

For undeclared cash, being smuggled across 
borders, for example, according to Nigerian 
Customs , “smugglers hide funds in a 123

variety of sealed items, such as cans of tomato 
paste, frozen turkeys, local bread, as well as in 
bags of rice and containers of vegetable oil 
and in the boots of smuggled vehicles.”  

Physical Cash Transactions  

For most Sub-Saharan African’s, many of 
whom have benefited from the significant 
growth in financial inclusion offered, for 
example through mobile money, cash still 
remains the most popular medium of 

exchange, even in Kenya, according to the 
Central Bank of Kenya  124

Casinos and Gambling 

With gambling a growth industry in SSA, the 
region is witnessing more new casinos being 
opened and the growth of  online sports 
betting, available via mobile and online 
channels, that also present opportunities to 
launder the proceeds of crime in countries 
that still prohibit online gambling, such as in 
South Africa, where illegal operations exist to 
satisfy demand.  

According to the FATF report, “Vulnerabilities 
to Casinos and Gambling Sector in 2009” , 125

casinos operate in Cameroon (3), Central 
African Republic (2) The Gambia, Ghana (3), 
Liberia (1), and Senegal (4). In Southern 
Africa, in Botswana (11), and in Eastern Africa, 
Kenya (15+), Malawi (1+), Mauritius (1+) 
Namibia (3), Mozambique (3), Seychelles (3), 
Eswatini (5+), Tanzania (7+), Uganda (3), 
Zimbabwe (6) and South Africa (40+). 

Online gambling should, in theory,  be less of 
a risk, as registration, restrictions, and 
monitoring should be possible. The use of  
“mules” as fronts or conduits are increasingly 
part of the illicit money transfer business, 
which is targeting the online gambling sector. 
The money mule opens an online gambling 
account and then provides the organised 
criminals with the login details of his account, 
and when money is won, or unused funds are 
returned to the user, funds can then be 
transferred, appearing as ‘clean’ money to 
organised criminal groups or terrorist 
organisations employing the mule. 
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Even legitimately licensed operations have 
raised suspicions, and because of money 
laundering concerns, have been shut down. 
This is an example in Kenya in 2019, where 
the Kenyan government ordered “telco’s” to 
stop facilitating transactions for 27 licensed 
online gambling companies. The  order by 
Kenya's Betting Control and Licensing Board, 
affected big names in sports betting, 
including SportPesa, Betin and Betway, 
affecting an estimated 12 million people with 
wallets used to access, pay and receive 
monies from the online betting companies. 
The government justified its decision based 
on company revenues of  US$2 billion year, 
but paying only US$40 million in taxes, and 
that the nature of the ownership of most 
betting companies (and existing weak laws), 
had made it easy for the companies to be 
used as conduits for money laundering. 

In the Zimbabwe NRA, it reported that the 
“Casinos and Gaming Houses were found to 
present a low money laundering risk. While in 
other parts of the world, casinos present a 
relatively high money laundering risk. This 
was, however, found not to be the case in 
Zimbabwe, where the industry is small and 
well monitored.” 

Precious Metals & Stones 

Precious metals & stones have long been 
used by money launderers that value their 
attributes, including being, as in the case of 
diamonds, small and portable, but have a 
high value and are difficult to trace, and can 
be used either to convert criminal proceeds 
into another form to transport, or as a longer 
term investment.  

Car Dealers / Motor Vehicles: A market 
which is also used by money launderers, 
where high cash transactions are common, is 
motor vehicles. There is also a significant 
market in stolen vehicles, which can be sold 
for high cash sums, which is attractive to 
criminals disposing of their stolen vehicles. In 
the Zimbabwe NRA, it reported that the “car 
dealers sector, which is not statutorily 
designated for AML/CFT purposes, was found 
to be highly vulnerable and attractive to 
money launderers. The high vulnerability is 
attributed to the high cash intensive nature of 
the sector and the absence of any AML/CFT 
controls.” This was also highlighted in the 
NRA from Ghana, stating, “There are a lot of 
cash transactions involved in buying second 
hand cars in Ghana thus making it highly 
susceptible to money laundering risks.” 

Real Estate 

Another popular market, in addition to 
vehicles, that is vulnerable to money 
laundering, is real estate, where transactions 
are regularly conducted in cash for high 
values. These assets are also unlikely to 
depreciate much, so not only do these 
sectors provide a haven for money 
launderers, it is likely that their investments 
will appreciate steadily and remain valuable. 
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3.2.2 Trade Based Money 
Laundering 

Trade Based Money Laundering (“TBML”) is 
one of the main means by which criminal 
groups and terrorist financiers launder 
money, and by which illicit financial funds 
flow in and out of countries, with 
unfortunately still too little risk of detection, 
or of negative consequences.  

As an alternative to, or in 
combination with cash based 
money laundering, proceeds 
of crime are disguised and 
value is moved by using the 
enormity of trade 
transactions as both a cover 
for this activity, and in an 
attempt to legitimise their 
illicit origins.  

The International Chamber of 
Commerce in 2018 called 
TBML the least understood financial crime 
method, estimating that hundreds of billions 
of US dollars pass through TBML schemes 
each year.   126

In 2010, in their Illicit Financial Flows from 
Africa: Hidden Resource for Development 
Report, GFI  estimated that on average up 127

to 2008, US$22 billion in illicit financial flows 
annually flowed from Africa, though the 
estimate was considered by GFI as 
“conservative.”   

A “High-Level Panel on Illicit Financial Flows”, 
which was established in 2012 by the UN 
Economic Commission for Africa (UNECA), to 
look into illicit funds flows across the 
continent, reviewed the work of GFI and 

others, and published their own findings in 
2015.  They estimated that Africa loses at 
least US$50 billion a year. That would 
equate to losses at a minimum of US$34 
billion for SSA.  

A subsequent 2019 report on IFFs by the 
African Union , estimated IFFs from Africa at 128

US$67 billion (average from 2003 - 2014) 
and for SSA at US$52 billion,  

In 2020, Global Financial 
Integrity updated their work 
on illicit financial flows 
suggesting Illicit funds 
kleaving SSA estimated at 
approximately US$22.6 
billion , based on the years 129

2008-2017, or 1.6% of SSA 
GDP, and US$27.6 billion 
for 2017, or 1.7% of SSA 
GDP. 

US$27.6 billion a year in 
illicit flows leaving SSA in 

2017 
 Global Financial Integrity - 2020 

Whilst US$27.6 billion is a lot in illicit financial 
flows, these are not direct losses to SSA, as 
IFFs are not direct financial losses, but more 
likely represent significant lost taxes. At an 
average SSA tax to GDP rate of 
approximately 16%, estimated tax revenues 
lost through IFF’s could be US$4.4 billion for 
2017. 

According to GFI, the most common method 
for transferring illicit financial funds, is 
through trade mispricing. GFI believe this 
method, or series of techniques, may 
represent up to 80%  of illicit financial flows, 130
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and can involve abusive and or aggressive 
transfer pricing, trade mispricing and mis-
invoicing, for example intentionally 
overpaying for imports of goods or services  
(or underpaying for exports or services) is a 
straightforward way of 
illegally transferring monies 
out of a country.  

In their 2020 report, Global 
Financial Integrity identified 
the size of so called “Value 
Gaps” in trade between 
SSA countries and all their 
“Trade Partners”, and in 
addition, with 36 so-called 
“Advanced Countries,” 
recognising these gaps as 
potential estimates for illicit 
financial flows. The “Trade 
Gaps” are largest in US$ 
terms for electrical 
machinery (US$153 billion), 
mineral fuels (US$113 
billion), followed by vehicles 
plastics & precious stones & 
metals. In percentage of 
trade terms, the largest were 
art & antiques (39%) & 
prepared feathers (33%), 
followed by ships & boats, 
mineral fuels & 
pharmaceuticals. Whilst not all IFFs are made 
up of criminal activity, a significant proportion 
will be.   

The estimates below are for 2017, unless 
otherwise noted. Whilst the total estimate for 
“Value Gaps” or IFFs are estimated at 
US$22.6 billion for the region, the breakdown 
is as follows: 

• South Africa - US$10 billion 

• Nigeria - US$5.1 billion 

• Ghana - US$2.2 billion 

• Angola - US$2.1 billion 

•Ivory Coast - US$1.4 billion 

•Kenya - US$885 million 

• Cameroon - US$709 million 

• Senegal - US$543 million 

• Mauritius - US$426 million 

• Madagascar - US$408 million 

The remaining 30 SSA countries 
represent approx US$3.9 
billion in IFFs, or approx15%. To 
learn more on TBML, watch the 
TBML Awareness video, written 
and produced by the author, 
and released by the Wolfsberg 
Group of Banks .  131

As far as the percentage levels 
of trade, The Gambia is the 
highest at 40%. Other leading 
countries in the region were 
reported as South Africa & 
Kenya at 19%, Tanzania, DRC & 
Mauritius at 18%, Ethiopia & 
Seychelles at 17%, Nigeria, Ivory 

Coast, Angola, Madagascar & Botswana at 
16%. 

The lowest percentages were for 
Mozambique at 7% & Burkina Faso at 11%. 

Page  of 58 83

IFFs - Trade Value Gaps in 
2017 in US$ billions with 

Advanced Countries by GFI  - 
2020

Kenya
0.9

Madagascar
0.4

Nigeria
5.1

Mauritius
0.5

Ghana
2.2

Cameroon
0.7

Angola
2.1

Others
3.9

Ivory Coast
1.4

South Africa 
10.0

IFFs - Trade Value Gaps in 
2017 as % of Total Trade with 
Advanced Countries by GFI  - 

2020

Sierra Leone
24

Zimbabwe
21Gambia

40

Malawi
31

Uganda
23

Ghana
29

Cameroon
25

Togo
30

Gambia
40

Guinea
21

Zambia
21



3.3 Virtual Currency-Based Money 
Laundering 

Whilst money laundering using virtual 
currency (VC) is relatively small compared to 
either cash or trade, it is nevertheless 
growing. Virtual currency is also the accepted 
medium of exchange for purchases on 
darknet markets, as well as an asset, that 
unless well protected, is at risk to thieves.  

It should be no surprise that cryptocurrencies 
have potential to do well in Africa, after all,  
“Bitcoin” was created and launched over a 
decade ago, to bring an alternative to weak 
currencies. By converting weak currency into 
VC, the theory is that you can exchange a 
weak currency for a more stable one, much in 
the way that people choose to hold US 
dollars instead of local currency.   

In principle therefore, VC should increase its 
popularity across many countries in the 
region, particularly in countries with high 
inflation rates. According to the World 
Bank , countries with double-digit inflation 132

rates in 2016 included: Ghana, Malawi, 
Mozambique, Nigeria, Zambia, Zimbabwe 
and South Sudan’s inflation rate even went 
above 100% between September 2016 and 
2017.  

 countries with double-digit inflation 
rates in 2016 included: Ghana, Malawi, 

Mozambique, Nigeria, Zambia, 
Zimbabwe and South Sudan’s 

 The World Bank - 2018 

Whilst there are plenty of good reasons why 
growth of VC ownership and usage in the 
region is expected to increase, Illicit activity 

using cryptocurrency remains a small, but 
concerning, trend too.  

According to Chainalysis, “the most 
prominent type of illicit activity using 
cryptocurrencies in the region involves 
darknet marketplaces. Sub-Saharan Africa has 
had consistent darknet market activity, 
utilising 71 different marketplaces since 2013 
and 43 in 2019. AlphaBay was the most 
popular darknet market used until its closure 
in 2017, which has since been replaced by 
Hydra. Carding sites such as UNICC and 
JokerStash are also popular in the region, 
allowing for the purchase of stolen financial 

information. Bitconnect was the most 
successful scam in the region, with Ethiopia 
sending the most to that scam, followed by 
Liberia and Seychelles.” 

Chainalysis also reported that, of wallets 
identified in the SSA region, cryptocurrency 
users leverage a wide variety of different 
services, and whilst overwhelmingly most 
were legitimate, around 10% of these were 
more questionable, which included 7.8% for 
dark-net markets, 2% for high risk exchanges, 
0.8% for gambling, and 0.3% for scams. 
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3.4 Securities-Based Money 
Laundering  

Beyond cash and TBML, and the much 
reported virtual currency based money 
laundering, the securities markets should not 
be overlooked. This despite published SSA 
NRAs, covering Nigeria, Ghana, Uganda, 
Tanzania, Zambia & Ethiopia, where 
laundering via the securities markets is not 
considered a significant threat, and those 
sectors that provide access to the securities 
markets, are largely risk rated at lower risk.  

Nevertheless, whilst risks may be less, they 
still exist, for example in the Nigerian NRA, it 
was reported that, “ML threats in the Nigerian 
Capital Market do exist such as when 
proceeds of drugs trafficking are invested in 
the capital market. Analysis of Mutual Legal 
Assistance Treaty (MLAT) as well as 
operational cases investigated by the NDLEA 
revealed that proceeds from drug trafficking 
were invested in the capital market.”  

Securities sector the least vulnerable 
 Zimbabwe Risk Assessment 

In the Zimbabwe NRA, it reported that, “the 
Securities sector was found to be the least 
vulnerable out of the five sectors that were 
assessed,” and the “low vulnerability of the 
Securities Sector is a combination of several 
factors....transactions on this sector generally 
do not involve cash, as most of the 
transactions pass through the banking 
channels, where they are subject to the 
requisite CDD, KYC and related controls.” 

As of 2019, Africa has 23 stock exchanges, 
twice as many as it had 20 years earlier. 

Nonetheless, African stock exchanges still 
account for less than 1% of the world's stock 
exchange activity. The Johannesburg Stock 
Exchange is the biggest stock exchange in 
Africa by market capitalisation (US$987 
billion - 388 listed companies), followed by 
the Namibian Stock Exchange (US$76 billion 
market cap - 36 listed companies) & the 
Nigerian Stock Exchange (US$44 billion 
market cap - 176 listed companies). 

Opinions on the use of securities markets to 
launder illicit funds, is though beginning to 
change, albeit outside the region. These 
changes may be informative, for example: 

• According to the UK’s NRA, “capital markets 
have relatively weak compliance controls & 
low levels of suspicious transactions 
reporting,”  

• FATF described a lack of AML awareness, 
and only a limited number of ‘securities-
specific indicators and case studies.”  

• The UK FCA published the outcome of its 
thematic review on ML in capital markets  133

in June 2019, directed at FIs participating in 
the securities market, finding that some 
market participants needed to “be more 
aware of ML risks... and needed to do more 
to fully understand their exposure,” 

• Even more recently the EU, in it’s 2019 
Supranational Risk Assessment  identified 134

securities markets (institutional banking & 
institutional broking) and rated it for ML 
purposes at a “threat” level of 3 with a 
“vulnerability” rating of between 2-3 and 3 
respectively- using a rating system of 1-4, (4 
being the highest). 
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3.5 Transaction-Based Money 
Laundering  

Transaction-based money laundering is a 
relatively new advanced form of ML, 
sometimes also called electronic money 
laundering. According to FATF,  electronic, 135

online and new payment methods are 
gaining popularity, as they can be accessed 
globally to transfer funds quickly.  

This advanced, merchant-based fraud 
scheme takes advantage of legitimate 
payment channels by funnelling e-commerce 
transactions through merchant accounts, 
which could involve, in reality, sales of 
firearms, illicit drugs, child pornography and 
other illegal goods.  

Transaction-based ML usually involves either 
an illegal operation selling illicit goods, but 
from what looks like a legitimate online shop 
front, or an illegal operation using a 
legitimate online business to commingle 
activity. It can also involve selling “nothing” in 
reality, but booking sales as a disguise for 
moving money around. 

In 7 Sub-Saharan countries, e-
commerce makes up only 1%-3% of 

GDP, but is predicted to make up 10% 
of total retail sales, 

 KPMG - 2016 

According to a recent KPMG report  in 7 136

SSA countries, e-commerce makes up only 
1%-3% of GDP, but is predicted to make up 
10% of total retail sales, and likely to catch-up 
with the growth seen in other regions. 
Holding back e-commerce, so far, has been 
the dominance of informal retail, consumer 

distrust of online retail, infrastructure barriers, 
low card and internet penetration, as well as 
fragmented markets. Even where they exist, 
many operate with a cash-on-delivery system, 
and so generating significant cash sums 
compared to payments via cards. 

It has been estimated that there were at least 
21 million online shoppers in Africa  in 137

2019, less than 2% of the world total, with 
three countries — Nigeria, South Africa and 
Kenya — accounting for almost half of that 
number. Nevertheless, the number of African 
online shoppers has grown annually by 18% 
since 2014, faster than the world average 
growth rate of 12%. 

the number of African online shoppers 
has grown annually by 18% since 

2014, faster than the world average 
growth rate of 12%. 

 UNCTAD - 2019 

It has been reported that an estimated 
US$352 billion had been laundered globally 
through e-commerce in 2016, via 500,000 
illegal online shops . 138

Based on SSA’s 2% share of online shopping, 
estimates for transaction or online laundering 
are US$7 billion. 
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 Part 4 Criminal Groups   

In this Part 4, the focus is on organised 
criminal gangs, corrupt officials, fraudsters, 
cyber criminals or hackers, proliferators and 
traffickers and terrorist groups across Sub-
Saharan Africa.  

In the case of organised crime, it is estimated 
by this Threat Assessment, (based on the 
estimated levels of criminal proceeds 
generated as set out in Part 1 above), that 
organised crime generates an estimated 
US$27 billion across the SSA region.  

According to the OCI :  139

• “State Embedded Actors” were rated 
highest at 6.6/10 across the African 
continent as one of four most prevalent 
organised crime types, followed by 
"Criminal Networks" (5.7/10), “Foreign 
Criminal Actors” (5.6/10) and “Mafia Style 
Groups” (3/10). 

• State Embedded Actors were also seen as 
primarily responsible for perpetuating 
organised criminal activities throughout 
many countries in the region 

Countries with the highest levels of 
State Embedded Actors are Angola, 
Zimbabwe, Nigeria, DRC, Uganda, 

Kenya & South Africa 
 OC Index - 2019 

• Countries that have the highest levels of 
State Embedded Actors tend to be 
authoritarian in nature, and include; Angola 
(8.5/10), Zimbabwe (8.5/10), Nigeria (8/10), 
DRC (8/10) Uganda (7.5/10), Kenya (7.5/10) 
& South Africa (7.5/10).  

• Across SSA, the highest scores for 
“Criminality” are in East Africa (5.5/10), 
followed by West Africa (5.3/10), Central 
Africa (4.7/10) and Southern Africa (4.4/10). 

Additional highlights include:  

• Whilst the police should be a bulwark 
against criminal activity, in many countries 
in the region, they are in fact the most 
corrupt public institution, with nearly half 
(47%) believing that most or all police 
officers are corrupt, based on a TI Survey . 140

This perception extends to a significant 
number of government officials (39%) and 
parliamentarians (36%) as well. 

• Proliferators and traffickers are more likely 
to come from South Africa, judged as a Tier 
1 country by ISIS in a 2019 Report , 141

followed by 10 Tier 2 countries, which 
represent less of a threat, namely Malawi, 
Zambia, Ghana, Namibia,  Tanzania, 
Ethiopia, Nigeria, Madagascar and Uganda, 
with the remaining SSA countries 
considered a lower threat & rated as Tier 3. 

• Cybercriminals cost Africans an estimated 
US$3.5 billion, generating >US$1 billion, 
with approximately 10% of global cyber 
incidents occurring on the African 
continent. 

• Terrorist groups designated by countries 
operating in SSA by countries such as 
Australia, Canada, EU, UK, US and / or the 
UN are Al-Shabaab, Lords Resistance Army, 
Boko Haram, and it’s affiliate or splinter 
group, Ansaru.  
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4.1 Organised Crime  

While organised crime has long been widely 
accepted as a global problem, there are 
debates on whether the concept of 
‘organised crime’ is applicable to the African 
continent, in the same way as it is in other 
continents, where groups have long histories, 
large memberships and are generally well 
known to the authorities, and to the wider 
public.   

According to Interpol, “Transnational 
organised crime in Africa is a growing issue, 
and international criminal organisations 
continue to target Africa because of the 
significant illicit wealth that can be generated, 
stemming from criminal market opportunities 
that exploit various social and political 
vulnerabilities, state fragility, and limited 
policing capacities present on the continent. 
International criminal organisations or 
networks operate everywhere in Africa via key 
facilitators and bring together a significant 
array of crime syndicates and street gangs 
that provide illicit goods and services.”  

Interpol also report that, “crime syndicates 
remain highly connected across borders and 
are active in a number of illicit markets, 
notably drug trafficking, human trafficking and 
people smuggling, environmental crimes, 
financial crimes, counterfeited goods, works 
of art trafficking, stolen motor vehicles 
trafficking and maritime piracy. In addition, 
there are enabling crimes such as cybercrime, 
and the trade in small arms and light weapons 
that are supporting organised criminality 
throughout the continent which overlap with 
all of the illicit markets noted in complex 
ways. Organised crime in Africa generates 

huge profits for all involved, and there are 
substantial illicit interregional financial flows 
and illicit profits moving throughout the 
continent and often heading offshore. Money 
laundering relating to all criminal market 
activities is occurring on a global scale,” and 
that “threat from organised crime in Africa is 
substantial, yet there is limited capacity 
amongst law enforcement to manage this 
complex issue at a national, regional and 
continental level.” 

That African organised crime exists and is 
growing and evolving, is also confirmed by 
the African Organised Crime Index , which 142

compares the traditional view of 
“entrepreneurs taking advantage of weak 
governance and instability in order to 
participate in illicit supply chains, to four main 
types of criminal actors found across the 
continent: State embedded actors, Criminal 
networks, Foreign criminal actors and Mafia-
style groups,” and that the “growth of criminal 
markets and networks operating in Africa 
have been supported by the economic 
growth across the continent but also by 
conflict and instability, weak and corruptible 
state institutions, as well as criminalised 
states.” 

6.6/10 State Embedded Actors are the 
most successful type of “organised 

crime” group in Africa 
 OC Index - 2019 

  
Whilst State-Embedded Actors were rated 
highest at 6.6/10 across the continent in the 
OCI, these were followed by Criminal 
Networks (5.7/10), Foreign Criminal Actors 
(5.6/10), and Mafia Style Groups (3/10). 
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State Embedded Actors were also seen as 
primarily responsible for perpetuating 
organised criminal activities throughout 
Africa in 40 out of the 54 African states, These 
countries tend to be authoritarian in nature, 
and include: Angola (8.5/10), Zimbabwe 
(8.5/10), Nigeria (8/10), DRC (8/10) Uganda 
(7.5/10), Kenya (7.5/10) & South Africa 
(7.5/10).  

The OCI believes that, “because of the 
positions of power they wield within the state 
apparatus, state-embedded criminal actors 
contribute to a range of criminal activities – 
from accepting bribes in return for issuing 
permits, licences and tenders in trade and 
environmental markets, to directly engaging 
in organised-criminal activities. The influential 
‘gatekeeping’ state positions such actors hold 
(from local to national government), are 
particularly troublesome, providing as well as 
high levels of protection from prosecution.” 

Countries with high scores for Foreign Actors 
include: DRC (8/10), Nigeria (7.5/10), South 
Africa (7.5/10), Uganda (7.5/10) & Zambia 
(7/10). 

Countries with high scores for Criminal 
Networks include: Nigeria (9.5/10), DRC 
(8/10), Zimbabwe (7.5/10), South Africa (7/10) 
& Kenya (7/10). 

According to the OCI, “Criminal networks’ 
have been successful in part due to their 
ability to adapt and change their structure, 
commodities and trade routes which allows 
such groups to operate in a large number of 
states, and with varying degrees of control 
and influence, undermining state security, 
stability, and social and economic 
development, taking advantage of corruption, 

porous borders and weak rule of law in 
certain countries – in part due to the role of 
state - embedded criminal actors there.” 
Criminal networks in Africa are regularly 
described by experts as “complex and 
multidimensional, rather than as monolithic 
and homogeneous entities.” 

Though categorised for the purposes of the  
OCI, “Foreign Criminal Actors” are not 
monolithic, but are “actually diverse in terms 
of their criminal participation” and experts, 
“largely identified foreign criminal actors as 
nationals of neighbouring states,” however, 
actors of Asian origin were also highlighted, 
particularly when it comes to activities 
involving illicit environmental markets (such 
as the illicit wildlife trade).  

Mafia-Style Groups were found to be the least 
common type of criminal group, 
concentrated, for example in: DRC (8.5/10), 
CAR (8.5/10), South Africa (6.5/10) & Nigeria 
(6/10). 

S Africa, Burkina Faso, DRC,Benin, 
Sierra Leone, Uganda, Nigeria & 

Kenya rated highest for Organised 
Crime 

 WEF OC Index - 2019 

According to the Wold Economic Forum’ 
Organised Crime Index , the highest rated 143

for organised crime were reported for: South 
Africa, Burkina Faso, DRC, Benin, Sierra 
Leone, Uganda, Kenya & Nigeria.  

The estimate for organised crime in the 
region is US$27 billion. 
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4.2 Corrupt Officials  

According to Transparency International’s 
2019 Corruption Perceptions Index , Africa 144

is the most corrupt region of the world. 
Corruption, according to the African 
Union,  is the “abuse of entrusted power for 145

private gain – is pervasive and one of the 
biggest barriers to Africa’s development.” 

In a 2019 report by the African Union , 146

“Combating corruption is a key element in 
improving governance in Africa and achieving 
structural transformation goals, since 
corruption leaves the door 
wide open for illicit financial 
flows. Corruption has to do 
mainly with the proceeds of 
financial malpractices and 
payment of bribes. Corruption 
is not only limited to the public 
sector; it can also originate 
from the private sector and 
affects all segments of society. 
It is, inter alia, attributable to 
weak institutions, ineffective 
enforcement mechanisms, and vulnerability of 
public officials.” 

Corruption remains a highly visible aspect of 
African politics, with a number of high-profile 
scandals standing out. For example, Mobutu 
Sese Seko , long-time kleptocrat and leader 147

of Zaire (now Democratic Republic of the 
Congo), amassed a fortune of US$5 billion, 
equal to the country’s entire external debt, 
before he was ousted in 1997. Nigeria’s Sani 
Abacha , Zambia’s Frederick Chiluba  and 148 149

Gabon’s Omar Bongo  are yet further 150

historical examples of graft on a grand scale. 
More recently, the ousting of Jacob Zuma  151

in South Africa, and the Dos Santos clan from 
Angola, as well as the continued presence of 
Teodoro Obiang  in Equatorial Guinea, 152

show the problems of entrenched corruption 
at the highest levels remain a concern in 
Africa. 

Corruption is universal across the planet, but 
varies widely in severity, type and 
consequences. Although corruption is not 
unique to Africa, African corruption remains 
pervasive and among the world’s most 
severe. For example, data from Transparency 
International indicates that six African 

countries are rated as 
“extremely corrupt” (scores 
under 20) and another 35 are 
considered “very 
corrupt” (scores 20-39). Only 
Botswana emerges as a 
member of the “slightly 
corrupt” group, and no African 
country is among the “least 
corrupt” group, which 
includes most of the 
economically advanced world. 

90% of Africa’s population – 
roughly one billion of 1.2 billion people – live 
under “very corrupt” or “extremely corrupt” 
governments, (as described by TI), a rate that 
exceeds most of the rest of the world. 

980 million (89%) 
 Africans live in “very corrupt” or “extremely corrupt” 

states 
The results are disturbing when translated 
into population sizes. Moderately corrupt 
countries applies to 120 million (11%) of 
Africa’s population, whilst approximately 900 
million (82%) people live in “very corrupt” 
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countries, and 80 million people (7%) live in 
“extremely corrupt” states. 

Corruption appears to be worst in Central 
Africa, followed by East and West Africa, and 
least worst in Southern Africa across the SSA 
regions. 

However, corruption is not the same across 
the region. In Nigeria and Angola for 
example, the so called “resource curse” is 
often cited as largely to blame, where in 
others, for example in Kenya and Sudan, the 
colonial legacy of borders and 
tribal conflicts have a significant 
effect. Elsewhere, foreign 
policies, including support for 
former dictators, for example in 
the Democratic Republic of the 
Congo and the Gabon are issues. 
The most severe cases of 
corruption in Africa occur in 
“failed or failing states” wracked 
by civil wars and tribal conflicts, 
such as South Sudan and the 
DRC. At the other end of the spectrum, 
Botswana stands as a model of minimal 
corruption, with an active watchdog agency 
that monitors and takes action where 
necessary, and a country like Rwanda, that 
has reinvented itself.  

Where corruption thrives, so does criminality 
and an inability to respond effectively, 
particularly as the police, law enforcement 
agencies, prosecutors and the judiciary are, 
in many cases in countries with higher levels 
of corruption, the institutions that are often 
perceived as the most corrupt. 

According to The Global Corruption 
Barometer (GCB) – Africa, 2019 published by 
Transparency International in partnership with 
Afrobarometer , more than half of all 153

citizens think corruption is getting worse in 
their country and that their 
government is doing a bad job at 
tackling corruption. 

The GCB found more than one in 
four people who accessed public 
services, such as health care and 
education, paid a bribe in the 

preceding year. This equates to 
approximately 130 million 
citizens in the 35 countries 
surveyed. The DRC has the 

highest overall bribery rate (80%), with 
Mauritius the lowest (5%). 

The GCB also reveals how corruption is 
hitting the most vulnerable people the 
hardest. “For example, the poorest people are 
twice as likely to pay a bribe as the richest 
people in Africa. Paying bribes for essential 
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public services means poorer families have 
less money for basic necessities like food, 
water and medicine”.  

Poorest people are twice as likely to 
pay a bribe as the richest people in 

Africa 
 Leaving poorer Africans with less money for basic 

necessities like food, water and medicine 

The GCB reveals that the police are the most 
corrupt public institution, with nearly half 
(47%) believing that most or all police officers 
are corrupt. 81% of DRC citizens think the 
police are corrupt, followed by Gabon (75%) 
and Uganda (70%). 

Many Africans also think that most or all 
government officials and parliamentarians 
are corrupt (39% & 36% respectively).  

Citizens tend to perceive religious leaders, 
traditional leaders and NGOs as less corrupt, 
yet some citizens still think corruption exists 
in these groups (16%, 22% & 20% 
respectively). 

According to a McKinsey Report in 2017 , 154

Chinese businesses in 5 out of 8 sampled 
SSA countries surveyed ranked corruption as 
their top concern, and in each of these 
countries, between 60% & 87% of Chinese 
firms said they paid “tips” or bribes to obtain 
a business license. 

Global Corruption levels have been widely 
estimated, with the most often cited and 
attributed to the World Economic Forum and/
or the World Bank, that the global cost of 
corruption is at least $2.6 trillion, or 5% of 
global Gross Domestic Product (GDP), and 
that businesses and individuals pay more 
than $1 trillion in bribes every year, despite 

no available original source or no reasonable 
explanation being available.  155

As far as Africa is concerned, it is often cited 
that the African Union in 2002, claimed the 
cost of corruption in the 1990’s in Africa was 
about US$148 billion per year, or about 25% 
of Africa’s total output . These estimates are 156

considered unreliable, as rather than 
estimates for corruption, they relate to 
estimates of so-called, “illicit financial flows”, 
which may involve some proceeds from 
corruption, and can be facilitated by 
corruption, but are largely considered to be 
illicit capital flows.  

A High-Level Panel on Illicit Financial Flows 
from Africa (The Mbeki Report), estimated in 
2015  Illicit Financial Flows (“FF’s) from 157

Africa of more than US$50 billion.  The 
panel, “determined that the convention of 
breaking IFFs into the three components of 
commercial activities, criminal activities and 
corruption was substantially correct in the 
case of Africa”.... and.. “took note of existing 
estimates, which assess commercial activities 
as accounting for 65 per cent of IFFs, criminal 
activities for 30 per cent and corruption for 
around 5%.” though the panel thought these 
levels for corruption we’re likely too low in an 
African context.  

A subsequent 2019 report on IFFs by the 
African Union , estimated IFFs from Africa 158

estimated at US$67 billion (average from 
2003 -2014) and for SSA at US$52 billion. It 
also stated that whilst “it is estimated that 5% 
of the world’s IFFs stem from acts of active 
corruption and abuse of power....this figure 
may not specifically reflect the situation on the 
African continent where the phenomenon is 
becoming increasingly worrisome”, but that, 
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“In the case of African countries, the 
convention of breaking IFFs into the three 
components of commercial activities, criminal 
activities and corruption is substantially 
correct with commercial activities accounting 
for 65% of IFFs, criminal activities for 30% and 
corruption for around 5%.”  

The report also stated that, “while some 
authors argue that the poor governance and 
‘grand corruption’ are the most principal 
factors, other researchers show that the 
existence of information technologies and 
their vulnerable and trans-border nature are 
the primary drivers of IFFs.” 

Whether estimates for corruption levels, are 
around 5% of IFFs or much greater, largely 
depends on whether the figure represents 
actual proceeds of corruption leaving as 
outflows, or whether the size of IFFs are 
reflective of the harms of corruption, which 
enables significant outflows of IFFs.  

Illicit Financial Flows estimated at 
US$22.6 billion or 1.6% of SSA GDP 

   Global Financial Integrity - 2020     

In 2020, Global Financial Integrity updated 
their work on illicit financial flows suggesting 
that Illicit funds leaving SSA are estimated at 
approximately US$22.6 billion  (based on 159

the years 2008-2017), or 1.6% of SSA GDP. 
Estimating outflows from corruption, of at 
least 5%, represents a minimum of US$1.1 
billion a year, and criminal activity of 30% at 
US$7 billion. 

Whilst US$22.6 billion is significant in illicit 
financial flows, this should not be equated to 
losses to SSA, as IFFs are not direct financial 
losses, but are more likely to be lost taxes. At 

an average African tax to GDP rate of approx 
16%, estimated tax revenues lost through 
IFFs could be as much as US$4.4 billion a 
year. 

Although considering outgoing IFFs is 
important, what is more important are the 
levels, and costs. of corruption in a country or 
region. The European Union (EU) has 
estimated that around 1% of EU GDP is lost to 
corruption each year, through public 
procurement losses, and up to 20% to 25% 
due to corruption . 160

According to the OECD , the total volume 161

of public procurement accounted for 12% of 
GDP, and 29% of general government 
expenditure in OECD countries in 2013. This 
is likely to be greater in SSA countries.  In 
Eritrea, for example, public procurement is 
estimated at 33% of GDP, due to both 
significant inflows of development assistance 
that go through public procurement and the 
small size of its tax base. This makes 
government expenditures more dependent 
on development aid. In Angola, the share is 
26% of GDP, for much the same reasons.  

Overall, in SSA the average figure is 14.91% 
of GDP in 2015 , which provides an 162

estimate of US$241 billion for the total 
value of public procurement. If 20% - 25% of 
this amount is lost, as is the case in the EU, 
then losses to corruption would amount to at 
least US$48-60 billion a year, or 2.9% - 
3.7% of SSA GDP, which is a loss to each 
person in the region of US$48 - 60 or around 
2.5 - 3.5% of their average annual earnings 
(estimated at US$1,750 a year).  

Estimates of losses due to corruption of up to 
30% of state revenues  have been reported 163
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in Kenya by President Kenyatta himself, which 
amounts to 12% of GDP, amounting to 
US$9billion, with an estimated US$6.3 
billion through procurement, and US$2.7 
billion in bribes. Another estimate from 
Mozambique where between 2012 - 2014 the 
costs of corruption was estimated at US$2.5 
billion,  representing 15.6% of 164

Mozambique’s then GDP, or 11.6% of tax 
revenues, or US$98 per person. Zimbabwe 
estimated that from 2009 to 2013, under 
Mugabe, that US$15 billion  was 165

estimated as lost, amounting to 
approximately 22% of Zimbabwe’s GDP. 

Average bribe at US$53 per bribe 
across East Africa   

To access important public services  
As far as bribes are concerned, according to 
the GCB, 1 in 4 Africans have reported paying 
bribes on average (for example to access 
public services). Whilst the size of the bribe 
will vary, the East Africa Bribery Index 2014  166

suggests it’s possible to estimate bribe levels.  

The index reports dealings with the judiciary, 
land, police, licensing and tax authorities in 
Burundi, Tanzania, Kenya, Rwanda and 
Uganda with an East African average at 
around US$53 per bribe.  A US$53 payment 
made by 1 in 4 adult Sub Saharan Africans a 
year (with the adult population at around 54% 
of the total , and based on a bribe per adult 167

per year) would amount to US$28.6 billion a 
year, or 1.7% of SSA GDP.  

In aggregate US$79-US$92 billion or 
4.9%-5.7% of SSA GDP 

Estimated potential costs of corruption across Sub-

Saharan Africa  

Based on these estimates and using the 
above rationale, the amounts for the costs of 
corruption for Sub-Saharan Africa is in 
aggregate US$79 - US$92 billion, or 4.9% - 
5.7% of SSA GDP.  

This represents approximately 5% of GDP 
after all, with higher levels expected in 
countries with higher levels of corruption. 

This exceeds each of: 

• US$46 billion in remittances to SSA (2018) 

• US$42.5 billion in foreign aid to SSA (2016) 

• US$32 billion in foreign direct investment 
(2018) 

• US$22.6 billion in Illicit Financial Flows 
(2017) 

Whilst corruption remains largely endemic, 
it’s effect continues as a drag on 
improvement and advancement. 
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4.3 Fraudsters   

Fraudsters, come in many shapes and guises, 
and are a growing phenomenon that is 
expanding, especially targeted by organised 
crime and fuelled by cyber techniques. 
Fraudsters have been estimated to generate 
proceeds from anywhere between 3-6% and 
can reach even 10% of a country’s GDP . 168

Fraud affects the public and private sectors, 
as well as charities and NPOs. Fraud, includes 
asset misappropriation, fraud by the 
customer, procurement fraud, bribery and 
corruption, business misconduct, cybercrime 
and many other frauds. The incidence of 
fraud is generally correlated with governance 
levels, understanding of fraud risks and the 
level of detective and preventative controls.  

According to PWCs Global Economic Crime 
Survey 2018  Africa led global league 169

tables on the incidence of fraud, with 62% of 
survey respondents from Africa experiencing 
fraud in the last 24 months up from 57% in 
2016. Of countries that reported the highest 
incidence rates of economic crime, PWC 
observed that 5 are African, with South Africa 
at the top followed by Kenya, second, and 
Uganda, Gambia & Tanzania in the top 10. 

These figures are also consistent with a 
Thomson Reuters’ Global Survey 2018  170

concluding that African companies suffer 
from fraud, theft, money laundering and 
other financial crimes at a rate greater than 
the global average, at a rate of 53% versus a 
global average of 47% - with companies 
suffering at least one incident of financial 
crime over the past 12 months, with 

cybercrime and fraud cited as the most 
common financial crimes. 

Whilst the incidence of fraud appears 
statistically significant on the African 
continent, as SSA represents just 2% of global 
GDP,  the amounts generated from fraud in 
US$ terms are likely to be substantially less 
than in many other parts of the world.  As SSA 
becomes richer, and as more of its citizens 
become connected, open bank accounts, 
and private companies expand, these losses 
will increase, so growth rates are likely to 
continue to make headlines. Until then, it is 
the state which in many cases bears the brunt 
of major frauds in the region, because the 
state plays a large role in many countries, and 
because higher levels of corruption, and 
lower levels of governance facilitate the 
commission, and the absence of a 
proportionate response.  Whilst the region is 
plagued with these kinds of frauds, including 
“state capture,” “tendtrepreneur,” or 
“procurement” fraud, the victims are always 
the citizens of the state. As mobile phone and 
online connections for Africans increase, the 
level for bank account and payment fraud, 
cloning of bank or credit cards, more 
sophisticated mortgage or investments 
scams, and the defrauding of other types of 
stored value cards are likely also to increase. 
As the region’s valuable resources increase 
beyond the state and the country’s natural 
resources, to identities and data, this rich 
resource will come ever more under threat, 
and unless threat mitigation is improved, the 
proceeds from frauds are only likely to 
increase, and increase significantly over time, 
particularly using cyber techniques. 
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  4.4 Cybercriminals or Hackers 

The vulnerability of African businesses to 
cyber crime is greater than in any other  
region, because Africa spends the least on 
protection from cyber attacks. As was pointed 
out by IBM’s security business programme 
director, Michel Bobillier, at the 2018 Africa 
Cyber Security Conference held in Abidjan, 
Ivory Coast, “cyber threats have no more 
borders and data pirates attack anything that 
moves .” 171

As businesses and their customers 
increasingly engage digitally, and automate 
their processes, the reliance on technology is 
raising vulnerability levels. Before the 
millennium, Africa only hosted 4.5 million 
internet users; since then, close to 400 million 
users are online via computers or smart 
phones. Internet connectivity and mobile 
phones provide unprecedented benefits, but 
also enable cyber criminals to prosper. 

Africa is a world leader in money transfers via 
mobile phones, with 14% of all Africans 
receiving money this way. With the continent 
being home to some of the world’s largest 
mobile money transfer services – like Kenya’s 
Mpesa – mobile devices are naturally a 
primary target for cyber crime.  

It is estimated that 95% of public and private 
organisations across Africa spend less than 
US$1,500 a year on cybersecurity 
measures , with SMEs in particular failing to 172

invest, providing cyber criminals with an 
opportunity to generate significant criminal 
proceeds. 

Cybercrime is a crime in which a computer is 
the object of the crime (hacking, phishing, 
spamming) or is used as a tool to commit an 
offence (child pornography, hate crimes etc), 
or both (theft of virtual currency). 
Cybercriminals may use computer 
technology to access personal information, 
business trade secrets, or use the internet for 
exploitative or malicious purposes. Criminals  
can also use computers for communication 
and document or data storage. Criminals 
who perform these illegal activities are often 
referred to as hackers. 

Cybercrime is one of the fastest growing 
criminal techniques benefiting significantly 
from the digitisation transformation 
underway and is estimated at around US$1.5 
trillion globally.  173

10% 
 of global cyber incidents occur on the 

African continent  

According to the International Institute for 
Counter-Terrorism (ICT) via the ICT Cyber 
Desk, Cyber Threats on African Subjects 
report, published in 2018  Africa accounts 174

for an estimated 10% of global cyber 
incidents, whilst at the same time only 
representing just over 2% of the world 
economy, though with a population of over 
1.2 billion and the youngest median age of 
any continent in the world, the exponential 
growth in cyber attacks and threats as a 
result,  are not unexpected. The continent 
also invests the least in combating the threat, 
and the growth in cyber attacks mirrors the 
growth in devices and connectivity across the 
continent 
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Identity Theft: According to “Web of Profit” 
by Dr Michael Maguire, and commissioned 
by Bromium, one of the largest cybercrime 
markets is data trading (largely from stolen 
personal information) which represents 
approximately 10% of global  cybercrime 
proceeds .  175

According to the Africa Cyber Security Report 
2017  by Serianu, cybercrime costs Africa 176

US$3.5 billion a year in 2017, up 75% from 
US$2 billion in 2016, and worryingly that over 
90% of Africa’s businesses are operating 
below the cyber security poverty line (the 
point at which a company cannot protect 
itself effectively).  

In Africa, Nigeria was the biggest causality, 
recording a loss in 2017 of US$649 million, 
up from US$550 million in 2016. Kenya lost 
US$210 million compared with US$171 
million in 2016, Tanzania lost US$99 million, 
up from US$85 million in 2016, while Uganda 
lost US$67 million compared with US$35 
million lost in 2016. Further analysis of the 
cost of cybercrime for the countries Nigeria, 
Kenya, Ghana, Tanzania and Uganda resulted 
in estimated costs of US$1.08 billion, of 
which US$431 in direct costs, such as, 
US$185 million being compensation to 
victims, and US$185 million being monies 
withdrawn from victims accounts. Proceeds of 
>US$1 billion are generated:  

• US$352 million generated from insider 
threats;  

• US$295 million attacks on computer 
systems (malware); 

• US$166 million on Social engineering and 
identity theft;  

• US$108 million on e mail spam and 
phishing; 

• US$82 million on online fraud scams; and 

• US$75 million on data exfiltration. 

These translate into attacks that range from 
simple email scams to large-scale theft of 
customer data using malware, ATM 
skimming, tax fraud, ransom demands, credit 
card fraud and SIM card swiping, ransomware 
attacks, and disinformation or fake news. 
These can have wide-ranging effects, 
including financial losses, reputation damage, 
and disruption of business and government 
operations.  

Emerging trends from 2017 are identified as: 
fake news, insider threats, Ransomware, cyber 
bullying and cyber pyramid schemes. Overall, 
banks and financial institutions in 10 of the 
African countries surveyed lost US$248 
million in 2017, with governments losing 
US$204 million. E-commerce providers lost 
US$173 million, mobile service providers 
US$140 million, and telecom companies 
US$119 million.  

With mobile phone subscriptions across SSA 
expected to reach 930 million by the end of 
2019, and the growth of e-commerce and e-
banking continent-wide, the potential for 
cyber criminals to generate significant illicit 
proceeds is concerning. 
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4.5 Proliferators and Traffickers     

Proliferators and traffickers include states, 
companies and individuals involved in 
trafficking in nuclear, missile, WMD, and 
military-related commodities, often in 
contravention of and to circumvent sanctions 
imposed to restrict such activity.  

Whilst a small number of states have been 
identified as directly sponsoring such activity, 
for example Iran, Syria and North Korea, 
when it comes to WMD, other countries are 
more or less at risk, and have more or less 
adequate responses. 

The PP Index  2019 reviewed 200 countries 177

as Tier 1,2 or 3 rated, reflecting where:  

• Tier 1 countries: are major suppliers of, or 
have capability to supply, nuclear facilities 
and components, and nuclear-related 
commodities and ballistic missile, other 
WMD, and related strategic commodities. 

• Tier 2 Counties: are potential nuclear, 
ballistic missile, WMD, and related strategic 
commodity transshipment countries with 
limited supply potential. These countries 
may have limited capabilities to 
manufacture dual-use items, or they may 
have limited nuclear infrastructure in place, 
such as nuclear research or power reactors 
or uranium mines. 

• Tier 3 Countries are not Tier 1 or 2 
countries. 

Within each Tier, countries are ranked into 3 
categories, those with stronger control 
responses, those with moderate responses,  
and those with significant improvements that 
are required to mitigate potential 

proliferation risks. SSA countries are rated as 
follows: 

• In Tier 1, only South Africa is listed and is 
rated as having a moderate response, 
ranked 36/55 listed countries  

• In Tier 2, 10 countries are listed, with 
moderate responses assessed from Malawi, 
Zambia, Ghana, Namibia & Tanzania, with 
control improvements expected from 
Ethiopia, Nigeria, Madagascar and Uganda.  

• In Tier 3, Cameroon, Mauritius and Gabon 
are listed with moderate responses and the 
rest with improvements expected, though 
reflecting very low threat levels. Worst 
performers for controls are Equatorial 
Guinea and South Sudan. 

Targeting significant proliferators and 
traffickers, as well as those supporting and 
aiding sanctions circumvention, the US 
Department of the Treasury’s Office of 
Foreign Assets Control (OFAC), is responsible 
for listing and enforcing US measures in this 
area. Whilst OFAC conducts numerous 
programmes, those designated are listed by 
OFAC and details provided publicly, 
including known country connections, 
including addresses or residence. The largest 
list of persons and entities including vessels, 
can be found on OFAC’s Specially 
Designated Persons (SDNs) list. 

As of October, 2015, the SDN list had 
approximately 15,200 entries from 155 
countries (noting that OFAC creates separate 
entries for each alias of a designee, but by 
2019 these are represented by approximately 
6,300 individual targets.  
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As far as SSA is concerned, the following 
countries have more than 10 named listings 
as follows: Zimbabwe (66), Somalia (42), 
South Sudan (42), The Gambia (18), Nigeria 
(13), South Africa (13) and Kenya (11). 

In addition, a number of SSA countries have 
been targeted as part of specific targeted 
actions, including the Central African 
Republic, Democratic Republic of the Congo, 
Somalia, South Sudan and Zimbabwe, and 
one sector in particular, being the rough 
trade in diamonds.  

North Korea 

According to the UN Experts Report to the 
UN Security Council in March 2019, a number 
of SSA countries have been identified as 
dealing with North Korea, for example in the 
DRC, regarding purchasing small arms in 
Angola where North Koreans helped train the 
Presidential guard, and in Uganda training Air 
Force pilots. Ugandan President, Museveni, 
nevertheless declared that the North Koreans 
are, “friends who have helped Uganda for a 
long time .” Other long time friends include 178

Namibia, Botswana, Angola and Senegal. In 
total, 56 countries were identified, according 
to the UN experts in their March 2019 Report, 
in potential UN DPRK sanctions violations, 
with those in SSA identified as: Botswana, 
DRC, Equatorial Guinea, Ghana, Guinea, Ivory 

Coast, Madagascar, Mozambique, Namibia, 
Nigeria, Seychelles, Sierra Leone, South 
Africa, Tanzania, Togo, Uganda, and Zambia.  

North Korea has embassies in SSA, with 
according to embassy-finder.com , 179

presence in Ethiopia, Ghana, Nigeria, Uganda 
& Tanzania. 

Syria 

The main trading partners for Syria are not 
from SSA, but are predominantly its 
neighbours representing 60% of exports, 
including Lebanon, Jordan, Turkey, Iraq, but 
also China and Tunisia, and for imports 
approximately 60% from Russia, Iran, Turkey 
and China.  

Syria has embassies across North Africa, with 
much fewer in SSA, with according to 
embassy-finder.com,  presence in Nigeria, 
Senegal and Tanzania.  

Iran 

Iranian trade with SSA represents less than 
0.1% with, according to the World Bank , 180

exports from Iran into SSA at US$206.5 
million (mostly fuels), and exports from SSA 
to Iran of US$169 million (mainly metals). Iran 
has a number of embassies in SSA, according 
to embassy-finder.com, with a presence in 
Ethiopia, Ghana, Guinea, Ivory Coast, Kenya, 
Senegal, Uganda, Tanzania & Zimbabwe. 
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4.6 Terrorist Groups    

According to the Global Terrorism Index, the 
cost or economic impact of terrorism in SSA 
is US$12 billion. Countries facing threats 
from terrorism are mostly in West Africa, with 
Nigeria, Burkina Faso, Burundi, CAR, as well 
as South Sudan and DRC, Ethiopia & Kenya in 
East Africa & Mozambique and South Africa 
in Southern Africa. Significant declines in total 
terrorism related deaths per year in SSA have 
been registered over the last 3 years . 181

Despite increasingly large-scale national and 
international counter terrorism responses in 
SSA in recent years, what is apparent is the 
resilience of terrorist groups to persist and 
survive. As well as the scaling up of domestic 
counter-terrorism efforts, the African Union 
has continued to support counter-terrorism  182

including through the deployment of African 
Union peacekeeping forces, such as the 
African Union Mission to Somalia (AMISOM). 
There has also been substantial bilateral and 
multilateral support for counter-terrorism 
efforts in SSA by the wider international 
community, most notably the US.  

Yet in spite of this, several of SSA’s most 
prominent terrorist groups survive, for 
example, Boko Haram , (and its splinter 183

faction known as Ansaru) even after a large-
scale assault on the group by Nigerian 
security forces, and Al Shabaab ,  which 184

still retains serious capability to strike outside 
of Somalia as the 2019 attacks in Nairobi 
attest, and continue to present threats in the 
region. Whilst Boko Haram and Al Shabaab 
still present a serious threat to security in the 
region, another group, the Lords Resistance 
Army , which operated mostly in northern 185

Uganda, is a shadow of its former self, though 
its leader Joseph Kong remains at large. 

Whilst the current focus on counter terrorism 
in SSA is on jihadist terrorism, it should not be 
ignored that other actions of what might be 
classed as acts of terrorism, have been 
carried out by groups and individuals beyond 
radical Islamic teachings, and not just groups 
like the Lords Resistance Army. History 
reminds us of other Christian militia groups in 
countries such as the Central African Republic 
and Nigeria, extreme right wing groups in 
South Africa, and ethnic militias and so-called 
‘civil militias’ in West, Central and East Africa.  

901 / 8,952  
Terrorist attacks / deaths from terrorist attacks from 

2014 to 2018 in SSA 

One country that has seen the recent 
emergence of terrorism is Mozambique, 
particularly in its northern Cabo Delgado 
province.  Since 2017, a largely domestic 
terrorist group, known as Ahl-e-Sunnat wal 
Jamaat  meaning “Followers of the Sunni 186

Tradition and Unity,” has aligned itself with 
the Islamic State and has carried out at least 
75 separate attacks. These attacks have led to 
at least 150 civilian deaths, and frequently 
include beheadings and kidnappings. Whilst 
the Democratic Republic of Congo is not a 
country usually associated with terrorism, 
however, there are more than 100 armed 
groups operating across the territory, 
conducting activity that elsewhere could be 
described as terrorism. However, the only 
armed group in the DRC with ties to a 
designated foreign terrorist organisation is 
the Allied Democratic Forces (ADF) located 
in Beni territory in eastern DRC, which is 
acknowledged as an Islamic State affiliate . 187
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The ADF originated as a Ugandan rebel 
group, but has been present in Beni for years, 
recruiting fighters from around the region. In 
2018, as in previous years, the ADF was 
responsible for numerous attacks on civilians, 
the DRC military, and the UN. 

Notwithstanding Tanzania’s record of having 
experienced no recent terrorist attacks, 
“Tanzania serves as a recruitment & transit 
point for terrorist and criminal organisations 
that capitalise on Tanzania’s 
vast unguarded border 
spaces.” Risks of attacks 
remain high, exacerbated by 
possible cooperation among 
terrorists in the DRC, 
Mozambique & elsewhere in 
the region who seek to take 
advantage of lightly 
governed spaces & porous 
borders, including the return 
of trained and radicalised 
Tanzanian terrorists. 

South Africa saw an increase in suspected 
terrorism-related incidents in 2018, and has 
since 2016, publicly acknowledged the 
presence of Islamic State facilitation networks 
and cells.  According to the Inter 
Governmental Action against Money 
Laundering in West Africa  terrorists in West 188

Africa meet their funding needs in four main 
ways, through trade and other lucrative 
activities, NGOs, charity organisations, levies, 
smuggling of arms, as well as assets and 
currencies by cash couriers and drug 
trafficking.  

Additional Report conclusions include: 

• Terrorists use both legitimate and 
illegitimate means to raise funds,& formal 
and informal channels to move money.  

• Reporting institutions have a weak capacity 
to identify suspicious transactions relating 
to terrorism financing.   

• Security and surveillance at various national 
borders are weak, resulting in the infiltration 

of terrorists, small arms, and 
light weapons. 

• Law enforcement and 
regulatory agencies, security 
and intelligence services and 
the judiciary, lack the 
requisite capacity to 
effectively address the 
challenge of terrorism and 
terrorism financing. 

• The inability and 
unwillingness of national 
competent authorities to 

effectively co-operate and collaborate, 
especially in information sharing, is partly 
responsible for the deteriorating security 
and the increasing financing of terrorism. 

Key Emerging Threats: Islamist extremism is 
a risk to firms (and employees at risk of 
kidnap) operating in mining & energy / retail 
& hospitality in Burkina Faso, Côte d’Ivoire, 
Mali & Nigeria. Risks are also increasing in 
Mozambique / liquefied natural gas (LNG), 
and against soft targets such as hotels, 
shopping malls, and restaurants which remain 
attractive targets for terrorist actors across 
SSA, given the concentration of foreign 
nationals in these locations. 
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