
“The Australian authorities have a good understanding of the money laundering (ML) and terror financing (TF) risks prevalent in the region, 
however there are key areas that remain unaddressed, and an underlying concern remains that the authorities are addressing predicate 

crime rather than ML.”… “Australia focuses on what it considers to be the main 3 proceeds generating predicate threats (drugs, fraud & tax 
evasion). However, Australia should expand its focus to ensure that a greater number of cases of ML are being identified and 

investigated.”…"Most designated non-financial business and profession sectors are not subject to AML/CTF requirements, & did not 
demonstrate an adequate understanding of their ML/TF risks or have measures to mitigate them effectively. This includes real estate 

agents and lawyers, both of which have been identified to be of high ML risk.“ - Source: FATF 2015 MER

🇦🇺  Key Harms & Effects

The annual social and economic cost of serious and organised crime was last estimated to be AUS$36 billion per year (range of between AU$23.8 billion and AU$47.4 billion - 2016–17)                                          
- Source: The Australian Institute of Criminology 

1 in 20 Australian’s (4.7%) affected by 
crimes to the person  & 8.4% 
experiencing property theft.

<1 in 100 people (<1%) pay bribes, 
with most corrupt perceived as media, 

trade unions & political parties.

18/128 safest country (2019), though 
crime rates rising with 8,969 robbery 

victims in 2015 & 11,775 in 2019

1,740 individual deaths (2018) from 
drug related causes (opioids), with 

2.32% with a drug use disorder.

15,000 estimated victims of modern 
slavery crimes in Australia, however 
this figure is likely very conservative. 

🇦🇺  Key Crimes, Crime Proceeds and Laundered Monies (Wide range of estimates)

AU$32.5 billion 
(3.6% of GDP for Procceds of Crime 2019 - 

range 2.3 - 5.5% - mid at 3.6% (ML at 2.7% mid) 
for all countries - UNODC 2011)

AU$33.9 billion 
(Up to 2.3% of GDP for ML -1.7% Domestic, 

0.1% Foreign, 0.5% Transit - Walker & Ungar - 
2019)

>AU$ billions 
(Most common offences for ML were Fraud, 
Drugs, Tax, People Smuggling, Theft, Arms 

Trafficking, & Corruption - Austrac 2011)

AU$36 billion 
(Estimate cost of OC (range of between 

AU$23.8 billion and AU$47.4 billion) (2016–17) 
Sources: The Australian Institute of Criminology

AU$65 billion 
(Est from bottom up proceeds of crime from 

corruption, fraud, drug & tax offences, & goods 
piracy & OC activities - Aus FCN TA 2021)
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There are around 260,000 illicit firearms in 
the domestic Australian market. The Australian 
illicit arms market is generally supplied via one 

of three methods: theft from licensed 
individuals and firearm dealers, including 

suspected staged theft, the domestic 
manufacture and assembly of firearms; the 

illegal importation of undeclared firearms and 
firearm parts. - The ACIC Report in 2016

Combatting people smuggling gained 
importance and became a priority in Australia 
following the arrival of approximately 38,000 

asylum seekers by boat and over 300 
confirmed deaths at sea in the years 2009–
2013. The available information “reveals that 

Thailand, Malaysia and Indonesia are hubs for 
global people-smuggling networks” and that 

original source countries are Iran, Iraq, Sri 
Lanka, Myanmar & Afghanistan. 

The Australian Strategic Policy Institute - 2017

Est for proceeds of HT could be A$429 million. 
“Australia is primarily a destination country for 

people trafficked from Asia, particularly 
Thailand, Korea, the Philippines & Malaysia”. 

Australian Fed Police - 2017.  HT is widespread 
including “forced labor in agriculture, cleaning, 
construction, hospitality & tourism, & domestic 

service” &. “Women from Asia & to a lesser 
extent, E Europe & Africa, migrate to Australia to 

work legally or illegally in a no of sectors, incl 
commercial sex.” - US TIP 2020 

Child sexual exploitation particularly online is 
increasing and has been targeted by LEA 
enforcement, eg online activity via paid 

facilitators in the Philippines. 

OCGs are typically, "heavily involved in 
domestic and global illicit drug markets, as well 

as fraud, smuggling (goods and people), 
violence and intimidation, corruption, money 

laundering, firearms offences, cybercrime, and 
environmental crime - Australian Institute of 

Criminality. Main OCGs include Outlaw 
Motorcycle Groups, with approx 39 OMCGs 

active in Australia (according to a 2013 study) 
with 3,300 ‘patched’ members. Some of the 

more well known OMCGs are the Hells Angels, 
Comancheros, Bandidos and Notorious.  The 
‘Ndrangeheta are involved in the fresh food 
industry. There are also OCGs from Russia, 

Vietnam, China, Colombia & the Middle East.

“OCGs are attracted to the Australian illegal 
wildlife trade by large profits and lower 
penalties compared to smuggling illicit 

substances. Intelligence collected from wildlife 
trafficking operations show the international 

black market prices for Australian reptiles can 
be more than 28 times the domestic price. 

Australian native reptiles are overwhelmingly 
the most commonly trafficked incl, lizards, 

turtles & snakes which appear to be the most 
trafficked animals with international buyers 

likely to be from Asia, with a large proportion 
coming from China, Hong Kong & Taiwan.” - 

Australia Wildlife Report 2020

Corrupt Officials Tax Offenders Drug Traffickers Fraudsters   Terrorists 

According to Transparency International’s (TI) 
Corruption Perceptions Index (CPI) 2020, 

Australia was ranked 11/198, with an overall 
score of 77 out of 100. According to a poll on 

the “Perceptions of corruption and ethical 
conduct" conducted by the Australian National 
University in 2012, less than 1% said that they, 

or a family member, had experienced 
corruption in the preceding five years. At that 
time, 43% felt corruption in Australia was on 

the rise with the media, trade unions and 
political parties considered the most corrupt. 

The police, armed forces and the public service 
were considered the least corrupt. Corruption 
is estimated to cost  AU$12 billion (US$8.37 

billion) a year (2012-2018)

The Australian Taxation Office (ATO) estimated 
the overall net tax gap to be 6.9%, or AU$31.2 
billion (US$23.76 billion) (2017/18). The 2017 
OC Report in Australia states that revenue and 

tax fraud range from “failing to report income in 
order to avoid taxation obligations, to the use of 
complex offshore secrecy arrangements, also to 

avoid tax. The use of professional facilitators 
continues to be a key enabler of revenue and 

taxation fraud, most notably in fraudulent 
phoenix activity, offshore tax evasion and the 

abusive use of trusts." One of the key tax 
avoidance methods identified by the ACIC is 
fraudulent phoenix activity, which costs the 
economy around AUS$3.2 billion (US$4.2 

billion) each year.

According to the 2017 OC Report, “The 
Australian illicit drug market remains highly 
lucrative, with growing demand for a wide 

variety of substances. Poly-drug use remains a 
feature of the market, with some serious and 
organised crime groups capitalising on the 

demand for multiple drug types by importing, 
cultivating, manufacturing and/or trafficking 

several drug types simultaneously. … Serious 
and organised crime plays a fundamental role in 

the manufacture, cultivation, importation and 
distribution of illicit drugs in Australia.” 

According to the Parliament of Australia, 
organised crime involvement in illicit drugs 

costs the country up to AU$9.6 billion 
(US$7.31 billion).

“OCGs are likely heavily involved in committing 
fraud, due to the level of expertise often 

required. The three most impactful types of 
fraud were highlighted by the ACIC as being 

investment and financial market fraud, 
superannuation fraud, and card fraud.” - OC 

Report - 2017 
Fraud costs at A$6.3 billion (US$4.8 billion)
(2013-14), including Card Fraud at A$464 

million in 2019 - Australian Competition and 
Consumer Commission (ACCC) - 2019

Threat rating as “Probable”, being level 3 on a 5 
level ranking system - Australian National 

Security Advisory System. The key terror threat 
concerns in Australia are Islamist extremist 

terror, as well as other violent ideologies, such 
as far right extremist neo-Nazism. Neo-Nazism 

is on the rise in Australia; an extreme right wing 
lone actor in Melbourne was convicted of 

terror offences in 2019, and an Australian right-
wing extremist plead guilty to the mass 

shooting in Christchurch, New Zealand in 
March 2019. Australia has experienced 14 

deaths and 16 injured from terrorist attacks 
between 2010 - 2020, and 8 incidents. 

🇦🇺  Key Countries, Territories & Regions of Concern / Impacted on - by Australia 

52 Commonwealth Countries 
(Close political, cultural & commercial ties of countries to 

Australia from Commonwealth countries increases the likely 
involvement of Australia also in criminal proceeds / laundering 

of illicit funds abusing these contacts)

24 Third Countries of Concern 
(Sources: FATF list June 2021)

 Main Areas of Criminal Activity - Other Theft                                          
(Western Austria 3.4%, Tasmania 3%, Capital 3%, Northern 

Territories 3%, South Australia 2.5%, Victoria 2.1% Queensland 
2% & New South Wales 2% - Source: Australian Bureau of 

Statistics)

24 Main Third Countries of Concern  
(Due to connections involving money laundering, goods piracy, 

human trafficking, foreign OCGs, drug trafficking, cybercrime 
origins, people smuggling  & wildlife trafficking - Sources: 

Various FCN UK TA 2021)

Drug Arrests by Region (2015/16) 
 (32,223 in NSW, 27,371 in Victoria, 25,386 in W Australia, 

22,749 in Queensland, 18,253 in S Australia, 2,461 in Tasmania, 
2,453 in Northern Territories & 642 in Capital. Source: 

Australian Criminal Intelligence Commission 2017)



🇦🇺  Money Laundering & Terror Financing - Key Methods & Vulnerabilities

Cash Based ML: Cash based money 
laundering is incredibly versatile and takes 

many forms. The key ones identified in a variety 
of reports are; High Value Goods, Stored 
Value Cards, and Smart ATMs. Banks and 

MSBs are particularly at risk of exposure to cash 
based money laundering. 

Sources: Various see FCN TA Australia 2021

High Value Goods: include real estate, 
precious gems, valuable metals, art, antiquities, 
luxury vehicles and gold bullion. Gold bullion is 

not only used to store or transfer value but 
provides a way to exploit different tax 

treatments for gold and obtain fraudulent 
refunds. The real estate market in Australia is 

thought to be heavily utilised by those looking 
to launder illicit funds. Jewellery, precious gems 

and metals as well as art and antiques offer 
OCGs an effective method of storing wealth 

and moving it efficiently across borders. - 
Source: ASIC 2017

Other ML Methods: Stored value cards (SVCs) 
are used by OCGs to launder proceeds of 

crime. If the SVC can hold > AUS$1,000 and can 
withdraw cash, or can hold >AUS$5,000 and 

cash cannot be withdrawn, then these cards are 
regulated. Smart automatic teller machines 

capable of accepting cash deposits have the 
potential vulnerability of allowing people to 

make illicit cash deposits into third-party 
accounts. This practice, although not entirely 

anonymous, has been seen as an opportunity to 
move cash into accounts while avoiding face-to-

face interactions. - Source: ASIC 2017

TF: Products & services to watch include, banks 
& MSBs to make cross border payments 

including conflict states or nearby. Online 
payment systems may be used to collect 

donations and transfer funds to extremists in 
Australia and overseas. Stored value cards and 
credit/debit cards may be used by Australians 

linked to foreign terrorist groups to access 
funds overseas. Charities and NPOs may be 
used to raise funds for groups engaged in 

foreign conflict and as a cover to transfer funds 
offshore. Source: TF in Australia by Austrac 

2014

Sector ML Risks/Vulnerability: Informal 
remittance services, smart automatic teller 
machines, stored value cards, trade-based 

money laundering, online wagering platforms, 
offshore business structures and professional 
facilitators identified as being vulnerable as 

tools of money laundering - Source: ACIC 2017 
Sector TF Risks/Vulnerability - Highest: Cross 
border movement of cash; High: Self funding 

from legitimate sources, NPOs; Medium: Banks 
& MSBs & Use of social media and crowd 

funding - Source: Austrac 2016 

🇦🇺  FATF Related KPIs 

FATF 40 Recommendations - 4th 
MER 2015 - FCN Score 65/100

FATF FI related Recommendations    
(9 -15 (PC CDD R10/NC CBR R13)

FATF DNFPB related 
Recommendations (22-23)

FATF BO related Recommendations 
(24 -25)

FATF FIU/LEA/ Reg related Recs 
(1-4 & 26-40 (NC Reg DNFPB - R28)

FATF 11 Immediate Outcomes 4th 
MER 2015 - FCN score 52/100

FATF Supervisors related 
Immediate Outcomes  (IO 3)

FATF FI & DNFPB related Immediate 
Outcomes  (IO 4 Prev Measures)

FATF LEA/FIU Imm Outcomes (IO 
2,6,7 & 8) (ME - 7 & 8 Seizures/ML)

FATF TF/PF related Immediate 
Outcomes (IO 9, 10,11) (ME -10 TF)

🇦🇺  Public & Private Sector KRIs & KPIs 

Law & Order Spend  
(1.75% GDP on Public Order & Safety)

FIU Resources  
(378 staff covers all Austrac activities - FIU 

staffing within Austrac is likely less than 50% of 
the total. At 50%, 1 FIU staff per 1,400 SMRs)

SAR Filing Numbers  
(Source Australia Austrac Reports)

Regulatory Fines & Penalties 
(ML/TF legal & regulatory breaches - Australia 
2nd at US$981 million. Source: Finbold 2020)

Ben Ownership Transparency 
(Countries committed to BOT - dark blue = fully 

committed, light blue (Australia) = partially 
committed - Source: Open Ownership 2020)

Asset Recoveries 
(Asset Recovery Action Plan in progress - see 

below)

Foreign Bribery Assets Frozen 
(Source: OECD & WB STAR Report 2011  Period 

2006-09)

SAR Conversion Rate 
(SAR received by FIU & considered useful to 

disseminate to LEA - Source: Austrac 2019/20)

Compliance Report  
(Reporting entities must file a response online 
based on set questions - financial crime return) 

National Risk Assessment 
(Not published yet - last version published in 
2011, with thematic assessments since 2015)

<1% of estimated FC proceeds 
 (AU$250 million restrained in 2019/20 below 

1% of estimated financial crime proceeds)

US$6.9 million 
 (From a total of US$1.22 mio - after US (US$412 

mio) UK (US$229 mio) & Lux (US$508 mio) 

Estimated 9.1% (5.5%/1.2%) 
(24,270 alerts generated, 14,710 assessed by 

analysts and 3,101 disseminated by FIU (2019)  

Annual Compiance Report  
(Reporting entities required to file by 31 March 

each year to Austrac)

National ML/TF Risk 
Assessment - Not Published

Foreign Bribery Cases 
(Source: OECD 2020) 

(Anti Corruption Commitments in progress)

ML Convictions 
(Source: FATF MER 2015) 

SAR Filing by Reporting Type 
(Source: No breakdown provided by Austrac)

Regulatory Oversight 
(Balanced Scorecard - technical compliance, 

reasonable controls & information to LE)

Public Private Partnerships 
(1 FISPs - Fintech Alliance (2017) 

<1 pa 
(8 from 1999 - 2019 av 1.65 per year 

prosecutions with sanctions) 

160 ML Convctions (2012/13) 
(Up from approx 140 in 2011/12 and approx 

135 in 2010/11)  

N/A 
(Filers include banks & other FIs, bullion dealers 

& gambling operations - No DNFPBs)

 Balanced Scorecard  
(Unbalanced with the Main Focus on Technical 

Compliance)

PPP - FISP 
(The Fintech Alliance established in 2017 & has 

expanded from 24 to 29 members in 2020).

🇦🇺  Key AML/CTF Reform & Action Plans 

Anti Bribery Commitments Assets Recovery Action Australia AML/CTF Reform 

Australia has ratified the United Nations 
Convention against Corruption (UNCAC) and 
the Organisation for Economic Co-operation 

and Development (OECD) Anti-Bribery 
Convention. According to Accountability Lab’s 
G20 anti-corruption tracker, of 58 (non FATF) 

commitments made by G20 members. 
Australia is rated as 50/58 as “Fully Compliant”, 
1/58 as “Largely Compliant”, 2/58 as “Partially 

Compliant”, 3/58 as “Non Compliant” & 2/58 as 
“Not Applicable”. This represents one of the 

better set of overall results across G20 
Members. Nevertheless, results identify 

weaknesses and action is still required on 
applying sanctions and asset seizure and 

confiscations.

 The Criminal Assets Confiscation Taskforce was 
established in 2011 & brings together the AFP, 
ACIC, ATO, AUSTRAC and ABF with the aim of 

enhancing the identification and pursuit of 
criminal wealth. In the 8 year history of the 

CACT in excess of AUD900m of criminal assets 
have been restrained, with over AUD250m 

restrained in the 2019-2020 financial year, and 
that average restraint figures have increased by 

90% from an average of A$60.8 million per 
annum in the four years from 2011 to 2015, to 
an average of approximately A$115.6 million 
per annum over the period of the 2014/15 to 
2017/18 financial years. The 2019/20 financial 
year has brought the largest annual amount of 

assets restrained since the creation of the 
CACT, with over A$250 million in assets 

restrained.

The Australian government passed AML/CTF reforms in December 2020, via the Anti-Money Laundering and Counter-Terrorism Financing and Other 
Legislation Amendment Bill 2020 (the Amendment). It’s a step that’s been a long time coming with changes recommended following a statutory review 
of the country’s primary AML/CTF legislation in 2014. These came into force in June 2021 and have been described as Tranche 1.5 responding to FATF 
criticisms including that DNFBPs are not included in the AML CTF regime, though this failing is still not remedied and may come in a future Tranche 2. 
Tranche 1.5 makes it explicit that reporting entities must not provide a service until after they perform the proper CDD, though the ability of entities to 

rely on third-party due diligence has been expanded. Additionally, the new law strengthens due diligence requirements for entering into correspondent 
banking relationships and bans FIs from entering into a relationship with an institution that permits shell banks to use their accounts. Cross-border 
payment reporting is also more streamlined. On 23rd of June 2021, a public consultation (until 27, August, 2021) on the adequacy and efficacy of 

Australia’s AML CTF regime was announced. The inquiry focussed on 8 key matters; the extent to which the Australian Transaction Reports and Analysis 
Centre responds to and relies upon reporting by designated services and identifies emerging problems based on this reporting; the extent to which 

Australia's AML/CTF regulatory arrangements could be strengthened; the effectiveness of the AML/CTF Act 2006; the appeal of Australia as a destination 
for proceeds of foreign crime and corruption; Australia's compliance with the FATF recommendations and the Australian Government's response to 

applicable recommendations in applicable FATF reports and the April 2016 Report on the statutory review of the AML/CFT Act  and associated rules and 
regulations; the extent to which adherence with FATF recommendations prevents systemic and reputational risks; the regulatory impact, costs, and 

benefits of extending AML/CTF reporting obligations to designated non-financial businesses and professions; and the extent to which designated non-
financial businesses and professions take account of money laundering and terrorism financing risks, and if the existing professional obligations are 

compatible with AML/CTF reporting obligations.


