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Germany 🇩🇪   

“Jeder, der sich die Fähigkeit erhält, Schönes zu erkennen, wird nie alt werden” – 
(Anyone who holds on to the ability to see beauty never grows old.” – Franz Kafka   
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Section 1 - Executive Summary 🇩🇪   

Grey Lists: Germany is not listed by the US as 
a Country of Primary Concern in respect of ML 
& FC, nor is it listed by FATF on their “Grey” 
lists.  

NRA: Germany’s NRA was published in 2019, 
and advises that the threats that Germany is 
exposed to are money laundering, fraud, drug 
related crime, human trafficking, terrorist 
financing, corruption, human smuggling, 
illegal employment, offences under the War 
Weapons Act, and product piracy.  

Corruption: TI CPI - 2020 - ranked 9/179 with 
an overall score of 80 out of 100, beating the 
Western European and EU average. 

Organised Crime: OCGs that are active in 
Germany are also involved in international 
drug trafficking, illegal markets and 
investments in the legal economy, fraud/
forgery, extortion, burglary and money 
laundering. 

Drug Trafficking: Germany has an estimated 
590,394 people with illegal drug use disorders 
(2017), representing 0.88% of the population.  

Fraud & cyber: Germany is exposed to threats 
linked to carousal fraud, scams and customs 
fraud. 56% experienced a fraud/scam (any 
type). There were 108,474 cybercrimes  
reported in 2020, a 7.9% increase from 2019. 

Modern Slavery: US Trafficking in Persons: 
Tier 2 country (2020); Global Slavery Index 

(2018): Low incidence of 2 per 1000 and 
government response of “BB.” 

Sanctions & Terrorism: No Sanctions against 
the country. Tier 1 (Highest Threat) PPI Index 
rating with a controls score of 969/1,300. 
Germany is ranked 48/138, & rated “low” at 
3,965/10,000 - 2020 Global Terrorism Index. 

Tax Evasion: The Tax Gap in Germany is 
estimated at more than €20 billion, with some 
estimates much larger. 

Response & Resilience: Germany’s MER was 
published in 2010 with a FUR in 2014. The 4th 
round review is expected next year. Based on a 
2019 IMF FSAP AML/CFT Technical Note, 
Germany has made significant progress in 
aligning its AML/CFT framework with the 
revised FATF standard and with EU AML 
Directives. Germany's spending on law and 
order at 1.6% of GDP is just above the EU 
average of 1.5%, but despite this Germany has 
not been able to seize significant criminal 
sums. Germany is a member The Europol 
Financial Intelligence PPP and has an 
established PPP - the Anti Financial Crime 
Alliance (AFCA).  

Overall Ratings: Germany is rated overall as 
“Low to Moderate” Risk, scoring 63/100 for 
financial crime and money laundering by FCN. 
The trend is currently rated as “Neutral”. 
Threats are rated “Moderate” at 54/100 & 
Responses “Moderate to High” at 72/100.  
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FCN Rating: “Low - Moderate” Risk 
63/100 - trend “Neutral” 



 Section 2 - Country Information - Germany 🇩🇪  

People & Geography: Germany is the most 
populous member state of the EU, with 84 
million people. Germany has 16 constituent 
states and shares borders with Denmark, 
Poland, Czech Republic, Austria, Switzerland, 
France, Luxembourg, Belgium and the 
Netherlands.  Germany’s capital is Berlin and 
Frankfurt is the financial centre. With 39.6 
million tourist arrivals in 2019, Germany was 
ranked as the 9th best tourist destination in the 
world, with visitors rating German culture, 
outdoor activities and countryside as top 
reasons for visiting. Germany counts some 
15.8 million migrants (18.8%)  for 2020. 1

Recent History & Leadership: Germany is a 
key member of the continent's economic, 
political, and defence organisations. The 
decline of the USSR and the end of the Cold 
War allowed for German reunification in 1990. 
Since then, Germany has expended 
considerable funds to bring eastern 
productivity and wages up to western 
standards . Elected in 2005, Angela Merkel  2

remains the chancellor of Germany and is the 
first female chancellor. Merkel is expected to 
leave office later in 2021. 

Economy & Trade: The German economy  is 3

one of the largest in the world, with a GDP of 
$3.860 trillion (2019 est.), and government 
revenues of $1.665 trillion (2017 est). The 
German economy is dominated by services at 
68.6%, industry at 30.7%, and agriculture at 
0.7%, although employment levels are 74.3%, 

24.2% and 1.4% respectively. Exports of cars 
and vehicle parts, packaged medicines, 
aircraft, medical cultures/vaccines, industrial 
machinery go to United States 9%, France 8%, 
China 7%, Netherlands 6%, United Kingdom 
6%, Italy 5%, Poland 5%, Austria 5% (2019). 
Imports of cars and vehicle parts, packaged 
medicines, crude petroleum, refined 
petroleum, medical cultures/vaccines come 
from Netherlands 9%, China 8%, France 7%, 
Belgium 6%, Poland 6%, Italy 6%, Czechia 5%, 
United States 5% (2019). 

Crime: German crime rates have been 
declining overall from the start of the century. 
For example, overall crime rates for 2000 were 
1.25 per 100,000 of the population, whereas 
by 2018 the equivalent rate was 0.95 per 
100,000, after experiencing a spike from 0.83 
in 2015 to 1.17 in 2016 . 4

Finance: The German banking industry 
consists of commercial banks, public sector 
banks, and cooperative banks. Private owned 
commercial banks account for 40% of of total 
assets in the banking system and are involved 
in 88% of German exports. The number of 
banks in Germany has fallen 52% since 1995 
due to consolidation . In Germany , 99% of 5 6

people (over 15) have bank accounts, 53% 
have a credit card, with internet users making 
payments online at 81%. Remittances inbound 
in 2017 were US$17.8 billion (0.5% of GDP  
according to the World Bank. See Section 12 
below for more details. 
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Country Dashboard  
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Section 3 - Country Ratings - 🇩🇪  

Information from leading sources produce 40 plus ratings for Germany, covering both threats and 
responses in fighting financial crime, sanctions, proliferation finance, terrorism & terrorism finance. 

No. Threats  Germany 🇩🇪 No. Responses  Germany 🇩🇪

1 GDP - Economic Size * 
GDP per Capita 

US$3.860 trillion - GDP - 2019) 5th largest 
Advanced Economy 

(US$53,919 per capita - (2019) - 25/181)

1 OECD -  Global Forum *  
on Transparency & Exchange Info for Tax 

Purposes

Largely Compliant (2017)

2 World Economic Forum * 
Security (OC, Terrorism, Homicides, Policing)

80.9 (2019) 
48/141 (60.1/96.8/98.3/68.3

2 Global Slavery Index * 
Country Response Rating 

BB 
(ratings from AAA, AA, A, BBB)

3 World Economic Forum * 
Organised Crime 

60.1 (2019) 
Trend - declining

3 US Dept of State * 
Trafficking in Persons

Tier 2

4 Numbeo Crime Survey 2021 35.42/100 
94/135 (1 being the worst)

4 Proliferation Index - PPI * 
Controls

969/ 1300 
Moderate Controls score 

5 US Inst Health Metrics and Evaluation 2018 
Illegal Drug Dependency / Disorders * 

Number/Share 

590,394(2017) -  +5% since 1990) 
0.88% (2017 - +15% since 1990)

5 Global Cybersecurity Index 
2018

0.849 
22/175

6 Transparency International (TI) Corruption 
Perceptions Index*

80/100 
(9/180 - 2020)

6 World Bank Regulatory Quality * 
from WB Global Governance Indicators 

1.72 (2019) 
10/192 (1 being the best)

7  TRACE 
Bribery Risk Matrix

14/100 
Ranked 8th out of 194

7 TI - Exporting Corruption * 
Enforcement of the OECD Anti-Bribery 

Convention

Amber Rated (2020) 
“Moderate Enforcement”

8 Proliferation Index - PPI 
Threat *

Tier 1 
Highest Threat Level 

8 Freedom House  
Freedom Index (2020)

94/100 
“free” 

9 US Dept of State  
INCSR Vol I & Vol II *

Not included (2021) 9 Heritage Foundation 
Economic Freedom Index (2021)

72.5/100 
“Mostly Free” 29th out of 178

10 US Dept of State 
Country Reports on Terrorism *

Included 
(2019)

10 Basel AML Index  
2020 

4.42/10                                                                                       
107/141 (1 being the worst)

11 Global Slavery Index 
GSI Incidence *

2.0/1,000 
Incidence of human trafficking 

11 FIU Egmont Member Interpol / Europol 
Member

Egmont & Interpol 

12 Global Slavery Index 
No of estimated Modern Day Slaves

167,000 
Estimated numbers of modern day slaves 

12 Asset Confiscations * 
 over 1% of Criminal Proceeds

Estimated below 1% 

13 US Dept of Labor 
Child Labour

Not included 13 Country National Risk Assessment * 
 

2019

14 Global Terrorism Index * 
GTI - Impact 2020

“Low” Impact 
3.965

14 Financial Information Sharing Partnership Own FISP - AFCA and also part of EFIPP - The 
Europol Financial Intelligence Public Private 

Partnership 

15 IOM Migration 15.8 million migrants 
 (18.8% - 2020)

15 Environment Performance Index  
2020

77.2 
(10/180)

16 Illegal Unreported and Unregulated (IUU)  - 
IUU Fishing Index *

1.89/5 
141/152

16 Government Spending on Law & Order * 
Eurostat 2019

1.6% of GDP (2019) 
(0.8% Police, 0.4% Courts, 0.1% Prisons) 

17 EU Listing of Countries for Illegal Fishing No 17 Know Your Country  
Country Money Laundering Index

77.82/100 
27th/245 (1 being the best)

18 US DoS - Wildlife Trafficking * 
Focus / Countries of Concern

Not Included 18 European Union * 
Third Country Grey List

Not Included 

19 EUIPO & OECD Counterfeit Goods * 
Propensity of Exports 

0.132% 
(2016)

19 FATF Standards   
40 Recommendations*

N/A 
Last review completed in 2014

20  UNODC Thefts   
Per 100,000 people *

1,576/100,000 
15/74 (2016)

20 FATF Standards   
11 IO’s on Effectiveness*

N/A 
Last review completed in 2014

21 EU List of None Co operative Jurisdictions 
for Tax purposes 

Not Included 21 FATF Standards     
Core 10 Recommendations *

N/A 
Last review completed in 2014

22 Global Financial Integrity  
Illicit Financial Flows*

Advanced Economy  
No IFF information 

22 FATF Standards     
Core 4 IO’s on Effectiveness *

N/A 
Last review completed in 2014

23 Fund For Peace  
Fragile States Index  

23.20                                                                            
(164/176)

23  FATF Counter - Measures * 
Strategic Deficiencies List

Not Included

* Indicates the information is included in the FCN Country Index 
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https://www.interpol.int/en/Who-we-are/Member-countries
https://www.globalslaveryindex.org/2018/findings/regional-analysis/europe-and-central-asia/
https://www.dol.gov/agencies/ilab
https://www.visionofhumanity.org/wp-content/uploads/2020/11/GTI-2020-web-1.pdf
https://migrationdataportal.org/data?i=stock_abs_&t=2019
https://epi.yale.edu/epi-results/2020/component/epi
https://globalinitiative.net/iuu-fishing-index/
https://ec.europa.eu/eurostat/statistics-explained/index.php/Government_expenditure_on_public_order_and_safety#Expenditure_on_.27public_order_and_safety.27
https://www.knowyourcountry.com/country-ratings-table
https://www.state.gov/2019-end-wildlife-trafficking-report/
https://www.oecd-ilibrary.org/docserver/g2g9f533-en.pdf?expires=1590589653&id=id&accname=guest&checksum=A3665F2B6E50E1C180C9461ECFAEF247
http://www.fatf-gafi.org/publications/mutualevaluations/documents/assessment-ratings.html
https://www.theglobaleconomy.com/rankings/theft/
http://www.fatf-gafi.org/publications/mutualevaluations/documents/assessment-ratings.html
https://www.consilium.europa.eu/en/policies/eu-list-of-non-cooperative-jurisdictions/
http://www.fatf-gafi.org/publications/mutualevaluations/documents/assessment-ratings.html
https://gfintegrity.org/report/trade-related-illicit-financial-flows-in-135-developing-countries-2008-2017/
http://www.fatf-gafi.org/publications/mutualevaluations/documents/assessment-ratings.html
https://www.theglobaleconomy.com/rankings/fragile_state_index/#Italy
http://www.fatf-gafi.org/publications/high-risk-and-other-monitored-jurisdictions/documents/increased-monitoring-february-2020.html


Section 3 Continued - Threats & Responses Rating Scorecard 

The Country Dashboard RAG ratings are established based on the FCN Threats and Responses 
Rating Scorecard - 2021, set out below. 

Threats Responses

No Higher Moderate  Lower No Lower Moderate  Higher

1 >US0.5 trillion >US$100 billion - 0.5 trillion <US$100 billion 1 Non Compliant Partially Compliant Largely Compliant / Compliant

2 <50  >50 - <75 >75 2 “CC” “C” “D” “CCC” “AAA” “AA” “A” “BBB” “BB” “B”

3 <50  >50 - <75 >75 3 Tier 3 Tier 2 & T2 Watchlist Tier 1

4 >60 >40 - 60 <40 4 T3 <360 Controls / 1,300

T2 <426 Controls /1,300

T1 Country <650/1,300 

T3 >360-425 Controls /1,300

T2 >426-650 Controls /1,300


T1 650-975/1,300

T3 >426 Controls / 1,300

T2 >650 Controls /1,300


T1 >975/1,300

5 >1% >0.75% - 1% <0.75% 5 <0.33 >0.33- 0.66 >0.66

6 <40 40 - 59 60 - 100 6 <0 - -2.5 0-1 >1 -2.5

7 >55 38 - 55 <38 7 Little of No Enforcement Limited/Moderate Enforcement Active Enforcement

8 Tier 1 Tier 2 Tier 3 8 <40 Between 40 - 70 >70

9 Included N/A Not Included 9 O - 59.9 Mostly Unfree/
Repressed

60 - 69.9 Moderately Free 70 - 100 MostlyFree/Free

10 Included N/A Not Included 10 >7 6 - 7 <6

11 >5% >2% - 5% <2% 11 No N/A Yes

12 >1 million >50,000 - 1 million <U50,000 12 <1% of est criminal proceeds >1% - 5% of est criminal 
proceeds 

>5% of est criminal proceeds 

13 >10% child labour (4-15 
ages)

>5% - 10% child labour (4-15 
ages)

<5% child labour (4-15 ages) 13 No Yes >3 Years Old Yes <3 Years Old

14 >4 -10 >2 -4/10 0-2/10 14 No N/A Yes

15 >US0.5 trillion >US$100 billion - 0.5 trillion <US$100 billion 15 <40 40 - 60 >60

16 >2.4 2 - 2.4 <2 16 < 1.5% of GDP >1.5% - 2% of GDP over 2% of GDP

17 Yes  Red Card Yes Yellow Card No 17 <50 50-70 >70

18 Focus Countries N/A Not Included 18 Included N/A Not Included

19 >0.3 >0.2 - 0.3 <0.2 19 <50 using FCN Scoring Model Between 50 - 75 using FCN 
Scoring Model 

>75 using FCN Scoring Model 

20 >1,500 >783 - 1,500 <783 20 <50 using FCN Scoring Model Between 50 - 75 using FCN 
Scoring Model 

>75 using FCN Scoring Model 

21 Listed Red Listed Amber Listed Green / Unlisted 21 <50 using FCN Scoring Model Between 50 - 75 using FCN 
Scoring Model 

>75 using FCN Scoring Model 

22 Above 20% of Trade

 (with 36 Advanced 

Economies) OR

1 of 36 Advanced Economies

Between 10 - 20% of Trade 
(with 36 Advanced 

Economies) OR

1 of 36 Advanced Economies

Below 10% of Trade 

(with 36 Advanced Economies) OR


1 of 36 Advanced Economies

22 <50 using FCN Scoring Model Between 50 - 75 using FCN 
Scoring Model 

>75 using FCN Scoring Model 

23 >80 - 120 >60 - 80 <60 23 No N/A Yes

* Indicates the information is included in the FCN Country Index 

  FCN Scoring Model 

Risk Score Risk Rating Risk Score Risk Rating Risk Score Risk Rating Risk Score Risk Rating Risk Score Risk Rating 

1 - 19 
High Threat  

Low Response  
High Risk

20 - 39

High Moderate 

Threat  
Low Moderate 

Response  
Moderate High Risk

40 - 59

Moderate Threat 
Moderate 
Response  

Moderate Risk  
 60 - 79

Low Moderate 
Threat  

Moderate High 
Response


Low Moderate Risk

 80 - 100
Low Threat  

High Response

Low Risk
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Section 4 - Financial Crime News (FCN) Country Ratings - 🇩🇪   

From all the available information collected and results summarised in Section 3 above, more than 
26 ratings have been selected, covering a broad base of threats and responses in fighting financial 
crime, proliferation finance and terrorism & terrorism finance. The results make up the FCN Country 
Threat / Response & Overall Risk scores for Germany. 

 

FCN Final Ratings - Republic of Germany 🇩🇪

Financial Crime News 
Threat Rating 

54/100 
“Moderate” Threat

Financial Crime News 
Financial Crime Rating 

“Low to Moderate” Risk - 63/100 

Financial Crime News 
Response Rating 

72/100 
“Moderate High” Response

Trend  Neutral
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Section 5 - Key Harms Summary - 🇩🇪   

The harms that result from the realised threats 
faced by Germany from crime, ML, 
proliferation finance and terrorism remain 
substantial, and warrant a substantive 
continued response. These harms (see Section 
6 for details) include: 

• 6% of those surveyed in Germany were 
personally affected by corruption in their 
daily lives.  

• 49% of those surveyed thought that the 
giving or taking bribes was believed to be 
most widespread in private companies. 

• Theft rates went from 1,516 per 100,000 
people in 2009 to 1,657 in 2015 before 
dropping down to 1,576 in 2016. 

• Robbery rates have been steadily decreasing 
in Germany from a rate of 59.6 per 100,000 
people in 2010 to 44.2 in 2018. 

• From a low of 477.9 burglary cases in 
Germany per 100,000 population in 2009, 
the burglary rate peaked at 567.2 in 2015, 
and declined to a rate of 392.7 in 2018.  

• In 2008, the kidnapping rate in Germany was 
2.3 cases per 100,000 population. This figure 
rose to 6.3 in 2009, & has remained fairly 
high, before dropping to 5.5 in 2018. 

• In 2008, Germany recorded 1,021 homicides, 
being 0.9 per 100,000 people. The rate 
decreased to 0.8 in 2012, and after peaking 
at 1.2 in 2016, it dropped to 0.9 in 2018 
again. 

• There were 108,474 cybercrimes  reported 
in 2020, a 7.9% increase from 2019. 

• 56% of German customers in the EU 
experienced a fraud/scam (any type). 

• Germany has an estimated 590,394 people 
with illegal drug use disorders (2017), 
representing 0.88% of the population. The 
drug-induced mortality rate among adults 
(aged 15-64 years) is 21 deaths per million 
which is lower than the European average of 
23 deaths per million (2016).  

• In young adults (18-34), penetration 
rates for drugs were cannabis at 
13.3%, MDMA at 1.3%, amphetamines 
at 1.9%, and cocaine at 1.2%, with an 
estimated number of high risk opioid 
users of approximately 160,322 in 
2017. 

• Germany has a low incidence of human 
trafficking, with 2.0 in 1,000, but still this 
gives an estimate of approximately 167,000, 
victims, ranking Germany 39 in Europe and 
Central Asia out of 50 countries assessed. 

• There were 16 terrorism incidents in 
Germany in 2019, recording 3 deaths and 8 
injuries. In 2020 the number of right-wing 
extremist crimes increased sharply including 
11 murders and 13 attempted murders. 

•  The amount estimated for tax fraud and 
evasion was €30.6 billion in 2020. 
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Section 6 - Key Threats Summary - 🇩🇪   

In this Section 6, the most important criminal 
threats are identified based on the best 
available sources are summarised below. 

According to the FATF 2010 Report, €40 to 
€60 billion (approximately US$60–80 billion) in 
proceeds of crime, inclusive of tax evasion, is 
generated annually in Germany. 

The National Risk Assessment was published in 
2019. The NRA advises that the “Medium 
High” threats that Germany is exposed to are 
money laundering, fraud, drug related crime, 
human trafficking and terrorist financing.  

The largest amounts estimated for criminal 
activities (see later in this Section 6 for more 
details) are for: 

• Corruption at up to 1% of GDP or €32 
billion. 

• Drug trafficking at €3.5 billion from heroin 
(€1,193 million), cocaine (€823 million), 
cannabis (€563 million), amphetamines 
(€511 million), ecstasy (€430 million), 

• Illicit tobacco at €1.8 billion, 

• Tax evasion at €30.6 billion (VAT tax gap at 
€22.1 billion - VAT gap attributable to MTIC 
fraud - (€4 billion) & individual tax evasion at 
€8.5 billion), 

• Counterfeit goods at €12 billion, 

• Human trafficking at €3 billion  

• Bank card fraud losses at €92 million 

• Organised crime proceeds at €675 million,  

In aggregate, these amounts add up to €84 
billion or about 2.2% of German GDP. 

The 2015 Illegal Markets in EU report suggests 
an estimate for proceeds generated from 
important illicit markets (drugs, counterfeit 
goods, VAT fraud & organised cargo theft) in 
Germany was €17.645 billion, (0.7% of 
German GDP 2010). This would represent €25 
billion in 2019. 

Nevertheless, based on estimates from FCN 
GTA 2019, global proceeds of criminal activity 
are estimated at US$5.8 trillion , or 6.7% of 7

global GDP based on a bottom up assessment 
of criminal markets, (including 3% of GDP for 
fraud) for 2018. 

A much earlier study from the UNODC 
published in 2011, which concluded core 
financial crime (excluding fraud) estimated 
criminal proceeds at US$2.1 trillion or 2.5% of 
Global GDP. These studies if applied to 
Germany would generate a range of US$95 
billion to US$254 billion, or a middle 
estimate of US$170 billion for core criminal 
proceeds. 

Taking the most conservative figure of US$84 
billion figure, proceeds available for 
laundering can be estimated at US$64 billion, 
and organised crime proceeds are estimated 
at US$39 billion. 
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Section 6 - Key Threats in More Detail - 🇩🇪   

In this Section 6, the most important criminal 
markets, are assessed and summarised. 

6.1 National Risk Assessment (NRA): In 
December 2017, Germany launched its 
analysis for its first National Risk Assessment 
for 2018/2019 as part of its efforts to combat 
money laundering and terrorist financing 
(AML/CFT). A total of 35 federal and land 
authorities were involved in the assessment, 
which was led by the Federal Ministry of 
Finance. The German version (2019 NRA) was 
released in October 2019  and the English 8

translation in February 2020 . The NRA advises 9

that the “Medium High” threats that Germany 
is exposed to are money laundering, fraud, 
drug related crime, human trafficking and 
terrorist financing. “Medium” threats are 
corruption, human smuggling, illegal 
employment, offences under the War 
Weapons Act, and product piracy.  The sectors 
that are affected by money laundering are 
discussed comprehensively and risk ratings are 
assigned to these sectors.  

The NRA rates the money laundering threat as 
“Medium High” (on a scale of high, medium-
high, medium, medium-low and low) due to its 
“high economic attractiveness and the high 
cash intensity and diversity of the economy”.  
The terrorist threat is rated as a “High” 
abstract threat.   The threat of terrorist 
organisations engaging in financing activities 
in Germany has been rated as “Medium-
High”. In relation to the frequency of money 
laundering offences being committed in 

German and the sums involved, a 2016 study 
commissioned by the Federal Ministry of 
Finance estimated the “annual volume of 
money laundering in Germany at €100 
billion”.   

The NRA states that “the majority of money 
laundering predicate offences in Germany took 
place domestically”, and that “predicate 
offences frequently also have links to multiple 
countries”. Undisputedly, “Germany is a highly 
attractive target for internationally operating 
money launderers, notably due to the strength 
of its economy and very high degree of 
political stability”.  

NRA Identified Threats

Predicate offence 2019 NRA

Terrorism High

Money Laundering Medium High

Terrorist financing Medium High

Fraud Medium High

Drug related crime Medium High

Human trafficking Medium High

Corruption Medium

Human smuggling Medium

Illegal employment Medium

Tax offences Medium

Offences under the War Weapons Act Medium

Product piracy Medium

Theft Medium Low

Forgery Medium Low

Counterfeiting money Medium Low

Blackmail Medium Low

Robbery Medium Low

Embezzlement Low

Unlawful appropriation and offences under 
Weapons Act

Low

Handling stolen goods Low
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“Germany’s economy is highly interconnected 
internationally. Germany is also a member of 
the European Single Market and has been a 
world-leading exporter for many years. Both 
the German financial sector and the 
designated non-financial businesses and 
professions (DNFBP) sector are very closely 
integrated into the global economy. The 
National Risk Assessment consequently 
attached great importance to the cross-border 
money laundering threat and assessed it 
between Germany and 33 other countries (or 
territories). Those countries were selected on 
the basis of various criteria. They included, in 
particular:  

• All neighbouring states of Germany; 

• Countries where a relatively large  
number of Germans live;  

• Countries whose nationals live in  
Germany in relatively large numbers; 

• Countries of particular economic  
importance to Germany; and  

• Countries that are frequently mentioned  
internationally in connection with ML/TF.. 

The ML threat for Germany was assessed as 
high risk with regard to the following eleven 
regions/states: Eastern Europe (in particular 
Russia), Turkey, China, Cyprus, Malta, British 
Virgin Islands, Cayman Islands, Bermuda, 
Guernsey, Jersey and Isle of Man”.  See Section 
9 for more details on country risks.  

6.2 Illicit Markets: According to the FATF 
2010 Report, €40 to €60 billion (approximately 

US$60–80 billion) in proceeds of crime, 
inclusive of tax evasion, is generated annually 
in Germany . 10

The 2015 Transcrime Illegal Markets to 
Legitimate Business: The Portfolio of 
Organised Crime in Europe report  (2015 11

Illegal Markets in EU report) suggests that (for 
2010) the main illicit markets in the European 
Union generate around €110 billion each year, 
corresponding  to approximately 1% of the EU 
GDP. Of this, an estimated 25% is generated 
from drug trafficking, 39% from Counterfeit & 
Piracy, & 27% from VAT Fraud (MTIC).  

The estimate for Germany for 2010 was 0.7% 
of GDP at €17.645 million, (0.7% of GDP 
2010), generated from Illicit markets such as 
from heroin (€1,193 million), cocaine (€823 
million), cannabis (€563 million), 
amphetamines (€511 million), ecstasy (€430 
million), illicit tobacco products (€1,805 
million), counterfeiting (€8,198 million), VAT 
gap attributable to MTIC fraud - (€4,090 
million), and organised cargo theft (€32,3 
million). Whilst these figures are based on 
estimates from or around 2010, taking  0.7% of 
GDP would correspond €25 billion in 2019. 

6.3 US INCSR: Germany has not been 
identified as a Major Money Laundering 
country (country of primary concern) in the 
2021 INCSR , or in the previous 4 years. 12

Germany was last included in the 2016 INCSR 
report . Germany has been identified as a 13

chemical and precursor source country from 
2017 to 2021.  
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The 2016 INCSR report  stated that  “While 14

not an offshore financial centre, Germany is 
one of the largest financial centres in Europe. 
Germany is a member of the Eurozone, thus 
making it attractive to organised criminals and 
tax evaders. Many indicators suggest Germany 
is susceptible to money laundering and 
terrorist financing because of its large 
economy, advanced financial institutions, and 
strong international linkages. Although not a 
major drug producing country, Germany 
continues to be a consumer and a major transit 
hub for narcotics. Germany allows the use of 
shell companies, trusts, holdings, and 
foundations that can help obscure the source 
of assets and cash. 

Terrorists have carried out terrorist acts in 
Germany and in other nations after being 
based in Germany. Germany is estimated to 
have a large informal financial sector. Informal 
value transfer systems, such as hawala, are 
reportedly used by immigrant populations 
accustomed to such systems in their home 
countries and among refugees paying for their 
travel to Europe/Germany. There is little official 
data on the scale of this activity. 

Trends in money laundering include a decrease 
in cases involving financial agents, i.e., persons 
who are solicited to make their private accounts 

available for money laundering transactions. 
Digital and cybercrime continue to challenge 
law enforcement. There are increasing cases of 
tax evasion, transnational collusive agreements 
and manipulations, and corruption and money 
laundering involving global financial 
institutions and corporations. Bulk cash 
smuggling by organised crime elements is 
prevalent in Germany, especially illicit drug 
proceeds arriving in Germany from the 
Netherlands. The use of cash transactions is 
high. Free zones exist in Bremerhaven, 
Cuxhaven, and Hamburg. Unfenced inland 
ports are located in Deggendorf and 
Duisburg.”.   

6.4 Security: According to The World 
Economic Forum’s Global Competitiveness 
Index 2019 , under Pillar 1 Institutions, 15

Germany’s rating for “Security” is 80.9.1/100 
ranked 48 out of 141.  

This overall score is made up of scores for 
organised crime at 60.1 (ranked 74/141), 
homicide at 98.3 (rate of 1.0/100,000 people) 
and ranked 33/141, terrorism incidence rate 
96.8/100 (ranked 111/141) & police service 
reliability at 68.3/100 (ranked 41/141).  In all 
cases, higher scores are better. 
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6.5 Corruption: The 2019 NRA reports that 
corruption is considered a “Medium” criminal 
threat to Germany and that “In the area of 
corruption, it can be assumed that there is a 
high number of unreported cases, as 
corruption is not usually reported by those 
affected. Although corruption plays a fairly 
minor role in Germany in terms of the 
frequency of cases, it also tends to entail 
complex investigations, in some instances 
involving an international dimension and 
relatively large monetary amounts”.   

According to Transparency International’s, 
(“TI”) Corruption Perceptions Index 2020 , 16

Germany was ranked 9/179 (1 being the best) , 
with an overall score of 80 out of 100,  above 
the average regional score of 66/100 for 
Western Europe and European Union and the 
same as the previous year’s score. Germany 
has stayed within the range of 79 - 81 for many 
years.  

The GAN Integrity Business Anti-Corruption 
Portal (2020)  provides the view that 17

“Corruption is not a significant obstacle for 
businesses in Germany, and companies are 
unlikely to encounter bribery or other corrupt 
practices. Fraud and corruption risks are most 
prevalent in the construction and public 
procurement sectors. Germany has strong 

institutional and legal anti-corruption 
frameworks. The German Criminal Code 
applies to individuals – not companies – and 
makes it illegal to offer, pay or accept a bribe. 
Companies can be held civilly liable for 
corruption offences committed by their 
representatives under the Act on Regulatory 
Offences, with fines up to EUR 10 million and 
confiscation of all economic advantages 
obtained through bribery. Facilitation payments  
are prohibited, and small-value gifts and 
hospitality may be considered illegal 
depending on the intent, benefit, and 
value. Enforcement of foreign bribery has 
increased significantly in recent years, and a 
large number of prominent German companies 
and individuals from businesses have been 
successfully prosecuted.” 

The 2020 TRACE Bribery Risk Matrix  rates 18

Germany at a “ very low” risk level, ranking it 
8th out of 194 surveyed countries, with an 
overall risk score of 14/100. The TRACE Matrix 
equates Germany along with countries such as 
Switzerland, United Kingdom , and Australia 
that is “typified by stable democracy with 
strong civil society and large, highly developed 
economies”. 
According to a 2018 report which mapped the 
risk of Serious and Organised Crime infiltration 
in European Businesses (OC in EU Report) , 19

“Despite the fact that corruption cases in 
Germany only rarely have links to OCGs, the 
threat posed by the vast amount of criminal 
proceeds accumulated by OCGs, which might 
be used for corruptive purposes, has long been 
recognised”. 
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“Corruption is considered a risk factor for 
criminal infiltration. The underlying assumption 
is that a corrupted environment facilitates the 
infiltration of OC into the legal economy 
because it allows OC to commit further crimes, 
taking advantage of an already unlawful 
situation, and because it allows criminal groups 
to increase their business opportunities (e.g., 
participating in public procurement). Previous 
research has shown that OC has an interest in 
winning public contracts in order to access 
public funds and exercise control over the 
labour market (see, for example, Caneppele, 
2014). A corrupted system of public 
procurement, in which there is a widespread 
and diffuse use of agreements among 
companies participating in tenders, forms a 
social and economic fabric that is particularly 
permeable by OC”.  

“In 2016, the BKA (Federal Criminal Police 
Office - Bundeskriminalamt) recorded 6,502 
investigations into corruption, the main 
business sectors being logistics, construction 
and services. Bribes are paid mostly in cash; in 
most cases, there was involvement by the 
public administration”.  

The public procurement sector is reported to 
be a high risk for contracts below EU 
thresholds, “Among the vulnerabilities 
identified by the authors, we note the large 
amount of money allocated, constituting 
almost a third of total public spending; the lack 
of transparency in contract awarding below EU 
thresholds; the decentralised system and the 
co-existence of different procurement 
regulations in different states.”  

“Corrupt practices in the business sector have 
been a great concern in recent years. In fact, in 
certain economic sectors, for instance in the 
automotive industry, the use of corrupt 
practices is quite widespread among mid-sized 
legitimate businesses”.  The NRA also 
highlights corruption relating to the 
influencing of sports events as a threat.  

According to the NRA, in 2016 there were 
4,292 cases of corruption (according to police 
crime statistics), and €32,963,004 was seized. 

Giving or taking bribes believed to be most 
widespread in private companies at 49% 

 WU Eurobarometer - Corruption 2017 

A 2017 EU Survey  found that: 20

• 3% of those surveyed in Germany stated that 
they had witnessed a case of corruption in 
the last 12 months / EU28 - 5%;  

• Germany - 6% were personally affected by 
corruption in their daily lives / EU28 - 25%  ;  

• Giving or taking bribes was believed to be 
most widespread in the following areas: 

• Private companies (Germany - 49%, EU = 
40%); 

• PEPs (Germany - 44%, EU28 - 53%);  

• Political Parties (Germany - 43%, EU28- 
56%); 

• Officials issuing building permits (Germany 
- 38%, EU - 42%) 

• Officials awarding public tenders (Germany 
- 35%, EU - 43%); and 
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• Banks & FIs (Germany - 30%, EU - 33%). 

According to an EU report  in 2014, it was 21

estimated that corruption costs Europe €120 
billion (US$162 billion), or 1% of the EU’s GDP.  
Translated into Germany, 1% of Germany’s 
GDP would represent approximately US$38 
billion (€32 billion). 

For details on Germany’s implementation of 
commitments made under the United Nations 
Anti Corruption Convention and the OECD 
Anti Bribery Convention, see Section 10.11 
below. 

6.6 Organised Crime: The National Situation 
Report on "Organised Crime" for 2018 
contains information about the current 
situation and developments in the field of 
organised crime (OC) in Germany, drawn up 
by the Bundeskriminalamt (Federal Criminal 
Police Office - BKA) .  The report estimated at 22

€675 million in criminal proceeds, of which 
€72 million was seized, representing 
approximately 10.6%. 

“The most profitable fields of crime for OC 
groups were drug trafficking and smuggling 
with criminal proceeds of roughly €256 million 
and tax / customs offences with criminal 
proceeds of roughly €248 million. These were 
followed by property crime, crime associated 
with the business world and money 
laundering”. 

Criminal proceeds seized came from crime 
against the business world (37.1%), property 
crime (32.1%) & drug trafficking/smuggling 
(17.9%). 

Total losses (2018) were estimated at €691 
million, made up of tax and customs losses - 
59.4%, crime related to business - 19.7%, & 
property crime - 18.5%). 

The number of investigations reported for 
2018 was 535, covering different crime fields 
such as drug trafficking and smuggling 
(37.6%), property crime (17.4%), crime 
associated with business, (10.3%), illegal 
immigration crime (9.9%) & tax & customs 
crime (7.3%). 

Main OC Groups generating proceeds were 
German (€324 million), Italian (€130 million) & 
Turkish (€40 million). 

The OC in EU report concluded that “The most 
striking revelations from our research are the 
transnational dimension of the phenomenon of 
SOC infiltration, which goes beyond German 
and EU borders, the coexistence and overlap of 
traditional OCGs and new forms of liquid 
networked criminality, and the combination of 
old and new methods to transfer money to dis- 
guise its illicit origin (e.g., Hawala, cash and 
offshore companies). Criminal networks consist 
of flexible alliances between professionals 
acting internationally that regulate themselves 
based on market logic rather than violent 
conflicts. Such networks offer expertise and 
illegal services (crime as service). In this 
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context, Germany may play a role as a head- 
quarters for legal persons used by OCGs to 
conceal illegal profits (e.g., import-export firms, 
charities, companies in the real estate sector 
and money-exchange providers)”.  

The 2015 Illegal Markets in EU report states 
that Germany is one of the countries, together 
with Italy, France and the UK, that produces the 
highest revenues from illicit markets, with an 
estimate of €17.645 billion (0.8% of GDP in 
2010). 

Furthermore, this report states that there is 
evidence of OCG investment in Germany 
linked to Cosa Nostra and Camorra OCGs. 
Investment by ‘Ndrangheta OCGs is especially 
located in hotels and restaurants, construction, 
and the wholesale and retail of food in 
Germany. OCGs operating in Germany are 
captured below: 

The OC in EU report also highlights that OC 
groups that traditionally present the greatest 
threats, are most likely Italian OC (IOC), 
Russian-Eurasian OC (REOC) and Outlaw 
Motorcycle Gangs (OMCGs). These groups are 
“able to adapt to technological and social 
developments” and are the “most likely to 
infiltrate the legitimate economy”. “Arab clans” 
are also mentioned and highlighted below:  

6.6.1 Organised Crime - Outlaw Motorcycle 
Gangs (OMCGs): The report highlights a 
growing number of members of OMCGs 
where the numbers of subsidiaries and 
members have tripled in Germany since 2006. 
The main gangs that are active in Germany are 
the Hells Angels Motorcycle Club, the 
Bandidos Motorcycle Club, and the Gremium. 
OMCGs are reported to have a propensity for 
violence and engaging in extortion, “The 
recorded investigations targeting OMCGs 
mainly concerned drug trafficking and 
smuggling (primarily synthetic drugs, cocaine 
and cannabis products) and violent crime 
(extortion and homicide offences)”.  

Although OMCGs are reported to be “strongly 
anchored to their territory, the OMCGs are 
expanding beyond Germany’s borders, in 
particular towards the Netherlands, Austria and 
Switzerland. In the neighbouring countries, 
OMCGs commit property offences, violations 
of the Narcotic Drugs Act, trafficking in human 
beings and serious bodily injuries”.   

OMCGs are considered a risk factor for 
infiltration of the legitimate economy and a 
warning regarding the infiltration of the 

Illicit market OCGs operating in Germany

Drug trafficking
Albanian OCGs, Other Asian OCGs, Motorcycle 

gangs, Turkish OCGs, Dutch OCGs, Ndrangheta, 
North African OCGs, Other Western European OCGs

Trafficking in Human 
Beings

African OCGs, Bulgarian OCGs, Chinese OCGs, 
Other Asian OCGs, Other Eastern European OCGs, 

Russian/Georgian OCGs, Turkish OCGs 

Illicit Trafficking in 
Firearms

Other Italian / Italian not specified OCGs and Turkish 
OCGs

Illicit Trafficking in 
Tobacco Products

African OCGs, Bulgarian OCGs, Chinese OCGs,Other 
Asian OCGs, Other Eastern European OCGs, Russian 

/ Georgian OCGs.

Counterfeiting Camorra

Illegal Gambling Chinese OCGs and Other Easter European OCGs

Extortion racketeering Other Western European OCGs, Russian / Georgian 
OCGs and Turkish OCGs

Fraud

African OCGs, Balkan OCGs, Chinese OCGs, Dutch 
OCGs, Other Asian OCGs, Other Eastern European 

OCGs, Other Italian / Italian not specified OCGs, 
Other Western European OCGs, Russian / Georgian 

OCGs, and Turkish OCGs 

Organised property 
crime

Other Eastern European OCGs (theft of medicines, car 
theft, burglaries, and art theft)

Source: https://www.transcrime.it/wp-content/uploads/2015/11/Project-ARIEL_Final-report.pdf
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security services sector has already been 
sounded. An example of how OMCG 
members operate  included how “they set up 
private security companies in the name of straw 
men and, using extortion and other violent 
methods, they impose their security services on 
club and restaurant owners. In addition, they 
arrange agreements with other security 
companies in order to restrict competition in 
public or private bids”. The report further 
highlights tattoo studios are being targeted by 
OMCGs for control.    

6.6.2 Organised Crime - Italian OCGs  
(Camorra, Cosa Nostra and ’Ndrangheta: 
The Camorra, Cosa Nostra, and ’Ndrangheta 
members are considered a risk factor in   
Germany because of their ability to infiltrate 
the legal economy. Investigations revealed that 
“their main activities are linked to cocaine 
trafficking and smuggling, money laundering, 
currency counterfeiting, extortion and property 
crimes connected to motor vehicles”. Examples 
from investigations conducted in the areas of 
Rottwell in Germany and Palermo in Italy, 
revealed the “existence of front businesses in 
Germany used by offenders linked to Cosa 
Nostra to conceal the trafficking of cocaine and 
hashish and the laundering of the proceeds of 
crime. Specifically, the two main suspects 
arrested owned restaurants, clothes shops and 
companies trading in slot machines in 
Germany”. In a second investigation, persons 
suspected of belonging to the Farao-Marincola 
’Ndrangheta clan in Baden-Württemberg, 
Bayern and Hessen und Nordrhein-Westfalen. 
were arrested in Italy as part of the same 

operation. “The OCG were allegedly illegally 
forcing the purchase of products like fish, wine 
and pastries on Italian food and wine 
businesses. The OCG was then investing the ill-
gotten gains in northern Italy and in Germany”.   

6.6.3 Organised Crime - Russian-Eurasian 
OC (REOC): Members of the this OCG 
“consider themselves members of an ethnic 
group of one of the post-Soviet states due to 
their culture, history, language, traditions or 
ancestors.  Recently, REOC groups have been 
infiltrating the legitimate economy in Germany, 
causing estimated damages of about one 
billion euro”. High-value fraud was allegedly 
committed by this group through document 
forgery and false accounting in the field of 
healthcare services.   

6.6.4 Organised Crime - Arab clans: These 
OCGs “are primarily active in Berlin, North 
Rhine-Westphalia, Bremen and Lower Saxony. 
They are known as ‘large Arab families’ or 
‘Kurdish-Lebanese clans’ or ‘Mhallamiye-
Kurdish’, because their members belong to the 
migration flow that stemmed from South-
Eastern Turkey and then moved to Beirut in the 
early 1900s. Most of them arrived in Germany 
from Lebanon in the 1980s after the Lebanese 
civil war. According to experts, failure to 
integrate into German society is one of the 
reasons behind the development of criminal 
structures around strong traditional family ties”.   

These OCGs are reported to be active in drug 
trafficking, money laundering extortion, 
burglary, fraud, violent crimes, and attempts to 
infiltrate public institutions. “An emerging field 
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of criminal activity is the facilitation of illegal 
immigration, in which these OCGs exploit 
asylum seekers by offering false visas and travel 
documents for high prices. The allegations of 
clan members having infiltrated the Berlin 
police and other sectors of the criminal justice 
system reported by the media in 2017 
triggered a controversy among politicians and 
representatives of law enforcement agencies”.  

The report advises that “Arab clans have been 
using corporate structures to launder the 
proceeds of criminal activities in cooperation 
with other OCGs” and found that the vast 
majority of legal persons involved are limited 
liability companies, and that the most popular 
businesses sectors are wholesale and retail 
trade, transportation and storage, construction 
and real estate. “Geographical distribution of 
the involved entities shows that Germany is 
headquarters for more than 50% of the 
businesses, while among the other countries, 
some secrecy and offshore jurisdictions appear 
(e.g., the British Virgin Islands)”.  

One OCG that has been in the media 
headlines is the “Remmo” gang / clan that are 
believed to be “behind some of the most 
spectacular criminal raids of modern times in 
Germany”.  

It has been reported  that “clan members 23

maintain close ties with supporters in Turkey 
and Lebanon, where the clan was originally 
based before fleeing war for Germany in the 
1970s”. Priceless diamonds, brooches, rubies, 
emeralds, sapphires and a jewel-encrusted 

sabre valued at €1 billion were allegedly stolen 
from Dresden’s Green Vault museum in 2019.  

The gang was also allegedly involved in the 
theft of a 100-kilogram Canadian gold coin 
called the Big Maple Leaf from Bode Museum 
in Berlin in 2017 and raiding safety boxes at a 
Sparkasse bank branch in the Berlin district of 
Mariendorf .   “The Remmo clan, one of the 24

best-known criminal families in Germany, has a 
history of spectacular heists that hit the 
headlines and drew the attention of the 
authorities. In 2017, prosecutors linked the 
gang to about 1,000 crimes. The clan has up to 
1,000 members, drawn from 13 families, that 
are spread around Germany”.  

“German media reports suggest the Remmos 
first came to prominence after being linked to 
the murder of a restaurateur in 1992, but have 
since been connected to brazen crimes that 
have embarrassed officials at some of the 
country’s best-known institutions”. It is thought 
that the money derived from these heists are 
used to purchase property. Dozens of 
properties have been seized by the state 
including in Alt-Buckow. The head of the clan 
claims that his wealth is derived from 
construction and restaurants.  

6.7 Drug Trafficking: According to the 2019 
NRA, drug trafficking is considered a “Medium 
High" threat to Germany.  “Illegal drug 
trafficking plays a central role in the form of OC 
referred to as ‘clan crime’. It should be pointed 
out here that it is not the case that members of 
what are called family clans can generally be 
presumed to be criminal; instead, it is a matter 
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of some parts of such groups committing or 
having committed criminal offences. This 
mainly relates to international trafficking in 
cocaine and cannabis. Members of such OC 
structures are involved to varying degrees 
across the entire ‘supply chain’. Direct links with 
South American production locations can be 
identified as well as diverse involvement in 
financing, transporting or distributing drugs at 
central level. Alongside conventional 
investment in real estate , businesses typical of 
the milieu such as shisha bars that form part of 
a predominately urban event culture offer 
considerable potential for money laundering 
activities. Similarly to shisha bars, gambling 
and betting establishments controlled by such 
clan structures also offer a means of laundering 
criminally derived money into the legal 
economy and are thus an integral part of such 
money laundering activities. They additionally 
provide a base for preparing, arranging and 

committing criminal offences”.  

According to the 2020 OSAC Report , “Illegal 25

drugs, particularly cocaine, heroin, ecstasy, and 
marijuana, remain widely available in Germany. 
The illegal sale and distribution of these and 
other drugs often occur near major train 
stations, public parks, and nightclubs”. 

The European Monitoring Centre for Drugs 
and Drug Addiction in 2019 reported  26

(EMCDDA 2019 Report) that “Indoor and 
outdoor cannabis cultivation sites have been 
dismantled in Germany, with a small increase in 
the total number of cannabis plants seized in 
2017. Cannabis products of various origins are 
trafficked through the country and account for 

the majority of seizures. Herbal cannabis seized 
in Germany mostly originates from Albania, but 
also from the Netherlands or Spain, although 
some may be seized in transit to other markets, 
such as Switzerland, Italy or the United 
Kingdom. Cannabis resin primarily originates 
from Morocco and is imported via the 
Netherlands and, to a lesser degree, Spain, and 
is usually in transit to other EU countries. 

The synthetic drugs market, which is partly 
supplied by local production, is complex. The 
methamphetamine market has experienced an 
expansion in the eastern regions of the country 
in recent years. The number of laboratories 
reported to be dismantled decreased from 15 
in 2016 to 14 in 2017. The Netherlands and 
Czechia remain the main producing countries 
for amphetamine and methamphetamine on 
the German market. The Netherlands is also the 
main supplier of MDMA/ecstasy that is seized 
in Germany, and the most recent data indicate 
a drop in the number of tablets seized in 2017. 
There are signs that Germany is being used as 
a transit country for MDMA trafficked to non-
European destinations, such as the US. 

Heroin seized in Germany usually originates 
from Afghanistan, Pakistan or Iran. Qualitative 
data suggest that, in 2017, the largest 
quantities of heroin were imported from Iran 
and, to a lesser extent, Turkey and the 
Netherlands. The total quantity of heroin seized 
decreased slightly in 2017. 

Cocaine seized in Germany is usually imported 
from South America and enters Germany 
through other European countries. Seizures of 
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cocaine increased more than threefold 
compared with previous years”. 

Estimated 590,394 people with illegal drug 
use disorders (0.88%).                                   

TBC  

In young adults (18-34), penetration rates for 
drugs were cannabis at 13.3%, MDMA at 
1.3%, amphetamines at 1.9%, and cocaine at 
1.2%, with an estimated number of high risk 
opioid users of approximately 160,322 in 
2017 . 27

According to Our World in Data, Germany has 
an estimated 590,394 people  with illegal 28

drug use disorders (2017), representing 0.88% 
of the population. 

The drug-induced mortality rate among adults 
(aged 15-64 years) is 21 deaths per million 
which is much lower than the European 
average of 23 deaths per million (2016) . 29

The EU 2019 Drug Markets Report highlights 
the following additional alternate crime nexus 
and methods in relation to drug trafficking:  

6.7.1 Drug Trafficking - Human Trafficking: 
“A recent analysis focusing on the Balkans, a 
key crossroads for crime, illustrates the links 
between drugs and human trafficking that arise 
when both activities are carried out by the 
same OCGs. The area reportedly has a history 
of conflict and associated instability, and is 
“situated on the main heroin-trafficking route 
from Afghanistan to Europe, the Balkan route”. 
This is a “transit corridor and destination region 
for trafficked individuals. Among the OCGs 

active in this area, Albanian-speaking groups 
are prominent”.  

“OCGs exploit vulnerable victims, in most cases 
male irregular migrants, to work at indoor 
cultivation sites. The victims are typically kept at 
the cultivation site, often in very poor 
conditions, to look after the cannabis plants. 
The victims are often held in debt bondage and 
forced to pay off debts of thousands of euros 
incurred for facilitation services in the context 
of irregular migration. EU nationals are also 
exploited at cannabis cultivation sites with little 
or no pay. Some OCGs rely on teams 
composed of victims of trafficking in human 
beings to harvest large- scale cultivation sites”. 
Vietnamese, Chinese and Albanian OCGs 
appear prominent in this regard.  

“OCGs exploit victims of trafficking as drug 
couriers on commercial flights, buses or trains 
travelling both to and within the EU. In most 
cases these victims are female. Victims 
exploited as drug couriers are both EU and 
non-EU nationals. Victims originating from West 
Africa, particularly Nigerian nationals, and 
North Africa are most frequently encountered”. 
See Section 6.9 for Human Trafficking. 

6.7.2 Drug Trafficking - Terrorism: 
Throughout Europe there is evidence of some 
merging of criminal, including drug-related, 
and jihadist social networks, environments and 
milieus, with many jihadists and foreign fighters 
having a criminal past. For example, in 
Germany, two thirds of the country’s 778 
foreign fighters who went to Syria and Iraq 
were known to the police prior to their 
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departure (BKA et al., 2016), and in France over 
40% of jihadists convicted between 2004 and 
2017 had criminal records”. In 2017, a nexus 
was identified to drug markets in a case in 
Germany where “guns, ammunition and illicit 
drugs were seized at a paramilitary training 
camp for far-right extremists”. See Section 6.11 
for Arms Trafficking.  

In a counter-money laundering operation in 
2016, “law enforcement and judicial authorities 
from France, the US, Germany, Belgium, Italy, 
the Netherlands and Spain, supported by 
Europol and the EU Judicial Cooperation Unit 
(Eurojust), took action against a prominent 
OCG responsible for the laundering of profits 
from cocaine sales throughout Europe. The 
OCG’s modus operandi involved the use of 
cash couriers travelling across Europe by car to 
collect the proceeds of crime, followed by the 
purchase of expensive cars, luxury watches and 
jewellery. These high-value goods were then 
exported to Lebanon, where they were sold 
and the proceeds placed into the financial 
system for onward transfer to cartels in South 
America. Financial investigations revealed 
that in 2014 alone the group spent EUR 26 
million in cash to purchase luxury watches, 
without triggering any suspicious activity 
reports. The sums involved in 2015 are thought 
to have been even higher, by which time the 
group was laundering an estimated EUR 1 
million per week. The targeted OCG was 
mainly composed of Lebanese nationals also 
suspected of being involved in financing 
terrorism through Hezbollah’s ‘military wing’.” 
See Section 8 for more on Terrorism.  

6.7.3 Drug Trafficking - Use of the Darknet: 
According to the EU 2019 Drug Markets 
Report , “The increasing trend for shopping 30

online in Europe is associated with an increase 
in parcel deliveries, which are predicted to 
increase by 69 % between 2017 and 2021 
(Graham, 2017). This increase in delivery 
volumes makes systematic controls of all 
parcels challenging. This presents an 
opportunity for drug traffickers to expand their 
use of this medium for delivering drugs too.  

“Dutch-based OCGs send postal packages and 
parcels from Belgium, France, Germany or the 
Netherlands to customers worldwide. For 
example, a Europe-based darknet drug- 
trafficking organisation called 
ItalianMafiaBrussels was dismantled in a joint 
US-European enforcement action in which two 
members of the organisation were extradited 
from Romania to the US on charges of money 
laundering and MDMA trafficking, primarily to 
US and Canadian customers through the now 
defunct markets Silk Road and Silk Road 2.0, 
using regular postal services to send the drugs 
from Belgium to the US. Germany, as well as 
Belgium, is increasingly used as a transit hub 
for the trafficking of amphetamine and MDMA, 
NPS, cocaine or cannabis using post and parcel 
services (Case study 16). Large EU parcel hubs 
are located in Germany (Frankfurt and Leipzig) 
and Belgium (Liège). The amount of ecstasy 
and amphetamine found in the post more than 
tripled from 137 kg in 2016 to 460 kg in 2018, 
according to information from customs 
authorities in the Netherlands — and these 
numbers are regarded as a small fraction of the 
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bigger picture (Boffey, 2019a). Intermediaries 
in Germany appear to be frequently used for 
the dispatch by mail of illicit drugs produced in 
the Netherlands and purchased on the darknet. 
Since August 2016, about 8 500 postal items 
containing illicit drugs have been identified at 
international airports across Germany, 
amounting to a total of 404 kg of illicit drugs 
(287 kg amphetamine and 111 kg MDMA, as 
well as cocaine and cannabis) and 307 250 
MDMA/ecstasy tablets.   

In relation to the case study mentioned above,  
additional details provided by Europol include 
“National investigations into an OCG 
composed of 13 members, including some of 
Afghan and Dutch origin, began in September 
2018. The suspects in the Netherlands 
prepared parcels or envelopes with drugs, 
which were mailed to Germany. The 
perpetrators in Germany used various 
mailboxes and post offices to ship the 
packages on to recipients around the world. 
The orders were made online through the 
darknet, using cryptocurrency, such as bitcoin 
and paysafecards. Members of the OCG were 
also suspected of being involved in money-
laundering activities related to their profits. 
Amphetamines, MDMA, cocaine and heroin, 
with a total street value of more than 
€400,000, were seized. Ten private residences 
and business premises were searched at the 
German-Dutch border. Large amounts of 
drugs, including 40 kg of amphetamine and 1 
kg of ecstasy tablets, as well as mobile phones, 
computers, documents and €10,000 in cash, 

were seized. Twelve suspects were arrested, 
four under European Arrest Warrants.”  

A comparison of sales of drugs originating 
from the EU with those originating from other 
countries showed that EU countries 
represented roughly 44% of global drug 
revenue, and 37 % of the weight sold between 
2017 and 2018. The data collected showed 
that the vast majority of sales originating from 
the Europe where the top three are from the 
United Kingdom (€28.2 million), Germany 
(€18.8 million), and the Netherlands (€10.3 
million) in total sales. In these three countries, 
“the highest revenue-generating substances 
were cannabis, cocaine and other stimulants. 
Vendors in the Netherlands generated a 
significantly lower proportion of their revenue 
from cannabis than those in Germany or the 
United Kingdom. The general trends observed 
with respect to financial revenue also apply to 
the quantities of drugs traded by European 
darknet vendors: Germany (3 153 kg overall), 
the United Kingdom (2 825 kg overall) and the 
Netherlands (1 174 kg overall) dominate the 
ecosystem. In all other countries together, the 
total weight of products shipped was less than 
1 tonne (1 000 kg)”. 

The 2021 US INCSR Volume I Report  advises 31

that Germany has been identified to be major 
source of precursor or essential chemicals 
used in the production of illicit narcotics. 
“Germany is a leading manufacturer of legal 
pharmaceuticals and chemicals. According to 
the most recent available data from 2019, 
Germany remains one of the largest global 
exporters of ephedrine (45 metric tons) and 

Germany  - Threat Assessment - 2021 Page  of 24 102



pseudoephedrine (277.9 metric tons). 
Germany has a strict regulatory framework in 
place to prevent diversion of these chemicals 
for illicit use”. Despite being one of the top five 
exporters of ephedrine in 2019, Germany’s 
ephedrine “exports decreased from 32,910 kg 
in 2018 to 6,897 kg in 2019, a 79.042 percent 
decrease.” Pseudoephedrine exports from 
Germany decreased from 299,676 kg in 2018 
to 277,859 kg in 2019, a 7.70 percent 
decrease. The reason for these decreases is 
not known.  

In 2016, according to the EU 2019 Drug 
Markets Report , Germany reportedly seized or 
stopped shipments of only small amounts of 
acetic anhydride. Acetic anhydride is a key 
precursor for processing morphine into heroin 
and is subject to international control. In 2007 
and 2015, small scale Fentanyl laboratories in 
Germany  were dismantled.  

“Germany is a source of precursor chemicals 
for South American cocaine processors, and a 
 transshipment point for and consumer of 
Southwest Asian heroin, Latin American 
cocaine, and European-produced synthetic 
drugs”, according to the 2020 OSAC Report. 

6.8 Extortion: According to a Transcrime 
Study on Extortion Racketeering - the Need for 
an Instrument to Combat Activities of 
Organised Crime (2008)  report, “extortion 32

racketeering has a medium perceived harm 
impact if compared with other crimes (such as, 
for example, corruption or counterfeiting and 
product piracy)”, and found that in Germany 
“Extortion racketeering is carried out by both 

national and foreign criminal groups. In the 
latter case, Turkish OC groups (16.1%) as well 
as Russian and Vietnamese groups (9.7% each) 
play a major role” (Bundeskriminalamt, 2008: 
82-92) in the extortion market. 

The markets most affected by extortion 
racketeering practices are reported to be the 
entertainment sector (bars, cafés, and clubs).  

In the more recent 2015 Illegal Markets in EU 
report, OCGs involved in extortion 
racketeering include Other Western European 
OCGs, Russian/Georgian OCGs and Turkish 
OCGs. Local gangs in extortion racketeering 
were found in Germany, with ‘Ndrangheta also 
active. 

According to the 2019 NRA, blackmail is 
discussed in relation to protection 
racketeering and is rated as “Medium-Low” 
threat. “With regard to blackmail, it should be 
noted that this has a certain significance as a 
money laundering predicate offence when 
committed in connection with OC, for example 
in the area of protection racketeering. 
Payments here are very frequently made in 
cash. The number of unreported cases is 
estimated to be very large as many victims of 
protection rackets are unlikely to report the 
offence for fear of reprisals. However, the great 
majority of prosecuted cases in Germany are 
for blackmail involving the use or threat of 
force, which tends to have less money 
laundering significance”.  Furthermore, “Italian 
OC is also known to have been active in 
protection racketeering in Germany. The 
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resulting incriminated funds were laundered 
both in Germany and in Italy”.  

6.9 Human Trafficking: The 2019 NRA has 
identified human trafficking as a “Medium 
High” threat to Germany. According to the 
2019 NRA, “Human trafficking is a further 
offence that is frequently characterised by OC 
structures (as with forced prostitution and 
temporary employment in the construction 
sector). Although the number of investigation 
proceedings is relatively small, they are 
frequently highly complex, wide-ranging 
investigations. Witnesses are very frequently 
from abroad and almost impossible to reach at 
the time of the main hearing. Human 
trafficking, too, can be assumed to generate 
considerable sums in the form of illegal assets. 
Given the good economic situation in 
Germany, it is expected that ‘illegal workers’ 
will continue to be in demand in various 
sectors. In light of the above, this predicate 
offence is expected to gain in importance over 
the long term”.   

Tier 2 Country 
 US Trafficking in Persons - 2020 

Germany has been categorised as a Tier 2 
country in the 2019  and 2020  US Trafficking 33 34

in Persons Reports dropping from Tier 1 from 
2016  to 2018 . Tier 2 status is assigned to 35 36

countries whose governments do not fully 
meet the TVPA’s minimum standards but are 
making significant efforts to bring themselves 
into compliance with those standards.  

“Human traffickers exploit domestic and 
foreign victims in Germany. Most identified sex 
trafficking victims in Germany are EU citizens, 
primarily German citizens, Bulgarians, and 
Romanians (of which a significant percentage 
are ethnic Roma). Victims also come from most 
other regions of the world, particularly China, 
Nigeria, and other parts of Africa. Family 
members in organised groups force victims 
into trafficking situations, and reports estimate 
around 11 percent of sex trafficking victims are 
recruited by trusted family members. Similarly, 
Roma families sometimes force their children, 
both male and female, into commercial sex on 
the streets. Authorities continue to report the 
prevalence of young male traffickers, known as 
“lover boys,” coercing girls and women into sex 
trafficking, often through a sham romantic 
relationship. Traffickers continue to target 
migrants and refugees upon arrival. Traffickers 
continue to fraudulently recruit and later coerce 
Nigerian women and girls to stay in exploitative 
situations using a “voodoo oath” they are 
forced to swear. Some NGOs report that the 
number of sex trafficking victims increased 
following the implementation of the 2016 
prostitution law. The Nigerian and European 
mafias increasingly cooperate to facilitate 
human trafficking from Africa. Several foreign 
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governments continue to report German 
citizens engage in sex tourism abroad. Labor 
trafficking victims are predominantly male and 
European, including from North Macedonia, 
Latvia, Ukraine, Bulgaria, Poland, and Romania, 
but also Afghanistan, Pakistan, and Vietnam. 
Traffickers exploit victims of forced labor 
primarily at construction sites, but also in 
hotels, meat-processing plants, seasonal 
industries, and restaurants, and as caregivers in 
private homes, with reported increases in the 
number of child victims. Traffickers subject 
Roma and foreign unaccompanied minors to 
sex trafficking, forced begging, and other 
coerced criminal behaviour.” 

The 2021 US Trafficking in Persons Report  37

updates the situation in Germany: “The 
pandemic exacerbated vulnerabilities for 
trafficking victims, including increased isolation 
of migrant and seasonal workers as well as sex 
trafficking victims, which complicated detection 
by officials and NGOs. Sex traffickers 
increasingly use online platforms to recruit, 
exploit victims, and book apartment rentals to 
make their illicit operations difficult to track, in 
part because of the pandemic”. 

According to the Global Slavery Index  2018 , 38

Germany has a low incidence of human 
trafficking, with 2.0 in 1,000, estimating victims 
at approximately 167,000, ranking Germany 39 
in Europe and Central Asia out of 50 countries 
assessed. GSI gives Germany a government 
response of “BB” which is also the regional 
average.   

HT incidence of 2.0 in 1,000 / 167,000 
victims   

 Global Slavery Index - 2018 

According to the International Labor 
Organisation  in 2015 annual profits for 39

victims varied based on the form of 
exploitation involved, with the most profitable 
being sexual exploitation at US$21,800 per 
victim. These estimates will be higher in 
advanced and more prosperous economies.  
Based on 167,000 sexually exploited victims, 
estimated proceeds of US$3.6 billion (€3 
billion) could be generated.  

The 2015 Illegal Markets in EU states that 
Germany - together with France Italy, Spain 
and the UK - is one of the main destination 
countries for trafficked persons.  

According to the UNODC Global Report on 
Trafficking in Persons 2020 , Germany is 40

included in the regional overview for Western 
and Southern Europe. The report summarises 
the developments relating to analysis 
conducted on the year 2018 as follows: 

• “Most detected victims are adult women, 
but men and boys are being increasingly 
detected; 

• Sexual exploitation remains the most 
detected form of trafficking, however, 
trafficking for forced labour and trafficking 
for other purposes, mainly for criminal 
activity and exploitative begging, are being 
increasingly detected; 

• Convicted traffickers are mainly adult men. 
The majority are comprised of citizens of 
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the country of conviction. However, a large 
share of persons convicted for trafficking in 
persons is made up of foreigners; 

• Most detected victims are foreigners. 
Central and South-Eastern European 
victims are less commonly detected when 
compared to the past. Victims from Sub-
Saharan Africa remain a significant share of 
the victims detected in this subregion; and 

• Countries in this subregion are increasingly 
detecting their own nationals as victims of 
trafficking”.  

According to German Government's Annual 
Report on Human Trafficking 2020 ,  “Human 41

trafficking for sexual exploitation, including 
exploitation of prostitutes and pimping, has 
essentially been characterised for years in 
Germany by forced prostitution of primarily 
(East-) European victims, who worked as 
prostitutes in bars, brothels and flats.” In 2019, 
“there was a clear decrease in the number of 
investigations into human trafficking for the 
purpose of sexual exploitation”, with German 
police authorities concluding a total of 287 
investigations, down from 356 in the previous 
year, a clear decrease of 19.4%. In 2019, a total 
of 427 victims were identified compared to 
430 the previous year. This is likely to be 
exasperated by, “the increasing trend to 
arrange sexual services through the Internet 
and social media” which, “poses major 
challenges to law enforcement authorities in 
various cases when it comes to the 
identification of perpetrators and victims.” 

Almost all victims were female (405 victims). 
Most  of the identified victims were German 
nationals (95 victims), followed by Thai (90 
victims) and Romanian (72 victims) nationals, 
Bulgarian (40 victims), Hungarian (31 victims) 
Nigerian (16 victims) & Chinese (11 victims). 
With regard to their continents of origin, 
almost two thirds of the victims came from 
Europe, about every fourth victim from Asia 
and every tenth victim from Africa. 

For labour exploitation in 2019, the police 
concluded a total of just 14 investigations 
compared to 21 investigations in the previous 
year. 

A total of 43 victims were identified in the 
context of the 14 investigations conducted for 
labour exploitation compared to 63 victims in 
the previous year, with Ukrainian nationals 
ranked first in the statistics of victims (13 
victims). The victims were primarily exploited in 
the construction sector (12), private 
households (19), catering sector, agriculture, 
medical care business, cleaning business (6), 
courier drivers / parcel delivery services (4), & 
fairground store owners (2). In cases of this 
kind, the difficult economic situation and/or 
the helplessness of foreign workers, who lack 
language skills and knowledge of the laws in 
their destination country, is taken advantage of 
in order to let the victims work under 
dangerous conditions, to pay them far less 
than the minimum wage or to accommodate 
them in inhumane conditions. Of the 14 
investigations conducted for labour 
exploitation a total of 22 suspects were 
identified, with 30 suspects in the previous 
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year. Among them were 19 male and 3 female 
suspects, 50 % of all suspects were German 
nationals (11 suspects) & 2 Polish and 2 Turkish 
nationals. 

As in the previous year, the suspects identified 
in the year under review mostly acted as 
employers and/or exploiters. In the course of 
investigations, however, further persons 
behind the scene, such as recruiters, persons 
providing accommodation and persons 
procuring documents, were identified. The 
suspects' age showed a wide range of 20 to 75 
years. Their average age was 45 years. 

6.10 People Smuggling: According to the 
2019 NRA, human smuggling is considered to 
be a “Medium” money laundering risk. 
“Human smuggling has gained strongly in 
importance in recent years. ..Human smuggling 
structures have become more professional 
overall in recent years, which can doubtless be 
explained by increased pressure from state 

investigation and prosecution activity. There is 
also expected to be a large number of 
unreported cases as there is normally no 
injured party to report them. In light of the 
general security situation, the attendant 
refugee flows and the growing professionalism 
of human smuggling structures, this offence 
can be expected to continue to gain in 
importance”.  

Illegal employment does not currently 
constitute a money laundering predicate 
offence in Germany.  

According to 2016 Europol Report , “Europe 42

has seen an unprecedented increase in the 
number of irregular migrants arriving in the 
European Union since 2014. The scale of these 
migratory flows reached previously unseen 
heights in 2015. This trend of exponentially 
increasing numbers of migrants arriving in the 
EU is set to continue in 2016. In 2015, more 
than one million migrants reached the EU. This 
development has had a profound impact on 
Europe’s criminal landscape. Criminal networks 
have quickly adapted to this development and 
substantially increased their involvement in 
migrant smuggling. More than 90% of the 
migrants travelling to the EU used facilitation 
services. In most cases, these services were 
offered and provided by criminal groups. A 
large number of criminal networks as well as 
individual criminal entrepreneurs now generate 
substantial profits from migrant smuggling. 

Criminal networks exploit the desperation and 
vulnerability of migrants. They offer a broad 
range of facilitation services such as the 
provision of transportation, accommodation 
and fraudulent documents at excessively high 
prices. In many cases, irregular migrants are 
forced to pay for these services by means of 
illegal labour. The scale of this exploitation is 
set to further increase in 2016. 

In 2015 alone, criminal networks involved in 
migrant smuggling are estimated to have had a 
turnover of between EUR 3 - 6 billion. This 
turnover is set to double or triple if the scale of 
the current migration crisis persists in the 
upcoming year. 
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Migrant smuggling to and within the EU is a 
highly attractive business for criminal networks 
and has grown significantly in 2015. As the 
fastest growing criminal market in Europe and 
other regions, this trend is set to continue in 
2016.” 

“Irregular migrants travelling to the EU 
primarily originate from Syria, Pakistan, 
Afghanistan, Iraq as well as from Senegal, 
Somalia, Niger, Morocco and other African 
countries. In addition to these nationalities, 
there is also a continuous flow of irregular 
migrants from Asian countries such as India, 
Bangladesh, China, and Vietnam, albeit to a 
lesser extent. Within the EU, the preferred 
destination countries of these migrants are 
Germany, Sweden and the United Kingdom”.  

According to the OC in EU report, based on a 
case study, document forgery was used in 
different phases of the process of smuggling 
and irregular employment of immigrant 
workers in Germany. “Based on falsified 
invitation letters, tourists’ Schengen visas were 
first issued by the German Embassy in the 
country of origin. Once the migrants arrived in 
Germany, those temporary visas were 
converted into permanent residence permits 
through forged marriage certificates or family 
reunifications with European nationals 
‘recruited’ during the commercial activities of 
the businesses involved. Counterfeit identity 
cards, university degrees and language 
certificates were provided by two professionals 
residing in Italy. The migrants were exploited as 
irregular workers in small businesses across 
Germany”.  

According to the 2020 Trafficking in Persons 
Report , “The government did not effectively 43

regulate labor recruiters and did not hold any 
civilly or criminally liable for fraudulent 
recruiting during the reporting period, though 
several investigations were ongoing. The law 
allowed German labor recruiters to charge 
workers recruitment fees, which increased 
vulnerability to labor trafficking. Private labor 
recruiters did not require a license to operate. 
During the reporting period, NGOs expressed 
concern regarding the labor recruitment 
process, and there were reports of Polish 
companies forging immigration documents, 
paying below minimum wage, charging 
exorbitant housing fees, and threatening 
retaliation and reporting of illegal immigration 
status if workers complained”. Additionally, 
“The government did not make efforts to 
reduce the demand for commercial sex acts”.  

Berlin, Frankfurt, Hamburg, Munich ad 
Passau main criminal hotspots for intra-EU 

migrant movements 
Europol - Migrant Smuggling in the EU 2016 

According to Europol Migrant Smuggling in 
the EU report in 2016 , EU destined migrants 44

usually take one of a number of routes into the 
EU entering via its Southern or Eastern 
borders, but then in most cases, secondary 
movements take migrants to destinations, such 
as the United Kingdom, Germany, France, 
Belgium, The Netherlands, Denmark, and 
Sweden. “In and outside the EU, more than 230 
locations where illegal facilitation or migrant 
smuggling take place have been identified. The 
main criminal hotspots for migrant smuggling 
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outside the EU are Amman, Algiers, Beirut, 
Benghazi, Cairo, Casablanca, Istanbul, Izmir, 
Misrata, Oran, and Tripoli. The main criminal 
hotspots for intra-EU movements include 
Athens, Berlin, Budapest, Calais, Copenhagen, 
Frankfurt, Hamburg, Hoek van Holland, 
London, Madrid, Milan, Munich, Paris, Passau, 
Rome, Stockholm, Tornio, Thessaloniki, Vienna, 
Warsaw, and Zeebrugge”. 

6.11 Arms trafficking: According to the 2019 
NRA, offences under the War Weapons Control 
Act are rated as “Medium” money laundering 
risk. “Offences under the War Weapons Control 
Act are frequently OC offences. In many cases 
there is also an international dimension. Such 
offences typically involve large sums of 
incriminated funds (particularly in the form of 
cash). Increasing use is also made of the dark 
web with its anonymous online platforms, with 
payment normally made using 
cryptocurrencies. As part of collaboration 
between authorities in Germany, Austria and 
France, wide-ranging executive measures were 
taken in November 2017 in a complex of 
investigations against an arms dealing ring 
operating throughout Europe. This was 
preceded by two years of investigations in the 
three countries. As a result of the executive 
measures, six suspects were arrested in France, 
three in Austria and two in Germany. Searches 
in Germany resulted in the seizure in total of 
eleven firearms, large quantities of ammunition 
and around €100,000 in cash. In Austria, a 
total of 47 short firearms, 106 long firearms, 
several hundred kilograms of ammunition and 
about €35,000 in cash were seized”.  

6.12 Business Infiltration, Bankruptcy & 
Corporate Offences: According to the OC in 
EU Report, “Germany may play a role as a 
headquarters for legal persons used by OCGs 
to conceal illegal profits (e.g., import-export 
firms, charities, companies in the real estate 
sector and money-exchange providers)”.  

The actions recommended in the report are: 

• Effective prosecution of economic crimes;  

• Intensified investigations of crime enablers; 

• More resources devoted to conducting 
prolonged financial investigations;   

• Consistent regulation of cash transactions 
and other financial instruments; 

• Public access to the register of beneficial 
owners; and 

• The integration of national registers into a 
European and worldwide one.  

The OC in EU report highlights a case of drug 
trafficking, excavators and trade based money 
laundering as a good example of how cash 
facilitates illicit trade and OC infiltration of 
legitimate businesses. “An OCG active in the 
trafficking of drugs from the Middle East to 
Europe relied on the services provided by 
another OCG, mainly made of Iraqi nationals 
active in Germany, which:  

a) Using money mules, smuggled illicit cash, 
the proceeds of drug sales, from Spain, the 
Netherlands and other EU countries to 
Germany;  
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b) With the illicit cash in Germany it acquired, 
thanks to the lack of cash purchase limits, 
machinery, excavators and expensive 
second hand vehicles;  

c) By setting up and infiltrating legitimate 
companies in the wholesale trade sector, it 
exported the machinery to the Middle East 
(to Iraq in particular).  

The legitimate trade served on the one hand to 
launder the criminal proceeds and on the other 
hand as an opportunity to produce fake 
invoices and forged customs bills which could 
be used to justify the transfer of cash from one 
country to another by affiliates of the criminal 
group”. 

Although Germany still heavily relies on cash, 
they have a moderate underground economy. 
“Physical cash can be used in the underground 
economy to pay employees on an unofficial 
payroll or suppliers not providing a proper 
invoice for their goods. If this is a widespread 
behaviour in the formally legal economy, 
criminals can more easily engage in in- 
filtration because they can launder their 
criminal revenues with less difficulty”.  

Germany is vulnerable to serious organised 
crime infiltration in the local economy 

 OC in EU Report 2018 

Germany ranks 81 among the EU 28 in terms 
of financial secrecy measured through the FSS 
(Tax Justice Network, 2018). A total of 18.57% 
of foreign shareholders of German companies 
(0.63% of all shareholders) come from 
countries included in the EU ‘grey list’ and 

blacklist of non-cooperative tax jurisdictions. 
Germany ranks among the top 10 countries for 
financial secrecy, ownership links with secrecy 
jurisdictions, and complexity of ownership 
structures. “High values in these three metrics 
should be read as a vulnerability for SOC 
infiltration in the local economy".  
The most frequent nationalities are topped by 
Switzerland at 13.1%, then Turkey at 1.6% and 
Taiwan, Liechtenstein, UAE, China/Hong Kong 
SAR, Bermuda, and the BVI all under 1%.  

The report highlighted that Germany is one of 
the countries (in addition to Romania, Cyprus, 
Luxembourg, Austria, Bulgaria and Finland) 
that has the highest values (recorded company 
ownership and other wealth ownership) 
relating to the “lack of requirements for 
companies to submit information on beneficial 
ownership, as well as lack of ownership 
transparency for real estate and valuable as- 
sets stored in free-ports”.  

In respect of SOC infiltration across business 
sectors, the report states that “The most 
popular businesses sectors are wholesale and 
retail trade, transportation and storage, 
construction and real estate. In addition, 
emerging sectors are professional, scientific 
and technical activities”.  

6.13 Counterfeiting & Smuggling (C&S): 
Counterfeit goods, currency and cigarettes 
remain threats of concern.  Product piracy is 
considered to be a “Medium” criminal threat 
in Germany, and is described as “a typical OC 
crime” and that “OC-aided structures are 
generally used both in production and in 
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distribution”. The NRA states that “the money 
laundering threat from this crime area is 
expected to continue growing in Germany over 
the long term”.   

6.13.1 Counterfeit Goods: According to the 
Trends in Trade & Pirated Goods Report 2019  45

by the EUIPO & OECD, 3.3% of world trade (& 
6.8% of EU imports) in 2016 was made up from 
trade in counterfeit goods. Whilst Germany is 
estimated as having a low propensity to export 
counterfeit products with a score of 0.132/1 
(2016) with export trade to the rest of the 
world, it nevertheless is expected to be 
involved in significant counterfeit imports.   

Based on imports of US$1.8 trillion , of which 46

approx 20% is from developing countries in 
2019 and considered higher risk for exporting 
counterfeit goods, estimated counterfeit 
imports into Germany represent 3.3% or 
US$12 billion.  

Germany identified as a key provenance 
economy with 7.8% of seizures                     

OC in EU Report 2018 

Germany featured in the EUIPO Report on Illicit 
Trade in Counterfeit Pharmaceutical Products  47

(EUIPO Counterfeit Pharmaceuticals Report) at 
the top of the list of the top 20 exporters of 
pharmaceuticals (2014 to 2016) and second 
on the list of the top 20 importers of 
pharmaceuticals (2014 to 2016). In terms of 
the number of global customs seizures, 
Germany was identified as a key provenance 
economy with 7.8% of seizures. The report 
states that “the high IP-intensity of the 
pharmaceutical industry and strong demand 

make pharmaceuticals vulnerable to 
counterfeiting. This is confirmed by the 
available data. Between 2014 and 2016, the 
2019 OECD/EUIPO report indicates based on 
customs seizures that of 97 recorded product 
categories, pharmaceuticals were the 10th 
most counterfeited type of product”.  

For these and other products see the table 
below.   

The EUIPO Counterfeit Pharmaceuticals Report 
Report is summarised  in 2020 as follows:  48

• “The trade of counterfeit pharmaceuticals 
worldwide is estimated to be worth up to 
€4 billion, with India and China identified to 
be the largest producers of such products”  
for products seized by customs covering 
the period of 2014-2016.  

• The medications most frequently traded 
were antibiotics, lifestyle drugs and 
painkillers, while counterfeit cancer 
treatment medication, diabetes treatment 
drugs, local anaesthetics, malaria treatment 

Top product categories counterfeit or pirated, 2014-2016

Ranking Product

1 Footwear

2 Clothing (knitted or crocheted)

3 Articles of leather

4 Electrical machinery or equipment

5 Watches

6 Optical, photographical or medical instruments

7 Perfumery and cosmetics

8 Toys

9 Jewellery 

10 Pharmaceutical products

Source: OECD/EUIPO Report 2019  
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drugs, HIV treatment drugs, and heart 
disease medication were also seized.  

• 96% of all falsified pharmaceuticals seized 
by customs officials were being delivered 
by post or express courier.  

• India and China appear as the largest 
producers of counterfeit pharmaceutical 
products, which mostly target African 
economies, Europe and the United States.  

• Most of the companies and businesses that 
are being affected by counterfeiting are 
based in countries such as the United 
States, the United Kingdom, France , 49

Austria, Germany and Switzerland. 

• The most important transit points in the fake 
pharmaceutical supply chain are Singapore 
and Hong Kong, while other relevant transit 
points include the United Arab Emirates, 
Yemen and Iran.  

• The report sounds the alarm over the 
economic effects of counterfeit medicine 
trade, highlighting that EU governments 
have lost revenues of about €1.7 billion 
from falsified pharmaceuticals. 

• More than 80,000 jobs are estimated to be 
lost in the EU pharmaceuticals sector and 
other sectors that sell goods and services to 
it, as a result of the counterfeit drug trade”. 

According to a media article  in 2018 that 50

quotes the German customs website Zoll as a 

source, “In one of the largest single finds of 
electronic counterfeits in Germany, the customs 
investigation office in Frankfurt am Main has 
now seized 18 pallets of illegal goods. The 
counterfeits are violating trademark and design 
rights as well as product safety law. A total of 
around 60,000 counterfeit items was 
discovered by customs officials on the 
premises of a Frankfurt-based company. The 
seized counterfeits mainly included accessories 
for smart phones such as headphones, cases, 
batteries, and memory cards. In addition, the 
officials confiscated fake controllers for game 
consoles, cables and electrical charger plugs/
connector sets, as well as numerous MP3 
players. The Frankfurt-based company is said to 
have sold the illicit electronics primarily via the 
Internet.” 

In 2019, the German customs authority 
reportedly  seized nearly €1 billion worth of 51

cocaine in the German port city of Hamburg. 
“More than 4,200 packages in 211 sports bags 
were discovered in a freight container that 
shippers claimed was full of soybeans. The 
shipment was being transported from 
Montevideo in Uruguay, via Hamburg, to 
Antwerp, Belgium”.  

Hamburg’s port, Germany's largest and 
Europe's third busiest, is often referred to as 
the "gateway to the world" as the country's 
trade and travel has relied heavily on it 
throughout its history. 

6.13.2 Counterfeit Currency: According to 
the NRA, counterfeiting money is a “Medium 
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Low” risk and “counterfeiting of money 
frequently involve established structures as 
there are relatively high barriers to the 
production of good forgeries. Germany 
experiences relatively few cases in this area 
overall. There is frequently an overlap with 
fraud cases…Money counterfeiting offences 
can be a source of income, for example via the 
dark web. Such cases often involve large sums 
that are distributed on an organised basis. The 
bulk of cases probably relate to very small 
amounts, however, that are not laundered. 
There is presumed to be a particularly large 
number of unreported cases in connection with 
dark web crime”.  

In 2019, Germany's banking authorities 
reportedly  confiscated around €1.6 million 52

worth of fake notes during the first half of 
2019, most of them €50 notes (65%).  The 
chairman of Germany's independent central 
bank, Johannes Beermann, said from the 
Bundesbank's Frankfurt headquarters: "There 
are about seven fake bank notes for every 
10,000 people [living in Germany]”. However, 
he also said that “We expect the volume of 
counterfeit notes to fall in the second half of 
2019”, and that "Investigators have recently 
made significant headway in apprehending a 
number of international counterfeiting rings”. It 
was also reported that “The number of fake 
coins also rose, to around 19,800 in the first 
first half of 2019, a substantial increase on the 
16,100 from the second half of 2018”.  

 In 2021, German and Italian police, in 
conjunction with Europol, reportedly  53

disrupted an operation by OCGs who were 

printing and distributing counterfeit euro 
banknotes. The operation was based in 
Naples, Italy and one house was identified in 
Germany. “The police  seized cocaine, a gun 
and counterfeit money for a value of about 
€160,000 - including a forgery of the new 
€100 note just six months after its official 
release by the European Central Bank. The 
suspects are believed to have ties to the 
Camorra mafia clan. In a statement, Europol 
said that apart from printing fake money in Italy 
and selling it in Germany, the group was 
involved in drug trafficking and tax fraud.”  

6.13.3 Cigarette Smuggling: According to 
the Tax Foundation  “the EU consumed €38.9 54

billion ($46.4 billion) of counterfeit and 
contraband (C & C) cigarettes in 2019, 
representing 7.9% of total cigarette 
consumption and a loss of €9.5 billion ($10.6 
billion) in tax revenues”.  

According to the OCU in EU report, 10% of OC 
cases are linked to tax and customs crimes, 
while 5% of them are linked to cigarette 
smuggling.  

The Transcrime report on ITTP Nexus in Europe 
and Beyond  (Transcrime 2019 Cigarette 55

Trafficking), advises that in in respect of local 
and global flows of illicit cigarettes that almost 
all countries act as origins and /or transit 
countries for their neighbouring countries. 
Large illicit flows of cigarettes move within the 
EU and between the EU and other regions 
mainly via land but also via sea routes. In 
particular there are flows from Poland to 
Germany (about 7.2 billion), and from Czech 
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Republic to Germany (about 6.4 billion).  
“Germany - the largest EU market for illicit 
cigarettes - registered the illicit consumption of 
cigarettes coming from 41 different origins, 
principally Czech Republic and Poland, but also 
more distant countries such as Belarus, Ukraine, 
China, Turkey, and Thailand. The particularly 
large flows departing from Czech Republic 
(about 4.8 billion) and Poland (about 4.0 
billion) are mainly explained by the important 
differentials in the prices of cigarettes in these 
countries and in Germany”.   

Germany is the largest EU market for illicit 
cigarettes 

 Transcrime: ITTP Nexus in Europe and Beyond 
2019 

“Differences exist among the EU MSs in terms 
of the origins of illicit cigarettes…Differently 
from the majority of the EU MSs, in some EU 
countries the illicit consumption is mostly made 
up of cigarettes originating from within the EU. 
This is the case of Germany (87% of the illicit 
consumption), Austria (71%), the Netherlands 
(59%), Finland (57%), Denmark (55%), 
Luxembourg (54%), Belgium (48%), and Ireland 
(45%)”.   

“Approximately 29 billion illicit cigarettes are 
smuggled along the Extended Balkan Route…
30% of these cigarettes—8.7 billion—are sold in 
the EU. The remaining 70% includes as main 
final destinations: Turkey, Russia, Tunisia, 
Lebanon and Iraq. Illicit flows bound for the EU 
MSs diminished by 40% between 2008-2012 
and 2017. The United Arab Emirates and 
Bulgaria are the main countries of origin of 
trafficked cigarettes. OCGs—especially 

Bulgarians—are the key traffickers along the 
Route; these OCGs often traffic also drugs, 
firearms, stolen cars, alcohol, and human 
beings.” 

“These illicit cigarettes mainly originated in the 
United Arab Emirates (7.1 billion), Bulgaria (5.7 
billion), Iran (3 billion), Iraq (1.8 billion), 
Romania (1.5 billion), and Moldova (1.4 
billion).… Apart from those produced in the 
Balkan peninsula, illicit cigarettes mostly enter 
the peninsula through Bulgaria and Greece 
after transiting through Turkey.” 

“Apart from Romania, which is the destination 
country for 1.3 billion illicit cigarettes, countries 
in the north - western part of the Route mainly 
serve as transit points for cigarettes bound for 
EU MSs; in particular, the United Kingdom (1.6 
billion), France (1.1 billion), Austria (0.7 billion), 
and Germany (0.6 billion)”. 

“Cigarette trafficking from the Maghreb to the 
EU is strengthening due to the political 
instability of some countries in the area. The 
‘Maghreb Route’ refers to illicit flows of 
cigarettes transiting—from East to West—
through Libya, Tunisia, Algeria, Morocco, 
Mauritania and Western Sahara and bound 
primarily for the local illicit markets and 
European illicit markets. More than 10 billion 
cigarettes are trafficked along the entire 
Maghreb Route. Illicit outflows towards Europe 
have tripled in recent years, from 1.4 billion on 
average between 2008-2012 to 4.3 billion in 
2017. The United Arab Emirates is the main 
country of origin of cigarettes trafficked 
through the Maghreb”.  
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In 2020, a press release  from Europol 56

reported that “12 individuals who ran one of 
Germany’s largest illegal tobacco factory have 
been arrested in the German city of 
Kranenburg located near the border with the 
Netherlands. The illegal factory could produce 
10 million cigarettes per week…The 12 workers 
arrested on site were all Polish and Ukrainian 
nationals, aged between 28 and 59 years old. 
11 million cigarettes were also seized as they 
were being loaded onto a lorry”. 

“The estimated tax loss to the German state 
revenue for the illegal production alone stands 
at approximately €1.5 million per week. 
Given that the investigation uncovered that 
these criminals could have been operating 
since the end of 2016, the total tax loss to the 
German state revenue amounts to several 
hundreds of millions of euros. Most of the 
cigarettes are believed to have been destined 
for the black market in the United Kingdom 
where the retail value of cigarettes is much 
higher than in Germany.” 

6.14 Gambling: According to the 2019 NRA, 
there is a “High” risk of money laundering in 
the gaming industry, and the terrorist financing 
threat is “Low”. Online gambling (in the form 
of online casinos) is prohibited in Germany. In 
respect of the nexus to money laundering, 
“Similarly to shisha bars, gambling and betting 
establishments controlled by such clan 
structures also offer a means of laundering 
criminally derived money into the legal 
economy and are thus an integral part of such 
money laundering activities. They additionally 

provide a base for preparing, arranging and 
committing criminal offences”.  

The gambling industry poses a high money 
laundering risk  

 NRA 2019 

“Gambling brings together two elements that 
make the sector particularly susceptible for the 
laundering, concealment and structuring of 
incriminated funds. These are the frequently 
large transaction amounts that in offline 
gambling are often paid in cash and the high 
throughput and transaction speeds with which 
funds can be turned over and relocated.  

Online gambling additionally compounds the 
risks inherent to gambling with the risks 
specific to Internet-based transactions: A large 
variety of payment methods are available 
online (including payment in crypto assets), 
many of which do not reveal the source of 
funds and the identity of the payer. There is 
also the danger of technical manipulation (such 
as hacking) to intervene in the outcome of 
games of chance and deliberately circumvent 
technical security measures”.  

The NRA additionally states that “As well as by 
the use of legal gambling outlets, money 
laundering activities also take the form of 
investment in the sector itself. Incriminated 
funds are used to establish or finance a bricks-
and- mortar casino or an online gambling 
platform. In addition, incriminated funds are 
incorporated into a gambling operation’s 
accounts, either by reporting higher revenues 
than are actually generated or by the gambling 
operator’s entire business being a simulation 
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with all funds recorded in the accounts 
originating from other, illegitimate activities”.   

According to the 2015 Illegal Markets in EU 
report, “Match-fixing, especially in football, is a 
growing area of interest for many OCGs. 
Criminals manipulate the results of matches by 
corrupting and/or intimidating players and/ or 
referees in order to profit from (legal or illegal) 
betting on them”. A 2014 study found that 7% 
of 27,000 football games played per year 
under the UEFA rules are suspected of 
manipulation. “In November 2009, the German 
Federal Police detected two hundred 
suspicious matches across nine countries, and 
one hundred suspected players, referees, 
coaches, league officials and criminals 
operating in Germany, Switzerland, Turkey, 
Greece, UK, Netherlands, Hong Kong and 
Malaysia”. OCGs in the gambling market in 
Germany include Chinese OCGs and other 
Eastern European OCGs.  

6.15 Tax Evasion: According to the 2019 NRA,  
tax offences are considered to be a “Medium” 
threat to Germany.  “Investigating and 
prosecuting tax evasion is a major concern for 
Germany and is vigorously pursued. This is 
reflected in the criminal tax cases concluded in 
Germany from 2014 to 2016, with between 
about 13,800 and 15,300 such cases finally 
concluded annually. Value added tax (VAT) 
evasion in particular tends to be an offence 
committed on an organised and commercial 
basis. It cannot be ruled out that there may be a 
large number of unreported cases of VAT 
evasion and that this number may further rise 
due to the good economic situation. Tax 

evasion on a commercial or organised basis 
and of money laundering significance is 
included in the list of money laundering 
predicate offences”. Furthermore, “Not all tax 
offences are currently listed as money 
laundering predicate offences, however, with 
the result that the predicate offence must in any 
case be more than ‘simple’ tax evasion in order 
to come within the scope of criminal liability for 
money laundering. From a practical 
prosecution perspective, extending criminal 
liability by adding all tax evasion offences to 
the list of predicate offences would facilitate 
criminal proof”.   

Investigating and prosecuting tax evasion is 
a major concern for Germany  

 NRA 2019 

According to the OC in EU report, estimates of 
yearly tax evasion in Germany range from €30 
billion to €100 billion. Between 2010 and 
2015, 123,175 voluntary self disclosures of tax 
evasion were collected, meaning an average of 
20,546 per year (Statista, 2018).  

 In respect of VAT fraud, the OC in EU report 
said that “Between 2009 and 2010, an OCG 
was smuggling textiles, medical products, 
cigarettes and other goods into Germany using 
corruptive methods. The modus operandi was 
the following: the OCG corrupted a customs 
official in charge of classifying the imported 
goods to classify them as being further 
exported outside of the EU. In this way, the 
containers were not charged for VAT. The 
goods were then illegally sold on the European 
market through shell companies registered in 
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Dubai and in Russia. These businesses acted to 
disguise the illegal origin and marketing of the 
goods”.  

According to the European Commission in 
2020, Germany recorded a VAT gap of 8.6% 
(€22.1 billion). In 2018, the EU-28 Member 
States (MS) recorded a median gap of 9.2% .  57

According to a comparative EU study from the 
University of London, the Tax Gap in Germany 
has also been estimated at €118.1 billion 
(based on 2015 GDP) , which is much higher 58

than other available estimates.  

Germany is ranked 14/133 according to the 
Financial Secrecy Index (FSI) 2020 . In the 59

report on Germany it states that despite being 
one of the biggest improvements in rank, 
“serious gaps with regard to corporate 
ownership transparency (including the 
continued existence of bearer shares), 
loopholes in legislation and weak enforcement 
of anti-money laundering and tax regulations 
remain a big issue”. 

Weak enforcement of AML and tax 
regulations remain a big issue 

 Financial Secrecy Index 2020 

The FSI also points out that the tax 
enforcement has had some challenges 
including “Decades of cut backs in the public 
sector have produced a situation of lax tax 
enforcement in Germany which is still 
unresolved”, and the problem of the 
“fragmented regional system of tax collection 
and tax IT which hinders exchange of 
information between the federal states”. 

The Tax Justice Network (TJN) in 2020  60

estimated total tax losses in Germany at US$35 
billion made up of tax losses from corporate 
tax abuse (US$24.3billion) and individual tax 
evasion (US$10 billion - €8.5 billion. The TJN 
also estimated that Germany aided foreign tax 
evasion of US$202 million. 

According to the NRA, “Investigating and 
prosecuting tax evasion is a major concern for 
Germany and is vigorously pursued. This is 
reflected in the criminal tax cases concluded in 
Germany from 2014 to 2016, with between 
about 13,800 and 15,300 such cases finally 
concluded annually. Value added tax (VAT) 
evasion in particular tends to be an offence 
committed on an organised and commercial 
basis. It cannot be ruled out that there may be a 
large number of unreported cases of VAT 
evasion and that this number may further rise 
due to the good economic situation. Tax 
evasion on a commercial or organised basis 
and of money laundering significance is 
included in the list of money laundering 
predicate offences”.   

According to the Federal Ministry Of Finance  61

on the subject of the prosecution of tax crimes 
and tax-related administrative offences in 
2017, “Germany’s tax offices have special units 
that handle administrative fines and criminal 
matters. During the most recent reporting 
period, these units completed a total of roughly 
62,000 criminal proceedings pertaining to tax-
related crimes. In addition, they completed 
approximately 5,000 proceedings for tax-
related administrative offences that resulted in 
fines totalling over €168 million. During this 
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same period, Germany’s tax investigation units 
processed a total of 35,000 cases nationwide. 
These investigations found approximately €2.9 
billion in unpaid taxes due and resulted in the 
imposition of prison sentences encompassing 
a total of 1,586 years”. 

According to Statista , in 2019  Germany had 62

the second highest estimated level of evaded 
tax in EU countries (€125.1 billion) after Italy 
(€190.9 billion). Statista  also highlights that 63

Germany is 12th highest in terms of estimated 
annual losses due to tax abuse as a share of 
total tax revenue collected at 4.15% 
(considering only countries with annual tax 
revenues of at least $20 billion) . 64

6.16 Environmental “Green” Crimes: 
According to the Environmental Performance 
Index  2020, Germany scores highly at 65

77.2/100 and is ranked 10/180 countries.  

According to the World Bank in 2016, 
Germany was one one of the top 5 donors for 
combating illegal wildlife trafficking (IWT) .  66

6.16.1 Environmental “Green” Crimes: 
wildlife and marine species: The UNODC, in 
its 2020 World Wildlife Crime Report  (2020 67

Wildlife report), reported that “In September 
2019, Austrian customs at Vienna International 
Airport intercepted an Austrian national living 
in the Philippines with a suitcase filled with 43 

venomous snakes and 45 other reptiles. His 
plan was to cross the open border between 
Austria and Germany and sell the animals at 
Terraristika Hamm, a quarterly trade fair that 
claims to be the largest of its sort in the world”. 
Conservationists apparently see Hamm as the 

“biggest real-life marketplace for reptile 
traffickers who have learned to exploit the 
European Union’s weak laws and lack of 
enforcement to sell high-value, endangered, 
and protected species”. Hamm is also said to 
be “a proliferation of the illegal trade as a lack 
of oversight and inspections, and a general 
disregard for low-priority crimes such as the 
trafficking of reptiles, allows traders to sell any 
species they’d like. These include animals that 
are threatened with extinction and could have 
been poached from the wild in countries like 
Madagascar or Sri Lanka, and trafficked to 
Germany” .  68

According to research published  by TRAFFIC 69

(2010 to 2015), smugglers were said to be 
using “27 new global trade routes, and Europe 
(especially Germany and Belgium) was 
identified as a major transit hub, mostly for 
African pangolins being transported to Asia.” 

According to Traffic , “All 27 sturgeon species 70

are listed in IUCN’s Red List, 16 of which are 
Critically Endangered. Unsustainable demand 
for wild-sourced caviar, particularly in major 
markets such as China, France, Germany, 
Japan, the Russian Federation, and the USA, 
are driving dangerous population declines. 
Illegal fishing and an inadequate caviar 
labelling system are contributing factors to 
illegal and unsustainable trade”. 

A Corruption and Wildlife Crime - A focus on 
Caviar Trade Report  stated that:  “Organised 71

crime groups are notoriously involved in the 
trafficking of caviar. High demand for wild-
sourced caviar and restricted legal supplies 
provide opportunity for illegal entrepreneurs to 
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reap enormous profits”. Several potential types 
of illegal trade of caviar and sturgeon products 
include:  

• Laundering - mixing of illegal and legal 
products in one shipment;  

• Exceeding permit - amounts in shipment 
exceeding amount given on permit; 

• Poaching - poaching of wild specimens for 
illegal sale of meat and caviar at open 
markets or through individual contacts; 

• CITES Label - caviar sold without mandatory 
CITES labelling, or with labelling 
requirements not fully met; 

• Permit fraud - falsified or forged CITES 
documents, or genuine CITES documents 
issued corruptly, to permit (re-)export;  

• Mis-labelling - wild-sourced caviar from 
threatened sturgeon species deliberately 
mislabelled as aquaculture-derived 
specimens to allow laundering through 
legal trade avenues; and  

• “Black - washing” - aquaculture-derived 
products deliberately declared as wild-
sourced or as a different species to sell at a 
higher price.  

The report found linkages between corruption 
and caviar trade, as well as some cases that 
were linked to weapons trafficking. 

The FATF Money Laundering and the Illegal 
Wildlife Trade report 2020  provided a case 72

study in relation to glass eel smuggling in 
Germany, “The German Customs Investigation 

Office in Frankfurt am Main is conducting a 
criminal investigation into a glass eel 
smuggling network operating across various 
European countries and smuggling the 
protected species from Europe to Asia. The 
case was identified during a security check at 
Frankfurt Airport when a Malaysian citizen 
attempted to depart Germany for Vietnam with 
210 000 glass eels in his luggage. 

Information ascertained during the 
investigation led law enforcement agencies to 
a fish farm being used to hold eels temporarily 
before smuggling to Asia. A search of the farm 
and subsequent activity led to the eventual 
arrest of 8 suspects from China, Malaysia, and 
Vietnam, the seizure and confiscation of 
€51,000 and the appropriate release of 
recovered eels”. 

The FATF report also identified Germany as a 
transit country in relation to a transitional 
smuggling network that trafficked thousands 
of living expensive exotic birds and monkeys 
worldwide. “The syndicate moved illegal 
wildlife from Uganda, Indonesia, and 
Philippines to Europe, through transit countries, 
including Turkey, Dubai, Portugal, Bulgaria, 
Hungary, Germany, Belgium, Czech Republic, 
and Slovakia using air cargo and car”.  

Germany is a transit and destination point  
for wildlife trafficking 
 ROUTES Partnership 2018 

The ROUTES Partnership report in 2018 , In 73

Plane Sight: Wildlife Trafficking in the Air 
Transport Sector, provided the following 
additional information in respect of Germany: 
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• Germany identified in 2015 to 2016 as a 
transit and destination point for wildlife; 

• Germany has a high score of 77% in the 
Country Enforcement Index (the Country 
Enforcement Index is a quantitative 
representation of each country’s ability to 
detect and seize illicit wildlife products 
traveling through its airports - total number 
of seizures divided by successfully 
attempted trafficking instances).  

• Frankfurt in Germany was ranked second in 
terms of the number of flights carrying 
illegal wildlife that departed from or 
arrived in the city. Berlin was identified in 
respect of domestic flights; 

•  Germany is used as a transit point for 
pangolin products (transit points may also 
provide pangolin smugglers with an 
opportunity to obfuscate the true origins of 
their illicit cargo by arriving at their 
destination points from comparatively less 
risky countries, like Belgium and Germany); 

• Germany receives a wide array of marine 
species (predominantly from Southeast 
Asian countries such as Thailand, Vietnam, 
and the Philippines). The majority of 
seizures appeared to be of coral, conches, 
and seahorses, suggesting that marine 
products destined for Europe and are used 
as decorations in aquariums and homes, 
and, to a lesser extent, as food;  

• Germany it potentially a transit country for 
trafficking rhino horn. A Czech hunter was 
paid in cash to import the rhino horns 

concealed within a shipment of speakers 
into the Czech Republic. The rhino horns 
were then handed over to Vietnamese 
traffickers. To avoid detection, the network 
began relying on other transit countries 
with less experience in detecting illicit 
wildlife products, such as Germany;  

• Hawfinches, black-headed grosbeaks, and 
painted buntings (protected under 
Mexican law) have been found moving 
from Cancún Airport in Mexico to 
Germany; 

6.16.2 Environmental “Green” Crimes: 
Illegal logging: A media report  in May 2021 74

reported that “a logging company based in 
Hamburg, Germany, has been ordered by a 
court to pay a $4 million fine for illegally 
trading Myanmar timber”. The timber company 
had reportedly “evaded EU sanctions by 
importing 31 different shipments of teakwood 
from Myanmar, worth several million dollars, 
between 2008 and 2011. Many of the 
shipments involved timber being processed in 
Taiwan and declared as originating from that 
country, rather than Myanmar, to get around 
the sanctions”. It was also determined that a 
group of European countries has been “paying 
a Croatian company to land Myanmar teak in 
Croatia in an attempt to bypass the EU Timber 
Regulations”. The investigation also identified 
“a pattern of apparent tax evasion by 
companies exporting wood products from 
Myanmar”.  

The Guardian reported  in 2020 that “shops 75

across Europe are selling wood taken illegally 
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from Russia’s far-east taiga region, where 
corruption is contributing to the rapid 
destruction of virgin forests, a report has 
claimed. More than 100,000 tonnes of lumber 
have entered Germany, France and other EU 
countries as part of one of Russia’s biggest 
illegal timber scandals, it is alleged. The 
business is in turn linked to two companies 
registered in the UK. The report, by the 
environmental group Earthsight,  suggests 
trees in Siberia are being plundered at an 
alarming rate. The remote region is home to 
bears, wolves, lynxes and endangered tigers. 
Its peat and frozen soils store vast amounts of 
carbon”.  

The Earthsight report  highlights at least one 76

company that reportedly used bribes and 
corrupt deals to illegally log 600,000 cubic 
metres of wood, where if this wood was 
processed into finished products, it would 
have a street value exceeding €870 million 
($1 billion). The Global Witness also produced 
a report  in 2017 highlighting that German 77

companies were implicated in global web of 
illegal timber trading operations in the 
Democratic Republic of Congo (DRC), 
seemingly with government complicity.  

In March 2019, Traffic compiled an Overview of 
seizures of CITES-listed wildlife in the 
European Union from January to December 
2017 . All seizures identified and related to 78

Germany in the report  are listed below:  

Germany scores 1.89/5 overall on the 2019 
IUU Fishing Index , measured against 79

vulnerability, prevalence and response (1 = 
good/strong; 5 = bad/weak. Germany has a 
1.44 vulnerability score but a 2.43 response 
score, and ranked 141/152 countries. Germany 
is considered to be the best performing 
country in respect of coastal state 
responsibilities.  

Trade Route Species and 
quality seized Details

Export Transit Destination

Medicinals

Switzerland Germany

Multiple seizures 
involving a total of 23 
940 pills containing 

Costus Root Saussurea 
costus transported in 

courier parcel.

Detected at a 
border post or on 

a road during 
physical 

inspection (Jan–
Nov 2017) 

Live plants

Vietnam Germany
650 specimens of live 

orchid detected in 
personal baggage. 

Detected at an 
airport (June 

2017) 

Coral

Indonesia Hong Kong 
and Germany Austria

Multiple seizures of 
various coral species 

(76 specimens of 
Scleractinia spp., 20 

specimens of soft coral 
Tubiporidae spp. and 2 

specimens of Blue Coral 
detected in personal 

baggage. 

Detected at an 
airport during 

physical 
inspection 
(Feb 2017) 


Thailand Germany Austria

Multiple seizures of 
various coral species 

(76 specimens of 
Scleractinia spp., 20 

specimens of soft coral 
Tubiporidae spp. and 2 

specimens of Blue Coral 
detected in personal 

baggage 

Detected at an 
airport during 

physical 
inspection 
(Feb 2017) 


Reptile bodies, parts and derivatives

Suriname Netherlands Germany

65 pieces of wild-
sourced iguana skin 
detected in freight. 

Detected at an 
airport due to 

physical 
inspection (April 

2017) 

Kazakhstan Germany

98 pieces containing 
extract of King Cobra 
concealed in personal 

baggage. 

Detected at an 
airport due to 

physical 
inspection (May 

2017)

Mammal bodies, parts and derivatives

USA Germany

Multiple seizures 
involving a total of 567 
specimens of Crab-

eating Macaque 
detected in freight. 

Detected at an 
airport due to 

physical 
inspection 
(Aug 2017) 

Bird bodies, parts and derivatives

Australia Germany

Multiple seizures 
involving a total of 432 

feathers of parrots 
shipped via postal 

parcel. 

Detected at an 
airport (April and 

Aug 2017) 

https://ec.europa.eu/environment/cites/pdf/reports/
Overview%20of%20seizures%20in%20the%20EU%202017_FINAL%20(March%202019).pdf
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6.16.3 Environmental Crime: Illegal Waste 
Trafficking: According to the OC in EU Report, 
there is OCG interest and infiltration into 
environmental businesses in Germany. 
“Criminal groups infiltrate waste management 
firms for several reasons: a) they may act as 
‘service provider’, offering other entrepreneurs 
illegal disposal of their waste residuals; and b) 
they may benefit from public contracts 
obtained illicitly from local authorities”.  

The OC in EU report refers to the Cologne 
waste scandal where a “group of well-
organised business managers were planning 
20 years in advance for the illegal construction 
and management of a waste incineration plant 
through corrupt practices (Bundesministeri- um 
des Inners & Bundesamt für Jus- tiz, 2006, p. 
477). The Cologne waste scandal arose in the 
early 2000s, yet it involved corrupt practices 
dating back to the early 90s. The case was 
finally closed in 2005 by the federal court, 
which confirmed the convictions. The persons 
convicted included a politician and the CEO of 
the waste disposal company. The court 
estimated a total of about 11 million euro had 
been paid as bribes for the construction of the 
waste incineration plant”. Waste management 
is one of the business sectors that is infiltrated 
by OCGs 

Germany accounts for 70% of Polish waste 
imports 

 OC in EU report 2018 

In 2021 it was reported  that Germany 80

“accounts for 70% of Polish waste imports”. It is 
alleged that some of this waste is part of illegal 

shipments of medical waste and unsorted 
household waste and some have false labels.  

A report  highlights the plastic waste products 81

from Germany to Turkey, “At ten sites dotted 
around the Adana province in southwestern 
Turkey, investigators documented piles of 
plastic waste dumped illegally by the roadside, 
in fields or spilling into waterways and floating 
downstream. In many cases the plastic was on 
fire or had been burned. Plastic from the UK 
was evident at all of these sites, and plastic 
from Germany was found at most of them”. 
Plastic from German retailers were observed at 
the sites.  

Senegal was another country that has been 
highlighted  in respect of the smuggling of 82

plastic waste, where a German company has 
recently been fined 2 billion CFA francs (about 
€305 million) after attempting to smuggle 25 
tonnes of plastic waste into Senegal in a 
container. “Illegal trafficking of waste, 
especially plastic, is taking on alarming 
proportions in this country, which already 
produces 200,000 tonnes of plastic waste per 
year”. Illegal trafficking also involves hazardous 
waste. 

In respect of electronic waste, it was reported 
by a company that monitors energy transition 
and digital transformation that “Germany 
strives for excellence when it comes to waste 
management. Giving products and used 
materials a second life is a priority for Berlin, 
with respect both to industrial and household 
waste. The 2018 recycling rate for municipal 
waste was close to 60%, a very good score 
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considering the 2020 target of 50% set by the 
European Union” .  83

6.17 Fraud: According to the 2019 NRA, fraud 
is a “Medium High” threat to Germany. “The 
judicial and police authorities consider fraud 
on an organised or commercial basis in 
particular to constitute a money laundering 
predicate offence that is frequently followed by 
money laundering offences. In many cases, 
groups possess organised structures and 
manage to obtain very large sums of money. It 
is probable that the number of unreported 
cases will normally be small here, as there is 
typically a victim who is likely to report the 
crime. In isolated cases, however, a victim of 
fraud will refrain from reporting the crime due 
to reputation risk or out of shame”.  

The NRA highlights cases and seizures for 
fraud from 2014 to 2016 as follows: 

Media reports  in 2020 stated that 84

“Ecommerce fraud is a mass crime in 
Germany”. Ecommerce fraud is described as 
“when the scammer orders something online, 
chooses to pay on account, provides a false or 
found name and account number, and gives a 
certain address where he can then pick up his 
order. The fraudster runs off with his expensive, 
but free product, while an innocent person is 
stuck with the bill”. According to a convicted 

fraudster, security measures in Germany are 
weak and says that companies that make their 
payment mechanisms available to online 
retailers in Germany are failing in these 
measures.  

E-commerce is a mass crime in Germany 
 Media report 2020 

In respect of cryptoassets, the NRA advises 
that “Crypto assets have also been known to be 
used in connection with online fraud offences 
(as with fake shops). Fraud offences of this kind 
involve deceiving the victims into originating 
transfers to accounts used by the perpetrators. 
The accounts are held by fronts and the funds 
are transferred from them to the perpetrators 
via multiple intermediate stages. Cases have 
been seen in the recent past where, instead of 
being transferred to foreign accounts and 
withdrawn in cash by a front, funds are 
exchanged for crypto assets and put to further 
use in that form”. See 6.22 for Cryptocurrency.  

The OCCRP reported  in 2020 that “With 85

coronavirus cramping the usual activities of 
gangsters, organized crime is increasingly 
going online”. Germany was reportedly 
targeted by fraudsters who “used sham email 
addresses, as well as fake and cloned websites, 
in an effort to rob the German government of 
as much as 2.4 million euros”. Various 
countries and banks worked together to stop 
payments that were sent to fraudsters who had 
reportedly cloned a Dutch mask suppliers 
website. The report also highlighted that 
phishing crimes (a scam in which criminals 
pose as legitimate institutions to convince 

Fraud (NRA 2019)

Year Number of cases Amounts secured (excluding by 
judiciary) 

2014 968,866 €80,960,619

2015 966,326 €126,034,002

2016 899,043 €158,031,597
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people to reveal sensitive information such as 
credit card numbers) has“spiked”. See 6.23 for 
Covid 19.  

According to the OC in EU report, “in 2015, a 
large-scale investigation, led by authorities 
from the Czech Republic, Germany, the 
Netherlands and Poland and supported by 
Eurojust and Europol, disrupted a criminal 
organisation behind a major-scale carousel 
fraud case involving different EU member 
states. In this carousel fraud case, the OCG 
behind the criminal activity used a 
sophisticated infrastructure (buffer companies, 
missing traders and companies used as 
‘alternative payment platforms’ to facilitate 
money laundering and crime-related money 
transfers) spread over various EU MSs and a 
number of third-party states, defrauding EU 
citizens of approximately 320 million euro in 
tax revenues”.   

According to Statista , “Overall the value lost 86

to card fraud in Germany decreased between 
2010 and 2019, amounting to a value of under 
92 million euros in 2019. The highest value of 
card fraud losses was seen in 2010 when a total 
value of 139.4 million euros was stolen through 
fraud”. 

According to a 2020 EU Survey on “scams” and 
fraud experienced by customers report , in 87

the last 2 years in Germany: 

• 56% experienced a fraud/scam (any type); 

• 24% experienced a buying scam;  

• 33% experienced identity theft;  

• 44% experienced monetary fraud;  

• 68% experienced fraud/scam (any type) 
and buy frequently online.  

• 25% victims reported fraud to an official 
authority (any type); 

56% German customers experienced a 
fraud/scam  

 EU Survey 2020 

According to the NRA, “Professional document 
forgery and counterfeiting of money frequently 
involve established structures as there are 
relatively high barriers to the production of 
good forgeries. Germany experiences relatively 
few cases in this area overall. There is 
frequently an overlap with fraud cases. The 
number of unreported cases of professional 
document forgery is likely to be relatively large. 
Money counterfeiting offences can be a source 
of income, for example via the dark web. Such 
cases often involve large sums that are 
distributed on an organised basis. The bulk of 
cases probably relate to very small amounts, 
however, that are not laundered. There is 
presumed to be a particularly large number of 
unreported cases in connection with dark web 
crime”.  

6.18 Cybercrime: According to the 2018 
Global Cybersecurity Index (GCI) report , 88

Germany is ranked 13th in the Europe region, 
and 22nd globally, with a score of 0.849, and is 
regarded as a country “that demonstrates a 
high commitment in all five pillars of the index”. 

The 2020 US OSAC report advises that 
“Cybercrime remains a major concern. In 
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recent years, cyberattacks in Germany targeting 
information infrastructures, government 
institutions, businesses, and private citizens 
have increased in frequency and complexity. 
Many of the attacks are likely state-sponsored 
and include disinformation campaigns to 
influence public opinion. In a highly publicized 
case from 2019, a hacker broke into accounts 
of hundreds of German lawmakers and 
personalities whose political stances he 
disliked, prompting further questions about the 
ability of the German government to protect 
sensitive data. Viruses and other malware 
continue to be the preferred methods of online 
criminals. Although authorities have dedicated 
additional resources to enforcement and 
prosecution efforts, cybercrime in Germany 
continues to be a growing problem. Authorities 
believe most Internet crimes go unreported, 
and solve only one in four crimes.. A study from 
2017 by the Bitkom IT industry association 
found that every second German internet user 
had been a victim of cybercrime in the 
preceding 12 months, with half reporting a 
financial loss”.  

Every second German internet user is a 
victim of cybercrime 
 US OSAC Report 2020 

“The German authorities recognize the internet 
as facilitator of criminality, and continually 
adapt investigative techniques to combat 
emerging threats. In order to focus on these 
threats and to partner with industry, the 
Bundeskriminalamt (BKA – German Federal 
Police Investigative Agency) established the 
Zentralle Ansprechstellen Cybercrime (ZAC –
Cybercrime Contact Center) division to 

establish a link between private sector and the 
police in the fight against cybercrime. ZAC acts 
as an intermediary and advisory body with law 
enforcement and prosecution authorities and 
the private-sector, and to assist in the 
coordination of investigations during 
incidents”. 

There were 108,474 cybercrime incidents 
reported in 2020 

 Cybercrime Division of BKA 2020 

According to Germany’s cybercrime division of 
the BKA  there were 108,474 cybercrimes  
reported in 2020, a 7.9% increase over 2019. 
The increase is apparently “tied to data 
manipulation and computer sabotage, which 
went up by 18% compared to 2019. The BKA 
report emphasized that ransomware attacks 
were among the "primary threats to businesses 
and public institutions" in 2020”.  As expected, 
there was a sharp third-quarter increase in 
attacks on companies and institutions involved 
in addressing the coronavirus pandemic .  89

The CERT- Bund is the Governmental and 
National CERT for Germany. Responsible for 
German federal government institutions and 
governmental networks and Critical 
Infrastructures in Germany . According to 90

their website , “CERT-Bund (Computer 91

Emergency Response Team for federal 
agencies) is the central point of contact for 
preventive and reactive measures regarding 
security-related computer incidents. With the 
intention of avoiding harm and limiting 
potential damage, CERT-Bund:  
• Creates and publishes recommendations 

for preventive measures; 
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• Points out vulnerabilities in hardware and 
software products; 

• Proposes measures to address known 
vulnerabilities; 

• Supports public agencies efforts to respond 
to IT security incidents; and 

• Recommends various mitigation measures”. 

In addition, CERT-Bund operates Germany's 
national IT Situation Centre. CERT-Bund is a 
member of ENISA . “The European Union 92

Agency for Cybersecurity, ENISA, is the Union’s 
agency dedicated to achieving a high common 
level of cybersecurity across Europe…In a 
world that has become hyper-connected, 
cybercriminals pose a significant threat to the 
internal security of the European Union and 
security of its citizens online. The COVID-19 
pandemic has highlighted the need for more 
security in the digital world. People have 
increased their presence online to maintain 
personal and professional relations, while 
cybercriminals have taken advantage of this 
situation, targeting in particular e-commerce 
and e-payment businesses, as well as the 
healthcare system” . 93

In respect of  the CSIRT and law enforcement 
cooperation, ENISA advises  that the 94

following authorities and departments in 
particular, are responsible for preventing, 
analysing and fighting cybercrime:  
• Federal Office for Information Security (BSI) 

- CERT-Bund (part of BSI); 
• National Cyber Response Centre (Cyber-

AZ);  
• Federal Criminal Police Office (BKA) - 

Division CC - Cybercrime;  

• Federal Police (BPOL);  
• Criminal police offices of the federal states 

(Länder) - (LKAs);  
• The Federal Public Prosecutor General and 

the Federal Court of Justice (GBA & BGH); 
and 

• Public Prosecutor’s Offices and Courts of 
the federal states (Länder) - Individual per 
federal state.     

“The Federal Office for Information Security 
(Bundesamt für Sicherheit in der 
Informationstechnik – BSI) is the federal 
cybersecurity authority that ‘shapes information 
security in digitization through prevention, 
detection and reaction for government, 
business and society’ (BSI, n.d.). Its ‘goal [...] is 
to promote IT security in Germany. The BSI is 
first and foremost the central IT security service 
provider for the federal government in 
Germany’ (BSI, n.d.). CERT-Bund is part of the 
BSI. The mandate and competences of the BSI 
are provided by the Act on the Federal Office 
for Information Security of 2009, last amended 
on 2017 (BSI, 2017)”.  

The 2020 Europol Internet Organised Crime 
Threat Assessment   highlights that 95

“bulletproof hosters” are the backbone of 
criminal infrastructures. “An important building 
block of the criminal infrastructure is 
bulletproof hosting (BPH) – an essential CaaS 
offering, which continues to be a crucial 
facilitator for criminals and a hindrance for law 
enforcement by challenging identification and 
attribution efforts. BPH refers to a type of 
hosting or hosting provider that earns its 
money by consciously accepting perpetrators 
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of crime as part of its clientele, offering them 
technical infrastructure resilient to law 
enforcement disruption or takedown. There are 
some hosting providers who may be negligent 
in acting on illegal content or criminal activity 
hosted by them, which is also an area of 
concern for law enforcement; however, the 
hosting providers that consciously act in or 
support the interest of the criminals ought to 
be the primary focus. These providers make 
their willingness to support criminal activity 
part of their appeal and their business model. 
This is a crucial advantage for criminals as 
hosting providers can play a central role in 
allowing criminal activity to continue. As an 
infrastructure element, BPH facilitates a broad 
variety of key threats, including CSAM, 
terrorism- related content, command and 
control (C&C) servers used in cyber-attacks as 
well as platforms for criminal- to-criminal trade 
and discussion21. It is linked to several threats in 
cyber-dependent and cyber-enabled crime, 
making it a key concern in the threat landscape. 
As such, both the private and public sectors 
have a key role to play in hindering a BPH 
criminal application. This calls for cooperation 
internationally, as well as an appropriate 
legislative framework which would hinder BPH 
providers from acting maliciously by hosting 
criminal interests. For example, regional 
internet registries, local internet registries and 
ISPs have a significant responsibility in 
maintaining data accuracy when sub-allocating 
IP addresses to network operators in order to 
maintain traceability, with regard to combatting 
BPH, as IP addresses have a substantial role in 
BPH. BPH providers may run their own static 

servers to host malicious content of their 
clients. BPH services have also registered as 
resellers with low-end service providers (for 
example ISPs, large hosting providers and 
content delivery networks) due to low-level 
verification and authentication requirements. 
With the growth of cloud services, a new 
modus operandi has emerged in which threat 
actors rent virtual private servers from 
legitimate hosting providers using fake or 
stolen identities. This highlights the need for 
stronger KYC policies with businesses and 
organisations across the sector”.  

A specific case example is provided in the 
report, “In September 2019, German law 
enforcement managed to identify 
and arrest the main suspect running 
a BPH service from a bunker. This 
BPH facilitated illicit marketplaces for various 
kinds of drugs, CSAM and CaaS. Specifically, 
the WallStreet Market and Flugsvamp 2.0 were 
able to run on the servers of the bunker in 
Traben-Trarbach, Germany”.   

According to the National Cybercrime 
Situation Report 2019  cyber crime statistics 96

were reported as 100,514 cases (narrow 
definition), 294,665 cases where the internet 
was used as an instrument of crime, 78,201 
cases of computer fraud, €87.7 million loss 
relating to computer fraud. 

6.19 Theft, Robbery & Trafficking of Stolen 
Goods:  The 2019 NRA highlights that theft 
and robbery are considered “Medium Low” 
threats and handling stolen goods is “Low”.  
“Theft is a mass crime in Germany. In the 
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majority of cases, however, the amounts 
involved are relatively small. Money laundering 
therefore plays a fairly minor role in such cases. 
Where such offences are committed on an 
organised basis, however, money laundering is 
of major importance as with other OC offences. 
The number of unreported cases will tend to be 
relatively small because the victim of a theft can 
generally be expected to report it. Thefts of 
low- value items of lesser money laundering 
significance, on the other hand, often go 
unreported because of the effort involved in 
doing so. The assessment for robbery is similar. 
Robbery in connection with OC (as part of clan 
crime, for example) is particularly significant as 
a money laundering predicate offence”.  

According to the 2020 OSAC report , the US 97

assessed Berlin as a Medium-threat location 
and Hamburg and Leipzig as Low-threat 
locations for crime: 

• Theft by burglary of a dwelling decreased 
from 97,504 cases in 2018 by 10.6% to 
87,145 cases in 2019;  

• Thefts (total) from the exterior/interior of 
motor vehicles decreased from 247,3118 
cases in 2018 by 10.2% to 222,129 cases in 
2019;  

• Pickpocketing deceased by 9.7% from 
104,196 cases in 2018 to 94,106 cases in 
2019.  

According to UNODC statistics, the number of 
thefts in Germany increased from 1, 516 per 
100,000 people in 2009 to 1,657 in 2015,  
before dropping down to 1,576 in 2016 ”. 98

Robbery rates have been steadily decreasing 
in Germany from a rate of 59.6 per 100,000 
people in 2010. There was a small increase in 
2012 to 60.2, and thereafter a continuous 
decline to 44.2 in 2018.  99

From a low of 477.9 burglary cases in Germany 
per 100,000 population in 2009, the burglary 
rate has been steadily inclining to peak at 
567.2 in 2015. Since then there has been a 
sharp decline to a rate of 392.7 in 2018 .  100

In 2019, suspects allegedly stole more than a 
dozen priceless diamond-encrusted items at 
Dresden's Green Vault museum. Five suspects 
are accused of “serious gang robbery and two 
counts of arson” and that ”the suspects are 
members of a notorious criminal family 
network based in Berlin” . See Section 6.6 101

Organised Crime.  

In 2008, the kidnapping rate in Germany was 
2.3 cases per 100,000 population. This number 
spiked dramatically to 6.3 in 2009, and has 
remained high. The rate has been dropping 
from 6.4 in 2012 to 5.8 in 2016, and was at a 
low of 5.5 in 2018.   102

In October 2020 German police allegedly 
found a kidnapping victim in Goch, in 
Germany’s Lower Rhine region. During the 
police operation ”police officers came across 
54 people on the premises, including children, 
who appeared to belong to the sect” .  103

6.20 Murders: In 2008, Germany recorded 
1,021 homicides, being 0.9 per 100,000 
people. The rate has decreased to 0.8 in 2012, 
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and after peaking at 1.2 in 2016, it dropped 
again to 0.9 in 2018 .  104

6.21 Motor Vehicle Crime: Car theft in 
Germany decreased, with no major spikes over 
the years, from 2009 (108.4 per 100,000 
population) to a low of 60.7 in 2018 .  105

In respect of vehicle crime, Interpol  advises 106

that in most cases the organised theft of motor 
vehicles is linked to other organised crime 
operations  “For organised criminal groups, the 
acquisition, shipment and trade of stolen 
vehicles is a low-risk way to make profits. Stolen 
vehicles are frequently trafficked in order to 
finance and carry out other criminal activities, 
ranging from drug trafficking, arms dealing, 
people smuggling and international terrorism. 
Additionally, the illicit market in spare parts is a 
lucrative source of income for criminal 
organisations and offers them many practical 
uses. Not only does this phenomenon have a 
financial impact on the industry, but it also puts 
drivers in danger as illicit spare parts are likely 
to fall below recognised safety standards.In 
recent years, the use of the Internet has 
contributed to a dramatic increase in the resale 
of illicit vehicle components, making this an 
issue of major concern for law enforcement, car 
manufacturers, regulatory bodies and public 
health organisations across the world”. 

Berlin is reportedly  Germany’s number one 107

city for car theft with 162 cars per 100,000 
inhabitants stolen there in 2019. Other cities 
mentioned are Hamburg (92), Brandenburg 
(81). Hesse (19), Bavaria and Baden-
Württemberg (13 each).   

In a July 2020 press release, Europol advised 
that “German and Polish law enforcement 
authorities, supported by Europol, dismantled 
a network of thieves stealing expensive cars 
equipped with KEYLESS GO systems. On the 
action day, 16 July 2020, Polish National Police 
(Policja), supported by German authorities from 
Baden Württemberg (Landeskriminalamt), 
raided several apartments and searched a 
former agricultural property where it is 
believed vehicles were  dismantled for parts. 
The raids led to the discovery of several 
thousand car parts with manually removed 
identification numbers. German vehicle 
experts, however, were able to identify several 
car parts, which were linked to 13 stolen 
vehicles from Germany and Poland. Drugs, 
ammunition and electronic equipment were 
also seized during the action day.The Polish 
criminal network was well-organised and stole 
high-value cars equipped with KEYLESS GO 
systems. The suspects were able to bridge the 
keyless lock and engine starting system with 
technical equipment. Once stolen, the cars 
were moved to Poland where they were 
immediately dismantled. The group is 
suspected of stealing at least 34 vehicles worth 
more than €1.4 million. The cars were 
primarily stolen in the German region of 
Heilbronn. Several actions in November 2019 
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resulted in the arrests of seven suspected 
members of the network.  In May and June 
2020, two Polish nationals believed to be the 
leaders of the group were arrested in Norway 
and Poland.” 

According to the 2015 Illegal Markets in EU 
report  “Polish and Turkish are respectively 108

the second and third main nationalities of car 
theft suspects in Germany. Germans are the 
main of car theft suspects in Germany. Stolen 
cars are sold domestically or transported to 
Eastern Europe”.   

6.22 Cryptocurrency: According to the 2019 
NRA the money laundering threat for 
cryptocurrency in Germany is currently rated 
“Medium-Low”. Although it was determined 
that “no large- scale money laundering 
activities are discernible 
yet”, the NRA did highlight that “A key 
exception in this context relates to existing 
incriminated crypto assets such as those 
generated from criminal offences on the dark 
web or from crypto Trojans. The ensuing digital 
money laundering activities can be described 
as all-digital or seamless crypto money 
laundering. It is also conceivable that offenders 
might mine their own currency and declare 
their illegal crypto assets as a product of that 
mining in order to conceal its illegal origin. 
Procurement and operation of the relatively 
expensive mining kit can itself be paid for out 
of incriminated funds. Also, the placement of 
large transactions does not stand out in many 
cases in light of the frequent speculation with 
crypto assets”.  

 In respect pf terrorist financing the risk of 
crypto assets being used is currently rated as 
“Low“ although the risk potential for this could 
increase in the future. “There is evidence of the 
use of crypto assets in the fields of right-wing 
extremism and Islamism, although there is no 
reliable evidence of such assets being used to 
finance terrorism on a large scale. This 
assessment is borne out by the current 
situation – especially with regard to fund 
transfers – under which there has so far been 
no need, except in individual cases, for crypto 
assets in particular to be used for terrorist 
financing”.  

“Germany already has the effective legal and 
technical wherewithal to secure and dispose of 
incriminated crypto assets. State agencies have 
gained most practical experience in this regard 
so far with Bitcoin due to the dominance of this 
cryptocurrency as a means of payment on the 
dark web. Given the increasingly widespread 
use of Monero on the dark web, this 
cryptocurrency is also expected to gain 
practical significance with regard to securing 
and disposal”.  

According to an ING’s Global Survey  on 109

cryptocurrency published in June 2018, only 
8% of those surveyed in Germany admitted 
that they owned some cryptocurrency, whilst 
21% said that they expect to own 
cryptocurrency in the future, 28% said that 
digital currencies are the future of spending 
online. The European consumer average for 
awareness of cryptocurrency was 66%, with 
Germany measuring 71%.  
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Like other European countries, Germany has 
also experienced ransomware attacks. In 
December 2020, the Funke Media Group said 
that “some 6,000 of its computers had been 
"potentially infected" in the attack, which had 
affected several central computer systems at all 
its locations in Germany”. Ransom was 
demanded in Bitcoin .  110

In 2021, Germany's national cyber defence 
body, BSI, reportedly  said that “German 111

hospitals may be at increased risk from 
hackers…following two high-profile digital 
attacks this month on the Irish health service 
and a U.S. fuel pipeline”. German clinics have 
apparently been targeted by a series of cyber 
attacks over the last five years and are 
considered vulnerable to these attacks. The 
Hiscox Cyber Readiness Report  found that 112

“German firms accounted for more than a third 
of total losses across the entire study group at 
$48 million. The report surveyed 6,042 
companies across the US, UK, Belgium, France, 
Germany, Spain, the Netherlands and Ireland.  

6.23 Emerging Threat - Covid 19: Whilst 
organised crime benefits from a growing 
economy, they are also a beneficiary when 
economies experience significant downturns, 
and as they benefited from the last economic 
crises, there are concerns that the crises 
created by Covid 19 may also benefit 
organised crime.  

Transparency International (TI)  warns that “as 113

with previous economic crises, organised 
criminal groups will likely be in possession of 
large deposits of illicit money at their disposal”.  

Some OCGs have sought to use COVID-19 by 
exploiting the economic issues associated with 
the pandemic and use this to launder illicit 
funds through cash intensive businesses as 
well as investment in the real estate and 
construction sectors.  

“FATF has warned about the risk of criminals 
misusing companies to pose as legitimate 
businesses seeking financial assistance to 
conceal and launder illicit proceeds” & also 
that “stimulus measures such as loan schemes 
may risk being abused by criminals to launder 
funds”. FATF have also reported that, “the lack 
of transparency and oversight in emergency 
procurement have created plenty of 
opportunities for bribery, kickbacks & bad 
contracting. There are high risks of the 
increased misuse & misappropriation of public 
funds and consequent money laundering”. 

Whilst OCGs have benefited from the crises, 
concern has been raised that the EU’s €750 
billion recovery fund, aimed at helping 
countries re emerge from the corona crises is a 
Mafia target. Catherine De Bolle the Head of 
Europol attending a police summit in Rome 
said that there had been “an infiltration into the 
economy” by criminal organisations in Europe, 
and Europol had been asked to carefully 
monitor loans connected to the recovery fund, 
as funds “are already being targeted by 
criminal organisations, and we expect more in 
the future.”  De Bolle confirmed that OCGs 114

had already been praying on the public, as 
well as private companies & health authorities 
in many countries, offering highly sought after 
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products such as disinfectant, facemasks, 
thermometers, mechanical ventilators & 
phantom cures for coronavirus, being made 
available for example online as well as more 
sophisticated scams operandi using real 
corporate identities to offer  victims the sale of 
products linked to the pandemic only to 
disappear into thin air, after payment is made 
up front.   

According to RUSI , the German public–115

private partnership (PPP) named the Anti-
Financial Crime Alliance (AFCA), recognised in 
the really stages of the COVID-19 pandemic 
“the important impact it could potentially have 
on the financial-crime landscape internationally 
and in Germany. In the framework of Working 
Group 2, the members gathered relevant know-
how and observations and published a 
common paper on financial crime threats and 
risks related to COVID-19”.  

A media expose  in 2021 reports that “A 116

German police force has set up a special team 
to combat a growing black market in forged 
vaccine certificates”. Fraudsters were allegedly 
communicating via an encrypted messenger 
service offering both real traffic in fake 
certificates and fake offers which simply lure 
people into paying (often using cryptocurrency 
on the black markets). Fake certificates are 
allegedly being offered for vaccination centres 
in Weimar, Kamenz, Munich and Hamburg. 
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Section 6 - Key Threats Continued including Country Risk - 🇩🇪   

In this Section 6 the key threats are focussed on areas of Germany considered at higher risk.  

Key Threats -  Summary Germany 🇩🇪   
(Graphic - Crime Rates across German Regions )

Increased Risk Third Countries 

High Risk: High money laundering cross border threats between Germany and China, Turkey, Russia, the Caribbean islands (Cayman Islands, British Virgin Islands, 
Bermuda), Channel Islands (Guernsey, Jersey, Isle of Man), Cyprus and Malta in both directions, according to 2019 NRA.

Medium High Risk: Medium High money laundering cross border threats between Germany and the UK, Italy, Switzerland, Lebanon, and  Panama in both directions and 
inbound from Latvia to Germany according to 2019 NRA.
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Section 7 - Sanctions & Embargoes - 🇩🇪   

In this Section 7, the focus is on Sanctions and 
Embargoes threats.   

7.1 Sanctions & Embargoes: There are no 
sanctions against Germany.  Germany adopts 
both UN and EU sanctions and embargoes . 117

The EU gives legal effect to Targeted Financial 
Sanction designations by the UN Sanctions 
Committees through EU Council Regulations. 
Germany is required to adhere to those EU 
measures. The the Federal Office of Economics 
and Export Control “BAFA” also provides a list 
of goods which are subject to embargos , a 118

list of chemicals subject to the Chemical 
Weapons Convention , a list of countries to 119

which embargos apply , and Deutsche 120

Bundesbank provides a list of countries to 
which financial sanctions apply .   121

7.2 Sanctioned Countries: As far as relations 
with Syria, Iran and North Korea are 
concerned: 

7.2.1 Syria: Syria last recorded exports  to 122

Germany was US$2.48 billion during 2010, 
while Germany's exports of pharmaceutical 
products to Syria was US$7.3 million during 
2020 . 123

7.2.2 North Korea: In respect of Germany-
North Korea relations :  124

• “The reunified Federal Republic of Germany 
established diplomatic relations with North 
Korea in 2001. 

• The German government and German NGOs 
have provided support for various 
humanitarian and development projects in 
North Korea; the German humanitarian 
organisation, Welthungerhilfe, is a resident 
NGO in Pyongyang. 

• Several German political foundations with 
offices in Seoul have engaged in cultural and 
educational exchange programs with North 
Korea. 

• In 2018, Germany’s domestic intelligence 
agency reported that North Korea had 
obtained equipment and technology for its 
ballistic missiles program through its 
embassy in Berlin. 

• In 2017, North Korea exports to Germany 
were reported at $23,000, while German 
exports to North Korea were valued at $4.3 
million. This represents a significant drop 
from the peak of German-DPRK trade in the 
early 2000s, when reported bilateral trade 
volume reached a peak of $168 million in 
2002”. 

7.2.1 Iran: Germany had the highest volume 
of trade with Iran among the 27 members of 
European Union in the first seven months of 
2020, accounting for 41% of Iran's total 
exchanges with the bloc, according to statistics 
from Eurostat. Overall trade between Iran and 
European states decreased by 9% to €2.64 
billion during the seven months under review, 
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€1.08 billion of which were between Iran and 
Germany . 125

Germany also recorded the highest year-on-
year growth in trade with Iran among 
European states during the period, with 
15%. This compares with Italy which was Iran's 
second largest partner in the green continent, 
though bilateral trade barely exceeds €390 
million with a 29% YOY decline, and with the 
Netherlands which came third with €291 
million worth of trade with Iran, which figure is 
2% higher than the same period of last year.  

Germany's biggest export goods for Iran have 
always been "industrial machinery" and 
"vehicles". Both are very popular on the Iranian 
market. In 2020, German machinery and plant 
engineering again accounted for the largest 
share of exports, even though it has been 
severely affected by the US sanctions. Exports 
worth €2.7 billion in 2005 show the potential 
of the Iranian market for German industrial 
machinery and equipment. In 2020, German 
exports in this category have fallen to €549 
million . 126

In 2020, Iran ranks 68th among Germany's top 
100 trading partners. A year earlier, Iran was 
still in 73rd place, its worst ranking in decades. 
To be among Germany's top-50 trading 
partners, Iran would have to export and import 

goods and services worth €4 billion euros 
more, according to Germany's foreign trade 
statistics for 2020 . 127

7.2 Embassies: Germany has embassies  in 128

Cuba, Iran and Syria, while Cuba, Iran, and 
Syria have embassies in Germany.  

7.3.1 OFAC Lists: Germany has 81 names 
listed on OFAC’s SDN and other sanctions lists, 
with 53 entities and 28 individuals named . 129

7.3.2 US Sanctions: The US Government 
imposed sanctions on Russian vessels and 
entities involved in the Nordstream 2 project. 
The project is run by Gasprom and involves 
laying a pipeline from Russia to Germany to 
supply gas. Whilst sanctions were targeted 
only at the Russian vessels and companies 
involved, German parties were exempted . 130

7.4 Proliferation: According to the 2019/2020 
Peddling Proliferation Index , Germany is a 131

Tier 1 Country (highest threat), and is ranked 
4th best out of 55 Tier 1 countries with a 
control score of 969/1,300 

Germany  - Threat Assessment - 2021 Page  of 57 102



Section 8 - Terrorism & Terrorism Finance - 🇩🇪   

In this Section 8, the focus in on terrorism 
threats & on terrorism finance. 

8.1 Terrorism/Extremism: Germany is ranked 
48/138, and 5th highest in the EU, but still 
rated “low” at 3.965/10 in the 2020 Global 
Terrorism Index . 132

According to the 2019 NRA “The terrorist 
threat has materialised in Germany in recent 
years as a result perpetrated acts of terrorism. It 
is currently still rated as a high abstract threat. 
The greatest terrorist threat potential is posed 
by Islamic terrorism, although right-wing and 
left- wing extremists also pose a terrorist threat 
for Germany. There were five Islamic terrorist 
attacks in Germany in 2016 alone, of which the 
most serious was the December 2016 attack in 
Berlin, which left 12 dead and over 50 injured; 
there was a further Islamic terrorist attack in 
2017. The “Islamic State” (IS) terrorist 
organisation claimed responsibility for the 
attacks. In at least two cases, there were 
verifiable contacts between the attackers and 
members of IS prior to the attacks. Additionally, 
there was a series of similar planned attacks 
that security agencies were able to frustrate 
ahead of time. There were no Islamic terrorist 
attacks in Germany in 2018. Plans for attacks 

uncovered at various stages of preparation 
nevertheless show that there is no reason to 
sound the all-clear. The terrorist threat situation 
in Germany today is driven by Salafist 
ideologies and globally oriented jihadist 
groups. This primarily relates to further plans 
for Islamic terrorist attacks – both by simple 
means and of a more complex nature – mostly 
by individual actors not tied to an organisation, 
inspired by Jihadist ideology, frequently self-
radicalised and acting alone or in very small 
groups (‘individual jihad’), but also by ‘hit 
teams’ acting on behalf of globally operating 
Islamic terrorist groups such as IS and Al-
Qaida. Developments in states bordering on 
Europe are particularly important in this regard, 
notably in terms of those returning from crisis 
regions in Syria and Iraq and the possibility of 
members and proxies of terrorist organisations 
entering Germany under cover of migration”. 

According to the Global Terrorism Database 
(GTD) , an open-source database including 133

information on domestic and international 
terrorist attacks around the world. GTD 
recorded 16 terrorism incidents in Germany in 
2019, registering 3 deaths and 8 injuries.  

Publicly available information  reveals three 134

incidents recorded in 2020 in Hanau, Berlin 
and Dresden were recorded, and one in 2021 
in Berlin:  

• On 19 February 2020 in Hanau, “two mass 
shootings occurred, targeting two shish 
bars/hookah lounges in Hanau, Hess, 
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Germany. Eleven people, including the 
perpetrator, were killed and five others 
injured in the shootings, sparking a police 
manhunt.” The deceased gunman was 
suspected to be a right-wing extremist.   

• On 18 August 2020 in Berlin, “a 30-year-old 
Iraqi man rammed his car into other 
motorists on the Bundesautobahn 100 in 
Berlin injuring six people”. The man 
reportedly expressed support for Islamic 
extremist views.  

• On 4 October 2020 in Dresden, “a 20-year-
old Syrian asylum seeker stabbed two 
tourists at random killing one and injuring 
another in Dresden. The man was known by 
authorities to be an Islamist extremist”. 

• On 26 May 2021 in Berlin, “Tesla 
Gigafactory Berlin was attacked by 
saboteurs who set cables supplying 
electricity to the construction site on fire”. 
The suspected perpetrators are the “Left-
wing extremist group Vulkangruppe 
NetzHerrschaft zerreißen”.  

In 2018 , a significant terrorist plot  was 135

foiled in Cologne where a suspect that has 
since proven to be in contact with members of 
ISIL, was arrested “as he was manufacturing an 
explosive device which incorporated the highly 
toxic substance ricin. He was arrested for 
having breached the war weapons control 
legislation”.   

The 2019 US Country Reports on Terrorism 
reported  that “In 2019, Germany allocated 136

more resources toward combating all forms of 

terrorism. Law enforcement targeted a range of 
suspects, including Islamist terrorists and 
Racially and Ethnically Motivated Terrorism 
(REMT) actors. …The 2018 report by Germany’s 
domestic security agency, which contains the 
most recent statistics available, reported there 
were 24,100 REMT actors, 100 more than in 
2017, of whom 12,700 were considered 
“violence-oriented.” The number of violent 
crimes committed by these extremists rose by 
3.2 percent, from 1,054 in 2017 to 1,088 in 
2018.” 

“In 2019, the Federal Prosecutor’s Office 
opened 590 new terrorism investigations. Law 
enforcement agencies significantly increased 
the number of Gefährder (dangerous persons) 
deported in 2019, but federal statistics are not 
yet available. Germany continued to participate 
in international efforts to enhance border 
security”. 

The 2020 OSAC Report  advised that “The 137

U.S. Department of State has assessed Berlin, 
Hamburg, and Leipzig as being HIGH-threat 
locations for terrorism directed at or affecting 
official U.S. government interests. Several 
international terrorist groups that target U.S. 
government personnel and interests have a 
presence and operate in Germany, including 
ISIS, al-Qa’ida, Islamic Jihad Union (IJU), 
Kongra Gel (Kurdistan Workers’ Party, or PKK), 
Hizb’allah, and Hamas, as well as racially and 
ethnically motivated terrorists and anti-
establishment motivated extremists. Continued 
governmental reporting reiterates the growing 
concern for the expanding international and 
indigenous radical Islamist presence.”  
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“According to publicly available statistics from 
June 2018, more than 1,050 Islamic extremists 
have traveled from Germany to the Middle East 
for the purpose of fighting in the more recent 
conflicts in Iraq and Syria. Twenty-nine of the 
114 individuals who departed from Bavaria 
returned to Germany. Twenty-two are in Bavaria 
and five are currently imprisoned. The 
Verfassungsschutz (BfV -- German Federal 
Office for the Protection of the Constitution) 
identified 4,150 extremists at the end of 2018 
living in Germany. Of those identified, 750 
belong to the Salafi movement and 25% of 
those individuals are considered dangerous. 
ISIS and other groups continue to call on 
followers to conduct attacks in Europe, 
including in German”. 

8.2 Far Right / Left Wing Extremists: 
According to the 2020 OSAC report, 
“Awareness of right-wing extremism increased 
in 2019 following several high-profile murders 
and attacks. Press reporting shows that far-right 
organizations and networks operate 
nationwide. Authorities estimate that there are 
24,100 right-wing extremists in the country, of 
whom 12,700 are potentially violent. Far-right 
extremists committed 20,431 politically 
motivated crimes in 2018, including 1,156 
violent acts, including one murder and 6 
attempted murders. In the same year, police 
recorded 169 right-wing offenses against 
refugee accommodation, 14 of which were 
violent. 2016 had been a high point of such 
offenses, with 929 crimes.  

• In October 2019, a suspected member of 
the extreme right shot two people dead in 

Halle after a failed attempt to storm a 
synagogue in the city. The suspect’s motive 
was primarily anti-Semitism, but he also 
showed xenophobic, Islamophobic and 
anti-left views in a claim of responsibility.  

• In June 2019, a right-wing extremist with 
links to the neo-Nazi National Democratic 
Party (NPD) and the neo-Nazi terrorist group 
Combat 18 (C18) shot and killed a local 
politician and vocal supporter of refugee 
rights at his home in Istha, Hesse.  

• In January 2019, a speaker for the populist 
Alternative for Deutschland Party (AfD) was 
the victim of a serious assault in a street 
attack in Bremen. Days earlier, a large late-
night explosion in front of an AfD office in 
the State of Saxony resulted in a number of 
arrests.  

• In late 2018, a series of incidents occurred 
in Chemnitz, Saxony following the fatal 
stabbing of a local man by two refugees. 
Protests attracted up to 6,000 people 
including members of hooligan and 
extreme-right groups, and several migrants 
were chased through the streets. Several 
further apparent xenophobic attacks have 
since taken place in Chemnitz”.  

“To help mitigate the threat of right-wing 
extremism, the government maintains a central 
database for monitoring violent right-wing 
extremists. Government attempts to ban the 
NPD have been unsuccessful due to the 
constitutional protections afforded to political 
parties. The BfV is now investigating the AfD, a 
populist party that gained 11.5% of the votes in 
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the 2017 federal parliamentary election, over 
the extent of its extreme-right links and anti-
constitutional activities, and monitoring two 
factions of the party due to suspected anti-
democratic activities. In December 2019, the 
German security services approved 600 new 
posts to counter the extreme right. Left-wing 
extremists number around 32,000, of whom 
9,000 are potentially violent, according to 
German security services. There were 7,961 
left-wing politically motivated crimes recorded 
in 2018, of which 1,340 were acts of violence. 
3,292 of the crimes were against right-wing 
targets, of which 473 incidents were violent. 
1,929 of the crimes were committed against 
the police, 815 of which were violent. The left-
wing extremist scenes in Berlin, Leipzig, and 
Hamburg are particularly active, and best 
exemplified by arson attacks on luxury vehicles, 
especially in Berlin and Hamburg. Political 
opponents, right-wing extremists, property 
companies, and companies associated with 
weapons manufacture are frequent targets of 
vandalism attacks. Some actions are conducted 
in solidarity with Kurdish causes. Repeated left-
wing demonstrations at Google’s planned 
startup campus in Berlin prompted company 
officials to pull the plug on the burgeoning 
project in 2018 and search for alternate 
locations. Left-wing extremists continue to clash 
with the police on a frequent basis, particularly 
in Berlin and Leipzig. On New Year’s Eve 2019, 
a police officer received serious injuries after 
an assault by left-wing autonomists who had 
been throwing fireworks and bottles at police 
during celebrations in Leipzig. Right- and left-
wing extremists have increasingly come into 

direct conflict with each other, especially when 
right-wing protests encounter larger and more 
violent left-wing counter protests. This 
phenomenon played out repeatedly over the 
past year during a series of “Merkel Muss Weg” 
(Merkel Must Go) demonstrations in Hamburg. 

The Organisation for Security and Co-
operation in Europe (OSCE)’s report data   138

shows that German police recorded 8,585 hate 
crimes in 2019, with a very large number of 
these recorded as a bias against racism and 
xenophobia (1,651 incidents) followed by ant-
semitism (273), bias against other groups - 
sexual orientation or gender identity (248) and 
bias against Muslims (207) being the most 
prevalent .  This is an higher rate than 8,113 
the previous year in 2018, and revealing and 
escalating trend from the 7,913 incidents in 
2017 and 3,598 in 2016. 

The GTI report advises that “There have been 
332 far-right terrorist incidents in the West 
since 2002, with 167 occurring in the US. 
Germany had the second highest number of 
far-right attacks with 48, followed by the UK 
with 35”. 

8.3 Terrorism Finance:  According to the NRA 
“the threat of terrorist organisations engaging 
in financing activities in Germany has been 
rated as medium-high”.  “Fundraising can 
involve both illegal and legal sources. Personal 
funding (such as earned income, benefits and 
savings) is frequently a very substantial legal 
source of financing for acts of terrorism. 
Investment in real estate and businesses (such 
as in catering) would also appear a potential  
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way of ensuring sustained flows of money in 
order to consolidate structures for the long 
term. Sources of funding observed in the past 
have been family support (in connection, for 
example, with individuals travelling to foreign 
conflict zones and joining terrorist 
organisations there) and borrowing.” 

The NRA goes on to say that “In some cases, 
foreign terrorist groups use their diaspora or 
sympathisers living in Germany to generate 
donations in order to fund their structures and 
activities” and that “individual organisations 
based in Germany – mostly registered 
associations – have collected donations for 
purportedly humanitarian purposes where the 
donations have then indirectly benefited 
terrorist groups”.  

Donations in kind are also thought to play an 
important role in funding activities. “Activities 
observed have notably included the collection 
of clothing, medical drugs and military 
equipment, and also of vehicles”.  

In respect of illegal funds, “detected sources of 
illegal funds for terrorist financing have 
included theft, burglary, robbery, handling 
stolen goods, drug trafficking and offences 
relating to benefit, insurance, internet and tax 
fraud.”  

8.3.1 Terrorism Finance - Use of informal 
money and value transfer systems: 
According to the 2019 NRA, “Islamic terrorism 
continues to make substantial use of informal 
money and value transfer systems such as 
hawala. All money or value transfer services 
(MVTSs) harbour risks with regard to terrorist 

financing. Hawala and other informal money 
and value transfer systems pose a particular 
threat, however. Informal money and value 
transfer systems are services that typically 
operate outside of the traditional financial 
sector and provide money or value transfer 
over long distances. Such transfer 
arrangements are usually based on an 
established relationship of trust (such as on the 
basis of ethnicity) or develop in regions where 
the banking system is rudimentary. The best-
known form of informal transfer arrangement is 
hawala”. Notwithstanding this, “The security 
agencies involved in the National Risk 
Assessment estimate that about US$200 billion 
are transferred by such systems worldwide 
every year”, however “the great bulk of these 
funds, “can be assumed not to be destined for 
terrorist financing”.  

Furthermore, Security agencies in Germany 
have apparently observed that “sums of money 
have been transferred abroad for terrorist 
purposes using money or value transfer 
services. The security agencies share the 
concern that, given the large number of agents 
in the DNFBP sector in Germany, a number of 
individuals could have applied for employment 
with large undertakings in order, by suitable 
manipulation, to transfer money – ostensibly 
legally – for recipients from the terrorist scene”. 

 8.3.2 Terrorism Finance - Cash couriers: 
“Cross-border cash transport by couriers is 
another way for terrorists to launder funds past 
the surveillance mechanisms built into the 
conventional financial system. Increased use is 
made in this context of organised crime 
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(notably in Eastern Europe) with its established 
networks for cash transfer. It should be borne in 
mind that the term ‘courier’ covers several 
situations. On the one hand, there are 
professional couriers who carefully prepare 
their assignments and are paid for their 
services. Use is also made, however of casual 
couriers who, for example, bring money over 
when travelling on business. This is a tactic that 
is known to have been deployed by PKK 
sympathisers. Occasional use is made of ‘jihadi 
volunteers’ who visit a terror camp and have to 
pay several thousand dollars for admission. 
There are also cash couriers who are unaware 
that they are supporting a terrorist group. 
These are frequently people with regular 
employment abroad who visit their families in 
the target country. They mostly travel with 
money from foundations or private donors that, 
on arrival, is channelled to the terrorist 
organisation concerned”. The NRA goes on to 
highlight indications that can be considered 
when cash is being carried for the purposes of 
terrorist financing: 

• Unusual itinerary; 

• Luggage not matching destination/ 
duration of travel; 

• Items carried (such as outdoor equipment 
or large quantities of medical drugs); and 

• Prior knowledge about the individual.  

8.3.3 Terrorism Finance - NPOs: “Non-profit 
organisations (NPOs) are also encountered in 
connection with terrorist financing activities. In 

Germany, NPOs very frequently take the form 
of an e. V. (eingetragener Verein) – a German 
registered association. In light of the specific 
features of the non-profit sector and the 
prominence of NPOs, including in international 
financial transactions, seen in countering the 
financing of terrorism, the Federal Government 
is currently working on a separate sectoral risk 
assessment with a focus on this thematic area. 
Registered associations (in particular) are also 
encountered in connection with what is 
referred to as ‘rocker crime’ and politically 
motivated crime by foreign nationals”.  

8.3.4 Use of innovative financing methods: 
The NRA found that “prepaid credit cards and 
the cross-border card-to- card transactions 
associated with credit cards are vulnerable to 
terrorist financing abuse. Terrorists can use 
credit cards to make payments for any purpose 
at any time both in Germany and abroad”. A 
specific typology mentioned is a “card being 
loaded by various third parties who have no 
direct link to the cardholder and usually also 
hold prepaid cards themselves. In this way, a 
large amount can be stored on a single 
prepaid card”. Donation-based crowdfunding 
and crowd lending are also relevant to terrorist 
financing. 

Germany  - Threat Assessment - 2021 Page  of 63 102



Section 8 - Terrorist incidents 2015 - 2019 - 🇩🇪   

Global Terror Database - Germany 🇩🇪  

Year Incidents Deaths Injuries Cities Perpetrator group Target type

2019 16 3 8
Berlin, Landsberg-Wiedersdorf, Halle, Leipzig, 
Nuremberg, Zittau, Wolfhagen, Hagen, Erbach 

an Der Donau, Bremen, Dobein Essen & Bottrap

Kurdistan Workers Party (PKK), Anti-Semantic 
extremists, unknown, Indigenous People of Biafra 

(IPOB), Neo-Nazi extremists, suspected Anti-muslim 
extremists, Anti-Roma extremists, Anti-Fascist 

Spring Bremen, Anti-immigrant extremists

Government (Diplomatic), Private 
citizens and property, Business, 
Religious figures / institutions, 
Government (general), violent 

political party. 

2018 22 0 8

Dusseldorf, Berlin, Chemnitz, Cologne, 
Allersberg, Duisberg, Heilbronn, Kassel, Ulm, 
Gutersloh, Ahlen, Itzehoe, Meschede, Lauffen 

am Neckar, Duren

Unknown, Jihadi-inspired extremists, PKK, 
Revolution Chemnitz, Anti-Semitic extremists, Anti-

Muslim extremists (suspected), Vulkangruppe 
NetzHerrschaft zerreissen, Action Cell Haukur 

Hilmarsson, Kurdish extremists, Anti-Immigrant 
extremists

Business, Transportation, Private 
citizens and property, Educational 
institute, Utilities, Religious figures 

/institutions, 

2017 27 1 10

Berlin, Altena, Heme, Hamburg, Dresden, Bad 
Bevensen, Bremen, Dortmund, Cologne, 

Leipzig, Engelsdorf, Well am Rhein, Kremlin, 
Artem, 

Unknown, Jihadi-inspired extremists, Anarchists, 
Shutdown G20: Take Hamburg offline!, Anti-Muslim 

extremists (suspected),Kurdistan Workers' Party 
(PKK) (suspected), Left-wing extremists, Fire and 

Flame for the Police (FFdP), Conspiracy of Cells of 
Fire,Revolutionary Struggle (suspected), Animal 

Rights extremists, Conspiracy of Vengeful Arsonists, 

Police, Private citizens and 
property, Government (general), 

Business, Transportation, 
Religious figures / institutions, 

2016 45 27 118

Hamburg, Berlin, Ludwigshafen, Magdeburg, 
Chemintz, Hannover,Essen, Sebnitz, Leipzig, 
Dresden, Oersdorf, Kothen, Dresden, Bebra, 
Erbach an Der Donau, Magdeburg, Ansbach, 
Munich, Wurzburg, Grafing, Essen, Hamburg, 
Grafenhainichen, Bautzen, Berlin, Hanover, 

Oberhausen, Unknown, Leipzig, Witten, 
Altenberg, Lohfelden, Dreieich.

Jihadi-inspired extremists, Neo-Nazi extremists, 
Unknown, PKK (suspected), Bahoz, Right-wing 

extremists, Patriotic Europeans against the 
Islamization of the West (PEGIDA),Anti-Muslim 

extremists (suspected), Islamic State of Iraq and the 
Levant (ISIL), , Unknown, Anarchists, Neo-nazi 

extremists

Police, Government (general), 
Private citizens and property, 

business, Government 
(diplomatic), Transportation, 

Religious Figures/Institutions, 
Police

2015 66 1 48

Wallerstein, Schwabisch Gmund, Godendorf, 
Tutow, Augsburg, Pirna, Heide, Altenburg, 

Achtm, Munster, Johanngeorgenstadt, 
Trassenheide, Lamperthelm, Sehnde, Jena, 
Freital, Cossebaude, Magedeburg, Wismar, 
Dresden, Cologne, Flensburg, Heidelberg, 

Altena, Friemar, Grosshartmannsdorf, 
Bischhagen, Laage, Wertheim, Freital, 

Neuhardenberg, Berlin, Gerstungen, Bielefeld, 
Gersheim, Rockensussra, Ebeleben, 

Rottenburg, Heppenheim, Salzhemmendorf, 
nauen, Leipzig, Weissach imTal, Neustadt an 
Der Walnaab, Freital, Reichertshofen, Bohlen, 

Lubeck, Meissen, Limburgerhof, Brand-
Erbisdorf, Witten, Troeglitz, Berlin, Dresden, 

Escheburg, Hamburg, Hanover, Schettau

Unknown, Animal Liberation Front (ALF), Anti-
Immigrant extremists,   Freital Group, Muslim 

extremists, PKK, Right-wing extremists (suspected), 
Neo-Nazi extremists, German Resistance Movement, 

Right-wing extremists, Anti-Muslim extremists 
(suspected), Patriotic Europeans against the 

Islamization of the West (PEGIDA), Anti-Immigrant 
extremists

Private citizens and property, 
Police, Government (general & 
diplomatic), Religious Figures/

Institutions, Journalists & Media

Source: https://www.start.umd.edu/gtd/search/Results.aspx?page=1&search=Germany&expanded=no&charttype=line&chart=overtime&ob=GTDID&od=desc#results-
table
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Section 9 - Money Laundering  - 🇩🇪   

In this Section 9, the focus is on Germany’s   
vulnerability to money laundering. 

9.1 Money Laundering: According to the 
Financial Secrecy Index 2020’s Narrative 
Report on Germany, “As a big and stable 
economy and with intensive use of cash and a 
booming real estate sector, Germany attracts 
substantial money laundering activities. Even 
though no reliable numbers on the extent of 
money laundering exist, experts agree that the 
problem is significant and that the fight against 
money laundering is not yet very effective in 
Germany. It is estimated that €29-109 billion 
from national and international criminal 
activities might be laundered in Germany every 
year. The most widely quoted estimate of €100 
billion is extrapolated from suspicions 
recounted (but not verified or even necessarily 
reported) in interviews with obliged entities 
from the non-financial sector and topped-up to 
comprise the financial sector. Lower estimates 
are based on national crime statistics but 
exclude tax evasion. At the end of 2019, 
Germany has finally published its first national 
risk analysis (NRA). But this risk analysis doesn’t 
contain any official estimate on the size of the 
problem and the analysis of sectoral and 
country risks in many cases seems to lack 
rigorous analysis and evidence. Even though 
estimates are highly uncertain, the national risk 
analysis as well as anti-money laundering 
experts and individual cases brought up by the 
media indicate that the problem is substantial. 
In the last two years money laundering 

received increased public attention, especially 
around real estate transactions”.   

In the OC in EU report , a case of cross border 
money laundering as a service was 
highlighted.  “A German-based criminal 
network was offering worldwide money 
laundering services, from Germany to Australia. 
The OCG was using a combination of newer 
and older transaction methods in order to 
avoid law enforcement detection. Import-
export companies were used to move cash and 
justify the transfers through fictitious invoicing. 
The use of shell companies allowed criminals 
to conceal their identities. In addition, the OCG 
used so-called ‘cuckoo smurfing’, a method of 
money laundering based on the informal 
Hawala banking value-transfer system. 
Offenders acting as legitimate Hawala remitters 
took advantage of customers by replacing their 
licit monies with ill-gotten gains. Meanwhile, 
the same amount of illicit cash was collected in 
the country of destination and transferred to 
the designated recipient. Using informal 
payment methods, the criminal syndicate was 
able to act for long periods without being 
detected by the supervisory authorities that 
monitor financial transactions”. 

According to the NRA, it has been noted that 
recently “members of organised crime groups 
(mostly from what is referred to as the clan 
milieu) [are] increasingly dispensing with 
purchases of high-value goods and instead 
renting or leasing them on a long-term basis. 
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Most of the goods concerned are motor 
vehicles or jewellery (watches and chains)”.   

9.2 Higher Risk Areas: The NRA assesses the  
risk in the country using the following risk 
categories: “high, medium-high, medium, 
medium-low and low”. The 2019 NRA 
highlights the most prominent predicate 
offences that generate proceeds, high risk 
cross border and geographic countries of 
concern as well as sector and product 
vulnerability as depicted below: 

The OC in EU report listed high and medium 
risk economic sectors as real estate, 
construction, art and antiquities, boats and 
yachts, trustee and management companies, 

hotels and restaurants, traders in goods, and  
insurance. “Common features among those 
sectors are the high volume of cash involved 
and the high prices paid for the goods (which 
allow potential overestimations of assets)”. The 
real estate sector was particularly singled out 
as a risk sector.  See Section x for high risk 
jurisdictions.  

9.3 Cash Based Money Laundering: 
According to the 2019 NRA, “In light of 
Germany’s high economic attractiveness and 
the high cash intensity and diversity of 
the economy, the money laundering threat 
for Germany is rated as “Medium-High”. Also 
“Heightened susceptibility, notably for terrorist 
financing, has been identified for money or 
value transfer services (primarily in the case 
of cash transactions with an international 
dimension and payments outside of an 
existing business relationship). The high cash 
intensity of money or value transfer services is 
considered a notable risk driver”.  

According to the OC in EU report, “cash is the 
most used form of payment in Germany. More 
than half of expenditures and 80% of trans- 
actions at points of sale are done in cash.  
Germany is traditionally attached to cash 
usage, and cash still plays an important role in 
its every- day economic activities. Germany’s 
cash ratio amounts to 68% of daily payments, 
being the eighth country in Europe in the use 
of cash”. Based on a study in 2015, it was 
found that in the non-financial sector that “cash 
transactions in the non-finance sector are 
especially susceptible to money laundering”.   

NRA 2019 - Sectors ML threat TF threat

Financial sector overall High High

Banking Sector (international threat) High High

Financial institution branches and branch 
offices of foreign banks High High

MVTS High High

Foreign currency dealing High High

Real Estate High Medium

Gambling High Low

Banking Sector (national threat) Medium High Medium High

Product vulnerability overall Medium High Medium High

Affiliated Banks Medium High Medium High

Product vulnerability for large international 
banks in banking sector Medium High Medium High

Trade in goods Medium High Medium

Electronic money products Medium High NA

Product vulnerability in small to medium 
sized banks and credit institutions Medium Medium 

Other credit institutions Medium Medium

Securities Medium Medium

Factoring Medium Medium

Financial undertakings Medium Medium 

Insurance Medium Low Medium Low

Life Insurance Medium Low

Cryptoassets Medium Low N/A

Electronic money Low Low
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Furthermore, “cash transaction limits in other 
EU member states have led to a displacement 
of cash transactions towards other EU 
countries, for example, Germany (Deutsche 
Bundesbank, 2016). A report found that the 
declared imports of cash into Germany alone 
totalled around 56 billion euro in 2012. 
Additionally, it is estimated that the amount of 
undeclared cash smuggled into Germany is 
also significant (Henn, Mewes, & Meinzer, 
2013). To launder money obtained from illegal 
activities, organised crime is suspected of 
using cash transactions to buy real estate and 
luxury items such as cars, art and gold, 
although other sectors with smaller average 
transactions in cash, such as the food service 
industry, are also used by OC”. Since June 
2017, anonymous cash transactions in 
Germany have been limited to a maximum of 
€10,000. Identification is needed for larger 
transactions.  

According to the IMF  (Medina & Schneider) 139

in 2015, Germany had one of the smallest 
shadow economies in the world ranked 
156/158 (with 1 being the highest), at 7.75%. 

9.4 Trade Based Money Laundering 
(“TBML”): According to the NRA, “Trade-based 
money laundering is particularly significant for 
Germany because of the trade volumes it 
generates as an industrial powerhouse. In 
2017, Germany, as the world’s third-largest 
exporter and importer, exported goods with a 
total value of €1,273 billion and imported 

goods with a total value of €1,006 billion.30 

Typical ML/TF methods are over-invoicing and 
under-invoicing goods and services, multiple 

billing of goods and services, fictitious trades 
and the use of shell companies. In trade 
finance, banks have a large amount of 
information on business relationships. In 
contrast to pure-play lending business or 
correspondent banking business, this 
information can be used in monitoring with the 
effect of reducing risk”. 

According to the Trends in Trade & Pirated 
Goods Report 2019  by the EUIPO & OECD, 140

3.3% of world trade (& 6.8% of EU imports) in 
2016 was made up from trade in counterfeit 
goods. Whilst Germany is estimated as having 
a low propensity to export counterfeit 
products with a score of 0.132/1 (2016) with 
export trade to the rest of the world, it 
nevertheless is expected to be involved in 
significant counterfeit imports.  Based on 
imports of US$1.2 trillion, of which approx 
20% is from developing countries in 2019 and 
considered higher risk for exporting 
counterfeit goods, estimated counterfeit 
imports into Germany represent 3.3% or 
US$7.9 billion. See Section 6.13.1 above for 
more on counterfeit goods. 

9.5 Other Money Laundering: According to 
the NRA, the threat of the securities sector 
being misused for money laundering is rated 
as “medium” overall. There are vulnerabilities 
for asset management companies in respect of 
real estate funds. Virtual currency laundering is 
considered in the 2019 NRA, but does not 
appear to be a significant problem currently, 
although there are some reports in this TA 
regarding the the use of cryptocurrencies in 
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crime and cybercrimes such as ransomeware 
attacks. New payment methods are 
highlighted as possibly problematic in the 
future.  

9.6 Sectoral Money Laundering: The FIUs 
Annual Report 2019 trends and typologies   141

highlights vulnerabilities for the real estate 
sector, use of cash when procuring high value 
goods such as arts and antiques, the gambling 
and betting, NPOs and MVTS. Key sectors 
targeted by OCGs include automotive trade 
(including lorries), gold, jewellery and 
antiques, online trade sector & in trade with 
electronic devices, food industry, security 
services and the construction industry.    

9.6.1 Trade in High Value Goods: According 
to the NRA, “Due to the large sums involved, 
trade in high-value goods (notably luxury 
goods, motor vehicles and antiques) is 
generally also suited to laundering 

incriminated funds into the legal economy.68 

9.6.2 Motor Vehicles: The “motor vehicle 
trade (&, most of all, the used car segment) is 
highly significant in terms of money laundering 
because many transactions are made in cash. It 
should also be noted in this connection that 
unlike its neighbours, Germany does not set 
any upper limit on cash payments. In the luxury 
cars segment especially, therefore, the motor 

vehicle trade69 is particularly well suited to the 
laundering of incriminated funds into the 
economy. The high risk-affinity of the motor 
vehicle trade in Germany was recently 
confirmed by the success of a Europol 
investigation (Operation Cedar). A professional 

money laundering organisation in Germany, 
among other countries, was shown to use 
incriminated funds to buy used cars & other 
luxury goods (boats, works of art, construction 
machinery, etc.) & then export them and resell 
them abroad in order to conceal the 
incriminated source of the funds used. At its 
height, €1 million a week is estimated 
to have been laundered in this way.  

From past clearing and money laundering 
investigations, the investigating authorities 
report that the trade in or the purchase of 
vehicles of all kinds is frequently given as the 
reason for carrying, in some cases very large, 
amounts of cash discovered in controls at 
home and abroad. Trade in vehicles, works of 
art and also construction machinery is 
also repeatedly stated as the reason for 
physically carrying cash in instances where 
cash is properly declared on entering or 
leaving the country. Experience has shown that 
incriminated cash from neighbouring European 
states is frequently brought into Germany in 
this way for money laundering purposes. This is 
often performed by cash couriers who work in 
closed groups, have no relation to the 
predicate offence and move what can easily 
amount to several hundreds of thousands of 
euros around Europe by land. Funds are thus 
used to buy vehicles, construction machinery 
and so forth in cash and hence laundered into 
the Germany economy almost without 
detection. In some cases, cash couriers use 
registered car dealerships of their own for this 
purpose. Alternatively, where the sum to be 
laundered is too big or anomalous for a single 
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firm, the cash may be deliberately spread 
across multiple cooperating car dealerships. 
The money is then usually transferred back by 
selling the vehicles abroad and exporting 
them. Anomalous features of this modus 
operandi include:  

• Strict and clear separation between 
predicate offence and money laundering 
activities; 

• Use of networks of companies in Germany 
and abroad;  

• Closed nature of the money laundering 
groupings;  

• Use of cash-intensive lines of business for 
placing the funds;  

• Commingling of legal and illegal business 
activities; and  

• Avoidance of the banking sector in 
Germany/Western Europe due to the AML 
arrangements in force.  

“According to a preliminary survey, since the 
FIU was brought under the Central Customs 
Authority, it has received about 640 STRs that 
were either submitted by car dealers or where 
“anomalies in connection with the sale/
purchase of motor vehicles” were stated as the 

reason for the report. 65% of these reports 

came from the financial sector, 30% from the 
DNFBP sector, and 5% from public agencies 
and other obliged entities”.  

9.6.3 Art: “Regarding the high-value art trade, 
cases have been observed in the past of 

expensive works of art being brought under or 
bought and sold by offshore companies. It can 
be assumed that this is often done to achieve 
anonymity in order to facilitate money 
laundering activities. The art trade in general is 
rated as vulnerable to money laundering”. Art 
storage providers, art trade intermediaries, art 
galleries, and art auction houses are included 
(or soon to be included) in AML measures in 
Germany according to the NRA. Works of art 
include “pictures, original engravings and 
original sculptures and statuary. Art storage 
providers are subject to the requirements of 
the Money Laundering Act where storage takes 
place in a free zone…Free zones within this 
meaning on German territory are the free ports 
of Bremerhaven and Cuxhaven”. Increased 
attention to leasing transactions involving 
motor vehicles, construction machinery and 
jewellery was recommended for supervisors.  

9.6.4 Precious Metals & Stones: The sector 
of the trade in precious stones and precious 
metals is considered to be highly susceptible 
to money laundering, and that cash payments 
in this sector are deliberately structured to 
avoid the €10,000 reporting/identification 
threshold.  

9.6.5 High Value Goods Trade Generally: 
The following anomalies can be noted in this 
connection as risk factors evidencing 
concealment techniques relating to trade in 
goods:  

• Traders in goods in Germany receive 
sometimes large payments from third 
parties for goods or services ordered by 
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shell companies incorporated in offshore 
jurisdictions that have no connection with 
the final place of delivery;  

• Discrepancies between the amount 
invoiced for goods and what would be a 
reasonable market value, or other 
discrepancies such as between the invoiced 
amount and the transaction total shown in 
transportation and accompanying 
documents; and  

• Use of traded goods as a medium of 
exchange and store of value, such as when 
cash of unknown origin is invested in high-
value goods.  

9.7 High Risk Geographies & Regions: A 
number of countries have been highlighted as 
of concern by FATF and the EU, as well as 
within this Threat Assessment.  

9.7.1 FATF Listed Countries: The FATF list  142

of countries with AML deficiencies are: North 
Korea, Iran, Albania, Barbados, Botswana, 
Burkina Faso, Cambodia, Cayman Islands, 
Haiti, Jamaica, Malta, Mauritius, Morocco, 
Myanmar, Nicaragua, Pakistan, Panama  , 
Philippines, Senegal, South Sudan, Syria, 
Uganda, Yemen & Zimbabwe. 

9.7.2 EU Listed Countries: The EU list  of 143

countries with AML deficiencies are: North 
Korea and Iran, and Afghanistan, Bahamas, 
Barbados, Botswana, Cambodia, Ghana, Iraq, 
Jamaica, Mauritius, Myanmar, Nicaragua, 
Pakistan, Panama, Syria, Trinidad and Tobago, 
Uganda, Vanuatu, Yemen and Zimbabwe. 

9.7.3 Other Countries: Offshore centres in 
the region and attractive to laundering illicit 
funds include those risk rated highly in the 
Financial Secrecy Index, including: 
Luxembourg (6/133), Netherlands (8/133), 
Germany (14/133), Malta (18/133), Ireland 
(29/133), France (33/133), Austria (36/133), 
Italy (41/133), Belgium (50/133) & Sweden 
(64/133) & neighbours, Gibraltar (30/133) & 
Andorra 123/133.  

9.7.4 German Regions: Whilst the main 
financial centre in Germany is in Frankfurt, 
other important  cities such as Berlin and 
Munich are also financial hubs. 
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Section 9.7.5 - Third Countries Highlighted by NRA - 🇩🇪   

Extract from Germany’s NRA 2019 setting out information for key cross border & third country risks. 
High risk third countries are: China, Turkey, Russia, Caribbean islands (Cayman Islands, British Virgin 
Islands, Bermuda), Channel Islands (Guernsey, Jersey, Isle of Man), Cyprus & Malta. Medium High 
risk countries are: UK, Italy, Switzerland, Lebanon, Panama & Latvia. Countries with increasing risks 
are: UK, Czech Republic & Hungary. 

Cross border threats: ML threat Direction of threat Trend

Country
High Medium / 

high Medium Medium/ 
low Low Inbound Outbound Both 

directions Unclear No 
change Increasing Decreasin

g

→ ↑ ↓
USA * * *
France * * *
United Kingdom * * *
Netherlands * * *
China * * *
Italy * * *
Austria * * *
Poland * * *
Switzerland * * *
Belgium * * *
Czech Republic * * *
Hungary * * * *
Turkey * * *
Russia * * *
Luxembourg * * *
Denmark * * *
Caribbean islands (Cayman 
Islands, British Virgin Islands, 
Bermuda)

* * *

Channel Islands (Guernsey, 
Jersey, Isle of Man) * * *
Lebanon * * *
Panama * * *
Liechtenstein * * *
Cyprus * * *
Malta * * *
Singapore * * *
Lithuania * * *
Estonia * * *
Latvia * * *
Vanuatu * * *
Source: Reproduced from the Germany National Risk Assessment 2019: https://www.bundesfinanzministerium.de/Content/EN/Standardartikel/Press_Room/
Publications/Brochures/2020-02-13-first-national-risk-assessment_2018-2019.pdf?__blob=publicationFile&v=6
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Section 9 - Money Laundering Continued - 🇩🇪   

Extracts from the Germany FIUs Typologies and Trends identified in the FIU Annual Report 2019  144

setting out information for key risk areas.  

2019 Key Risk Areas Regarding Money Laundering as per FIU

Real Estate

Real estate carries a high risk of money laundering. Sales generally involve large transaction volumes. In addition, there is a wide range of legal 
configuration options for potentially concealing the origins of the funds and the ownership structures. As an invested asset that is independent of the 
economic situation, real estate is particularly stable in terms of its value, is tied to a specific location, can only be substituted under certain conditions 
and is thus considered the most significant investment property in Germany. 

Straw man transactions - involvement of persons acting on behalf of third parties;

Financing of the Purchase Price of property via a Complex Network of Companies - If no regular business activity is apparent, this can often be 
an indication of a dummy or shell company founded solely to manage finances. An attractive method of settling real estate trans- actions is thus to 
finance the purchase price by integrating these types of companies (generally foreign) in order to conceal the actual beneficial owner of the real estate 
transactions. 

1,266 STRs were submitted to the FIU in conjunction with real estate transactions in the reporting year 2019.

Use of cash (when procuring high-value goods) especially arts and antiques

Trading valuable goods is characterised by the use of large sums of cash, which facilitates the anonymous transfer of larger sums of money. In 
addition, markets that are frequently obscure enable funds from criminal activities to be integrated into the legitimate economy. The acquisition of 
motor vehicles, art and antiques and other luxury goods are on focus here. 

Art and antiques trade: Trade-based money laundering in the art market were apparent in this area with high-volume payments by third parties that 
were arranged by a shell company based abroad with no connection to the final delivery location. Also see 2019 Typologies paper. 

Third party payments: Use of business accounts, country of destination, discrepancies on invoices and loan agreements. 

The FIU only received 40 STRs that could be definitely assigned to the art sector in 2019 

Trade-Based Money Laundering

Trade-based money laundering takes advantage of the complex nature of the flows of goods and money in international commerce. Over- or 
under-in-voicing, charging for goods and services multiple times, fake commercial transactions, deliveries with contents which deviate from the 
description or in- correct descriptions, intermediation by third parties or using shell companies are typical scenarios here. Germany is a strong 
exporter and importer of goods and is thus considered particularly “attractive” for this typical method of money laundering. 

Games of Chance / Betting

The gambling industry also offers methods for concealing the origins and further use of the funds used, also through its established diverse online 
market. A high circulation velocity and the use of cash below the legal identification limit of EUR 2,000 increase the gambling sector’s susceptibility 
to money laundering. 

Organised Crime in the Form of Clan Crime

Organised crime is on focus of crime control in Germany. Organised perpetrator structures and the resulting large-volume profits from illegal 
business must be laundered so that they can be integrated into the legitimate economy. Within this context, foreign extended families are the 
current particular focus of the law enforcement agencies’ attention and of their police investigations.

OCG Groups: Russian-Eurasian, Vietnamese and Italian groups and members of extended families of Turkish and Arab heritage, also termed clan 
crime.  

Turkish and Arab heritage: Use of straw men, some of whom have been deliberately recruited from another environment and have German-sounding 
surnames. Female family members are also frequently involved on the account management and business management side of operations. Other 
sectors include retail, provision of services, gastronomy and also real estate.

Retail: automotive trade (including lorries), gold, jewellery and antiques, online trade sector and in trade with electronic devices, food industry.  

Real Estate: private purchases and commercial purchasing processes, the financial situation of the purchaser and the purchasing price for the 
property frequently diverge conspicuously.and/or completely missing financing, in co junction with prior cash deposits into the account, and clear 
interconnections between renters and landlords of properties where suspected straw men are used to transfer the rent so that these interconnections 
would not become obvious. 

Gastronomy: business activity concerned such as shisha bars, pizzerias and steak houses, security services. and the construction industry. 

Cash: active use of cash was established. Conspicuously high incoming or outgoing payments, returns and delivery versus payment for incoming and 
outgoing payments  

Many STRs were identified which featured a suspected connection to a criminal extended family. 

Commercial Fraud and Identity Theft 

Amongst others, the option of opening an account via a video identification procedure lulls consumers into divulging their personal data for 
opening bank accounts. The identity and legitimation checks are executed via video identification procedures and consist of simply showing 
identification papers to a camera and answering some questions. The perpetrators then use the accounts opened under the names of their victims for 
criminal purposes, which are generally related to commercial fraud (e.g. for running fake shops), or directly for money laundering. 
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2019 Key Risk Areas Regarding Money Laundering as per FIU (continued)

Serious (Tax) Criminal Acts, e. g. Carousel Fraud 

Trade across the borders between two EU Member States can result in the right to a tax refund due to the structure of VAT legislation. Carousel fraud 
often exploits this in large-scale, cross-border tax fraud operations. By the time the responsible tax auditor has become aware of the tax evasion, 
the companies involved often no longer exist. 

Carousel fraud: A “carousel fraud” is a common form of tax evasion in the EU involving a large number of companies. It involves exploiting legal 
regulation of a VAT-exempt delivery between companies within the EU to sell tax-exempt goods to Germany. The VAT which is incurred when the 
goods are resold several times within Germany is then added to the value of the goods by the seller, but is not paid to the tax office. When “reselling” 
the goods across the border, the last seller can have the VAT refunded by the tax office, even though the latter has not collected the corresponding 
VAT. A case study showed the illegal use of petroleum products as fuel where raw materials were shifted between EU Member States as part of an 
intra-community supply chain, their freight and delivery documents were falsified and the original goods were re-declared as fuel. 

Key Risk Area Regarding Terrorist Financing and Money Laundering 

Use of New Payment Methods 

The constant (technical) development of payment methods goes hand in hand with a significant acceleration in the speed of transactions, e.g. due to 
instant payments via apps and smartphones. Using virtual assets for making payments is also included within this subject area. For the relevant 
processing platforms and/or electronic payment systems, tracing transactions is difficult or even impossible due to the regularly applied encryption 
techniques and internet-based transmission paths. In light of this, they are susceptible to becoming vehicles for acts of money laundering and 
terrorist financing purposes.

Fraud: merchandise fraud and phishing activity stand out.  Typical method is the transmission of the illegally obtained funds to trade platforms abroad 
in order to convert the funds into virtual currency and then transfer them on. The goods and products allegedly obtained from the victims are 
frequently offered for sale via so-called fake shops, classified ads or hacked user accounts on large auction platforms. Accounts using financial 
intermediaries or using stolen identity data. Ethereum and Bitcoin used. Also see 2018 Annual Report. 

Around 760 STRs relating to abnormalities in conjunction with virtual currencies 

Misuse of NGOs/NPOs 

Non-governmental organisations (NGOs) and non-profit organisations (NPOs) are held in high regard by society. They often act across country borders 
and have a large amount of financial resources, which makes them interesting to those seeking to finance terrorism. One method for committing 
misuse of an organisation consists of forwarding parts of the aid funds transmitted to it on to terrorist organisations. Fake aid organisations 
that are completely controlled by terrorist groups so that the funds can be used entirely for terrorist purposes are another possibility. 

Raising funds: Both knowing and unknowing supporters can become originators of risky transactions, calls for donations previously made on social 
media serve as a trigger for the subsequent donation payments 

Moving funds: Funds are stored and concealed and need to be moved, sympathisers or trusted third parties used or involved in settling payments 
and transactions via private accounts and making cash withdrawals.

Using funds: Withdrawn in crisis regions.  Case study shows cash withdrawals made in the Region on the border with Syria of six-digit amounts 
which were previously transferred to the account by way of numerous small donations by various private individuals 

Total of 133 STRs to this indicator from 16 July 2019

Misuse of Money and Value Transfer Services 

The settlement of transactions via financial transfer service providers can also be abused with a view to financing terrorism. Specifically, cross-border 
transactions are subject to a higher level of risk if the country of destination is classified as a high-risk country. Here, the risk is that the sums of 
money will be transferred to conflict zones and will be used for terrorist purposes there. 

Misuse of Money or Value Transfer Services for Terrorist Purposes: 

Deposit: Use of forged identification documents or insufficient legitimation of the customer & Use of straw men to pay in funds and also to conceal 
the beneficial owner;

Transfer: Designation of payments as remittances or support payments & Fast and inexpensive settlement of payments with world- wide availability at 
the point of withdrawal, also in crisis regions 

Withdrawal: Withdrawal methods vary according to the country of destination using cash withdrawal, cheques, bank deposits, pay-out cards and 
mobile wallets.  

A total of 145 STRs were assigned to the key risk area “Misuse of Money or Value Transfer Services 

https://www.zoll.de/SharedDocs/Pressemitteilungen/DE/Bargeld/2020/z87_fiu_jahresbericht.html?nn=290366
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Section 10 - Response - 🇩🇪  

In this Section 10, the focus is on Germany’s 
level of resilience and response. Where 
references are made to the FATF Review in 
2010, and in particular the ratings for FATF 
Recommendations, these have been included 
but must be considered as questionable due 
to the length of time since the report was 
published and the evolution of standards and 
expectations with respect to these 
Recommendations. Nevertheless, the ratings 
and commentary provide context and then 
identified strengths and weaknesses. Where 
possible, updated information from the 2014 
FUR and 2016 IMF TN have been included. 

10.1 FATF: Germany’s MER was published in 
2010 . The next inspection which was due in 145

2020 - 2021 was postponed due to COVID 19 
restrictions. A 3rd follow up report was 
published in June 2014, and a more recent 
Technical Note (TN) was published by IMF staff 
in 2016 in the context of the Financial Sector 
Assessment Program , noting that it 146

“summarises the findings of a targeted review 
of Germany’s money laundering (ML) offence, 
measures to ensure the transparency of legal 

persons, and the implementation of AML/CFT 
measures by banks with cross-border 
operations”. In the 2010 FATF report, “Key 
deficiencies included shortcomings in the ML 
and terrorist financing (TF) offences, the regime 
for the freezing of terrorist assets, suspicious 
transactions reporting requirements, some 
customer due diligence (CDD) measures 
applicable to financial institutions, as well as 

the lack of adequate transparency of beneficial 
ownership (BO) information of German legal 
persons. Since then, Germany has introduced a 
significant number of reforms to enhance its 
AML/CFT regime. Legislative reform included 
amendments to: the Banking Act and the Anti-
Money Laundering Act to improve CDD and 
suspicious transaction reporting requirements 
and AML/CFT supervision; the Criminal Code 
to strengthen the ML offence; and the Stock 
Corporation Act to immobilise bearer shares. 
New institutional arrangements, including for 
domestic cooperation and enhanced 
supervision for designated non-financial 
businesses and professions (DNFBP), have also 
been put in place”.  

The IMF positively commented that “Germany 
has introduced a significant number of reforms 
to enhance its AML/CFT regime” and has 
strengthened its money laundering offence by 
criminalising self-laundering in 2015.   

Germany has also expanded the list of 
predicate offences to include money 
laundering, and improved its AML/CFT 
supervision regime, however,  the IMF felt that  
further minor improvements were still 
necessary, and highlighted that “some German 
banks with cross-border operations have been 
subject to significant sanctions by foreign 
regulators for AML/CFT and sanctions 
violations with respect to their overseas 
operations”.   
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They also felt that there was a need to 
“enhance banks’ group-wide risk management 
policies and controls at the parent level to 
identify, assess and mitigate ML/TF and related 
risks in overseas operations” and work on 
enhancing “supervisory synergies between the 
ECB’s prudential supervision and BaFin’s AML/
CFT supervision of significant banks”.   

10.2 Financial Institutions: In 2010, Germany 
was rated “Compliant“ for SVII (Wire 
Transfers) and for R4 (FI Secrecy Laws); 
“Largely Compliant” for R10 (Record 
Keeping) & “Partially Compliant” for R5 
(CDD) and R7 (Correspondent Banking). In the 
3rd FATF Follow Up Report (FUR) in 2014, R5 
(CDD) and R7 (Correspondent Banking) were 
upgraded to “Largely Compliant”.  

According to the OC in EU report, “It is worth 
noting that although banks file the largest 
share of STRs with the FIU, thus showing a high 
level of compliance, some major German 
banks have been involved in major money 
laundering scandals. The Panama Papers 
mentioned 28 names of German credit 
institutions (Süddeutsche Zeitung, 2016). 
Renowned banks such as Commerzbank, 
Deutsche Bank and Hypovereinsbank have 
been investigated by foreign law enforcement 
agencies because of their suspected 
involvement in money laundering schemes 
(Rosbach, 2015; Spiegel On- line, 2015; 
Tagesspiegel Online, 2015). For example, 
Deutsche Bank agreed to pay US$630 million 
in fines to US and UK regulators for having 
failed to prevent an estimated US$10 billion 
money laundering (Treanor, 2017)”.  

In January 2021, Forbes  highlights a fine of 147

USD$120 million by the US Securities and 
Exchange Commission against Deutsche Bank 
AG “for violations of the Foreign Corrupt 
Practices Act that led to approximately $7 
million in bribe payments and other 
unauthorised remittances to foreign officials 
and their associates”. The Acting US Attorney 
reportedly said that “Deutsche Bank engaged 
in a criminal scheme to conceal payments to 
so-called consultants worldwide who served as 
conduits for bribes to foreign officials and 
others so that they could unfairly obtain and 
retain lucrative business projects”. Deutsche 
Bank, was also fined US$150 million in 2020 by 
the New York State Department of Financial 
Services “for failing to properly monitor the 
illicit financial activity of alleged child sex 
trafficker Jeffrey Epstein”. US senators also 
expressed concerns relating to the bank’s 
relationship with former US President Trump 
over “the extent to which Deutsche Bank holds 
financial leverage over the President and his 
family”. Other Deutsche Bank scandals are 
linked to : 148

• Laundering Russian money in 2017 often 
referred to as mirror trades (fined USD$630 
million (€553,5 million) by US and UK 
financial authorities); and 

• Violation of US economic sanctions 
(US$258 million) by US financial 
authorities; 

Germany, Deutsche Bank , and the financial 149

regulator, BaFin  also experienced some 150

negative publicity in relation to the Wirecard 
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scandal where for “more than a decade, 
investors, U.S. authorities, journalists and 
people close to the company warned of 
possible fraudulent accounting or money 
laundering, practices that are now at the heart 
of a criminal investigation into the disgraced 
fintech giant ”. Having previously being 151

considered “Germany’s emerging giant of the 
financial tech sector”, the company had to file 
for insolvency after an accounting scandal 
where “1.9 billion euros (US$2.1 billion) 
vanished” and its CEO “was arrested on 
suspicion of market manipulation and inflating 
financial numbers”.  

In 2020, the London branch of Germany’s 
Commerzbank was fined USD$50 million for 
failing to adhere to repeated warnings relating 
to failure to conduct “adequate KYC on 
thousands of customers” in 2016 and 2017 . 152

In 2015, Commerzbank agreed to criminal and 
civil settlements with the US federal and New 
York State authorities to pay a total of US$1.45 
billion in penalties for US sanction violations .  153

10.3 Designated Non Financial Businesses 
& Professions (DNFPB’s): Germany was rated 
“None Compliant” for R12 & R16 (relating to 
DNFPBs) in the 2010 Report. In the 3rd FATF 
Follow Up Report (FUR) in 2014, R12 was 
upgraded to “Largely Compliant”.  

The IMF TN advised that competent authorities 
may have some access challenges in relation 
to the DNFBP sectors, but can compel these 
sectors to provide beneficial ownership 
information. Since the MER, Germany has 
“improved its oversight over DNFBPs by 

increasing the number of supervisory staff and 
with the Länder increasing their sanctions over 
supervised entities”.  

10.4 Beneficial Ownership Registers of 
Legal Persons: According to the IMF TN 
competent authorities in Germany can access 
BO information held by the banks though an 
“online information system housed in an 
interface within BaFin and the central tax 
authorities. It is populated by credit institutions 
on the basis of the client’s information they 
gather, including the BO information. The 
information available in the data retrieval 
system includes: the account number, opening 
and closing dates, account holders and 
authorised person‘s names and birthdates and 
the beneficial owner’s name and (if known) 
address. The information can be accessed by 

competent authorities without alerting the 
relevant banks or their customers. The 
competent authorities have real time access to 
bank account information (i.e., the information 
is provided within a couple of hours)”.  

To acquire information on legal persons and 
registers, registration to GmbH is required. 
Some of the information that may be obtained 
includes “the company's name, domicile, 
business purpose, amount of share capital, 
date of execution of its articles of association, 
identity of its managing directors, including 
their signing authorities and a domestic 
business address”.   

Competent authorities can access share 
registers and “where a legal person’s structure 
involves several levels of legal persons, 
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competent authorities can access and trace 
ultimate beneficial owner of legal persons if the 
shareholder is an entity registered in the 
company registers”. The IMF TN concluded 
that BO information is readily accessible 
though some weaknesses remain and 
recommended that Germany ensures greater 
access to BO information.   

Germany has had a central Transparency 
Register since 2017 , where beneficial 154

owners of companies and associations must 
report information to the register. Information 
that can be obtained includes first and last 
name, date of birth, place of residence, type of 
beneficial ownership, nature and extent of the 
beneficial interest and in some cases 
nationality. There are various degrees of access 
to the register depending on the role of the 
inspecting person. As a European Union 
member, Germany is obliged to, and has 
committed to creating a central, public register 
of beneficial ownership, covering the whole 
economy . As an Extractives Industry 155

Transparency Initiative (EITI)  member, 
Germany has also committed to beneficial 
ownership transparency for the extractives 
sector.  

According to the OC in EU Report, “Germany 
stands out among European countries for 
being one of the six countries with the most 
exposure to off-shore countries and risky 
jurisdictions…Germany is also the second 
country in the EU in terms of percentage of 
shareholders from EU ‘grey listed’ countries, 
i.e., jurisdictions included in Annex II of the 
official EU list of tax non-cooperative 

jurisdictions. About 18.6% of foreign 
shareholders of German companies come from 
a jurisdiction in this grey-list, most of them 
Swiss (13.1%) and Turkish owners (1.6%). 
However, ‘grey listed’ owners are less than 1% 
of the total shareholders in German firms, as 
national owners are the large majority. 
Germany also occupies the fifth place among 
EU countries in beneficial ownership distance, 
with an average BO distance of 1.3.”  

10.5 Regulatory Supervision: Germany 
scored 1.72  (10/192) in the country rankings 
by the World Bank for regulatory quality 
(2019) . 156

Germany was rated  “Largely Compliant” for 
R23 (Regulation & Supervision of FIs) & for R29 
(Powers of Supervisors), and “Non-Compliant” 
with R24 (Regulation & Supervision of 
DNFPBs).   

The IMF TN stated “Germany also improved its 
AML/CFT supervision regime. In particular, the 
Audit Report Regulation establishes a checklist 
for auditors and a requirement to assess 
compliance with specific AML/CFT obligations 
and implementation of enhanced AML/CFT 
audits when required. This provides a certain 
level of consistency between the work of the 
auditors and the Federal Financial Supervisory 
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Authority‘s (BaFin) risk-based framework for 
AML/CFT supervision. BaFin, in its own analysis 
of ML and TF risks, also uses more fine-tuned 
risk weightings including assigning higher 
weightings for group-wide implementation of 
AML/CFT measures and correspondent 
banking. Guidance on the implementation of 
AML Act has been provided”. Notwithstanding 
this positive note, issues were highlighted 
relating to German banks with cross-border 
operations that have been subject to 
significant sanctions by foreign regulators for 
AML/CFT and sanctions violations with respect 
to their overseas operations, indicating “a need 
to enhance implementation of the Audit Report 
Regulation requiring auditors to pay special 
attention to the banks’ risk assessments and 
applicable control measures, including 
correspondent banking risks”.   

Germany was rated “Partially Compliant” for 
R17 (Sanctions). The IMF TN advised that 
“Recent violations and sanctions imposed on 
German banks in other countries raise issues 
about the adequacy of group-wide and cross-
border ML/TF risk management and controls 
and their supervision, including the role of 
external auditors. The risk-based approach to 
AML/CFT supervision and the bank’s group-
wide risk analysis described above should take 
ML/TF threats and risk management practices 
in foreign branches and subsidiaries more into 
account”.   

10.6 Financial Intelligence Unit: The German 
Financial Intelligence Unit (FIU) became 
operational in 2002 , and is a member of the 157

Egmont group.  The FIU is the central office for 

financial transaction investigations and 
analyses suspicious transaction reports under 
the Money Laundering Act . The FIU is 158

established under the Central Customs 
Authority (GZD). The FIU is organised under a 
law enforcement (police and/or justice) model.  

The 2010 FATF MER rated the FIU as “Largely 
Compliant” for R26 (FIU) and also gave an 
improved rating from PC to LC for R25 
(Guidance & Feedback) after the 3rd FUR. The 
findings in 2010 were: 

• Very poor specific feedback on STRs filed 
with the Länder authorities.  

• Uncertainty in some parts of the financial 
sector on the status of abrogated circulars.  

• New (replacement) private sector guidance 
(approved by the BaFin and the MoF) is 
limited in scope.  

• Lack of comprehensive guidance in place 
for the insurance intermediaries sector.  

• Guidelines for lawyers, auditors have not 
been updated, no guidelines for dealers in 
precious metals and stones and real estate 
agents.   

• FIU is only one of many centres that 
receives, analyses, and disseminates STRs 
and other relevant information concerning 
suspected ML or TF activities.  

• The FIU carries out limited case-specific 
analysis of STRs, and less than ten cases 
each year where that analysis is directed 
towards informing a decision about 

Germany  - Threat Assessment - 2021 Page  of 79 102



whether to disseminate information to 
domestic authorities for investigation on the 
basis that there are grounds to suspect ML 
or TF.  

• Overall effectiveness of the FIU 
function as expected under R.26 is 
or may be compromised by:  

• Guidance to reporting entities on 
form and manner of reporting is not 
sufficiently strong and information is 
received and accepted in a variety 
of formats and through various 
channels.  

• Data in STR attachments sent to 
LEAs are not always available to the 
FIU for entry into the FIU database 
and thus not always available for 
analysis.  

• No information in FIU database 
about value of transactions in STRs.  

• No ongoing national coordination or 
management of tactical analysis of 
STR information.  

• Inability to produce statistics on 
STRs analysed or disseminated or 
linked to a prosecution or conviction 
of ML and confiscation of proceeds.  

According to the FIUs Annual Report 
published in 2015 : 159

• A total of 29,108 STRs were filed, of which 
99% were filed by the “financial sector”;  

• Over 40% of all STRs contained such 
valuable information that they were 
forwarded to specialised police offices for 
further handling; 

• Most of the connections to types of crime 
referred to fraud (32%); connections to 
money laundering were revealed in 14% of 
the reports; 

• Total of 47,516 persons were mentioned in 
STRs, with 29,543 of these persons having 
their nationality recorded, with the majority 
German (59%) , Turkish (1,570 cases), 
Romanian (723), Polish (643), Russian (581), 
Bulgaria (550), China (511) & Italy (490); 

• Predicate offences identified following FIU 
and other agencies analysing forwarded 
STRs were for fraud (32%), ML (14%), tax 
(7%), & drugs (1%);  

• 1090 STRs were filed (2015) which were 
considered as potentially terrorism related, 
representing 3.7% of the total, with 203 STRs 
(18.6%) established after examination as 
related to politically motivated crime (PMC) 
and 

• Seizures resulting directly or indirectly from 
information law enforcement authorities 
obtained from STRs totalled approximately . 
€63.6 million ($28.3 million in 2014). 

More recently, the Annual Report from the 
German FIU in 2019 reported that, “The total 
reporting rate again increased significantly in 
2019. The FIU received a total of 114,914 STRs, 
an increase of 49% in comparison with the 
previous year 2018. In absolute terms, the 
increase amounts to around 37,500 reports 
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and clearly exceeds the strong increase of the 
previous year of around 17,500 reports. Since 
2009, the annual total number of STRs received 
in Germany has multiplied by a factor of almost 
twelve, which reflects the increased levels of 
awareness as well as the progressive 
automation of large credit institutions” . 160

“The increase in the total number of STRs 
extends to both the financial and non-financial 
sectors and to the authorities and other 
reporting entities. As before, around 98% of all 
reports came from the financial sector, which 
submitted over 35,000 STRs more than it had in 
2018. Here, credit institutions are the most 
active group, submitting 90% of the total 
number of STRs. The total number of STRs for 
the second most active reporting group, 
financial service institutions, dropped from a 
previous total of over 10,000 reports to around 
7,500 reports, thus going against the trend”.  

“The number of STRs from the non-financial 
sector increased disproportionately by over 
150% in comparison to the previous year, while 
the total number of STRs overall increased by 
around 49 %. Organisers and brokers of games 
of chance are the main drivers behind this 
increase in the non-financial sector. 
Significantly more reports were also received 
from the goods trading sector this year, where 

the percentage increase correlated roughly 
with the overall trend at just over 50%. The 
number of STRs from estate agents and 
financial companies also increased 
significantly. While the proportion of reports 
from the non-financial sector comprised just 
under one percent of all STRs in the previous 
year, this rate has now risen to just over 1.3%. 
Although the FIU believes that this confirms the 
efficacy of its previously undertaken awareness-
raising and coordination measures in this 
sector, a significant increase in the numbers of 
reports from the non-financial sector is still 
planned and expected”.  

“If sufficient evidence for connections with 
money laundering, terrorist financing or other 
crimes is established in a case analysis, all 
relevant STRs are disseminated in a bundle, 
e.g. to the competent State Office of Criminal 
Investigation (LKA). This was the case for 
slightly more than a third of the fully analysed 
STRs in 2019, while in 2018, over half of all 
STRs were disseminated in a bundle. Thus, the 
FIU performed its filter function even more 
efficiently under the strain of the constantly 
increasing total number of STRs. As part of per- 
forming its duties and with its risk-based 
approach, the FIU concentrated on complex, 
valid facts and transferred these to the 
competent authorities.” 
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The competent public prosecution authority 
communicates to the FIU the indictment and 
outcome of proceedings including all decisions 
on withdrawal of prosecution for incidents 
regarding which the FIU forwarded 
information….At 17,565 feedback reports from 
public prosecution authorities, an increase of 
3,500 reports can be observed compared to 
the previous year. This represents an increase 
of 25%. The greatest proportion of feedback 
reports received by the FIU from public 
prosecution authorities in 2019 concerned 
incidents from the period after 26 June 2017. 
In this period, the FIU, which had just been set 
up under the umbrella of the Central Customs 
Authority, took up its duties. Only 1,000 
feedback reports, or just under 6%, are based 
on STRs that were processed before this date. 
For 855 feedback reports, no direct connection 
could be drawn with the database of the FIU. A 
total of 343 of the feedback reports relating to 
STRs which were received after 26 June 2017 
concerned convictions, penalty orders and 
indictments. This amounts to around 2.2% of 
the feedback reports, constituting a slight 
increase in comparison to the previous year ”.  

“At least 56% of the convictions and penalty 
orders listed in the above figure were issued 
for financial intermediary activities. Other 
clusters can be seen for various forms of fraud; 
convictions and penalty orders were also 
issued for so-called parcel agents. When fines 
were imposed as part of convictions, they 
amounted to approx. €1,750 on average. When 
custodial sentences were imposed, they 
amounted to just under 12 months on aver- 
age. For penalty orders, the average fine 

amounted to around €2,200 and in three cases 
the penalty order was issued with a custodial 
sentence. In addition, cautions were issued in 
21 cases in which fines were reserved during a 
probation period. In a total of 78 cases, illegally 
obtained assets were confiscated. As in the 
previous year, orders for withdrawal of 
prosecution constitute an overwhelming 
majority of public prosecution feedback 
reports, amounting to approximately 97.8%. 
Overall, however, it should be noted that the 
proportion of AML proceedings that lead to a 
conviction and/or a penalty order is not a 
sufficient tool for measuring the effectiveness 
of the reporting system. In just under 200 
orders for withdrawal of prosecution, it was 
explicitly noted that the proceedings for money 
laundering alone had been stayed, but that 
separate investigations continued due to the 
predicate offence (e.g. fraud) and/or that the 
proceedings had been separated”.  

“In the reporting year 2019, the FIU issued 
nineteen temporary freezing orders. This 
resulted in transactions with a total volume of 
around €364 million being frozen for up to 30 
days”.  

According to Europol , the “investigation 161

rate”, known to them as the “conversion rate” in 
2013 across the EU, excluding Italy, was 
10.88%. The conversion rate refers to the way 
in which an STR is used, for example whether it 
is used in some other way, be it subject to 
further analysis, used within the framework of 
on-going/existing investigations, or to launch a 
new one. The German statistics in the 2019 
Annual Report highlight that these 
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investigation - conversion rates are a little 
higher than the average Europol 2013 
figures , with 32% of STRs disseminated to 162

LEA in 2019. 

According to the 2019 NRA, “The FIU has a 
recognised human resources requirement (as 
of November 2018) of 475 staff, of which 400 
are involved in discharging the FIU’s policy 
area responsibilities. In the coming months, the 
FIU will gradually fill vacant budgeted staff 
positions with qualified staff in order to further 
accelerate STR processing”. 


Staffing levels at overseas FIU’s , can be 163

compared with estimates for 2017 for Canada 
at 350, France at 151 & Switzerland at 20. 
Germany is quoted as having a staffing of 289 
in 2017, which appears to have improved 
substantially (to 400) in 2018.


10.7.1 Law & Order: According to Eurostat , 164

Germany spends an estimated 1.6% of GDP 
(2019), of which, 0.8% on the police, (0.3% on 
fire services), 0.4% on law courts & 0.1% on 
prisons. 

This would represent approx €44.8 billion, 
with €25 billion on policing, €5.6 billion on law 
courts & €5.6 billion on prisons. 

Germany's overall spending on law and order 
is just above the EU average of 1.5% 
(excluding fire services), the same as Italy 
(1.6%) and Spain (1.6%).  

10.7.2 Prisons: The Germany incarceration 
rate is ranked 77/226  countries (with 1 165

being the lowest) with an incidence rate of 69 
per 100,000 people in prison (2018) . 166

10.7.3 Law Enforcement: Germany was rated 
“Largely Compliant” for R28 (Powers of LEAs)  
and R27 (Responsibilities of LEAs), and the 
weaknesses were identified as:   

• The offence of ML is not being properly 
investigated. The focus is placed on self 
launderers with few investigations 
conducted into more complex organised 
ML structures.  

• The lack of complete statistics has 
prevented assessors from fully evaluating 
the effectiveness of this recommendation. 

• The lack of complete statistics has 
prevented assessors from fully evaluating 
the effectiveness of this recommendation.  

According to The FIU Annual Report 2019  167

“There is an ongoing exchange of information 
regarding the prevention of terrorist financing, 
in particular between the FIU’s department 
specialising in terrorist financing and the 
Federal Office for the Protection of the 
Constitution (BfV), the Federal Intelligence 
Service (BND) and the Military Counter-
Intelligence Service (MAD)…In 2019, the FIU 
received a total of 290 national requests 
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related to terrorist financing or state security”. 
In 2019:  

• 19, 3,260 domestic requests were 
submitted to the FIU;  

• The FIU exchanged information in this way 
with a total of 149 countries;  

• The total number of international 
cooperation cases rose to 11,865 (2018: 
6,355). This figure included 2,327 requests 
(2018: 2,101) and 9,538 incidents of 

spontaneous information30 (2018: 4,254);  

• In total, the FIU sent outgoing information 
to partner FIUs in 141 countries. Outgoing 
cases totalled 9,952 (2018: 4,992);  

• While the number of outgoing 
international requests remained almost 
identical at 1,218 (2018: 1,255), the 8,734 
incidents of outgoing spontaneous 
information were more than double the 
previous year’s figure (2018: 3,737).  

• FIU Germany received a total of 1,913 
cases from over 100 different FIUs 
worldwide. Of these cases, 1,109 (2018: 
846) were incoming international requests 
and 804 (2018: 517) were incoming 
spontaneous information. Of the total of 
1,913 incoming cases, 1,411 originated 
from FIUs from a total of 27 EU countries. 
This represents a significant increase 
compared to 2018. 

Germany was rated in the 2010 MER “Largely 
Compliant” for R37 (Mutual Legal Assistance 
-MLA) , R38 (MLA, Freezing & Confiscation), 

R39 (Extradition) & R40 (Other Forms of 
International Cooperation). 

• Professional secrecy is interpreted broadly 
by the liberal professions, and limitations 
faced by law enforcement agencies and 
prosecutors in obtaining documents and 
information from DNFBPs protected by it 
may hinder effective cooperation; 

• Effectiveness could not be assessed (lack of 
comprehensive statistics);  Ability to 
cooperate limited by the deficiencies in the 
ML offence under certain, likely limited, 
circumstances;  

• Professional secrecy is interpreted broadly 
by the liberal professions, and limitations 
faced by law enforcement agencies and 
prosecutors in obtaining documents and 
information from DNFBPs protected by it 
may hinder effective cooperation;  

• Effectiveness could not be assessed (lack of 
comprehensive statistics);  

• Ability to grant extradition limited by the 
deficiencies in the ML offence;  

• The way that professional secrecy is 
interpreted by the liberal professions may 
limit ability to provide cooperation in all 
cases; and  

• No statistics available to evaluate overall 
Ieffectiveness of cooperation other than for 
the FIU and the BaFin.  

According to a 2019 study titled Stolen asset 
recovery between Germany and developing 
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countries, “Germany has recently introduced 
several legislative reforms, primarily around the 
fourth EU anti-money laundering directive, and 
has started to strengthen its asset recovery 
capacity in light of increasing public 
awareness”. The study aims to address a gap in 
knowledge about asset recovery cases and 
asset recovery efforts in Germany. The study 
“compiles existing information on illicit assets 
in Germany from corruption and kleptocracy 
originating in developing countries (“source 
countries”) and entry points for German 
development cooperation based on the 
analysis of past and current cases”.  

“In 2018, German authorities for the first time 
published statistics on national asset recovery 
in line with EU legislation adopted in 2014. 
According to these statistics, Germany froze 
€646.8 million and confiscated €198.6 
million in criminal assets in 2017.27 Although 
detailed statistics are not publicly available, 
several interview partners confirmed that most 
of the cases recorded in these statistics are 
related to drug crimes and a large share of 
confiscated assets comprised cash and cars 
owned by dealers. The StAR database does not 
record any cases of asset recovery relating to 
Germany”.  

10.8 Statistics: Germany was rated “Partially 
Compliant” for R32 (Statistics) after the 2010 
MER. Weaknesses identified included:   

• Assessors found no hard evidence of any 
national level efforts aimed at reviewing the 
effective implementation of Germany’s 
AML/CFT regime; and 

• Comprehensive annual statistics were not 
maintained or were not available.  This 
included statistics on:  

• Sanctions imposed for ML 
convictions;  

• The number of STRs analysed or 
disseminated;  

• The value of transactions associated 
with STRs; 

• Provisional measures;  

• ML investigations;  

• Reports filed on international wire 
transfers;  

• The amount of property confiscated 
broken down in relation to ML, TF, 
and other criminal proceeds;  

• International cooperation;  

• The structure, activities, or both of 
the financial sector (including in 
relation to the number of foreign 
branches of domestic FIs), nor the 
DNFBP sector; and 

• The exercise of supervisory powers 
in the BNFBP sector.  

The following statistics are provided in the 
2019 NRA for police cases & amounts secured: 
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Based on figures from this threat assessment  
the estimated proceeds of crime are at least 
€80 billion (see Page 9 above), and asset 
seizures or confiscations are significantly below  
1% at an estimated 0.5%.  This can be 
compared to findings from Europol  which 168

showed that from 2010 to 2014, just 2.2% (€2.4 
billion or 0.018% of EU GDP) of the estimated 
proceeds of crime were provisionally seized or 
frozen, and only 1.1% (€1.2 billion or 0.009%) 
of the criminal profits were ultimately 
confiscated in the EU. 

10.9 Financial Information Sharing 
Partnerships (FISPs): Germany’s FISP is called 
the Anti Financial Crime Alliance (AFCA) and 
was established by the German Financial 
Intelligence Unit (FIU), the Federal Financial 
Supervisory Authority (BaFin), and the Federal 
Criminal Police Office (BKA) together with 
representatives of 15 German banks on 24 
September 2019. AFCA’s objective is to 
establish a permanent platform for strategic 
cooperation in the fight against money 
laundering and terrorist financing in Germany.  

Threats addressed by AFCA are:  

• Risks related to the misuse of shell 
companies;  

• Human trafficking and child sexual abuse;  

• Risks stemming from Crypto Currencies;  

• Risks stemming from money service 
business providers and FinTechs;  

• Financial crime typologies and threats 
ensuing from the COVID-19 Pandemic;  

• Significant financial crime events 
(examining the exposure that Germany had 
to the Laundromats schemes); and  

• Additional working groups covering topics 
of tax evasion; real estate and gambling 
(currently at initial stages).  

Outputs from the working group on typologies 
include:  

• Work stream on emerging risks: 

• Ad-hoc development and 
publication of typology paper 
(presentation) on current threats and 
financial crime risks related to 
COVID-19); and  

• Exchange of typologies and risk 
indicators on Virtual Currencies, as 
well as creation of a common Search 
terms list for identification of 
transactions with relevance to crypto 
currencies.  

• Work stream on “Laundromats”:   

2016 figures extracted 
from the 2019 NRA

Number of cases 
(police crime statistics)

€ amounts secured 
(excluding by judiciary)

Fraud 899,043 158,031,597

Drug related crime 302,594 24,288,104

Human trafficking 539 2,502,433

Corruption 4,292 32,963,004

Human smuggling 3,666 0

Illegal employment 88,468 2,893,748

Tax offences 13,801 27,768,149

War Weapons Act 617 3,350

Product piracy 21,229 180,040,000

Totals 1,063,148 427 million
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• Deep-dive into the topic of misuse 
of corporate vehicles and relevant 
mitigation measures implemented 
by the banks, i.e. shell company 
identification tools; and  

• Completion of an Indicator Survey 
on most frequently observed 
financial crime  
patterns related to the Troika, 
Russian and Azerbaijani 
Laundromats.  

• Work stream covering human trafficking 
and child exploitation:   

• Gathering and identifying location-
based indicators;  

• Identification of 600 international 
corridors as a basis for identifying 
high risk  
corridors for human trafficking and 
child sexual exploitation; and  

• Establishing high-risk country lists 
and high-risk industry lists for KYC 
purposes.  

• A number of project-relevant SARs 
have been filed.  

Germany is also a member of The Europol 
Financial Intelligence Public Private Partnership 
(EFIPPP) ,  which is convened by Europol and 169

“enables cross-border typology co-
development groups, coupled with a policy 
and legal research function”.   

As described by RUSI, “The EFIPPP provides an 
operationally focused environment for 
cooperation and information exchange 
between Europol, law enforcement authorities, 
financial intelligence units (FIUs) and other 
competent authorities, as well as regulated 
financial services entities, with the support of 
their representative bodies”. 

“In 2019 and 2020 the EFIPPP plenaries were 
focused on topics covering: terrorist financing, 
virtual assets and tax fraud. Typology papers 
with indicators were drafted and shared among 
the EFIPPP participants”.  Germany is also a 
member of the European Blockchain 
Partnership (EBP) that was established in April 
2018. The members participate and cooperate 
“in the establishment of a European 
Blockchain Services Infrastructure (EBSI) that 
will support the delivery of cross-border digital 
public services, with the highest standards of 
security and privacy”.   170

Through the Pan European Partnership, 
Germany is a member (BSI (Federal Office for 
Information Security) - CERT.BUND) of 
Information Sharing and Analysis Center 
(ISAC), a non-profit organisation that provides 
a central resource for gathering information on 
cyber threats . 171

10.10 Other Indices: A number of important 
sources identify both indirect and direct 
indicators that contribute to an assessment of  
response to the financial crime threats 
Germany faces, which include the following:  
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10.10.1 Freedom: Freedom House’s 2020 
Freedom in the World Index, scores Germany 

at  94/100, and is rated “free ”. 172

According to the Heritage Foundation’s 2021 
Index of Economic Freedom , Germany’s 173

economic freedom score is 72.5/100 making 
its economy one described as “mostly free”. 
Germany’s overall score “decreased by 1.0 
point, primarily because of a decline in judicial 
effectiveness. Germany is ranked 16th among 
45 countries in the Europe region, and its 
overall score is above the regional and world 
averages”.  

10.10.2 AML Indices: According to the 
2020  findings, Germany scored 4.42/10 in 174

the Basel AML Index, ranked 107/141 
countries.  

10.10.3 Human Trafficking: Whilst Germany 
has a low incidence of human trafficking, (2.0 
in 1,000, estimating victims at approximately 

167,000), the Global Slavery Index  2018 175

gives Germany a government response of 
“BB”.   

10.10.4 Global Tax OECD: Germany is a 
Global Forum Member that was rated “Largely 
Compliant” in round 1 and in round 2 by the 
OECD Global Tax Forum .  176

10.10.5 Cyber security: According to the 
2018 Global Cybersecurity Index (GCI) , 177

Germany scored 0.849/10 and is described as 
having a “High” level of commitment ranked 
22nd globally out of 175, and 13th out of 23 in 
the Europe Region in terms of cybersecurity.  

10.10.6 Public Integrity: According to the 
Index of Public Integrity, Germany is rated 
8.62/10 (high scores are better) and ranked 
14/117 countries for public integrity  (with 1 178

being the best rated). The public integrity 
rating is made up of scores and ratings for 6 
components, including judicial independence 
(7.35/10 - 24/117) & budget transparency 
9.79/10 - 4/117). 

10.11 Anti Corruption Commitments: 
Germany has ratified  the United Nations 179

Convention against Corruption (UNCAC) and 
the Organisation for Economic Co-operation 
and Development (OECD) Anti-Bribery 
Convention .  Germany is also a member of 180

the Group of States against Corruption 
(GRECO) . 181

Reviews of compliance with the OECD 
Convention are undertaken by the OECD 
Working Group on Bribery, through peer 
reviews . Countries are expected to be 182
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reviewed through 4 phases with reports 
published. Germany has completed 4 phases 
with the Phase 4 Report published in 2018 and 
a Phase 4 Follow Up Report in 2021. 

According to TI , “the enforcement of foreign 183

bribery laws among most OECD countries is 
shockingly low”. Germany is rated as having 
“moderate enforcement” on rankings of 
enforcement of OECD obligations on 
corruption alongside France, Italy, Spain, 
Australia, Brazil, Sweden, Norway, and 
Portugal. These 9 countries represent 20.2% of 
global exports. 

According to the OECD, foreign bribery cases 
in Germany have led to 340 prosecutions of 
natural persons and 12 legal persons leading 
to sanctions from 1999 - 2019 , putting 184

Germany first of all countries, and compares to 
268 prosecutions with sanctions in the USA 
over the same period, 32 in France, 33 in the 
UK  & 32 in South Korea. 

The Group of States against Corruption 
(GRECO) was established in 1999 by the 
Council of Europe to monitor States’ 
compliance with the organisation’s anti-
corruption standards. Germany has been a 
member of GRECO since 1999. Currently, 
GRECO comprises 50 member states (48 
European states, Kazakhstan and the United 
States of America).  

Reviews of compliance with GRECO 
requirements are expected to be carried out 
through 5 phases. The latest publication for 
Germany is the 5th Round Evaluation  185

undertaken in  2017 focussing on preventing 

corruption and promoting integrity in central 
governments (top executive functions) and law 
enforcement agencies. The report was 
published in December 2019 . 186

10.12 Human Trafficking Response: 
According to the 2020 Trafficking in Persons  
report , “The Government of Germany does 187

not fully meet the minimum standards for the 
elimination of trafficking but is making 
significant efforts to do so. The government 
demonstrated overall increasing efforts 
compared to the previous reporting period; 
therefore Germany remained on Tier 2. These 
efforts included increasing the number of 
investigations, prosecutions, and convictions, 
as well as funding for victim protection. 
However, the government did not meet the 
minimum standards in several key areas. 
Although the government investigated, 
prosecuted, and convicted more suspects in 
2018, fewer individuals convicted under only a 
trafficking offence served prison time 
compared to the year prior. The high number 
of suspended sentences for trafficking 
convictions, with only 23 percent of convicted 
sex traffickers in 2018 serving prison time, 
undercut efforts to hold traffickers accountable 
and did not meet the minimum standard 
generally requiring incarceration for convicted 
traffickers. The government identified fewer 
victims and had incomplete data on the 
number of victims and those provided with 
care. The federal government also remained 
without a national victim identification and 
referral mechanism for all forms of trafficking, a 
national action plan, and a national rapporteur.” 
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Recommendations are:  

• “Vigorously investigate and prosecute 
suspected labor and sex traffickers, and 
sentence convicted traffickers to adequate 
penalties, which should involve serving 
significant prison terms. 

• Increase prioritisation of labor trafficking, 
including victim identification and 
investigation and prosecution of labor 
traffickers.  

• Ensure equitable treatment of victims by 
creating a national identification and 
referral guideline for all forms of trafficking 
across all states.  

• Establish a process to ensure systematic 
provision of care for child victims and 
extend more specialised care, services, and 
accommodations for youth and male 
victims.  

• Adopt a national anti-trafficking action plan. 

• Increase awareness of available training for 
judges on adjudicating trafficking cases, 
both through focused courses on trafficking 
and similar modules in broader training 
courses.  

• Increase the capacity of investigators, 
prosecutors, and courts with specific 
expertise on trafficking cases to minimise 
delay in bringing cases to trial.  

• Increase worker protections by eliminating 
recruitment or placement fees charged to 
workers by German labor recruiters and 

ensuring employers pay any recruitment 
fees.  

• Implement strong regulations and oversight 
of recruitment companies that are 
consistently enforced, including 
prosecuting them for fraudulent labor 
recruitment.  

• Appoint a national rapporteur to provide 
independent review of government efforts 
on both labor and sex trafficking.  

• Establish a uniform and comprehensive 
data collection system, including publicly 
available disaggregated data on 
sentencing where courts convict 
defendants of both trafficking and one or 
more other serious crimes.  

•  Increase harmonisation of the institutional 
framework and coordination structures at 
the federal and state levels.  

• Increase efforts to order restitution for 
victims”. 

According to a GRETA Evaluation Report on 
Actions Against Trafficking in Human Beings in 
Germany published in 2019 , Germany was 188

praised for “having significantly evolved its 
national legal framework against human 
trafficking since the first evaluation of the 
implementation of the Convention on Action 
against Trafficking in Human Beings in 2015”. 
Notwithstanding this, “Germany still does not 
have a national action plan or strategy against 
human trafficking”, and “the government needs 
a comprehensive and coherent statistical 
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system on human trafficking by compiling 
reliable statistical data from all main actors, 
including specialised NGOs, on measures to 
protect and promote victims’ rights. 

In addition, Germany should strengthen multi-
agency involvement in victim identification for 
all forms of exploitation, by giving a formal role 
in the identification process to frontline actors 
and enabling identification independently of 
the initiation of criminal investigations. Further 
steps need to be taken to proactively detect 
and identify victims of trafficking among asylum 
seekers. 

GRETA also called for greater attention to 
preventing and combating human trafficking 
for labour exploitation noting “insufficient 
training for police officers, inspectors, 
prosecutors and judges to properly deal with 
this form of trafficking”, and called for 
“improved monitoring of recruitment and 
temporary work agencies, raising awareness 
among migrant workers about the risks of 
labour exploitation and ensuring that 
inspections can take place in private 
households with a view to preventing abuse of 
domestic workers”. 

German authorities are asked to “ensure that 
all victims of trafficking, regardless of the form 
of exploitation, have effective access to 
assistance and protection, regardless of 
whether they co-operate with the law 
enforcement authorities. Assistance, including 
safe accommodation, must also be provided to 
male victims of trafficking”. GRETA advises 
Germany that the country “needs to better 

ensure that unaccompanied and separated 
children benefit from effective care 
arrangements, including appropriate 
accommodation, access to education and 
health care, with a view to preventing human 
trafficking”.  

GRETA’s third report for Germany is expected 
to be conducted from April to June 2022 . 189

According to German Government's Annual 
Report on Human Trafficking 2020 ,  in 2019 190

“there was a clear decrease in the number of 
investigations into human trafficking for the 
purpose of sexual exploitation”, with German 
police authorities concluding a total of 287 
investigations, down from 356 in the previous 
year, a clear decrease of 19.4%. In 2019, a total 
of 427 victims were identified compared to 
430 the previous year. For labour exploitation 
in 2019, the police concluded a total of just 14 
investigations compared to 21 investigations in 
the previous year. For more details see S.6.9 
above. 

10.13 German Reform: The IMF  Review 191

conducted in 2016, made numerous 
recommendations for AML/CTF  reform in 
Germany. The IMF made 2 high priority and 2 
medium priority recommendations as follows: 

• High - ensure that the ongoing national 
assessment of ML and TF risks adequately 
addresses the risks that arise from cross-
border banking operations;  

• High - increase the effectiveness of AML/
CFT supervisory framework over cross-
border banks including by:  
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• Taking additional measures to ensure 
that auditors’ reports adequately 
assess banks’ ML/TF risks and in 
particular banks’ group-wide risk 
management policies and controls to 
identify, assess and mitigate ML/TF 
risks. 

• Taking additional measures to ensure 
that the auditors’ reports 
comprehensively assess compliance 
with AML/CFT requirements as listed 
in Annex 6 of the Audit Report 
Regulation. 

• BaFin’s review when warranted of 
auditors’ working papers with respect 
to their assessment of risk assessment 
and mitigation. 

• More active BaFin AML/CFT 
supervision to complement external 
auditors’ reviews. Increasing staff of 
DPML. 

• BaFin leveraging off the ECB’s onsite 
supervision plans to conduct work 
associated with AML/CFT. 

• Enhancing information exchange 
between ECB, BaFin and Bundesbank 
on AML/CFT matters. 

• Medium - Enhance the transparency of 
legal persons incorporated in Germany, 
e.g., by: requiring these legal persons to 
collect and maintain accurate and up-to-
date information on their beneficial 
owner(s), ensuring timely access to such 

information held by legal persons; and 
finalising the implementation of the 
requirement in the 4th EU AML/CFT 
Directive regarding the establishment of a 
registry of beneficial owners. 

• Medium - as recommended in Germany’s 
last MER, ensure that the predicate 
Offences for ML includes a broader range 
of serious offences (including, in particular, 
single events of tax offences committed by 
individuals that generate significant 
amounts of proceeds). 

10.13 EU Reform: Across the EU an AML 
Action Plan was announced by the EU 
Commission  in May, 2020 together with an  192

EU Factsheet  described as “Closing the 193

door on dirty money.” The Plan aims to 
increase effectiveness, based on 6 pillars. 

• Effective application of EU rules 

• Single EU Rulebook 

• EU level supervision 

• A co ordination & support mechanism for EU 
FIUs 

• Enforcing EU level criminal laws and 
information exchange  

• A stronger EU in the world. 

These have been informed by and will be 
shaped by work from the European Banking 
Federation  and think tank CEPS . On 20th 194 195

July 2021 , the EU Commission published 196

further details of its proposals with full 
implementation expected to take until 2025. 
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Section 11 - Detailed FATF Results & FCN Scoring - 🇩🇪   

The 3rd round country evaluation of Germany  was published by FATF in February 2010. Germany was 197

assessed against the previous 40 + 9 framework and was awaiting its next 4th round evaluation originally 
planned for 2020 - 2021. The evaluation date has been postponed due to COVID-19. The 2010 MER report 
had: 4 “Compliant” ratings, 19 “Largely Compliant”, 12 “Partially Compliant”, and 5 “Non-Compliant”. The IX 
Special Recommendations results were: 1 “Compliant”, 5 “Largely Compliant”, 3 “Partially Compliant”, and 0 
“Non Compliant”. After the Follow Up report in 2014, the ratings were: 4 “Compliant”, 31 “Largely Compliant”, 
2 “Partially Compliant”, and 3 “Non-Compliant”. The IX Special Recommendations results were: 1 “Compliant” 
ratings, 6 “Largely Compliant”, 2 “Partially Compliant”, and 0 “Non Compliant”. 
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FATF 40 Recommendations - “Technical Compliance” 2010

R1 R2 R3 R4 R5 R6 R7 R8 R9 R10

PC LC LC C PC PC PC LC LC LC

R11 R12 R13 R14 R15 R16 R17 R18 R19 R20

PC NC PC LC PC NC PC C C C

R21 R22 R23 R24 R25 R26 R27 R28 R29 R30

PC LC LC NC PC LC LC LC LC LC

R31 R32 R33 R34 R35 R36 R37 R38 R39 R40

LC PC NC NC PC LC LC LC LC LC

 FATF 9 Special Recommendations - 2010

SRI SRII SRIII SRIV SRV SRVI SRVII SRVIII SRIX

PC LC PC PC LC LC C LC LC

FATF 40 Recommendations - “Technical Compliance” after 2014 FUR 

R1 R2 R3 R4 R5 R6 R7 R8 R9 R10

LC LC LC C LC LC LC LC LC LC

R11 R12 R13 R14 R15 R16 R17 R18 R19 R20

LC LC LC LC LC NC PC C C C

R21 R22 R23 R24 R25 R26 R27 R28 R29 R30

LC LC LC LC LC LC LC LC LC LC

R31 R32 R33 R34 R35 R36 R37 R38 R39 R40

LC PC NC NC LC LC LC LC LC LC

 FATF 9 Special Recommendations - after 2014 FUR 

SRI SRII SRIII SRIV SRV SRVI SRVII SRVIII SRIX

PC LC PC LC LC LC C LC LC

Key: C = Compliant, LC = Largely Compliant, PC = Partially Compliant, NC = None Compliant

FATF Strategic Deficiency List No



Section 12- Remittance & Migration Data - 🇩🇪   

Remittances inbound in 2020 were estimated 
at approx US$17.8 billion (0.5% of GDP) down  
from US$18.2 billion in 2019 according to the 
World Bank  and outbound were US$22 198

billion (0.6%% of GDP) in 2020 down from 
US$23.9 billion in 2019. 

According to the United Nations Department 
of Economic and Social Affairs (UN DESA) , 199

around 15.8 million international migrants live 
in Germany. That’s approximately 18.8% of the 
country’s total population. From 1990 to 2020, 
Germany’s immigration rate steadily increased 
from 7.5% in 1990 to 18.8% in 2020. Ethnic 
groups  in Germany include German 200

(87.2%), Turkish (1.8%), Polish (1%), Syrian (1%), 
and others (9%)  (2017 est.). 

According to the Refugees & Displaced 
Persons Index  2020, Germany scores 201

4.30/10 (the higher the value of the indicator, 

the higher the refugee flow in the country).   
ranked 92/176.  

According to the World Bank in 2017 , the 202

largest foreign nationalities living in Germany 
came from Turkey, Poland, the Russian 
Federation, Kazakhstan, Romania, Italy, Greece, 
Croatia, Ukraine, Serbia. German nationals 
living abroad can be found mostly in the 
United States, Turkey, Switzerland, the United 
Kingdom, France, Spain, Italy, Austria, Canada, 
Australia. 

According to the German Central Register of 
Foreign Nationals, the top 10 countries of 
origin of foreigners living in Germany amounts 
to over 6 million . 203

  
 Foreign Nationals residing in Germany Numbers

Turkey 🦃  1,472,390

Poland 🇵🇱  862,535

Syria 🇸🇾  789,465

Romania 🇷🇴  748,225

Italy 🇮🇹  646,460

Croatia 🇭🇷  414,890

Bulgaria 🇧🇬  363,650

Greece 🇬🇷  360,170

Afghanistan  🇦🇫   263,420

Russia 🇷🇺   260,395

Top 10 Totals 6,181,600

Source: Statista 2021- German Central Register of Foreign Nationals
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Appendix 1 - FCN Threat Types Mapping - 🇩🇪   

Germany 🇩🇪  Threat Assessment 2021 - Threat Mapping to FI AML / CTF Programme

Copyright: Financial Crime News / Metriqa Limited - 2021 - All rights reserved
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Appendix 2 - Sources - 🇩🇪   

These are the main sources for the Germany Threat Assessment by Financial Crime News/Metriqa Limited. 

Germany Threat Assessment - Main Sources

This Germany Threat Assessment, has been generated by compiling, assessing and summarising open source available information. Critical assessments from financial crime 
experts reveal the salient inputs, insights and conclusions to formulate this Germany Threat Assessment. No reliance, except as otherwise represented should be taken by anyone, 
nor offence taken even by those mentioned, from the publisher, where reasonable responses are taken from such sources as are available, in order to aid the fight against financial 
crime. In case of objection to anything included in this threat assessment, or otherwise including a request for reasonable comment or argument please contact the publisher 
directly.
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Endnotes - Germany 🇩🇪  

 See: https://migrationdataportal.org/data?i=stock_abs_&t=2020&cm49=2501

 See: https://www.cia.gov/the-world-factbook/countries/germany/2

 See: https://www.cia.gov/the-world-factbook/countries/germany/#economy3

 See: https://www.macrotrends.net/countries/DEU/germany/crime-rate-statistics4

 See: https://www.ebf.eu/germany/5

 See: https://datareportal.com/reports/digital-2020-germany?rq=germany6

 See: https://thefinancialcrimenews.com/global-threat-assessment-2018-by-john-cusack/7

 See: https://www.bundesregierung.de/breg-en/service/information-material-issued-by-the-federal-government/first-national-risk-8

assessment-2018-2019-1721906
 See: https://www.bundesfinanzministerium.de/Content/DE/Downloads/Broschueren_Bestellservice/2019-10-19-erste-nationale-9

risikoanalyse_2018-2019.html
 See: https://www.fatf-gafi.org/publications/mutualevaluations/documents/mutualevaluationofgermany.html10

 See: https://www.transcrime.it/wp-content/uploads/2015/12/ocp.pdf11

 See: https://www.state.gov/2021-international-narcotics-control-strategy-report/12

 See: https://2009-2017.state.gov/j/inl/rls/nrcrpt/2016/vol2/253381.htm13

 See: https://2009-2017.state.gov/j/inl/rls/nrcrpt/2016/vol2/253398.htm14

 See: http://www3.weforum.org/docs/WEF_TheGlobalCompetitivenessReport2019.pdf15

 See: https://www.transparency.org/en/cpi/2020/index/16

 See: https://www.ganintegrity.com/portal/country-profiles/germany/17

 See: https://www.traceinternational.org/trace-matrix#3618

 See: Ernesto U. Savona and Michele Riccardi (eds), 2018, Mapping the risk of Serious and Organised Crime infiltration in European 19

Businesses – Final report of the MORE Project Milano: Transcrime – Università Cattolica del Sacro Cuore. © 2018. See: http://
www.transcrime.it/wp-content/uploads/2018/12/MORE_FinalReport.pdf

 See: https://ec.europa.eu/commfrontoffice/publicopinion/index.cfm/Survey/getSurveyDetail/instruments/SPECIAL/surveyKy/217620

 See: https://ec.europa.eu/home-affairs/what-we-do/policies/organized-crime-and-human-trafficking/corruption/anti-corruption-21

report_en
 See: https://www.bka.de/SharedDocs/Downloads/EN/Publications/AnnualReportsAndSituationAssessments/OrganisedCrime/22

organisedCrimeSituationReport2018.pdf?__blob=publicationFile&v=2
 See: https://www.thenationalnews.com/world/europe/the-hunt-for-abdul-remmo-arab-fugitive-wanted-over-1bn-heist-hiding-in-23

germany-1.1193344
 See: https://www.thenationalnews.com/world/police-arrest-abdul-majed-remmo-over-1bn-jewellery-heist-in-germany-1.122491624

 See: https://www.osac.gov/Country/Germany/Content/Detail/Report/95bc42e9-5963-4527-bb9f-190c6e74db6025

 See:https://www.emcdda.europa.eu/system/files/publications/11334/germany-cdr-2019_0.pdf26

 See:https://www.emcdda.europa.eu/system/files/publications/4528/TD0416906ENN.pdf27

 See: https://ourworldindata.org/illicit-drug-use28

 See: https://www.emcdda.europa.eu/system/files/publications/11334/germany-cdr-2019_0.pdf29

 See: https://www.google.co.za/url?sa=t&rct=j&q=&esrc=s&source=web&cd=&ved=2ahUKEwiS1IbWhuzvAhXNTxUIHdk-30

AWsQFjAAegQIBhAD&url=https%3A%2F%2Fwww.europol.europa.eu%2Fsites%2Fdefault%2Ffiles%2Fdocuments%2Fdrug_markets_re
port_2019_pdf.pdf&usg=AOvVaw1tj1JoLZyFr2OYbiIkzLNf

 See: https://www.state.gov/wp-content/uploads/2021/02/International-Narcotics-Control-Strategy-Report-Volume-I-FINAL-1.pdf31

 See: https://ec.europa.eu/home-affairs/sites/homeaffairs/files/doc_centre/crime/docs/study_on_extortion_racketeering_en.pdf32

 See: https://www.state.gov/reports/2019-trafficking-in-persons-report/33

 See: https://www.state.gov/reports/2020-trafficking-in-persons-report/34

 See: https://2009-2017.state.gov/documents/organization/258876.pdf35

 See: https://www.state.gov/wp-content/uploads/2020/06/2020-TIP-Report-Complete-062420-FINAL.pdf36

 See: https://www.state.gov/wp-content/uploads/2021/07/TIP_Report_Final_20210701.pdf37

 See: https://www.globalslaveryindex.org/2018/findings/regional-analysis/europe-and-central-asia/38

 See: https://www.ilo.org/wcmsp5/groups/public/@ed_norm/@declaration/documents/publication/wcms_243027.pdf39

 See: https://reliefweb.int/sites/reliefweb.int/files/resources/GLOTiP_2020_15jan_web_0.pdf40

 See: https://reliefweb.int/sites/reliefweb.int/files/resources/GLOTiP_2020_15jan_web_0.pdf41

 See: https://www.bka.de/EN/CurrentInformation/AnnualReports/TraffickingInHumanBeings/traffickinginhumanbeings_node.html42
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