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Hong Kong Financial Crime Dashboard

“Hong Kong was, “particularly effective in the areas of risk identification, law enforcement, asset recovery, counter-terrorist financing and
international co-operation.” Also Hong Kong, “has a strong legal and institutional framework for combating ML and TF. HK made a number
of significant legislative amendments in 2018, including strengthening preventive measures for DNFBPs, introducing a cross-border
declaration system, enhancing its legal regime for TF and TF targeted financial sanctions (TFS), and strengthening measures to enhance
transparency of legal persons. The technical compliance framework is particularly strong regarding confiscation, law enforcement,
preventive measures for, and the supervision of Fls, and international co-operation but less so regarding transparency of legal
arrangements, preventive measures for politically exposed persons (PEPs), and supervision of DNFBPs.” - Source: FATF 2019 MER

% Key Harms & Effects
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6/129 safest country (2019), though
still 56,017 reported crimes in 2017, a
decrease of 7.6% from 2016. HK
crime rate stood at 758 cases per
100,000 of population (2020), down
8.3% from 2016.

1.5in 100 people or 1.5% were

personally aware of bribes/corruption.

This figure increases to 1.7% if they
included whether their relatives and
friends had come across corruption.

Participation in gambling remains
high at 61.5% with problem gambling
at 1.4% & illegal gambling at 0.3%
(2016) down from 62.3% with
problem gambling at 1.9% &illegal
gambling at 0.3% (2011).

91 individual deaths (2018) from drug
related causes & an est 210,000 high
risk opioid users in 2017. In young
adults (18-34), penetration rates for
drugs were cannabis at 21.8%,
MDMA at 1.3% and cocaine at 3.2%.

HK has a low incidence of human
trafficking, (1.4 in 1,000) or est
10,000, victims, but 1 in 6 of the
370,000 migrant domestic workers
may be forced labor victims (2016).

Key Crimes, Crime Proceeds and Laundered Monies (Wide range of estimates)

US$13 billion
(3.6% of GDP for Procceds of Crime 2019 -
range 2.3 - 5.5% - mid at 3.6% (ML at 2.7% mid)
for all countries - UNODC 2011)

Est Proceeds UNODC 2011 @
% of GDP
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Counterfeiters

Hong Kong is one of the main source countries
for counterfeit goods. Estimated counterfeit
exports from Hong Kong are HK$35.87
billion (US$4.62 billion), though this is
contested by the Hong Kong Customs & Excise
Department stating in 2019, “no sign of major
counterfeit goods manufacturing activities
emerging". Nevertheless a total of 554 persons
were arrested and goods with a value of
HK$114 million. The seized goods were
mainly electrical and electronic products,
leather goods, watches, parts and accessories,
clothing and pharmaceutical products,
accounting for about 62% of the total value of
all seizures.

Corrupt Officials

According to Tls Corruption Perceptions Index
2020, HK was ranked 11/179 (1 being the
best), with an overall score of 77 out of 100. A
2020 HK Survey carried out by ICAC found that
98% thought that keeping HK corruption free
was important to the overall development of
HK, 87.6% consider corruption in HK totally
intolerable, 1.5% had come across corruption
personally. The costs of corruption are hard to
measure properly, though could represent an
estimate of HK$56.7 billion (US$7.3 billion).
Estimates of corruption from China are HK$24
billion (US$3.1 billion).

US$11 billion
(Up to 3% of GDP for ML -0.7% Domestic, 0.5%
Foreign, 1.8% Transit - Walker & Ungar - 2019 -
average global - no specific Hong Kong data)

Est ML Walker & Ungar 2019 - @
% of GDP

Domestic Foreign Transit Overall

lllegal Gamblers

Gambling is a strictly regulated in Hong Kong,
with the Hong Kong Jockey Club (HKJC) being
the only authorised operator, offering horse
race betting, football betting and a lottery. In
this way, the government can control the
market to minimise social harms from
gambling. However, a substantial illegal market,
exists alongside the legal market, estimated at
HK$12 billion (US$1.54 billion) a year (2016)
accruing to unlicensed operators in Hong Kong,
offshore operators outside of Hong Kong
(excluding Macau casinos) and online operators
both inside and outside Hong Kong.

Tax Offenders

According to the Tax Justice Network, Hong
Kong is scored 66/100 and ranked 4th highest
from 133 countries in the Financial Secrecy
Index 2020, representing 3% of global financial
secrecy. Hong Kong was also rated 7th overall
in the Tax Justice Network’s Corporate Tax
Haven Index with a 78/100 score. Hong Kong
was estimated to have lost HK$12.74 billion
(US$1.64 billion) a year to other tax havens
whilst being responsible for tax losses inflicted
on other countries of an estimated HK$163

illion (US$$21 billion) each year. Third
countries considered most influencing these
amounts are China, BVI & the Cayman Islands.

>USS$ billions

(Main crime threats internally (domestic) are
Fraud and Drugs offences and externally
(international) are Fraud, Corruption & Tax
offences - Source: NRA 2018)
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Human Traffickers

In HK, “human traffickers exploit domestic and
foreign victims in Hong Kong, and traffickers
exploit victims from Hong Kong abroad. Victims
include citizens from mainland China, Indonesia,
the Philippines, Uganda, Kenya, Thailand, and
other Southeast Asian countries, as well as
countries in South Asia, Africa, and South
America. Traffickers exploit foreign women,
including from Eastern Europe, Africa, and
Southeast Asia in sex trafficking. Source US TIP
2020. 1in 6 of the 370,000 migrant workers in
the city were forced labor victims. Most migrant
domestic workers are from Indonesia or the
Philippines, but also some are from India &
Thailand. Source: Justice Centre Hong Kong
2016 Estimated for criminal proceeds are
HK$1.7 billion (US$218 million).

Drug Traffickers

According to the US INCSR 2020, “Hong Kong,
s neither a drug manufacturing nor chemical
producing economy.” According to the
Narcotics Division of the Hong Kong Security
Bureau, the total number of reported drug
abusers has been on a steady decline since
2008, a 40% drop was recorded from 14,241 in
2008 to 8,777 in 2015. This number further
dropped to 8,239 in 2016 and 6,725 in 2017.
The value of drug seizures recorded an increase
of 66% to HK$2.02 billion in 2019, from an
estimated market valued at HK17 billion
(US$2.2 billion).

US$6 billion
(Estimate for no of OCG members in Triad
gangs > 50,000 generating USS billions in
proceeds mostly through drugs trafficking.
Sources: Various incl University of HK)

OCG Triad Membership - E1
Sources: Various - FCN TA 2021
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Organised Criminals

The most important OCGs in HK are triads, for
example: 14K, Son Yee On & Tan Hueng Chai -
the Big Circle Boys. Other triad gangs include
the Wo Shing Wo, Shui Fong, Wo Hop To &
Luen Group. Organised crime proceeds are
estimated at HK$46.5 billion (US$6 billion or
46% of est criminal proceeds - Source UNODC
2011). “Triads are known to have been long
involved in the illegal businesses of drugs,
gambling, prostitution, loan sharking, debt
collection and smuggling. Triads are also
notorious for organised extortion from
legitimate businesses, such as the entertainment
industry, street hawking, wholesale markets,
minibus services, interior decoration business,
the trading of properties, and the film industry.
Source: Hong Kong University

Fraudsters

Fraud related cases are observed to have
increased between 2011 & 2015, and recorded
adrop in 2016 and 2017. Estimates of victim
losses exceed more than HK$8.33 ion
(US$1.07 billion) conned from the victims of
various frauds which was laundered through
thousands of Hong Kong bank accounts in
2020. HK Police’s anti-fraud squad intercepted
nearly HK$3.07 billion (US$400 million) of these
funds defrauded from local and international
victims, though the remaining HK$5.26 billion
(US$600 million) was not recovered.

US$13 billion
(Est from bottom up proceeds of crime from
corruption, HT, fraud, drug, goods piracy,
illegal gambling & cigarettes - Sources: HK
FCNTA 2021)

Est Crime Proceeds US$Bio - E1
Sources: Various - FCN TA 2021
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Green Criminals

HK is “also a hub for trading in illegal wildlife,
for example, half of thino horn & tiger bone
smuggling cases in China came through Hong
Kong. Between 2013 -2019, seizures made by
the C&ED represented over US$98.74 million
in trafficked wildlife, including 22 metric tonnes
of ivory (3,000 elephants), 70 metric tonnes of
pangolin (138,000 pangolins) and 66 metric
tonnes of other endangered species (mainly
reptiles). Source: University of Hong Kong 2020
HK is also a major importer of fishing products,
which also inevitably involves the product from
illegal fishing, including shark fin, sea
cucumbers and the swim bladders of certain
fish, & abalone.

Terrorists

There is a “moderate” level of terrorism threat
in HK, a “low” level of financing domestic
terrorism, a “medium-low” TF risk, with threat
and vulnerability both rated as “medium- low"
-NRA 2018
The FATF MER 2019, stated that, “relevant
threat factors include terrorist groups that may
be operating in parts of Mainland China (e.g.
the East Turkestan Islamic Movement), foreign
minority groups within HKC that may be
sympathetic to foreign terrorist groups, and
NPOs supporting services in conflict zones.”

# Key Countries, Territories & Regions of Concern / Impacted on - by Hong Kong

24 Third Countries of Concern
(Sources: FATF list June 2021)

Mainland China
(In particular, in connection with goods piracy, human
trafficking, foreign corruption, wildlife trafficking, tax offences,
cigarette smuggling & fraud - Sources: Various FCN HKTA
2021)

28 Main Third Countries of Concern
(due h ). d
human trafficking, corruption, drug trafficking, cybercrime
smugaling, people smugaling, wildife rafficking & sanctioned
countries - Sources: Various FCN HK TA 2021)

South East Asia
(I partcular, in connection with drugs, human traffcking,
foreign corruption & wildlife trafficking - Sources: Various FCN
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# Money Laundering & Terror Financing - Key Methods & Vulnerabilities

Hong Kong is exposed to ML threats arising from both internal and external predicate offence due to its status as an international finance, trade and transport hub with strong links to Mainland China. “Local and cross-border money launderers have exploited
the high degree of free trade and efficient financial and banking systems. Corporate bank accounts and money service operators (“MSOs") are common conduits exploited by ML syndicates.” NRA 2018

Cash Based ML: With Banks presenting "high”
risks, the main threats faced by banks include
from laundering the proceeds of fraud,
corruption , tax evasion, WMD proliferation
finance as well as other crimes such as illegal
bookmaking and loansharking, human
trafficking and wildlife trafficking and
technology enabled cybercrime.
Products & services offered by banks that are
considered important to highlight particular
threats and vulnerabilities are: private banking,
trade finance / trade related business,
international funds transfers, retail & corporate
banking. The NRA cites cash as an area to still
watch for in retail banking. Source: NRA 2018

Money Services Businesses: ML threats for the
MSB sector are “medium - high”. “The cash-
intensive nature of money-changing & frequent
cross-border, walk-in and one-off transactions
creates increased risks of exposure to ML/TF.
The sector’s ability to process numerous
transactions conveniently & quickly also brings
about the risk of illicit funds being introduced
into the financial system.” Source: NRA 2018
TCSPs: ML threats for the TCSP sector are
Medium - high. “The major focus of the ML risk
for TCSPs is the abuse of shell companies and
their bank accounts as repositories of crime
proceeds. Services provided by TCSPs, such as
selling shelf companies and assisting in new
incorporations, may be misused for ML
purposes.” Source: NRA 2018

Money Mules: Money mule or stooge accounts
are opened or used to launder money, often
the proceeds of fraud. These accounts are set
up by individuals recruited from China and
other countries, or they belong to locals who
are paid to allow accounts to be used for ML.
Foreign Corruption: HK is a destination for
offshore funds which include illicit funds.
China Capital Flight: China imposes strict
capital control on residents, (US$50,000 in
overseas assets limit annually). In order to
circumvent this threshold to move additional
monies from China offshore in order to buy
foreign assets or to maintain foreign bank
deposits, a number of methods can be used,
including TBML, Smurfing & using Flying
Money. Sources: Various FCN TA HK 2021

* FATF Related KPIs

TBML: “Trade-related business and transactions
exhibit generally higher ML vulnerabilities
arising from significant trade flows, involvement
of multiple parties, institutions and locations, the

per-b: nature of many an
the ability to commingle legitimate and illicit
funds. Trade-related banking services are also
t for circ of
sanctions and WMD proliferation.” Source: NRA

Illicit Financial Flows (IFFs) into Hong Kong are
considered significant due to the trade in
particular between Hong Kong and Mainland

Sector ML Risks/Vulnerability: Banking
presents the highest ML Risk (High Risk),,
followed by MSOs & TCSPs - (Medium High
Risk); followed by Securities Sector (Brokerage,
Asset Management, Investment Advisers &
M&A Advisers, & Store Value Facilities, Lawyers,
Accountants & Real Estate Agents (Medium
Risk). Source: NRA - 2018
Sector TF Risks/Vulnerability - “red flags were
observed on illegal activities involving the
online purchase of illicit products such as
firearms parts & explosive compounds using
credit cards or SVF" - JFIU Report 2019
Money Mules, Chinese

China, especially as China is to have
the largest ilicit financial flows globally. Source:
FCNTA HK 2021

Flying Money & Foreign Corruption. Sources:
Various FCN TA HK 2021

FATF 40 Recommendations - MER
2019 - FCN Score 73/100

Partially Compliant
a

Recommendations

Largely Compliant
25

FATF 11 Immediate Outcomes MER
2019 - FCN score 67/100

Substantially Effective

FATF 11105
a

Moderately Effective
5

Law & Order Spend
(1.81% GDP on Public Order & Safety - this
would represent approximately US$6.6 billion)

Public Order & Safety - &1
(% of GDP Source: Knoema)

175 174 182 191 qg

2012 2013 2014 2015 2016

FATF Fl related Recommendations
(9 -15 (PC PEP R12)

FATF Fl Recs -9-15 62

4

FATF DNFPB related
Recommendations (22-23) (PC - 22)

FATF DNFPBs Recs - 22-23 &2

FATF BO related Recommendations
(24 -25) (PC - R25)

FATF BO Transparency Recs - 24-25 &1

Compliant LargelyC PartiallyC  Non C

FATF Supervisors related
Immediate Outcomes (10 3)

FATF 10 3 Supervisors - £

Compliant LargelyC PartiallyC  Non C

FATF Fl & DNFPB related Immediate
[o] (10 4 Prev )

FATF 10 4 FI/DNFPB Prev Measures - K2

Compliant Largely C Partially C  Non C

FATF LEA/FIU Immediate Outcomes
(10 2,6,7 & 8) (ME - 7 Seizures)

FATF10 2,6,7 & 8 - LEA/FIU &2

FATF FIU/LEA/Reg related Recs
(1-4 & 26-40 (PC - R28)

FATF FIU/LEA/Reg Recs- 1-4 & 26-40 &2

1

Compliant Largely C Partially C ~ Non C

FATF TF/PF related Immediate
Outcomes (10 9, 10,11) (ME -11 PF)

FATF109,10,11 - TF & PF E2

HighlyE  SubE  ModE  LowE

Highy E  SubE  ModE  LowE

Highly E  SubE  ModE  LowE

% Public & Private Sector KRIs & KPIs

FIU Resources
(With 80 staff covering the HK JFIU, 1 FIU staff
per 644 STRs)

JFIU Staffing FTE- &3
2019 expected

65

2014 2017 2018 2019

SAR Filing Numbers

rce: HK JFIU 2019)

STRs filed by Reporting Institutions - £

76,590 73,889

1,
42,555 S

ML Convictions
(Source: HK JFIU 2020)

Number of ML convictions - E2

HighlyE  SubE  ModE  LowE

Asset Recoveries
(est 2.2%, based on est proceeds of US$13 bio
from HK$164.4 mio/US$21.15 mio (2020) &
HK$2.02 bio/US$260 mio) (2019) from goods
seized. Source: FIU 2020/C&ED 2019)

Value of Assets Recovered in HKS Mio - &2
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Foreign Bribery Cases
(Source: T 2020)

Little or No Enforcement
with sanctions levied from 2016 -
2019)

Domestic Bribery Cases
(Source: ICAC 2019 )

170 Prosecutions /128 Convictions
(21 prosecu f people from the ¢
sector & HK$1825 mio restrained).

Hong Kong has identi

Ben Ownership Transparency
(Source: Tax Justice Network 2020)

BO Transparency Not Effective
(HK has effective legal ownership registration
practices but not BO practices)

Human Trafficking Cases
(Source: US TIP 2020 )

10 Convictions (2019)
(from 9 Sex trafficking investigations versus 7
convictions against 136 investigations in 2018.
No forcy our convictions in 2018 or 2019.

SAR Conversion Rate
(SAR received by FIU & considered useful to
disseminate to LEA - Source: HK JFIU 2019)

Estimated 25% (2018) (19% 2013)
(HK JFIU has disseminated over 8,000 High
STRs to LEAs in 2013 to almost 13,000 in the
first ten months of 2018).

SAR Filing by Reporting Type
(Source: HK JFIU 2019)

1.96% by DNFPBs

Compliance Report
(Reporting entities are not required to file a
financial crime report or an annual AML Report)

Annual Compliance Report
(Reporting entities not required to file AML/CTF
Reports)

Regulatory Oversight
(Balanced Scorecard - technical compliance,
reasonable controls & information to LE)

Balanced Scorecard
(Unbalanced with the Main Focu:
Technical Compliance)

National Risk Assessment
(Published in 2018)

nal ML/TF Risk Assessment -
(Published)

Public Private Partnerships
(FMLIT actions have led to US$89.15 million)
being restrained or confiscated)

PPP - FISP
(The Fraud & ML Intelligence Taskforce - FIMLIT
was established in 2017)

ed 5 major areas of work where action plans are considered necessary: Source: NRA 2018

Enhancing the AML/CFT legal
framework:

Strengthening risk-based
supervision and partnerships

ing outreach and raising
awareness

law

ing new and

ing risks

efforts




