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Spain Financial Crime Dashboard

“Spain demonstrates many of the characteristics of an effective system, particularly in relation to its ability and success in investigating and
prosecuting ML at all levels, especially cases involving major proceeds-generating offences. The authorities regularly pursue ML as a
standalone offence or in conjunction with the predicate offence, third party ML (including by lawyers who are professional money
launderers), self-laundering, and the laundering of both domestic and foreign predicates. It is standard procedure to undertake a parallel
financial investigation, including in cases where the associated predicate offences occurred outside of Spain”.

Source: FATF MER 2016

== Key Harms & Effects

The overall crime rate stood in 2015
at 43.7 offences per 1,000 people,
a fall rate of 1% on 2014. (2,035,625
serious & summary offences -2015).

== Key Crimes, C

2% of public service users paid a
bribe to get a service in 2020, still
86% think corruption in government is
a big problem, (EU average 62%).

Est for tax fraud including VAT fraud &

individual tax evasion is approx €5.2
billion, which is lost funding
equivalent to half the cost of policing.

The drug-induced mortality rate
among adults (15-64) is 16 deaths
per million, & 528,083 with illegal

drug disorders, (1.47% of population)

Spain has a human trafficking
incidence rate of 2.3 in 1,000, and so
an estimate of approximately
105,000 victims (2018).

me Proceeds and Laundered Monies (Wide range of estimates)

€42 on
(3.6% of GDP for Proceeds of Crime 2019 -
range 2.3 - 5.5% - mid at 3.6% (ML at 2.7% mid)
for all countries - UNODC 2011)

Est Proceeds UNODC 2011 @
% of GDP
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Corrupt Officials

According to Transparency International’s, (“TI")
Corruption Perceptions Index 2020, Spain was
ranked 32/179 (1 being the best), with an
overall score of 62 out of 100. A 2017 EU
Survey found that: 94% of the Spanish
population felt that corruption was widespread
in the country (EU - 68%), 58% said they felt
they were personally affected by corruption in
their daily life (EU - 25%), 4% of respondents in
Spain said they had witnessed a case of
corruption (EU - 5%). Giving or taking bribes
was believed to be most widespread in the
following areas: Political Parties (EU - 56% /
Spain - 80%), Politicians (EU - 53% / Spain -
74%), Banks & Fls (EU - 33% / Spain - 52%) &
Officials issuing business permits (EU - 33% /
Spain - 44%). According to a TI 2021 Survey just
2% of public service users paid a bribe to get a
service in 2020.

According to an EU report in 2014, it was
estimated that corruption costs the EU 1% of its
GDP. Translated into Spain, 1% of Spain's GDP
would represent approximately €27.7 billion.

People Smuggling

34% of all arrivals have arrived in Europe
through the Western Mediterranean route
leading to Spain, representing a total 10,465
migrants and refugees who were registered in
Spain between January and May 2019. 78%
arrived by sea and the remaining 22% arrived
by land, mainly to the Spanish enclaves of
Ceuta and Melilla in the North of Africa.
Morocco is the first declared origin country by
migrants and refugees who arrived in Spain
between January and April 2019 (28% of the
total), Guinea Conakry (15%), Mali (14%), Céte
d'Ivoire (10%) and the Senegal (9%)."

€24 billion
(Up to 2% of GDP for ML - 0.5% Domestic, 0.3%
Foreign, 1.2% Transit - Walker & Ungar - 2019

Est ML Walker & Ungar 2019 - &=
% of GDP

Domestic Foreign Transit Overall

Tax Offenders

Estimates for tax fraud including VAT fraud and
individual tax evasion is approx €5.2 billion. A
European Commission report in collaboration
with the Barcelona Institute of Economics,
calculated the cumulative gap in VAT revenue
collection across the EU in 2016 at €147 billion,
that is, 1% of European GDP. Spain though
occupies fourth place in the rankings - behind
only Luxembourg, Sweden and Croatia - of
countries with the lowest VAT gap, at 2.71%, or
almost €2 billion, well below the EU average,
which stands at 9.9%. According to an EU
Report, Estimating Tax Evasion by Individuals
2019, Spain loses an estimated 0.54% GDP
representing €3.19 billion a year. Spain loses
just less than the top 3 countries UK, France &
Germany. Spain is responsible for 0.48% of
Global Financial Secrecy, ranked 66th (1 being
the worst) and responsible for an estimated
Tax lost each year to tax havens of US$4.4
billion & tax loss inflicted each year on other
countries of US$3.1 billion. Source: Tax Justice
Network - 2021

Terrorists

“Spain faces significant TF risks, & has been the
victim of terrorist attacks, from two main groups
- such as ETA, and Islamist terrorist groups
(many of which have links to the al-Qaeda
network).” Source: NRA 2019. The national
terrorism alert level is at 4 high (from 1-5) since
June 2015. Since 2015 >300 individuals have
been arrested on Islamic terror charges. In 2019,
32 & were di d&
58 were arrested.

== Key Countries, Territories & Regions of Concern / Impacted on - by Spain

>€ billions
(Main crime threats. Source: NRA 2019)
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Sourc: h NRA 2019

Human Traffickers

According to the US TIP 2020 report, “human
traffickers exploit foreign victims in Spain and to
a lesser extent, Spanish victims abroad. Labor
traffickers exploit men and women from
Bulgaria, Romania, and South and East Asia,
particularly China and Vietnam, in the textile,
agricultural, construction, industrial, beauty,
cannabis, retail, and domestic service sectors.
Romanian, Spanish, and Nicaraguan traffickers
often exploit their own family members in labor
trafficking. Chinese and Nigerian mafia groups
commonly work with a local Spanish
collaborator. Sex traffickers exploit women from
Eastern Europe (particularly Romania and
Bulgaria), South America (particularly Venezuela,
Paraguay, Brazil, Colombia, and Ecuador),
Central America (particularly Honduras, E
Salvador, and Nicaragua), Vietnam, the
Dominican Republic, China, and Nigeria.
Authorities report Venezuelan and Colombian
women now make up the largest demographic
of sex trafficking victims. Sex traffickers exploit
Venezuelan women fleeing the collapsing social
and economic conditions at home.

Drug Traffickers

Spain has historically been the natural home
for Latin American traffickers. With its linguistic
and cultural links, and thanks to an alliance with
Galician smugglers, Spain became the principal

entry point for cocaine in Europe in the late

1980s. However, Spain has been joined by
Portugal in Western Europe and Belgium and
the Netherlands in Northern Europe - a
reflection of the critical role of container
shipping in trafficking today. Figures from the
Spanish Interior Ministry, estimate drug
trafficking amounts to >€6 billion a year.

€22 billion
(Total value of main illicit markets in Spain from
2015 Report estimated at 0.8% GDP - €10.7
billion then and €22 billion in 2020)

Main lllicit Markets =2
Sources: EU Transcrime 2015

Organised Criminals

Atotal of 497 criminal groups were detected
during 2013 & only 18% of the groups were
composed only of Spanish individuals. Of the
497 criminal groups, 29 were described as high
intensity, 383 medium intensity & 85 as low
intensity. OCGs in Spain are mainly active in the
trafficking of illicit drugs, illegal immigration,
trafficking in human beings, frauds and money
laundering. In particular, more than half of the
identified OCGs in Spain are active in the illicit
drugs market. Foreign / Ethnic OC Groups
include: Moroccan and North African OCGs,
mainly involved in hashish trafficking;
Colombian OCGs, mainly involved in cocaine
trafficking (often with the cooperation of
Spanish nationals);Chinese OCGs, mainly
involved in a trade in counterfeit goods, human
trafficking and fraud; Russian OCGs; and lItalian
mafias: Cosa Nostra, 'Ndrangheta and Camorra
in particular. Moreover, police operations
revealed the presence of OCGs from Western
European countries such as Great Britain,
Ireland and Germany and outlaw motorcycle
gangs.

Fraudsters

The most common types of fraud in Spain are
phishing (sending fraudulent emails which
appear to be from legitimate businesses in
order to steal personal details such as bank
details and passwords), rental listing fraud
(advertisement of fake properties), fraud via

dating sites/apps, the creation of fake websites.
Source: NRA 2019
According to a 2020 EU Survey on “scams” and
fraud experienced by customers report, in the
last 2 years in Spain: 55% experienced a fraud/
scam (any type).

€47 billion

(Est bottom up proceeds of crime from,
corruption, HT, drugs, piracy, tax at 1.7% of
GDP - Sources: FCN Spain TA 2021)

Estimated Criminal Proceeds &2
Sources: FCN TA 2021
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Smugglers

The Transcrime report in 2019 states that, ‘the
Baltic states provide access by sea to affluent
EU markets. from the Baltic area, illicit cigarettes
are directly trafficked to Scandinavia, the UK &
Ireland, & through Germany to southern
countries (France, Spain, ltaly). The sea
connections between the Baltic states & the UK
and the Scandinavian countries ensure that
illicit cigarettes have direct access to these
markets through sea transhipments”. OCGs also
trafficked illegal cigarettes from Bulgaria, via
Romania to Spain & from Senegal via Portugal.
Spain is also a final destination for cigarettes
from Turkey, Greece, Algeria, Tunisia &
Morocco. “lllicit cigarettes flow into Morocco
also from Western Sahara before reaching
Spain, via Gibraltar. In particular, estimates
indicate that almost 1 billion illicit cigarettes
flowed from Western Sahara to Morocco in
2017. Key entry points in Spain are Cadiz & the
Bahia de Algeciras. the geographical proximity
between Morocco and Spain & the possibility to
have direct sea transhipments facilitate
cigarette smuggling activities".

Goods Piracy

According to the 2015 lllegal Markets in EU
report, “Counterfeiting is also an attractive
market for OCGs in Spain. During 2012, over 3
million counterfeited products were seized by
Spanish customs for intellectual property right
violations”. Estimates for counterfeiting in Spain
in this study “could potentially yield about €3.9
billion in revenues if the potential demand for
counterfeit products were fully satisfied". In
respect of consumers, “overall spending on
counterfeited products in Spain amounts to
more than €992 million, with an average
expenditure of €30.2 per person.

30 Third Countries of Concern from the FATF & EU
{(FATF list June 2021) (24 countries represent 1.9% of Global GDP, of which é countries: Philippines, Pakistan, Morocco, Panama,
Myanmar & Iran represent 1.5% of Global GDP - plus additional countries on the EU list. -Source: FATF list June 2021 & EU 2021

Spanish Regions with

concentrations of OCG Activity
(Source: Spanish Interior Ministry 2016)

Main Third Countries of Concern
(due to connections involving money laundering,, tbe)

Member Countries of the EU
(Spain is a member of the 27 country European Union, where
borders are open and economic ties are close)
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ML Risks: Spain is a trans-shipment point for
cross-border illicit flows of drugs entering
Europe from N Africa and S America. Criminals
also use Spain as a location to launder the
proceeds of the crimes committed in Spain
prior to transferring them back to their country
of origin." & "a logistical hotspot for African &
Latin American OCGs, with linguistic and
cultural ties to the region. While Colombian
cocaine dealers represent the traditional threat,
Romanian, Nigerian, Mexican and North African
groups have recently entered the drug trade.
These groups often import synthetic drugs and
hashish from Asia & N Africa respectively,” &
close to N Africa, “including the N African
enclaves Melilla and Ceuta,” & exposes Spain to
the risk of ML and TF “through illicit movement
of cash across Spain’s borders

FATF 40 Recommendations - MER
2019 - FCN Score 82/100

Compliant

=2 FATF 40
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FATF 11 Immediate Outcomes MER
2019 - FCN score 61/100

ME
1
= FATF 11
Immediate
Outcomes 2019

Law & Order Spend
(1.9% GDP on Public Order & Safety - Knoema
2016 - 1.89% GDP in 2019 from Police 1.1%,
Courts 0.3%, Prisons 0.1% - Source: Eurostat

2020)

Public Order & Safety - &2
(% of GDP Source: Knoema)
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Cash Based ML Risks: "The volume of cash

Higher ML Risks/Vulnerability: “Most

a: iated to b trading
and to the informal economy across Spain’s
borders with Morocco in Ceuta and Melilla
poses a high risk to camouflage cash flows

associated with drug trafficking, tax and customs
fraud, counterfeiting and human trafficking.”

Trade Based ML Risks: According to a Report
2019 by the EUIPO & OECD, 3.3% of world
trade (& 6.8% of EU imports) in 2016 was made
up from trade in counterfeit goods, though
Spain has itself a low propensity to export
counterfeit products. Other ML Risks: Whilst

concerns are raised as elsewhere with other ML

methods such as securities based ML and in
particular VC based ML, there is little evidence
that these methods are material, at least
compared to cash and trade based ML.

ing to the FATF MER
(2014), “The most prominent means of
laundering money are through the purchase
and sale of real estate; using complex networks
of companies and legal arrangements
(established with the assistance of professional
facilitators); and through exploitation of the
money or value transfer services (MVTS) sector”.
According to Trancrime OC Report 2015 a
number of Industries/Sectors have been
identified where evidence of organised criminal
involvement is considered more likely, with the
main ones being Real Estate, Bars and
Restaurants, Wholesale & Retail Trade,
Agriculture & Fishing, & Hotels & Other Tourist
Accommodation.

Higher Risk Sectors: Real Estate: ML through
real estate transactions integrates illicit funds
into the legal economy while providing a safe

investment. Real estate transactions have been

involved in recent significant criminal cases and

appear to be a major means of ML in Spain. ML

through real estate is internationally a subject of
concern in its own right. Many cases have
involved foreign criminals resident in Spain
laundering the proceeds of foreign crime
through the Spanish real estate sector. MVTS:
The money or value transfer service providers
are also vulnerable to abuse for the purpose of
money laundering. In 2009, Spanish authorities
identified large-scale money laundering
through money and value transfer services by
persons linked to criminal organisations,
including complicit agents of MVTS

= FATF Related KRIs & KPIs

FATF Fl related Recommendations
(9-15)

FATF FIR9-15 =2

Compliant LargelyC  PartiallyC ~ NonC

FATF Supervisors related
Immediate Outcomes (10 3)

FATF 10 3 Supervisors - i2

FATF DNFPB related
Recommendations (22-23)

FATF DNFPBs Recs -22-23 =2

FATF BO related Recommendations
(24 -25)

FATF BO Transparency Recs - 24-25 &2

Compliant Largely C PartiallyC  Non C

FATF Fl & DNFPB related Inmediate
O (10 4 Prev

FATF 10 4 FI/DNFPB Prev Measures - &2

HighyE  SubE  ModE  LowE

HighlyE  SubE  ModE  LowE

Compliant Largely C Partially C Non C

FATF LEA/FIU Inmediate Outcomes
(102,6,7 & 8)

FATF 10 2,6,7 & 8 - LEA/FIU &2
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@= Public & Private Sector KRIs & KPls

Human Trafficking
(Tier 1 - 2020 and has remained so
Source: US Dept of State - Traff

Human Trafficking - 22
Source: US DoS TIP 2020)

2013 2014 2015 2016 2017 2018 2019 2020

STR Filing Numbers
FATF MER 2

STRs Filed by Reporting Entities - £
(Source: FATF MER 2016)
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80% - STR Conversion Rate
ish FIU (SEPBLAC em es, “aroul
ved to LEAs - 6.75% lead to
initiating an investigation, more than 40% are
jations)

urrently open inves

STR Usefulness % of Total - &2
Source: FATF MER 2016

Terror Finance: Spain is a major advanced
economy with a well-developed financial sector
&is exposed to the same TF risks that affect
other advanced economies. Islamist terrorist
groups tend to operate through small cells with
funds primarily sent back to neighbouring
countries in N Africa and the Maghreb, often
using informal MVTS (hawaladar). Terrorism
financing sources include drugs, firearms and
human trafficking, financial crime (banking,
VAT, business & social insurance fraud) and
organised property crime. The Barcelona
attacks of 2017 were financed through the sale
of stolen gold & jewels. This was an integral
part of the plot as the funds were used to
purchase explosives used in the attacks.

FATF FIU/LEA/Reg related Recs
(1-4 & 26-40)

FATF FIU/LEA/Reg Recs- 1-4 & 26-40 =2
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FATF TF/PF related Inmediate
Outcomes (10 9, 10,11) (ME -10 TF)

FATF109,10,11 - TF & PF &2

HighlyE  SubE  ModE  LowE

0.66% - Asset Recoveries
(Based on estimated criminal proceeds of 2
of GDP, recovery rates are still only 0.66%).
Sources: FATF MER 2016 on assets seizures)

Seizures & Transfers to Treasury €millions 2012 &2
(Source: FATF MER 2016)

187

218 18.2

TR e STRsunused

General Drugs Cash Total

Co Ownership Transparency
(Countries with “Effective” Legal & BO
Registration requirements (not including Spain)
- Source: Tax Justice Network 2020)

Not Yet Effective

(Spain is effective for BO Registration but not
for LO Regustration))

Human Trafficking Cases
(Source: US TIP 2020 )

44 Convictions (2019)
(from 285 arrests, 127 prosecutions & 44
convictions - from 311 arrests, 71 prosecutions
and 61 convictions in 2018)

Money Laundering Cases
(Source: FATF MER 2016 )

111 Convictions (2012)

6,194 persons investigated with 1,864 arrests,
204 prosecutions & 111 convicted in 2012 &
7,938 persons investigated , with 1,5,99 arrests,
154 prosecutions & 95 convicted in 2011.

Regulatory Fines & Penalties
(Spain is included 11/20 countries listed for
fines & penalties in 2020. Source: Finbold 2020)

Low Fines & Penalties
(Fines & Penalties of

0.2 million in

Foreign Bribery Cases
(Source: OECD 2021)

Little or No Enforcement
prosecutions in Spain leading to sanctions
from 1999 - 201

An AML Action Plan was

Terrorism Financing Cases
(Source: FATF MER 2016 )

4 Convictions (2012)
(121 individuals prosecuted in 2012)

SAR Filing by Reporting Type
(Source: SEPBLAC Activity Report 2019)

15% by Non Banks/Fin Institutions
(Banks & Other Fls filed 85% of all STRs of
which 65% of total STRs were filed by Banks in
2019, with none Fls filing 15%, with 7% by
Notaries, 2.6% Real Estate, 5.4% Others)

Regulatory Oversight
(Balanced Scorecard - technical compliance,
reasonable controls & information to LE & Fin
Crime Report)

Un Balanced Scorecard
anced with the main focus still on
Compliance - Annual AML/CTF data
required from Fls;

(Unb.
Technic

== Key AML/CTF Reform & Action Plans

d by the EU C

blished further d

on 7th May, 2020 together with an EU Factsheet described as intended as “Closing the door on dirty
money.” The Plan aims to increase effectiveness, based on 6 pillars: Effective application of EU rules, Single EU Rulebook, EU level supervision, A co ordination &
support mechanism for EU FIUs, Enforcing EU level criminal laws and information exchange & A stronger EU in the world. On 20th July 2021, the EU Commission

ils of its p|

posals with full impl

ion expected to take until 2025.

National Risk Assessment
(Published in December 2020)

National ML/TF Risk Assessment
(Published in 2020 from work carried out in
2018/19)

Public Private Partnerships

PPP - No country FISP
(No official publi d country FISP - Member
of The Europol Financial Intelligence PPP).




