
“The UK authorities have a robust understanding of its money laundering (ML) and terror financing (TF) risks.”

The UK’s position as “the largest financial services provider in the world,” made it exceptionally vulnerable to money laundering, and “as a 
result of the exceptionally large volume of funds that flows through its financial sector, the country also faces a significant risk that some of 
these funds have links to crime and terrorism.” The UK “has implemented an AML/CFT system that is effective in many respects”…however, 

“major improvements are needed to strengthen supervision & implementation of preventive measures, and ensure that financial 
intelligence is fully exploited.” FATF 2018 MER


The Economic Crime Plan 2019-2022 (including SAR Reform and a new Fraud Action Plan), The Asset Recovery Action Plan 2019 & The 
Anti Corruption Strategy 2017 - 2022 are all intended to address weaknesses and are in progress.

🇬🇧  Key Harms & Effects

The annual social & economic cost of serious & organised crime was estimated to be £37 billion, which included £20 billion from drugs crimes, including drug-related deaths and hospital treatments, and 
£8 billion from economic crime (2015–16) - Sources: UK Gov

1 in 5 people experience crime each 
year, with fraud the most likely, 

representing 36% of criminal activity

1 in 20 people witness the paying of  
bribes to public officials.

3.3 million thefts, with almost 886,000 
vehicles stolen, 356,000 burglaries, & 

83,000 robberies.

5,000 individual deaths from drug 
related causes (largely from opioids), 

1 million drug use disorders

27,000 children aged between 10 
and 17 estimated as members of 

street gangs

🇬🇧  Key Crimes, Crime Proceeds and Laundered Monies (Wide range of estimates)

£100 billion

(3.6% of 2019 GDP for Procceds of Crime - 
range 2.3 - 5.5% - average for all countries - 

UNODC 2011)

£120 billion

(Up to 4.3% of GDP for ML -1.2% Domestic, 

0.6% Foreign, 2.5% Transit - Walker & Ungar - 
2019)

> £100 billion 

(“There is a realistic possibility that it [ML] 

remains in the £100s of billions annually” - UK 
NRA 2020)

£12 billion

(Estimate for proceeds from organised criminal 
activities - UK NCA 2021) (£13 billion for 2015 

UK Home Office)

£47 billion

(Estimate from bottom up proceeds of crime 

from corruption, fraud, drug offences & human 
trafficking - UK FCN TA 2021)
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Scale of organised fraud against businesses 
and the public sector in the UK is estimated to 
be £5.9 billion, for example from: Tax Fraud - 

£3 billion, Mortgage Fraud - £1.1 billion, 
Insurance Fraud - £550 million , Banking Fraud 

- £610 million, Telco Fraud - £450 million & 
Benefit Fraud - £190 million - UK HO (2015/16)

£3 billion fraud losses (2020)-UK Action Fraud 

- £1.2 billion in losses through FIs but £1.66 

billion in attempted fraud losses prevented - 
Source: UK Finance (2018) 


- 1.7 million computer misuse or attempted 
cybercrimes pa mostly fraud related


- Covid 19 relief schemes, “could lead to 
between £15 - 26 billion in potential losses 
from fraud & default.” Source: UK NAO 2020 

The estimated scale of organised immigration 
crime is £110 million for 20015/16. The 

average fee paid to OCGs for facilitating entry 
into the UK was £5,600, with abuse of 

legitimate entry at £38 million, incl sham 
marriages (£13 million), visa port refusals (£6 

million), enforcement arrests (£9 million) & 
forged supporting documents (£10 million), & 
smuggling £75 million. Channel crossings are 
made by small boat between Calais & Dover, 

and or via lorries on ferries from France, 
Belgium & the Netherlands. In 2020, more than 

8,200 people crossed, compared to 1,844 in 
2019 and 299 in 2018. The main origin 

countries include Eritrea, Sudan, Afghanistan, 
Syria, Iran and Iraq. Source: UK HO 2019

Estimated victims of human trafficking range 
from a conservative low of 10,000 and 13,000, 

to up to 136,000. An estimated 73,000 are 
commercial sex workers generating approx 

US$1 billion a year (2015/16).

The prototypical online offender in the UK was 

a white, single male in his 20s or 30s, well 
educated, employed, with no history of severe 

mental illness or significant childhood adversity. 
Estimates of at least 80,000 people in the UK 

pose a sexual threat to children online, often to 
young girls in countries like the Philippines 

where growing access to cheap internet and 
technology is fuelling the crime. 


Source: NCA 2020

Considered a serious National Security Threat 
generating £20 billion a year.


- At least 350,000 individuals involved 
mapped to 4,772 OCGs, a quarter of which 

are estimated to be involved in violent 
criminal activity. 


- While the majority of the OCGs operating in 
the UK are classified as British (61.6% in 2017 

of UK OCGs are British nationals), 
approximately two-fifths are non-British.	
The (mean) average age for members is 37, 

and overwhelmingly male. 

- Other nationalities of note include those from  

Romania (1.5%), Pakistan (1.2%), Poland 
(0.9%), Albania 0.8%, & Nigeria 0.8%.         

Source: NCA 2020

The illegal timber trade, represents an est 10% 
of all trade in timber, & impacts the UK which is 
a major importer of timber/charcoal products, 

where sourcing includes illegal logging & 
deforestation. “The UK is a source, transit & 

destination country for illegally traded wildlife…
this includes the illegal sale of ivory products 
via online marketplaces & social media with 

payments made through online payment 
platforms. The proceeds.. typically involve lower 
levels of proceeds in the UK, with the potential 

to generate exponentially larger proceeds 
when shipped overseas & resold in the country 

of the purchaser. IWT in the UK also includes 
the illegal transiting & export of protected Eels 

beyond the EU.” Source: FATF Report 2020

Corrupt Officials Tax Offenders Arms Traffickers Goods Pirates Terrorists 

Despite relatively low levels of corruption in the 
UK: (55%) - that corruption was widespread in 
the UK (EU28 - 68%); (14%) - were personally 

affected by corruption in their daily life (EU28 - 
25%) & (4%) - witnessed a case of corruption 

(EU28 - 3%) - Source: EU Survey 2017; 

- Foreign corruption proceeds >£100 billion 

laundered in the UK - Source: NRA 2020

- Est for EU at 1% of GDP - if applied to UK 

represents £26 billion pa - Source: EU 2014

Tax offences are included as one of the most 
generative of financial crimes affecting the UK.

Tax Gap (evasion) was £4.6 billion (2018-19)


 with another £4.5 billion in organised tax 
frauds from OCG including for smuggling 

goods (cigarettes & tobacco) valued at £1.8 
billion - Source: NRA 2020.


 Financial Secrecy Index ranks UK as 12/133 
countries in 2020 up from 23rd in 2018.  

Source: Tax Justice Network 2020

In total, there were 9,787 offences involving a 
firearm in 2018/19 - a 4% increase on 2017/18. 

There were 34 homicides in 2018/19 which 
involved a firearm, 5 more than in 2017/18. 

Firearms are trafficked into the UK from C & E 
Europe, often consolidated in Belgium and the 
Netherlands, before transiting via France. The 
most common importation method continues 

to be via roll-on/roll-off ferries, in cars, vans and 
lorries. Source: UK ONS 2020

Goods piracy, cheating legitimate businesses 
from earnings, through intellectual property 

theft &, through substandard goods passed off 
to consumers as high quality premium brands. 

IP crime (i.e. the wilful infringement of 
registered trademarks and the unauthorised 

copying and use of material protected by 
copyright) generate an estimated £100 million 

for OCGs - Source: UK Home Office 2013. Est 
for imported fakes of £13.6 billion & £16.2 
billion exported 2016. Source: OECD 2019

Threat rating down from Severe (2006) to 
Substantial - Source: UK Gov Feb 2021 


Between 2010 - 2020: 63 deaths, 457 injured, 
742 incidents. Source: Global Terrorism 

Database

Estimated 3,000 subjects of interest (SOIs)


>20,000 former SOIs under monitoring

Source: Global Terrorism Database


TF “remains varied and typically low-level in 
scale - Source: NRA 2020

🇬🇧  Key Countries, Territories & Regions of Concern / Impacted on - by UK 

52 Commonwealth Countries

(Close political, cultural & commercial ties of countries to the 

UK from Commonwealth countries increases the likely 
involvement of the UK in legitimate commerce AND criminal 
proceeds / laundering of illicit funds abusing these contacts)


30 UK Third Countries of Concern

(Sources: FATF list June 2021 plus NRA countries of concern - 

July 2021)

7 Main Areas of OCG Activity                                               
(mainly operating in major urban areas, in Greater London, 

Essex & Kent, W Midlands incl Birmingham, Merseyside 
including Liverpool, Greater Manchester & Lancashire  (in Red)   

Source: NCA 2013)

52 Main Countries of Concern - Main Crimes

(Including foreign corruption, goods piracy, human trafficking 

source countries, foreign OCGs, drug trafficking routes, 
cybercrime origins, people smuggling routes and origin, & 

wildlife trafficking - Sources: Various FCN UK TA 2021)

10 Main Drug Offences by Police Region

 (in England & Wales 1) Merseyside, 2) Met (London), 3) 

Cleveland, 4) Dyfed - Powys (Wales), 5) Essex, 6) S Wales, 7) W 
Yorks, 8) Notts, 9) S Yorks & 10) Norfolk


Source: ONS 2020)



🇬🇧  Money Laundering & Terror Financing - Key Methods  & Vulnerabilities

Cash Based ML: “still heavily characterised by 
the use of cash intensive businesses to disguise 

criminal sources of wealth, or by smuggling 
large amounts out of the UK,” and also noted 

increased use of “cash deposit services in Post 
Offices, and the use of cash couriers and cash & 
valuables in transit companies. This is alongside 
continued abuse of legitimate UK services, such 

as money transmission and retail banking.” - 
Source: NRA 2020

Trade Based ML: included as particular ML 
threat to UK with “foreign corruption, serious 

frauds and other illicit financial flows including 
TBML,” with “used cars and clothing, 

construction and gold,” and due to the 
COVID-19 crisis, “pharmaceuticals, textiles and 

personal protective equipment, increasingly 
likely to be used.” - NRA 2020. Imported pirated 

goods likely to include “mobile phones and 
accessories, clothes, footwear, handbags, and 

games.” - Source: OECD 2019

Other ML Methods: While a significant amount 
of UK criminal activity generates its proceeds in 
cash, LEAs continue to see increasingly diverse 
methods, as criminals exploit vulnerabilities in 
different & emerging technology & sectors as 
well as adapt to increased restrictions in the 

regulated sector.”- NRA 2020. In 2017, 
securities based ML rated as “a significant 

emerging risk,” & particularly relevant as the UK 
is home to large securities markets. The 2020 

NRA has the risk in wholesale banking as high.

TF: “remains varied and typically low-level in 
scale. There is no one method of financial 

activity associated with terrorism. The raising 
and movement of funds are not considered to 

be the primary aim for terrorists. Instead, 
terrorist finance activity continues to be for the 

purposes of sending small amounts to 
associates located abroad or for funding low-
cost attacks. Recent attacks in the UK have not 
required external fundraising, using low-cost, 

low-sophistication methodologies.”- NRA 2020. 

Sector ML Vulnerability: All banks, MSBs, 
lawyers, accountants, TCSP, entities, properties , 

cash & the art market;

Sector TF vulnerability - retail banks, MSBs & 

cash are High Risk 

- NRA 2020.


Additional sectors highlighted including on the 
horizon are professional enablers, money 

mules, UK companies, UK freeports, crypto 
assets - NCA 2021 

🇬🇧  FATF Related Key KPIs 

FATF 40 Recommendations - 4th 
MER 2018 - FCN 80/100

FATF FI related Recommendations    
(9 -15 (PC CBR - R13)

FATF DNFPB related 
Recommendations (22-23)

FATF BO related Recommendations 
(24 -25)

FATF FIU/LEA/ Reg related Recs 
(1-4 & 26-40 (PC FIU - R29)

FATF 11 Immediate Outcomes 4th 
MER 2018 - FCN 70/100

FATF Supervisors related 
Immediate Outcomes  (IO 3)

FATF FI & DNFPB related Immediate 
Outcomes  (4)

FATF LEA/FIU Immediate Outcomes 
(2,6,7) (8 - Confiscations ME)

FATF TF & PF related Immediate 
Outcomes  (9, 10 & 11)

🇬🇧  Public & Private Sector Key KRIs & KPIs 

Law & Order Spend 

(0.018% GDP on OC (NCA Funding)


(Fraud is 16-36% of crime, police time is1%) 

FIU Resources 

(1 staff per 4,775 SARS)


(Target is 150 by end 2021 & 190 by end 2022)

UK Corporate Registry assessed against Open Ownership Principles 

(Principles cover 9 categories each rated A (Green - Gold Standard) B (Amber) or C (Red) - These are Definitions, Coverage, Detail, Register, Access, 

Structured Data, Up to Date, Verified, Enforcement & Overall - Source: Open Ownership 2021

Asset Recoveries

(Asset Recovery Action Plan in progress - see 

below)

SAR Conversion Rate

(SAR received by FIU & considered useful to 
disseminate to LEA - Source: UK Law Comm)

SAR Filing Numbers 

(Source UK FIU 2020)

Regulatory Fines & Penalties

(For ML/TF legal & regulatory breaches


Source: Duff & Phelps 2020)

National Risk Assessment

(3rd UK NRA published in 2020 -  considered 

highly useful)

<1% of estimated FC proceeds

 (£200 million pa & below 1% of estimated 

financial crime proceeds)

Estimated 5 - 7%

(15% - 54% of SARs received may not represent 

true suspicious activity - UK Law Commission 

573K SARs (2019/2020)                                        

(Increase from 478K (2018/2019) & a decrease  

from 634K (2017/2018) 

£98.2 million

 (2019 - £36.6 million for first 6 months of 2020)

National ML/TF Risk 
Assessment 2020

Foreign Bribery Cases

(Source: OECD 2020)


(Anti Corruption Strategy 2022 in progress)

Money Laundering Cases

(Source: FATF MER 2018)


SAR Filing by Reporting Type

(Source UK FIU 2020)

Regulatory Oversight

(Balanced Scorecard - technical compliance, 

reasonable controls & information to LE)

Public Private Partnerships

(3 FISPs - Card & Payment Crime (since 2002), 

ML/TF (since 2015) & Fraud (since 2016))

1.65 pa

(33 from 1999 - 2019 av 1.65 per year 

prosecutions with sanctions) 

1,400 ML convictions pa

(UK achieves 1,400 ML convictions pa 

FIs 95%, Banks 75% & DNFPB 2.5%

(DNFPB accountants/tax advisers (0.93), lawyers 

(0.52%), estate agents (0.15%), gambling 
(0.9%), HV dealers (0.06%), TCSP (0.01%))

 Balanced Scorecard 

(Unbalanced with the Main Focus on Technical 

Compliance)

PPP - FISPs

The Dedicated Card & Payment Crime Unit/
Joint ML Intelligence Taskforce/Joint Fraud 

Taskforce)

🇬🇧  Key Reform & Action Plans 

Anti Corruption Strategy 
2017 - 2022

Assets Recovery Action Plan 
2019

The Economic Crime Plan (to cover a new Fraud Action Plan & the SAR Reform Plan)               
2019 - 2022 

The Strategy has 6 priorities to: reduce the 
insider threat in high risk domestic sectors; 

strengthen the integrity of the UK as an 
international financial centre; promote integrity 

across the public & private sectors; reduce 
corruption in public procurement and grants; 
improve the business environment globally; & 

work with other countries to combat 
corruption. According to Accountability Lab’s 
G20 anti-corruption tracker, of 58 (none FATF) 

commitments made by G20 members 
including UK rated as 47/58 as “Fully 

Compliant”, 4/58 as “Partially Compliant”, 5/58 
as “Non Compliant” & 1/58 as “Not Applicable”.  
The UK has more “Fully Compliant” ratings than 

any other G20 country.

The Plan is “targeting year-on-year increases in 
the value of assets denied to & recovered from 

criminals.” The Action Plan has 4 pillars (30 
actions in total): Legal powers; Strengthening 

our operational response; Continuously review 
& embed best practice; & Fostering innovation 

& collaborative working. Asset recovery 
outcomes, in 2016/17, in the UK were 14% for 

money laundering, 33% for fraud, 10% tax 
related, 31% drugs related, 1% for immigration 
crime, 4% for acquisitive crime & 8% for others.

Asset recoveries have averaged approx £200 
million pa with £1.6 billion being recovered 
from criminals between April 2010 and March 
2018 <1% of estimated proceeds/laundered 

funds. According to FATF MER, “terrorists funds 
forfeited amounted to £215,494 in 2016/17, 

£34,282 in 2015/16 & £122,412 in 2014/15.”

The EC Plan so conceived is “for the public & private sectors to jointly deliver a holistic plan that defends the UK against economic crime, prevents harm to 
society & individuals, protects the integrity of the UK economy & supports legitimate growth & prosperity.” There are 8 priorities: develop a better 

understanding of the threat posed by economic crime and our performance in combating economic crime; to pursue better sharing and usage of 
information to combat economic crime within and between the public and private sectors across all participants;  ensure the powers procedures and 

tools of law-enforcement, the justice system and the private sector or as effective as possible;  strengthen the capabilities of law-enforcement, the justice 
system & the private sector to detect, deter & disrupt economic crime; build greater resilience to economic crime by enhancing the management of 

economic crime risk in the private sector and the risk based approach to supervision; improve the systems for transparency of ownership of legal entities 
and legal arrangements; and deliver an ambitious international strategy to enhance security, prosperity and the UK’s global influence. It contains 52 
actions under 7 priorities areas.  The 52 actions that make up the Economic Crime Plan are comprised into 6 categories: Understanding the threat & 

performance metrics (actions 1-5); Better information sharing (actions 6 -10); Powers, procedures & tools (actions 11 - 19);  Enhanced capabilities (actions 
20 - 32); Risk-based supervision & risk management (actions 33 -41). An online tracker from  (RUSI/CFCS), updated in May 2021, reveals that 38% of 

actions have been completed, 44% in progress, 13% overdue & 3% no due date. In Feb 2021, further immediate actions (described as a forward delivery 
plan) was announced, being: “Design and deliver a comprehensive fraud action plan, public private operational action to tackle known vulnerabilities 

enabling the flow of illicit finance within and out of the UK, improve the effectiveness & efficiency of the whole system response to economic crime, 
increasing high-value intelligence to LEA and reducing low value activity that costs business & delivers little benefit, continue to deliver SARs reform incl 
the next stages of the rollout to the new IT infrastructure and increasing UKFIU staffing, Finalise the sustainable resourcing model to support economic 

crime reform, develop legislative proposals to tackle fraud money-laundering, seize more criminal assets & strengthen corporate transparency eg 
Companies House reform, & capitalise on the G-7 Presidency to strengthen the overall international response to illicit finance & anticorruption.”


