🇮🇪 Key Harms & Effects
5% witnessed a bribe in the previous 12 months,
with perceptions of corruption for PEPs (47%),
and Political Parties (40%).

Estimated tax losses of €6.5 billion (US$7.2
billion) for 2014, - 2.5 times larger than on the
justice system (€2.6 billion).

67,312 thefts, 16,751 burglaries & 2,419

Illegal drug use dependency / disorders

Ireland has a low incidence of human

robberies reported in 2019, amounting to

affected 44,458 people in Ireland and

traf cking, with 1.7 in 1,000, estimating

almost 38% of all recorded offences in 2017

1.05% / 410 deaths in 2017.

victims at approximately 8,000.

🇮🇪 Key Crimes, Crime Proceeds and Laundered Monies (Wide range of estimates)
Organised crime in Ireland has been worth at least US$2 billion (€1.7 billion) annually. This includes drug dealing, illicit cigarette trade, counterfeiting, fraud & cargo theft. Source: Transcrime 2015 Report

US$11.3 billion

US$13 billion

(€9.5 bio from 3.6% of GDP for Proceeds of
Crime 2019 - range 2.3 - 5.5% - mid at 3.6%
(ML at 2.7% mid) all countries - UNODC 2011)

(€11 bio from up to 3.2% of GDP for ML -0.4%
Domestic, 0.5% Foreign, 2.3% Transit)

> €122 - €215 million

(Main nancially generating crimes come from
drugs as well as other crimes - Source: NRA
2016)

Overall Criminality Score = 4.9/10

(With highest criminality scores for drugs (cocaine 6.5/10). The highest Criminal Actor scores are for
Foreign Actors (6.5/10) & Ma a-Style Groups (6/10), Criminal Networks (5.5/10)
State Embedded Actors (3/10) and overall score for Criminal Actors 5.25/10. Source: OC Index 2021

Fraud

Drug Traf cking

Human Traf cking

The most prevalent frauds include white-collar
crime, social welfare fraud, bogus investment
frauds, mortgage fraud; VAT/MTIC fraud,
commercial fraud, phishing, Inheritance scams,
invoice redirection fraud, payment card fraud,
cheque fraud; and card-not-present fraud.
Fraud, deception and related offences
accounted for over 2% of all recorded offences
in 2015. Increasingly, the tools and techniques
of choice to carry out frauds are through cyber
tools and techniques. “An emerging trend is
the use of cryptocurrencies, such as Bitcoin, to
launder the proceeds of computer-enabled
nancial crime, i.e. crimes such as phishing
frauds committed with the assistance of general
(e.g. email) and specialised (e.g. payment
services) IT systems” – NRA 2016.
In March 2019, the Irish Central Statistics Of ce
published its crime statistics for Q4 2018.
There was a signi cant increase of 18.4% in
recorded incidents of fraud, deception and
related incidents to the Garda for the year
2018 compared to 2017 – Source: Matheson
2019

Ireland is a source & destination country for
cannabis, (the most used drug in Ireland).
“Most cannabis resin seized in Ireland
originates from Morocco, arriving by sea
from the Netherlands & Belgium. Criminal
networks primarily control the cannabis
market. These networks are usually
domestic, but international gangs are also
present. Domestic cultivation overseen by
OCGs is linked to abusive labour practices.
Ireland, which has the second highest rate
of opiate users in the EU, is also a
destination country for heroin smuggled
from EU hubs via the Balkans”. Dublin is the
main problem area for the drug, though the
trade affects other cities, small urban
centres, & even rural towns & villages.
Cocaine is sold via the dark web, most of it
is imported for gangs to sell wholesale.
“Ireland is mainly a destination country for
synthetic drugs from the Netherlands and
Belgium”. There is also evidence that meth
was being produced in Ireland, albeit on a
small scale. Source: OC Index 2021

“Human traf ckers exploit domestic and
foreign victims in Ireland, and traf ckers
exploit victims from Ireland abroad.
Traf ckers subject Irish children to sex
traf cking within the country. The
prevalence of human traf cking in Ireland is
likely much higher than of cial statistics
report.” Source: TIP 2021. “Ireland is
primarily a destination country for human
traf cking, with victims originating from
Africa, Asia, South America and other
European countries. Traf cking victims in
Ireland are subject to sexual exploitation
and forced labour mainly in the areas of
agriculture, sheries, waste management,
domestic work, au pair, domestic care and
hospitality. There has been an increase in
forced labour victims, mostly males, from
Nigeria, Romania, Indonesia, Brazil, Pakistan.
Victims from Vietnam and China, who were
convicted for cannabis cultivation in Ireland,
reported modern slavery-like practices, such
as document retention, restriction of
movement as well as wage withholding.”

Organised Crime

Theft and Burglary

Tobacco Traf cking

Corruption

Green Crimes

Tax Evasion

People Smuggling

In 2015, tobacco generated over €1 billion
(US$1.11 billion) in excise duty in Ireland,
with an est 11% of overall consumption in
2013, considered to be from illicit sources,
generating losses to Ireland’s Revenue of
€110 million, (US$122 million). Source:
NRA 2016. Intelligence suggests that illicit
tobacco products, including counterfeit
products, originate primarily from E Europe
& Asia. Illicit tobacco is often transported in
a manner similar to illicit drugs via
established trade routes. Due to the nature
of illicit tobacco sales, the proceeds
generated are largely in cash, using bulk
cash transportation, third party laundering,
cash-intensive businesses, MSBs.

According to TIs Corruption Perceptions
Index 2020, Ireland was ranked 20/179 with
an overall score of 72/100 (higher scores
are better). Despite low perceived
corruption levels, almost 1/3 of businesses
(2016) report that corruption has been an
obstacle for the possibility to win a public
tender in the past 3 years; & according to
around half of citizens, the risks of
corruption have increased because of the
close ties between politicians & businesses.
There are also some suggestions that
cartels control certain sectors, such as bid
price rigging & corrupt evaluation
processes, although concrete investigations
investigations are scarce. - Source: Savona
Ernesto U. & Riccardi Michele 2015

: “Ireland is a destination and transit
country for illicit wildlife. Recent seizures
have included ivory, alligator and crocodile
heads, as well as skin products, conch
shells and hippo ivory. This market appears
to be dominated by local criminal
networks. Some reports have pointed to an
increase in illegal salmon and seatrout
shing”…”In terms of non-renewable
resource crimes, Ireland has a signi cant
problem with the laundering of marked or
washed fuel. Laundering of fuel has been a
source of nancing for illegal paramilitary
organisations”. There have also been
isolated cases of gold smuggling related
to Irish nationals.” Source: OC Index 2021

The tax gap for Ireland was estimated at
€6.5 billion for 2014. In 2015, Ireland’s
Revenue raised €642.5 million from audit
and compliance interventions, amounting
to approximately 1.4% of the total
collected, with approx €60 million
coming from investigations into offshore
assets and trusts. - Source: Tax Research
UK 2019. “Similar to the legal services
sector, the involvement of accountancy
service providers provide a veneer of
legitimacy to illicit transactions and may
thereby enable easier access to the
legitimate nancial sector for entities
seeking to launder the proceeds of crime”,
including laundering the proceeds of tax
evasion. Source NRA 2016

“Ireland is a destination, & transit country, for
human smuggling. Vietnamese as well as
Georgians and other nationals from E Europe
enter the UK irregularly via smuggling channels
in Ireland. Human smuggling overlaps with HT
in the country. Foreign criminal networks
conduct most human smuggling with the help
of corrupt employees in transit hubs, such as
ports or airports, who also facilitate fake
passports. There appears to be coordination
between foreign criminal networks & Irelandbased criminals.” Source: OC Index 2021.
Recently, The Times in UK reported that “The
gardai have uncovered a network of human
traf ckers involved in smuggling migrants from
the Balkans into Britain via Ireland to ll lowpaid jobs in the black economy”, using false
passports and documents. The Times, 2021

There are an estimated 40 Organised
Criminal Groups (OCGs) in Ireland, of
which at least 9 have international links
with OCGs in regions such as the
Netherlands, Spain, West Africa and the
United Kingdom. “The presence in
Ireland of foreign OCGs is evident in
multi-jurisdictional economic crime areas
such as human traf cking, drugs
smuggling and distribution, rearms
smuggling, tobacco smuggling, vehicle
theft, and counterfeiting,” – Ireland NRA
2016.”There is an overlap between
weapons traf cking and drug traf cking.
“Money laundering by organized crime
groups is most commonly routed through
car wash businesses and restaurants,
which are also vulnerable to human
traf cking activities”. Source OC Index
2021. Varying estimates assess the
amount laundered in Ireland by OCG’s
annually at roughly 1.1% of GDP, or more
than €1.7 billion (US$2 billion) – Source:
Savona Ernesto U. & Riccardi Michele
(Eds. 2015).

Theft and burglary related offences are the
most commonly recorded offences in
Ireland, with over 67,312 Thefts, 16,751
Burglaries & 2,419 Robberies reported in
2019 amounting to almost 38% of all
recorded offences. Of particular concern
are metal theft & vehicle theft. Foreign
OCGs are involved in sophisticated metal
thefts affecting the transport, utility,
recycling & communications sectors.
Vehicle theft remains a signi cant source
of proceeds for OCGs, with approx 7,800
vehicles stolen in 2014, and 68% of those
subsequently recovered. Fuel laundering
has long been a major concern in Ireland
& was highlighted in both the NRA and in
the 2016 US INCSR. Even though in 2016
fuel laundering was considered relatively
“negligible and close to being fully
eliminated”, further actions have been
taken to make it much more dif cult for
criminals to bene t from this crime.
Source: NRA 2016

🇮🇪 Key Countries, Territories & Regions of Concern / Impacted on - by Ireland
33 Third Countries of Concern from the FATF & EU
(FATF list October 2021, representing 25 countries - EU list 2021, representing all 25 FATF countries
plus 8 additional countries (Botswana, Ghana & Mauritius expected to be removed in sync but
delayed after FATF removal) - Sources: FATF list October 2021 & EU 2021

(Various sources incl from FCN TA 2021)

Main Remittance Countries

(Countries receiving remittance monies from Top 10 Countries represent US$1.5 billion
(70% of total)

FATF: Albania 🇦🇱 Barbados 🇧🇧 Burkina Faso 🇧🇫 Cambodia 🇰🇭 Cayman Is 🇰🇾 Haiti 🇭🇹 Iran 🇮🇷 Jamaica 🇯🇲 Jordan 🇯🇴 Mali 🇲🇱

In Ireland 🇮🇪 - Dublin, Limerick, Meath, Kildare, Louth &
Cork. UK 🇬🇧 GB & Northern Ireland. EU - Netherlands 🇳🇱 ,

Nigeria 🇳🇬 U.K. 🇬🇧 Poland 🇵🇱 France 🇫🇷 India 🇮🇳 Lithuania

🇸🇸 Syria 🇸🇾 Turkey 🇹🇷 Uganda 🇺🇬 Yemen 🇾🇪 Zimbabwe 🇿🇼 Plus in addition from EU: Afghanistan 🇦🇫 Bahamas 🇧🇸 Botswana

Spain 🇪🇸 & West Africa (Drug Traf cking)

🇱🇹 China 🇨🇳 Philippines 🇵🇭 Spain 🇪🇸 Hungary 🇭🇺

Third Countries - Vietnam 🇻🇳 , Georgia 🇬🇪
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Higher Risk Areas & Countries of
Concern

Malta 🇲🇹 Morocco 🇲🇦 Myanmar 🇲🇲 Nicaragua 🇳🇮 N Korea 🇰🇵 Pakistan 🇵🇰 Panama 🇵🇦 Philippines 🇵🇭 Senegal 🇸🇳 South Sudan

🇧🇼 Ghana 🇬🇭 Iraq 🇮🇶 Mauritius 🇲🇺 Trinidad & Tobago 🇹🇹 & Vanuatu 🇻🇺
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“Ireland has a generally sound legislative & institutional AML/CFT framework. In recent years, Ireland has put in place measures to improve its understanding of
risks & national coordination & cooperation and is a strong point of the Irish AML/CFT system. While a substantial level of effectiveness has been demonstrated
in a number of areas, further measures & resources are required for a fully effective AML/CFT system that is commensurate with the risks faced in Ireland.” The
report recognised Ireland’s importance as a regional & international nancial centre, as it is amongst the IMF’s 29 systematically important nancial centres. In
particular, FATF have noted that Ireland’s funds & insurance sectors are well developed with strong international links. However, the report also notes that
Ireland faces ML & TF threats from organised crime groups and former local paramilitary organisations. - Source: FATF 2017 MER

Main Trading Partners

Top 5 import and export partners (2020)

Export: US 🇺🇸 (28%) Belgium 🇧🇪 (10%) Germany 🇩🇪 (10%)
UK 🇬🇧 (9%) and China 🇨🇳 / NL🇳🇱 (5% each)
Import: UK UK 🇬🇧 (31%) US 🇺🇸 (16%) Germany 🇩🇪 (10%),
Netherland 🇳🇱 (5%) France 🇫🇷 (5%)

Cash Based ML: Ireland does not have a
high level of cash intensity, which appears
to be slightly lower than the EU average,
though still signi cant, with 43% of all
payment transactions made in cash, and
ranked 21st out of 28 countries. - Source:
Savona Ernesto U. & Riccardi Michele (Eds.
2015). Cash proceeds, are likely laundered
by cash intensive businesses such as high
value goods dealers (HVGDs), wholesale
businesses, transportation businesses,
lling stations; Bureau de change; MSBs;
Cash mules; & 3rd party ML, & TBML. “The
use of high-value notes for the physical
smuggling or couriering of cash appears to
be signi cant”. Source: NRA 2016

Trade Based ML: Ireland has a favourable
tax regime, which is attractive to large
multinational companies. It may also
constitute a factor of attractiveness for
foreign OCGs willing to invest criminal
proceeds in the legitimate economy. This
risk is however mitigated by a number of
factors, including a comparative lack of
nancial secrecy, according to the Tax
Justice Network’s Secrecy Score of 48/100,
ranking Ireland 29th. Source: Tax Justice
Network, 2020. LE intelligence con rms
that the proceeds generated from fuel
laundering is largely in cash. Criminals
launder these proceeds using TBML.
Source NRA 2016

Other ML Methods: Securities, Transaction
and Virtual Currency laundering are not
considered as signi cant, though
nevertheless important techniques, likely
increasingly popular as other techniques
come under greater scrutiny. These
techniques also offer alternative solutions,
depending on the need of the criminal.
“There is evidence that mule accounts,
bogus accounts, or opaque corporate
accounts are used to launder proceeds.”.
Source NRA 2016. There could be abuse of
“corporate structures and legal
arrangements both for ML / TF particularly
in relation to international threats”. Source
MER 2017.

Terrorist Financing: “The costs associated with
domestic terrorist acts are, for the most part
relatively small. The material used in such acts
can be procured often through theft; though
certain more sophisticated material may have to
be procured through purchase requiring access
to funding. The primary means by which these
groups fund their activities is through a range of
criminal activities including smuggling,
extortion, robberies and the taxing of criminals
involved in activities such as organised
prostitution, drug trade, etc.” - Source: NRA
2016. Concerns have been raised “in relation to
the collection of charitable funds within the
community and the use and transfer of funds by
charities/NPOs to con ict zones”. MER 2017

Sector ML Vulnerability: High
vulnerability: Banks (in particular retail &
correspondent banks), money remittance
rms and bureaux de change. Medium
vulnerability: Non retail banking, funds/
funds administrators, investment rms,
private members clubs, Hugh value goods
dealers, trust & company service providers,
legal and accountancy sectors.
Sector TF vulnerability - Smuggling,
extortion, robberies and the taxing
of criminals involved in activities such as
organised prostitution, drug trade.
Source: NRA 2016

🇮🇪 Key FATF Related KRIs & KPIs
FATF 40 Recommendations - MER
2017 - FCN Score 63/100

FATF FI related Recommendations
(9 -15 (PC PEP R13)

FATF DNFPB related
Recommendations (PC - R22 & R23)

FATF BO related Recommendations
(R24 & R25)

FATF FIU/LEA/Reg related Recs
(1-4 & 26-40 / PC - R32 & R33)

FATF 11 Immediate Outcomes MER
2017 - FCN score 48/100

FATF Immediate Outcomes
(IO 3 Supervision)

FATF FI & DNFPB related Immediate
Outcomes (IO 4 Prev Measures)

FATF LEA/FIU Immediate Outcomes
(IO 2,6,7 & 8 - SE IO2)

FATF TF/PF Immediate Outcomes
(IO 9, 10,11) (ME -10/11)

🇮🇪 Public & Private Sector KRIs & KPIs
Law & Order Spend

(Eurostat reports Ireland spends an 0.9% of
GDP (2018) on law and order (excluding re
services), with 0.6% spent on policing, 0.2% on
law courts and 0.1% on prisons)

ML Convictions

(142 ML charges (62 persons) with 119 drugs
related, 18 deception & 5 theft/robbery (2011-2015) - Source: FATF MER 2017)

SAR Filing Numbers

(Various sources including FIU & FATF MER
2017)

Regulatory Fines & Penalties
(Fines against a number of major FIs in
aggregate of €10 million in 2016 and €1.6
million in 2019)

Co Ownership Transparency
(Countries with “Effective” Legal & BO
Registration requirements (not including
Ireland) - Source: Tax Justice Network 2020)

Costa Rica 🇨🇷 France 🇫🇷 Ghana 🇬🇭
Gibraltar 🇬🇮 Guernsey 🇬🇬 Isle of
Man 🇮🇲 Italy 🇮🇹 Jersey 🇬🇬 Latvia 🇱🇻
Lithuania 🇱🇹 Slovenia 🇸🇮 Sweden 🇸🇪
UK 🇬🇧 Uruguay 🇺🇾

Asset Recoveries

(Criminal Assets Bureau - 2017)

US$8 million (2017)

Human Traf cking Cases
(Source: US TIP 2021)

1

Conviction (2020)

SAR Conversion Rate

(SARs disseminated to LEA - Source: FATF MER
2021)

Estimated 1% (2016)

Regulatory Oversight

(Balanced Scorecard - technical compliance,
reasonable controls & information to LE)

Balanced Scorecard

Compliance Report

(Reporting entities must report information to
supervisors via an annual report including info
on risk assessment and AML/CTF programme)

Annual Compliance Report

(€7 million seized or frozen, €2.2 million
con scated, €3 milllion forwarded by Revenue
Commissioners & €323,000 in social welfare
overpayments recovered)

(Ireland reported 22 investigations (39 in 2019)
with 3 prosecutions, (5 in 2019) & 1 conviction
(2 in 2019 - Ireland is a Tier 2 Country)

(An estimated 750 - 800 reports disseminated
by the FIU to LEA from 2012 -2015 with 135 in
2016)

(Unbalanced with the Main Focus on Technical
Compliance)

(Reporting entities required to submit semiannually to their supervisors)

FIU Resources

Foreign Corruption Cases

SAR Filing by Reporting Type

National Risk Assessment

Public Private Partnerships

11 FIU Staff

0 Cases & Sanctions (1999-2019)

(FIU staff to STR ratio - Source: FATF MER 2021)

(FIU staff to STR ratio (23,422 STRs in 2018) is 12,129 based on 33 staff)

(Source: OECD 2020 / WB/OECD 2014)

(Foreign Assets frozen (2006-12) none
identi ed /frozen - or returned)

(Source: FIU Annual Report 2020)

97% from FIs

(Of 24,398 (2017), 15,155 by banks, 6,179 by
credit instn’s, 1,646 by payment instns, & 1,545
by others (including by MSBs -200)

(Finalised in 2017 & 2020)

NRA 2016

(NRA last published more than 5 years ago)

(Country FISP)

PPP - FISPs
(The Joint Intelligence Group (JIG) is led
by Garda with reps from private sector)

🇮🇪 Key AML/CTF Reform & Action Plans
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In May 2021, the Irish Government published its Implementation Plan in respect of its review of structures and strategies to prevent, investigate and penalise economic crime and corruption. The
Implementation Plan follows on from the recommendations in the Report of the Review Group on Anti-Fraud and Anti-Corruption from December 2020 (the "Hamilton Report") and is part of the Irish
Government's "White Collar Crime package" of measures to enhance Ireland’s ability to combat corporate, economic and regulatory crime, which was originally published in November 2017. The
actions to be completed are grouped under three themes: Structural / Systematic, Resourcing and Legislative. In addition, Ireland supports the EU AML Action Plan. The AML Action Plan was
announced by the EU Commission on 7th May, 2020 together with an EU Factsheet described as intended as “Closing the door on dirty money.” The Plan aims to increase effectiveness, based on 6
pillars: Effective application of EU rules, Single EU Rulebook, EU level supervision, A coordination & support mechanism for EU FIUs, Enforcing EU level criminal laws and information exchange & A
stronger EU in the world. On 20th July 2021, the EU Commission published further details of its proposals with full implementation expected to take until 2025.
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🇮🇪 Money Laundering & Terror Financing - Key Methods & Vulnerabilities

