🇺🇸 Key Harms & Effects
7% in the US reported having paid a
bribe, & 64% think the US
government is run by a few big
interests; most corrupt sectors seen
as Political Parties & US Congress

120 million crimes committed in
(2017) (24 million violent crimes) &
nancial impact of US$2.6 trillion;
403,000 modern day slaves, an
incidence of 1.26 in 1,000.

10.7 million people with illegal drug
disorders - 3.7% of the USA’s
population. 100,306 drug overdose
deaths - year ending April 2021 & 23
million Americans recovering

1,398 cases per 100,000 for theft
(larceny); 86.2 cases for robbery;
376.1 for burglary & 6.5 cases for
murder (16,669 murders).

300 killed by terrorists to end 2017
(266 between 2013-17) since 2001,
which saw more than 3,000 killed,
the largest loss of American lives in 1
day (since the American Civil War).

🇺🇸 Key Crimes, Crime Proceeds and Laundered Monies (Wide range of estimates)
US$420 billion

(2% of GDP for Proceeds of Crime 2020 Estimates for 2010 was US$300 billion or 2% of
GDP ex Tax - UNODC 2011)

US$294 billion

(1.4% of GDP for ML - 0.9% Domestic, 0.1%
Foreign, 0.4% Transit & up to 2% for nancial
crime - Walker & Ungar - 2020)

>US$ billions

(High threats are corruption drug traf cking,
fraud, cyber, org crime, human traf cking/
smuggling, TF, PF & ML)

OC Index 202 - Criminality

“High Criminality” at 5.5/10 Criminality score ranked 66th/193 countries,15th/35 countries in the
Americas. Main markets are drugs - synthetics (7.5/10), cocaine (7/10), arms traf cking (6.5/10) &
heroin (6.5/10). Main actors are “Criminal Networks” (6.5/10), & “Foreign Actors” (5.5/10)

🇺🇸 Estimated Key Crimes, Crime Proceeds and Laundered Monies
FCN Estimates for Financial Crime in the USA 🇺🇸

Notes

Estimated Losses from Fraud in the USA 🇺🇸

Financial Crime Estimates: *Tax Evasion (not
included) by individuals at least at US$37B (2021)
but the tax gap could be as high as US$441B or
US$700B or US$1 trillion a year according to
various US Gov sources. **Thefts or
Acquisitive Crime estimated at more than
US$70 billion including from cargo theft at
US$35 billion, organised retail theft at US$30-37
billion, vehicle thefts at US$7.4 billion (this gure
is also included in Fraud and so deducted from
the total estimates to avoid duplication), precious
metals & stones theft at US$838 million & Cash
at US$1.25 billion. ***Human Tra cking at a
low of US$6.5 billion, up to US$32 billion (HSI
2015). ****Human Smuggling between US$3.7US$4.2 billion (2016), via the southern border
with between US$200 million and US$2.3 billion
(2017) from the Northern Triangle region of Central
America. Taking the estimated 3.7% of GDP as
nancial crime proceeds (US$770 billion) and an
estimated US$585 billion available for laundering
through the US nancial system, which
processed, in 2018, 174.2 billion non cash retail
payments valued at US$97 trillion & commercial
payments of US$840 trillion in 2020 - Based on
these gures estimated illicit funds represent
US$1.044 billion transactions a year or 1 in 220
(0.6%) by volume and value for retail payments
but only 1 in 2,220 in value for all payments.
Fraud Estimates: *Consumer Fraud includes:
Imposter Scams at US$2.3B, Online Shopping at
US$392M. **Mortgage Fraud between US$4-6B,
*** Securities Fraud 2021 SEC disgorgement
amounts. ****Cyber Fraud includes; BEC at
US$2.4B, Con dence Frauds at US$956M &
Crypto Frauds at US$1.6B plus Ransomware.

*cybercrime, being cyber dependent crime from BEC and
Ransmoware at US$6.9B. **Consumer Fraud at US$23B, which
includes cyber enabled crime including from stolen identities.
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*Domestic proceeds represent 73.7% of monies laundered, or
US$639B; & **Transit represents 21.1% or US$185B &
***Foreign representing 0.1% or US$46B with aggregate total at
US$875B
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“The AML/CFT framework in the US is well developed and robust. Domestic coordination & cooperation on AML/CFT issues is sophisticated & has matured. The
understanding of ML & TF risks is well-supported by a variety of ongoing and complementary risk assessment processes. The national AML/CFT strategies, key
priorities and efforts of LEA & other agencies seem to be driven by these processes and are coordinated at the Federal level across a vast spectrum of agencies
in a number of area. The nancial sectors bear most of the burden in respect of required measures under the BSA. FIs have an evolved understanding of ML/TF
risks and obligations, and have systems and processes for implementing preventive measures, including for on-boarding customers, transaction monitoring and
reporting suspicious transactions; However, the regulatory framework has some signi cant gaps, including minimal coverage of certain institutions and
businesses (investment advisers (IAs), lawyers, accountants, real estate agents, trust and company service providers (other than trust companies) & lack of timely
access to adequate, accurate & current BO information remains one of the fundamental gaps in the U.S. context.” Source: FATF 2016 MER

*Government Payments made via nancial system, **Fraudulent
claims or representations to Insurance Companies &
***Consumer targeted fraud including via Bank or Means of
Payment, for example Cards & Mortgages

847,376 Victim Cases reported (Social Media 36,034 & VC
34,302

Total: Estimated at US$6.9B (Social Media US$235M & VC
US$1.6B

Corrupters & Corrupted

Fraudsters & via Cyber

Human Traff/Smugglers

Drug Traf ckers

Terrorists & Proliferators

Costs of corruption based on an EU
est of 1% of GDP would represent
US$210B & est value of bribes by the
World Bank would be US$21 billion
in a US context. In TI’s CPI 2021, the
US was ranked 27/180 (1 being the
best), with a score of 67/100, down
from 75/100 in 2017 & with the US
failing to rank within the top 20
nations for the rst time in 8 years,
raises a concern as the US holds a
symbolic position as a leading
advocate in favour of tackling
corruption. Scott Greytak, the
advocacy director for TI USA
highlighted, a broader “decay” in US
political institutions was seen as a
major contributor to the country’s
declining rating. Gretyak noted that
public con dence in U.S. elections
has been undercut by disinformation
& record-setting amounts of
untraceable money in elections,
especially in 2020, when twice as
much was spent compared with 2016.
US opinion is overwhelmingly in
favour of US election (campaign)
nance reform whether its democrats
or republicans polled. To many, the
in ux of large sums of money into US
politics, puts corporate interests rst,
& results in corruption. Some claim
that corruption has been effectively
legalised & enshrined in the
system. TI corruption barometer 2013
(based on a scale 1–5, where 1 means
not at all corrupt, 5 means extremely
corrupt) rates sectors as follows:
Political Parties (4.1), US Congress
(3.7), Public Of cial / Civil Servants
(3.6), Business / Private Sector (3.6),
Media (3.5), Judicial system (3.3),
Medical & Health (3.3), Police (3.3),
Religious Bodies (3.1), , Education
system (3,1)! NGOs (3) & Military
(2.9). In December 2021, President
Biden announced the U.S. Strategy on
Countering Corruption, which
includes curbing illicit nance, as well
as addressing, “de ciencies in the
U.S. AML regime, (incl by effectively
collecting BO information on those
who control anonymous shell
companies & by increasing
transparency in real estate
transactions)”, & “holding corrupt
actors accountable”.

“Fraud dwarfs all other proceedgenerating crimes that are laundered
in or through the US. Fraud, both in
the private sector & in government
bene ts & payments, continues to be
the largest driver of ML activity in
terms of the scope of activity &
magnitude of illicit proceeds,
generating billions of $ annually”.
Romance scams are considered one
of the fastest growing fraud trends, &
are also seeing vast increases in illicit
proceeds generated. “Scams which
involved the use of social media, to
include online shopping, romance
scams, & supposed economic relief or
income opportunities, have been
rising steadily over the past few
years…. reports that people lost
money to scams that started on social
media more than tripled in the past
year, with a sharp increase in the 2nd
quarter of 2020”. The exploitation of
data, mainly personal identi able
information (PII) that is stolen, hacked,
or compromised, remains one of the
most common methods fraudsters,
launderers, & other criminals use to
set up bank accounts & conceal
fraudulent activity…Large organised
fraud groups use vast money mule
networks as third-party ML
mechanisms to launder illicit proceeds
from fraud & other nancial crimes
(e.g. romance scams, employment
scams, work-from-home scams).
Source: US NAMLRA 2022. McKinsey
Research in 2018 estimated the USG
paid out US$148B in fraudulent
claims or payments, with US$65.4 B
in healthcare fraud, US$51.2B in
social services fraud, US$14.3B in
procurement, US$13B in grants &
loans, US$3.6B in payroll & US$1B in
other payments. The Coalition Against
Insurance Fraud published research in
2022 estimating fraud losses at
US$308B. Consumer fraud is
estimated at US$5.6B - of which
US$2.3B is due to imposter scams,
while online shopping accounted for
about US$392M & card fraud at
US$10.6B. According to the FBI, in
2021, 850,000 cybercrime reports
received & losses surpassing US$6.9
billion. Older Americans bare the
brunt of the nancial hit.

Estimates of proceeds from HT range
from HSI 2015 of US$32B to
US$6.5B (based on 403,000 victims,
est proceeds of US$6.5B billion, with
US$4.3B from sexual exploitation,
US$1.8B from forced labor &
US$500M domestic servitude. “In
2020, a total of 11,193 situations of HT
were identi ed through the US HT
Hotline. The illicit proceeds from HT
can include income associated with
logistics, such as housing &
transportation of victims, as well as
earnings from the exploitation of
victims. In the US HT occurs in a broad
range of industries, incl, hospitality,
agriculture, janitor services,
construction, restaurants, care for
disabled, salon services, massage
parlours, retail, fairs & carnivals,
peddling & begging, childcare,
domestic work, drug smuggling &
distribution. Illicit proceeds from HT
can be paid in cash, electronic funds
transfers/remittance systems, credit
cards, payment apps, or virtual assets.
Sex traf cking may be perpetuated &
facilitated through online platforms by
TCOs.” NMLRA 2022,
Human Smuggling (HS) proceeds est
between US$3.7-US$4.2B (2016), via
the southern border with between
US$200M & US$2.3B (2017) from
the Northern Triangle region of
Guatemala, Honduras, & El Salvador.
Source: UNODC & RAND. “The illegal
business of HS includes independent
operators, ad hoc groups, loose
networks, & some more formally
structured networks, such as TCO’s
that maintain control over drug
smuggling territory pro t from this
illegal activity by charging HS orgs a
fee or tax to pass through their
territories”. Source: NMLRA 2022 “The
northward route, with the US as the
nal destination tends to be travelled
primarily by Central Americans &
decreasing numbers of Mexican
citizens. Migrants along this route
travel mostly by land & air & to a lesser
degree by sea. Following the
signi cant build-up in security on the
border, such crossings have largely
disappeared. Migrants now seek the
assistance of HS”. Source: UNODC
2018

Drug traf cking “continues to pose a
threat to public health in the United
States, generates signi cant proceeds
for the criminal organisations that
supply the US & global markets. Drug
traf cking organisations (DTOs)
engaged in the traf cking of a variety
of drugs into the United States, use
numerous methods to launder
proceeds, which remain
predominantly cash based. DEA
estimates that DTOs continue to
generate billions of dollars in illicit
proceeds every year. The
movement and laundering of
proceeds associated with the illicit
drug market in the United States
continue to include traditional
methods and techniques, such as bulk
cash smuggling (BCS) and tradebased money laundering (TBML),
although the COVID-19 pandemic
caused some initial disruptions to
DTOs using those methods due to
travel restrictions and a slower global
economy. Financial institutions,
including banks and money services
businesses (MSBs), remain vulnerable
to exploitation by DTOs that use front
and shell companies and third parties
(including money mules) to wire
proceeds from the United States to
their base of operations. Another
popular way to launder drug proceeds
in the US is through the purchase of
real estate as an investment, to use as
stash houses, or to grow, manufacture,
or distribute illicit narcotics. The role of
professional money launderers,
particularly Chinese MLO’s is also
frequently cited as a growing &
signi cant challenge to LEA tracing
the movement of drug proceeds.
DTOs are growing more comfortable
with darknet markets and the use of
virtual assets to launder funds,
although the size and scope of drug
proceeds generated on the darknet
and laundered via virtual assets
remain low in comparison to cash
based retail street sales. The main
drug types causing concern are illicit
opioids, heroin, cocaine,
methamphetamine & marijuana.”
Source: NMLRA 2022

“Over the past decade in the US there
has been a shift away from religiously
motivated terrorism towards
politically motivated terrorism. Since
2007, there have been 84 attacks in
the US which [are] attributes to
politically motivated groups &
individuals, compared to 19 attacks
attributed to religiously motivated
groups. The shift from religious to
political terrorism has also been
mirrored by a shift away from
terrorism af liated with speci c
groups, towards individuals & groups
who are driven by a speci c ideology,
but are not formally af liated with an
organised group. Of the 161 attacks
between 2007 & 2021, just 19 were
af liated with a speci c terrorist
group”. Despite developing deep
expertise on TF vulnerabilities, those
that remain include: Banks, MSB,
Unlicensed Money Transmission,
Cash, Virtual Assets & the Misuse of
Charities. Source: NFTRA 2022.
US is ranked for terrorism 28/138
(increasing 1 position since 2020)
with Canada falling in ranking from 56
to 48. The US has a “medium” impact
rating, with a score of 4.961/10,000 in
the 2022 Global Terrorism Index.
The main countries of proliferation
concern are DPRK, Iran, Russia, China,
Syria & Pakistan. “The DPRK, are
increasing their focus on the virtual
asset sector to generate funds & move
resources. The US is increasingly
concerned about Chinese & Russian
military modernisation. China & Russia
are seeking US original IT they cannot
produce on their own, often adopt
similar methodologies.” The principal
threat of PF arises from proliferation
support networks. These networks of
individuals & entities, such as trade
brokers & front companies, seek to
exploit the US. nancial system to
move funds that will be used either:
(1) to acquire WMD or delivery
systems or their components or (2) in
the furtherance or development of
state-sponsored weapons programs,
including the evasion of UN or U.S.
sanctions. Global correspondent
banking is a principal vulnerability
and driver of PF risk within the US.
Source: NPFRA 2022

Organised Criminals: “Transnational organised crime (TOC) poses a direct & escalating threat to public health, public safety, & national security. TOCs engage in a broad range of criminal activities, incl DT &
arms traf cking, migrant smuggling, human traf cking, cybercrime, intellectual property theft, ML, wildlife & timber traf cking, illegal shing, & illegal mining.” TOCs identi ed by the FBI as active & signi cant
include TOC’s from all corners of the World, from Africa, the Balkans, Mid East, Asia, Eurasia, Italy & so called Western Hemisphere Gangs (from Colombia, Peru, Bolivia, C America & Mexico). There are also
approx 33,000 violent street gangs, motorcycle gangs, & prison gangs criminally active in the US, according to the FBI. “DT groups, mainly networks & gangs, dominate the attention of US investigators &
prosecutors. There are thousands of active gangs nationwide, whose activities focus on drug, arms and human traf cking. Most use violence & work alongside foreign DT networks. Despite a decrease in
activity, ma a-style groups continue to operate in the US, incl 5 major family groups descending from the Cosa Nostra Sicilian ma a, all of which exert substantial control in NY, southern NJ & Philadelphia.
Collectively, Cosa Nostra has thousands of US-based members and associates involved in illegal markets, including heroin traf cking, ML & healthcare fraud targeting the Medicare programme. These groups
have signi cant access to weapons & carry arms openly. OMGs, of which there are several hundred operating across the country, are the archetypal ma a-style group in the US.” - Source: OC Index 2021.
Arms Traf cking: “The US is the world’s biggest exporter of arms, & is a source & destination for dif cult-to-purchase rearms, including machine guns. The legal purchase of guns is relatively easy in some
states; these are then traf cked to states or countries with stricter gun-control laws. Despite the liberal gun laws that make access to rearms relatively easy, the US nevertheless hosts a signi cant black market
for weapons.US foreign trade & support often takes the form of military & arms-related support, furthering global dissemination. Most rearms seized & traded in Mexico are purchased in SW US border states,
& the US is also the biggest source of illegal foreign guns in Brazil. Weapons legally & illegally exported from the US are obtained by armed gangs, DTOs & terrorist orgs, fuelling con ict, shootings, suicides,
homicides, as well as drive-by, law enforcement, unintentional and mass shootings.” - Source OC Index 2021.
Wildlife Traf ckers: “US FIs are vulnerable to unwittingly processing transactions associated with wildlife traf cking given the importance of the US dollar and nancial system to international trade and
nance, the dif culty of identifying underlying illicit connections, and a lack of nancial intelligence on these types of crimes. More broadly, environmental crimes threaten biodiversity, accelerate climate
change, perpetuate forced labor, and increase risks for the spread of zoonotic diseases, which have national security implications.” NMLRA 2022. “Illegal imports include ivory, rhino horn, narwhal tusk, shark
ns, turtles & reptiles. The US is the main market for species illegally harvested in LATAM, incl parrots, reptiles, molluscs, monkeys & frogs. Domestic wildlife crimes target mountain lions, bobcats, rattlesnakes &
paddle sh eggs. A large percentage of wildlife products entering the US with documentation have laundered or illegal origins.” - Source: OC Index 2021
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Goods Pirates: “An estimated 3.3% of world trade in 2016 was made up from trade in counterfeit goods. Whilst the US is estimated as having a low propensity to export counterfeit products, it nevertheless
is expected to be involved in signi cant counterfeit imports. Countries with high propensities to export fakes are China and Hong Kong, followed by Bangladesh, Cambodia, Djibouti, Egypt, Jordan,
Honduras, India, Malaysia, Mauritania (0.744), Morocco, Pakistan, Qatar, Senegal, Sri Lanka, Syria, Turkey, UAE & Uruguay. Important transit points for trade in counterfeits, include Hong Kong, Singapore and
the UAE & Panama. Source: EUIPO Report on Illicit Trade in Counterfeit Pharma Products
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🇺🇸 Main Criminal Types

Whether due to its economic size, population, wealth, levels and breadth of international trade and its importance as both a nancial centre as well as the US dollar as a global currency, the US is a money
laundering centre, with hundreds of billions of dollars in nancial crimes generated domestically each year. Foreign illicit funds destined for the US to invest in its currency, its securities markets or real estate,
or as a transit country, for example trade via correspondent banking, the US is most likely the most exposed country to illicit nance and money laundering. In December, 2021, US Treasury Secretary Janet
Yellen at the Washington DC Summit for Democracy, stated that, “in the popular imagination, the money laundering capitals of the world are small countries with histories of loose and secretive nancial laws.
But there’s a good argument that, right now, the best place to hide and launder ill gotten gains is actually the United States.”

🇺🇸 Money Laundering - Key Vulnerabilities - Examples
The main vulnerabilities & risks are from: Cash (Bulk Cash Smuggling, Postal Money Orders, Funnel Accounts, Cash Intensive Businesses); Misuse of Legal Entities (Status of BO Requirements, Shell and
Shelf Companies & Trusts); Virtual Assets (VASP Registration and Compliance Obligations & Anonymity-Enhanced Cryptocurrencies and Service Providers); Complicit merchants and Professionals
(Merchants, Attorneys, Real Estate Professionals, & Financial Services Employees); Compliance de ciencies (Banks, MSBs, Securities Broker-Dealers, & Casinos); Luxury and High-Value Goods (Real Estate,
Precious Metals, Stones and Jewels & Art Industry; Entities not subject to comprehensive AML/CFT requirements (Investment Advisers and Private Investment Vehicles, Third Party Payment Processors, &
Non-Federally Chartered Puerto Rican Financial Entities). Professional Money Launderers including Money Brokers & Chinese Money Laundering Organisations, were also included in the NMLRA 2022.

🇺🇸 Cash Money Laundering - Traditional Laundering of Cash via in-house Activities
Cash: Cash remains the currency of choice for criminals particularly those involved in retail criminal activity, involving drugs, human traf cking & smuggling, bribery,
illegal gambling, counterfeit currency & tax evasion. The illicit cash is then: 1) kept and hidden remotely and or smuggled outside the country through cash couriers
in physical form; 2) laundered through cash intensive businesses; or 3) through funnel accounts and or into own or related bank accounts; 4) by purchasing for cash
high value assets such as real estate, precious metals and stones, art & antiquities, planes cars & boats etc & /or through trade based money laundering (see X).
Funnel Accounts: “A funnel account involves an account in one geographic area that receives multiple cash deposits, often in amounts below the cash reporting
threshold, & from which the funds are withdrawn in a different geographic area with little time elapsing between the deposits & withdrawals.” Used in frauds scams &
by DTOs to get illicit cash out of the US. Cash Intensive Businesses: “Investigators and prosecutors often see illicit proceeds laundered through cash-intensive
businesses, such as corner stores, small auto repair shops, and gas stations. In such examples, the cash deposits and subsequent activity in their bank accounts do not
align with what a legitimate business would show….An emerging trend in this area is the use of auto auctions to “clean” funds. For example, auto auction companies
have set up accounts for individuals who deposited illicit proceeds but did not purchase any cars, and who then asked the auction company to issue them a refund.
The auction company has typically issued a check for the refund to make the funds appear clean”. Source: NMLA 2022.

🇺🇸 Money Laundering - Cash & TBML including via Professional Money Laundering via 3rd Party Activities
Professional Money Launderers: “Professional Money Launderers (PMLOs) work to launder funds on behalf of organised criminal enterprises, in particular their retail
criminal activity, which involves drugs, human traf cking & smuggling, bribery, illegal gambling, counterfeit currency & tax evasion. PMLOs launder huge funds on
behalf of DTOs & OCGs which also includes the laundering of the proceeds increasingly of cybercrime. PMLOs carry out several activities, including most basically
money pickup of drug and other illicit proceeds in the US, transporting the cash, depositing the money into the retail banking system, and/or transferring the money
to different individuals or entities, including overseas using techniques set out above. PMLOs though also can offer a more VIP service, employing the misuse of legal
entities, operating as front companies, opening for them domestic & foreign bank accounts, &/or other legal entries such as trusts & foundations & or using other legal
structures such as insurance products to both diversify geographically but also perform layering of interests to protect those ultimately interested in the funds from
being identi ed and tagged to the funds. Law enforcement has observed new trends with respect to PMLOs. For example, the FBI noted that these networks have coopted unwitting and witting third parties (e.g. law rms, real estate agents, accountants, etc) to bypass domestic regulatory AML/CFT controls & have used legal
privilege as a method to hide illicit activity.” Money Brokers: Trade Based Money Laundering: “Money (or peso) brokers are third parties that seek to purchase drug
proceeds in the location where illicit proceeds are earned by drug cartels (e.g. Colombia, Mexico) at a discounted rate. Money brokers often act as unregulated or
“black market” money exchangers, using unwitting and complicit businesses to accept cash and move merchandise across international borders instead of cash.
These money brokers use contracts between different parties to facilitate the laundering process. Common customs fraud techniques such as over-and underinvoicing and the Black Market Peso Exchange (BMPE) remain effective, and the increase in CMLOs continues to further compartmentalise and disguise this activity.
The main objective of the money broker is to evade foreign exchange restrictions. This enables DTOs with cash located in the United States to transfer the value of that
cash to other countries, principally Colombia and Mexico (depending on the location of the DTO), without having to physically transport US currency across an
international border.” Chinese Money Laundering Organisations (CMLO’s): “CMLO’s are experienced in using “underground banking” or “blackmarket foreign
exchange ”to facilitate the exchange and transfer of foreign funds, essentially hawala type activity, that relies on intermediating between the supply and demand of
funds and seeks to match individuals that have a supply of US$ with those that have a demand for US$. CMLOs also take advantage of the traditional TBML
techniques. What makes CMLOs successful is their apparent ability to offer services at lower fees than traditional money brokers, to exploit Chinese currency controls,
and to use communication technology effectively. These CMLOs disguise themselves behind legitimate business activity to reduce their risk of exposure. Their main
businesses is to repatriate US$ retail drug proceeds into the Mexican banking system and at the same time help wealthy Chinese nationals restricted by China’s capital
ight laws from transferring large sums of money held in Chinese bank accounts for use abroad. The WeChat messaging application (which offers end-to-end
encryption) appears to be a key method used to communicate the transfer of funds among various participants in the scheme. The US dollars get credited overseas to
Chinese customers. The Chinese customers pay a high price to CMLOs who can export Chinese wealth & provide a different & untraceable source of funds to the
DTOs and other OCGs.” Source: NMLRA 2022

🇺🇸 Money Laundering - Money Laundering of Fraud Proceeds
Fraud: Unlike many of the traditional crimes that generate nancial proceeds from retail sales, through demand & supply albeit via an illegal economy, fraud pits the
criminal against the innocent, using fraudulent misrepresentations to deceive & steal funds from victims. Many of these representations are mass delivered, from
great distances & considered “cyber enabled frauds”, which have a low conversion rate to success, but “cyber dependent frauds”, such as Business E Mail
Compromise & Ransomware are less mass market & much more targeted, paying handsomely when successful. The retail identity theft market which is ooded with
stolen personal information that is traded, helps criminals use identities against governments, insurance companies & consumers via banking & payment type
products. Frauds are mostly related to government programmes (e.g. healthcare & social security), though the largest target for frauds are insurance companies &
their products. Most of these frauds are carried out using very traditional means and can represent between 3-16% of total insurance claims. Fraudulent claims
increase premiums for the innocent/victim & represent a real cost/loss which has to be paid through premiums. Whilst identity theft & usage and or
misrepresentations to government &/or to insurance companies represent the largest fraud losses, the consumer is also faced with the same identity theft being
used to bilk funds from accounts & or cards, to make online or other purchases with stolen payment credentials, transfer funds as a result of romance, investment or
other similar types scams, which the more vulnerable, including the elderly most susceptible. The key to a successful fraudulent sting, is to not only have the victims
funds transferred from their account, but to have these funds transferred to other accounts quickly and preferably to another country. Criminals recruit intermediaries
(“money mules”) who agree to receive the fraudulent funds transfers often without knowing the transactions are illegal. The money mules are instructed to take a
percentage of the funds they receive as their compensation and forward the rest via a licensed money transmitter, often to a recipient outside the US, e.g. to “Asian
banks located in China & Hong Kong which remain the primary destinations of fraudulent funds; however, nancial institutions in the UK , Mexico & Turkey have also
been identi ed recently as prominent destinations.” Criminals often target students, those looking for work, or those on dating websites, looking to make some quick
money. Criminals can avoid using money mules by transferring funds from hacked accounts to prepaid debit cards, and cashing out at an ATM. The US FBI also
recognise “synthetic identity theft”, as well as traditional identity theft, as the fastest growing nancial crime in the US, which targets the most vulnerable, including
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children & the elderly. Synthetic identity theft is different in that both real & ctitious information is used to create a new identity. Sources: NMLRA 2022 & FBI 2021
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🇺🇸 Money Laundering - Major Money Laundering Centre & Key Vulnerabilities

🇺🇸 Money Laundering - Money Laundering via Complicit Merchants & via the Misuse of Legal Entities & Attorneys
Complicit Merchants: “Criminals seek out complicit merchants, professionals, and nancial services employees to help effectuate their money laundering schemes.”
Common schemes to launder for example drug proceeds or other illicit funds, particularly where cash is involved, including Black Market Peso Exchange cases. Here
drug money cash proceeds is deposited with businesses, who use the money to buy physical goods that are then shipped off abroad and sold abroad for cash which
is provided to the drug traf ckers. Proceeds from frauds can also be wired into businesses to be laundered and then washed through with payments through to the
fraudster via, numerous shelf company accounts.” - NMLA 2022.
Misuse of Legal Entities: “While many legal entities are used for legitimate purposes, illicit actors frequently misuse these structures to obscure illegal activities,
including money laundering. Malign actors and their nancial facilitators take advantage of the anonymity and perceived legitimacy afforded to legal entities to
disguise and convert the proceeds of crime before introducing them into the nancial system. The deliberate misuse of legal entities, including limited liability
companies and other corporate vehicles, trusts, partnerships, and the use of nominees continue to be signi cant tools for facilitating money laundering and other
illicit nancial activity in the U.S. nancial system. Determining the true ownership of these structures requires time-consuming and resource-intensive processes by
law enforcement when conducting nancial investigations. The misuse of legal entities, both within the United States and abroad, remains a major money laundering
vulnerability in the U.S. nancial system. These entities can facilitate money laundering involving domestic and foreign bribery and corruption schemes, sanctions
evasion, tax evasion, drug traf cking, and fraud, among other types of offences. Recent cases indicate that money laundering activity involving the misuse of legal
entities remains complex and signi cant.” - NMLA 2022.
Attorneys: “Attorneys in the US are bound by professional codes of ethics, though these may be insuf cient to adequately address ML/TF vulnerabilities”, across the
sector, as it plays often an important role in numerous activities and transactions that may wittingly or unwittingly facilitate money laundering. - NMLA 2022.

🇺🇸 Money Laundering - Money Laundering via Real Estate
Real Estate: “Given the relative stability of the real estate sector as a store of value, the opacity of the real estate market, & gaps in industry regulation, the U.S. real
estate market continues to be used as a vehicle for ML & can involve businesses & professions that facilitate (even if unwittingly) acquisitions of real estate in the ML
process. The real estate sector therefore represents a signi cant vulnerability that can facilitate ML schemes related to a wide range of crimes & sanctions evasion. The
purchase of real estate may also provide a reliable way for criminals to store or conceal illicit proceeds in an appreciating asset while also bene ting from greater
opportunities for anonymity compared with other nancial assets. This anonymity is particularly easy to achieve if buyers do not need a mortgage loan and purchase
the property in the name of a legal entity, as there is no collection of information on the true buyer and limited or no AML/CFT safeguards. In an all-cash transaction,
buyers can make purchases without a real estate agent, title insurance, nancing through a nancial institution or mortgage company, or an attorney to close the deal.
Moreover, other than a nancing bank or mortgage originator, most of these intermediaries have very limited or no AML/CFT obligations. These risks are
compounded in transactions involving commercial real estate, as there are additional types of purchasing options and nancing arrangements available for parties
seeking to build or acquire property worth hundred of millions of dollars. Lawyers, accountants, & individuals in the private equity elds - all positions with minimal to
no AML/CFT obligations under the BSA—typically facilitate commercial real estate transactions, often working at different stages of the deal and operating with
differing amounts of bene cial ownership & nancial information related to buyers and sellers. In commercial real estate, the use of purpose-built legal entities and
indirect ownership chains is the norm as parties create tailored corporate entities to acquire or invest in a manner that limits their legal liability and nancial exposure.
The result is an opaque eld of diverse foreign & US domiciled legal entities associated with transactions worth hundreds of millions of dollars in the US’ most lucrative
industries. While there may be legitimate reasons for some buyers (e.g. celebrities & high-net-worth individuals) to use a legal entity, intermediary, or other means to
seek privacy from the public in a real estate transaction, these vulnerabilities are extremely useful to illicit actors. At the same time, less sophisticated criminals seeking
anonymity may also use less complicated nominees, such as a friend or relative, to own property on their behalf to conceal illicit proceeds.” - NMLA 2022.

🇺🇸 Money Laundering - Money Laundering via Virtual Assets
Virtual Assets: “While the use of virtual assets for ML remains far below that of at currency & more traditional methods, US LEA have detected an increase in the use
of virtual assets to pay for online drugs or to launder the proceeds of drug traf cking, fraud, & cybercrime, including ransomware attacks as well as other criminal
activity, including sanctions evasion.” “A large number of VASPs operating abroad have substantially de cient AML programs. Financial fraudsters and money
launderers are increasingly seeking to evade AML/CFT controls by engaging in P2P transactions. The use of wallets not hosted by any FI or VASP is commonly referred
to as an“unhosted”or“self-hosted”wallet. Users of unhosted wallets can retain custody and transfer their virtual assets without the involvement of a regulated FI, and
these unhosted wallet transfers of virtual assets are often referred to as P2P transactions. Because unhosted wallet users can transact without involving any nancial
services provider, many of the most important obligations of the U.S. AML/CFT regime applicable to FIs may not apply. This can limit authorities’ collection of and
access to information and reduce the effectiveness of preventive measures by FIs. At the same time, P2P transfers of virtual assets may provide increased transparency
of certain information when occurring on public blockchains, as investigators can use blockchain analytics software to trace these transactions” - NMLA 2022

🇺🇸 Money Laundering - Money Laundering via Precious Metals, Stones & Jewels and via the Art Market
Precious Metals & Stones: “In the US, “dealers”engaged in the precious metals, stones, and jewels (PMSJs) trade are generally required to comply with AML
reporting obligations if they meet a US$50,000 annual threshold of both purchases and sales, Nevertheless, these high value goods still presents a vulnerability for
bad actors seeking to launder their illicit proceeds. Like other high-value assets, PMSJs may provide money launderers the opportunity to transfer the value of their
illicit proceeds into an easily transportable & concealable asset. Additionally, criminals may view PMSJs as an attractive laundering tool allowing them to conceal illicit
wealth without increased scrutiny, because the underlying commodity is legal. From a smuggling perspective, PMSJs can be transported across international borders
by couriers on their person or hidden in other items, making it dif cult for law enforcement and customs personnel to detect these items. Additionally, even upon
detection of PMSJs, it is dif cult for government of cials to identify the origin of the PMSJ, impeding law enforcement investigations. This is particularly concerning
when considering that some diamonds and other gems that can easily be purchased are valued over US$100,000, which makes the concealment and smuggling of
those purchased via illicit proceeds a money laundering vulnerability. Several qualities inherent to art, the high-value art market, & market participants may also make
the Art Market attractive for ML by illicit actors. “Because of the high-$ values of single transactions, the ease of transportability of works of art, & the long-standing
culture of privacy in the market, offering anonymity to buyers & sellers through private sales and transactions, as well as the use of 3rd-party intermediaries, such as art
dealers, advisers, or interior designers, shell companies, & trusts to purchase, hold, & sell art on the clients’ behalf.” - NMLA 2022

🇺🇸 Money Laundering - Money Laundering via the Financial Sector including Casinos
Banks, MSBs & Securities Broker Dealers: Due to their central importance to the movement of funds in and through the US, Banks (including Corespondent
Banks), Money Service Businesses and Securities Broker Dealers are expected to have and maintain high standards when it comes to their AMl/CTF Programmes.
Whilst most do so, each year, nes and penalties are announced against those that haven’t. Other areas of vulnerability are with 3rd Party Payment Processors,
Investment Advisers and Private Investment Vehicles & Non-Federally Chartered Puerto Rican Financial Entities. Casino’s: “The modern casino is an
entertainment venue that offer its customers highly regulated gaming. To facilitate gaming activity, casinos ordinarily provide some nancial services to their
customers and are subject to comprehensive AML requirements. With gaming though expanding it is becoming even more complex with sports betting and online
gaming legislation passing in more states each year. Criminal prosecutions and enforcement actions show that illicit proceeds earned from drug traf cking, illegal
gambling, and fraud are placed in casinos directly as cash. According to the DEA, casinos remain a popular way for launderers to obfuscate their drug proceeds
because of their high volume of currency transactions. A trend that law enforcement has seen is “chip walking.” For example, in multiple jurisdictions, one target
frequently gambled at a casino with cash from sex traf cking. The target took large sums of casino chips and left the casino in one city and drove to a casino in another
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city to play with those chips. The target did not cash out but left the casino again with large sums of chips he handed of to a second target at the casino.” - NMLA 2022

🇺🇸 FATF Related Reporting

🇺🇸 US Threat Assessments 2022 - Major Inherent Risks / Vulnerabilities

FATF Reviews MER 2016 & FUR 2020 🇺🇸

Financial Crime Higher Inherent Risks by Category 🇺🇸

40 Recommendations: Based on a simple scoring model developed by FCN,
the USA is rated at 63% -10 Core results: R8 (NPOs) - LC, R10 (CDD) - PC, R12
(PEPs) - PC, R13 (CBR) - LC, R14 (MVTS) - LC, R15 (NT) - LC, R22 (DNFPBs CDD) NC, R26 (FI Supervision) - LC, R28 (DNFPBs Supervision) - NC, R29 (FIU) – C.
Taking these core elements, FCN scored the USA at 53%. NC Ratings were for
R22 (DNFPBs CDD), R23 (DNFPBs Other Measures), R24 (Transparency & BO of
Legal Persons) & R28 (DNFPBs Supervision). PC ratings were for R1(RBA), R10
(CDD), R12 (PEPs), R16 (Wire Transfers), R20 (STRs), & R25 (Transparency & BO
of Legal Arrangements. The FATF 2020 Follow Up Report (FUR) noted an
improvement for R10 (CDD) from PC to LC. 11 Immediate Outcomes FCN
score is 67%. Key IO results were: IO3 (Supervision) - ME, IO4 (Preventative
Measures) - ME, IO6 (FIU) - SE and IO8 (Con scations) - HE. LE for IO5 Legal
Persons. For just core elements, FCN score is 58% for effectiveness in key areas.

🇺🇸 ML/TF Risk/Resilience Indicators & LEA/FIU/Regulatory Activity
OC Index 2021 - Resilience

Basel AML Index 2021

(Scores USA 6.83/10, ranked 28/193)

Asset Recoveries

(USA scored of 4.6/10 and ranked 83/141)

ML Cases

(Estimated below 1% at US$1.4 billion (2021)
(2000-18 - US$3 billion p.a. & 2012-21
US$2.258 billion p.a.) - Source DOJ 2021)

(US achieves over 1,200 ML convictions a year.
Many of these cases are large, complex, white
collar crime cases - Source: FATF 2016 MER)

Law & Order Spend

National Risk Assessment

(Total L&O spend in excess of 2%)

(NRAs on ML/TF/PF published in 2022)

SAR Filing

(2 million SARs in 2017 and 3 million in 2021)

SAR by Reporting Entities

(Depositary institutions 46.5%, MSBs 37%,
Other FIs 12%, Securities Firms 2% & Casinos
& Card Clubs at 1.8% - Source: FinCEN 2021)

FIU Resources

(FinCEN resources at 340 staff (but FIU staf ng
estimated at 25-33% of total)

TI CP Index

( USA is ranked 27/180 and scored 67/100)

Foreign Corruption Cases

Global Terrorism Index 2022

(28/138 & a “medium” impact score 4.961/10)

Human Traf cking Cases

(US sanctioned 287 persons for foreign bribery
(1999-2019) with 4 acquittals - Source:
OECD 2020)

(In 2020, 337 HT cases, 309 convictions cases.
TIP Tier 1 Rated - Source: US TIP 2021)

Reg Balanced Scorecard

Public Private Partnership

(Focus is on Tech Compliance - Regulators
should include SAR Filing as part of inspection)

(FinCEN Exchange since 2017)

🇺🇸 Key AML/CTF Reform & Action Plans
There is no shortage of detailed US strategies to combat illicit nance & its component parts, many of which are very recent and have been announced by the Biden
Administration. These include speci c strategies targeting corruption, drugs, organised crime, proliferation & proliferation nance, international & domestic terrorism &
terrorism nance, wildlife traf cking, fraud, cyber crime & cybersecurity, human traf cking & human smuggling. Nevertheless, the overarching Illicit Financing Strategy was
published in May 2022 with the overall goal being, “to encourage continued efforts to modernise the U.S. AML/CFT regime so that the public and private sectors can
effectively focus resources against the most signi cant illicit nance risks”, & that “to combat this illicit nance activity, the United States must start at home and maintain an upto-date AML/ CFT legal and operational framework and continue to lead globally on combating illicit nance.” Success can be measured by monitoring achievements against
4 key Goals. Close legal and regulatory gaps in the U.S. AML/CFT framework, Continue to make the U.S.AML/CFT regulatory framework for FIs more ef cient and effective,
Enhance the operational effectiveness of law enforcement & other U.S. government agencies in combating illicit nance, & Enable the bene ts of technological innovation
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while mitigating risks. Source: https://home.treasury.gov/system/ les/136/2022-National-Strategy-for-Combating-Terrorist-and-Other-Illicit-Financing.pdf

