(23,931 scams reported & S$504M
(US$353M cheated 2021; 14,349 &
S$227.8M (US$160M) 1H 2022

Other crimes of concern: outrage of
modesty (1,480), voyeurism (467)
and cyber extortion (420) - 2021

43,836 people with illegal drug use
disorders (2019), 0.86% of country.

3.4 in 1,000 & approx 19,000, HT
victims (2018)

🇸🇬 Key Crimes, Crime Proceeds and Laundered Monies (Wide range of estimates)
US$6.5 billion

>US$ billions

OC Index - Criminality

(3.6% of GDP (US$0.4B GDP 2020) for Proceeds
of Crime 2019 - range 2.3 - 5.5% - mid at 3.6%
(ML at 2.7% mid) for all countries - UNODC
2011)

(Up to 1.9% of GDP (US$0.4B GDP 2020) on
average for OECD Countries (compared to 3%
for the world average - Source: Walker & Ungar
2019)

(Approx 72% of recorded cases in 2014 (23
297) represent 4 main categories of crimes
(commercial crimes, housebreaking & related
crimes, theft & related crimes & violent/serious
property crimes) - FATF MER 2016)

Foreign Corrupt
Persons

Human
Traf ckers

Organised Criminals & Drug
Traf ckers

Fraudsters &
Scammers

Terrorists & Terrorist
Financiers

Singapore scores 85/100 on the 2021 TI CPI ranked 4/180. The average regional score of
45/100 for Asia Paci c and the same as the
previous year’s score. Singapore has stayed
within the range of 84-85 for many years. “A
modernised economy, ef cient bureaucracy and
strong rule of law all contribute to Singapore’s
success. However, it continues to fall far behind
on human rights such as freedom of expression
and association, which means that any anticorruption success is tied to the political will of
the ruling elite and may not be sustainable”.…
Source: TI CPI 2021. TI also said that
“Singapore (85) consistently performs well on
the CPI compared to its regional counterparts,
but high levels of secrecy in the corporate and
nancial sectors, coupled with weak nancial
supervision, make it a very attractive place to
park dirty money. This is done through the
purchase of assets, like real estate and other
luxury goods, hedge fund investments, or bank
accounts”.
“Singapore has one of the most stable
governments in the world, which is largely free
from political corruption and criminal in uence.
The country’s legislative anti-corruption
framework, which is applied to both public and
private sector actors, is robust, criminalizing
bribery and other forms of facilitation payments
and gifts, as well as the bribing of any foreign
of cials. The country’s judges are independent
and there is little evidence of corruption within
the judiciary. Source OC Index 2021
Whilst corruption is minimal in Singapore, as a
nancial centre it is potentially vulnerable to
attracting foreign corrupt funds. Goldman
Sachs Singapore paid US$122 million (S$165.7
million) to the Singapore government for its
role in the 1Malaysia Development Bhd (1MDB)
scandal and numerous accounts were used in
Singapore banks to launder corrupt funds in
connection with this scandal, illustrating the
threat and the need for vigilance.

“Singapore is a transit and destination country
for HT. Individuals traf cked from other S & SE
Asian countries are often rendered vulnerable to
sex or labour exploitation through various
means. Employers are known to regularly
withhold pay, restrict the movements of their
victims and commit physical and sexual abuse.
The economic fall out caused by the COVID-19
pandemic is expected to have made certain
communities in the region more vulnerable to
traf cking”. - Source OC Index 2021
“SE Asia is a global hub of traf cking in persons
as a source and destination region. The majority
of the ows within Southeast Asia involve victims
being traf cked from less developed countries
in SE Asia such as Cambodia, Lao PDR,
Myanmar, & Viet Nam to more developed
countries including Thailand, Malaysia &
Singapore as well as to destinations outside of
the region, particularly China, Japan, S Korea,
Europe, N America, the Mid East & Australia”.
Source UNODC TOC South East Asia 2019
“Foreign women sometimes arrive in Singapore
with the intention of engaging in Singapore’s
regulated commercial sex sector, but under the
threat of serious harm or other forms of
coercion, they become victims of sex traf cking.
Foreign women employed as domestic workers
are vulnerable to traf cking. Foreign workers
from countries with a small presence in
Singapore can experience language barriers
that increase their isolation. Anecdotal reports
show an increase of locals, permanent residents,
& long-term pass holders working in the
commercial sex sector, some of whom may be
vulnerable to sex traf cking, in connection with a
decrease of foreign workers entering the country
due to pandemic-related border restrictions.
Reports indicate that some shing vessel
captains of long-haul boats that transit or dock at
Singaporean ports use physical abuse to force
men to perform labor. A small number of
Singapore residents facilitate & engage in child
sex tourism abroad" - Source US TIP 2022

“Singapore is located at the doorstep of the
world’s largest drug producing region, where
there is a ready supply of illicit drugs trying to
make its way here. In our region, we see a trend
of increased traf cking of meth, which is of
concern as it has been the most commonlyabused drug in Singapore since 2015. Meth
seizures in E & SE Asia accounted for 43% of
the global quantity seized from 2015 to 2019,
and seizure amounts from this region have
been increasing.” - Source: Central Narcotics
Bureau - News Release 2021
“While Singapore is not a heroin producer,
heroin traf cking is a problem in the country. At
the same time, there has been a decline in the
number of heroin users over the last few years.
With regard to cocaine, there have been reports
of increased traf cking in Singapore. However,
the amount of cocaine seizures in recent years
suggests that the market is relatively small”. “There are several loose networks of criminal
associates engaging in illicit activities in
Singapore. The most common of these engage
in internet scams, unlicensed moneylending,
operating illegal gambling dens & illegally
importing cigarettes without paying duty.
However, these groups do not pose a major
threat to society & are closely monitored by the
national police. There have also been reports of
authorities dismantling several drug syndicates,
as well as OC networks smuggling ivory from
Mozambique. Although Singapore has a long
history of secret societies, a police task force
has mostly dismantled them, incl 2 major ones
that controlled the bulk of organised crime in
the country…There are still criminal gangs in
Singapore, but they are described as an
unorganised network of street-corner gangs
with no centralised leaders. There have also
been reports of foreign members in Singapore’s
criminal gangs, mainly from neighbouring
countries. Meanwhile, there is no evidence of
state-embedded criminal actors operating in
the country” - Source OC Index 2021

A total of S$227.8 million was lost to the top
10 scam types in the rst six months of this
year, up from the S$142.5 million lost in the
same period last year. Job scams topped the
list with over 3,500 cases reported and more
than S$58 million lost. A total of 14,349 scam
cases was reported in 1H2022 year, almost
double the 7,746 cases reported in the same
period last year - S$346.5 million was lost to all
scams in the rst half of 2022, which is more
than half of the S$633.3 million lost in the
whole of 2021. There was also a 36% hike in
overall crime to 25,593 cases, with a rise in
outrage of modesty cases and cyber extortion
crimes. At least 90% of scams in Singapore
originate from overseas. - Source: Singapore
Police 2022
The scammers are typically part of organised
criminal groups, and run sophisticated
transnational operations which are not easy to
detect or dismantle. These scammers are also
well-resourced, and adept at using technology
to cover their tracks. Job scams, phishing
scams, e-commerce scams and investment
scams remain of particular concern, with
reports of such scams making up 74.5% of the
top 10 scam types in the rst half of this year.
Job scams, the fth scam of concern during the
same period last year, is now the most
concerning. A common variant of the scam is
tricking a victim to "help" e-commerce platform
merchants improve their sales by making
advance purchases. The victims are assured
that their money would eventually be refunded
and a commission would be paid to them.
Phishing scams recorded the second highest
number of cases among all scam types. In
banking-related phishing scams, the culprits
would impersonate a bank or government
of cial and pretend to assist victims with issues
concerning their bank cards or accounts. They
would then convince the victims to provide
their account details and one-time passwords.

Whilst terrorism and terror nance in
Singapore is not considered a realised threat
based on actual terror attacks and or potential
incidents, it is an outsized threat that concerns
the authorities who recognise it as a priority
threat, and as a major regional nancial centre,
recognise the possibility of terror funding
being raised, stored moved and or used via
Singapore in some way.
“There were no reported terrorist incidents in
Singapore in 2020. Singapore detained several
individuals under the ISA for terrorism-related
activities in 2020, including a 17-year-old
Singaporean in January for allegedly
supporting ISIS by assisting in online
propaganda efforts and calling for the
beheading of Singapore’s president on social
media. MHA arrested a 16-year-old
Singaporean male in December under the ISA
for reportedly plotting to attack two mosques
with a machete on the anniversary of the 2019
Christchurch, New Zealand, mosque shootings,
making him the youngest ISA detainee to date.
The arrest marked the rst known instance of
right-wing-inspired terrorism plotting in the
country. Singapore also detained a work permit
holder from Bangladesh in November for
disseminating pro-ISIS propaganda, donating
to organizations to bene t the Syria-based
Hayat Tahrir al-Sham, and promoting armed
violence. Singapore convicted and sentenced
3 Indonesian foreign domestic workers under
the Terrorism (Suppression of Financing) Act in
February and March. The accused were
sentenced to between 18 months and 3 years
and 9 months in prison for contributing up to
S$915 to support an Indonesia-based terrorist
group Jamaah Ansharut Daulah. In January a
Singaporean was sentenced to 33 months’
imprisonment for transferring S$330 to fund
ISIS. - Source: US Report on Terrorism 2020

(Overall score 3.13/10, 174/193 countries, 44/ 46 in Asia, 410/11 in South East Asia - highest
criminality scores for Human Traf cking, IWT, Drugs. Criminal Market scores overall at 3.25/10. Also
for “Foreign Actors” (4.0/10), “Criminal Networks” (3.5/10), “Ma a Style Groups” (3.0/10), & State
Embedded Actors” (1.5/10), & overall for Criminal Actors is 3.0/10) Source: OCI 2021
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Tax Offenders
Singapore is considered a safe haven and
nancial centre for many in the Asia Paci c
region and beyond, but increasingly for
Chinese wealth, and for Hong Kong assets
looking to diversify away fro China dominated
Hong Kong. Whilst legitimate reasons to hold
assets in Singapore by foreigners exist some
may also be using Singapore and it’s strong
secrecy regime to aid in domestic tax offences.
“Singapore is ranked 3rd in the Tax Justice
Networks 2022 Financial Secrecy Index, behind
the Us & Switzerland, based on a high secrecy
score of 67.25/100 and a huge global scale
weight for the size of offshore nancial services
of 5.64% - TJN 2021

fi

Cybercriminals
Whilst much of the activity of fraudsters and
scammers is carried out and or enabled by
cyber means, for example computers or other
digital means, some crimes are carried out in
cyberspace and or considered cyber
dependant, for example cyber extortion and
tech ransom ware. There were reportedly “137
ransomware cases in 2021, a 54% jump from
the 89 reported in 2020…The cases affected
mostly SMEs from sectors such as
manufacturing. Ransomware groups targeting
SMEs used a model known as "Ransomware-asa-Service"..Phishing cases also rose by 17% last
year, with about 55,000 unique Singaporehosted phishing URLs - with a ".sg" domain observed. In 2020, there were 47,000 such
URLs identi ed”. Source: Media quoting Cyber
Security Agency of Singapore (CSA)
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Pirates (Goods)
“Singapore [is] a primary transit hub for the
[fakes] trade…which includes.. luxury consumer
products such as apparel, footwear, handbags,
watches, electronics, & perfumes, to common
goods such as foodstuff, alcohol, movies &
pirated software, & increasingly, business- tobusiness products, including chemicals &
industrial parts.” Source: EUIPO & OECD
“China, HK, India, Singapore, Thailand & Turkey
were found to be prominent provenance
countries for the small parcel trade of
counterfeit and pirated products to Europe, with
China, India and Thailand identi ed as potential
producers and Singapore and Hong Kong,
China as key transit points. - Source UNODC
2019

fi

Green Criminals
“Singapore is a transit country for fauna crimes,
including the illegal wildlife trade of birds,
reptiles, ivory, rhino horn & pangolins”. Source
OC Index 2021. “SE Asia is home to some of the
world’s largest illicit wildlife markets and the
region plays a key role in the transportation of
high value, highly endangered & illegally
sourced African wildlife to Asia as well as from &
through SE Asia to global destinations, including
in Japan, S Korea, the US & Europe. The most
important market, however, remains China. This
includes HK. Vietnam is also an important
destination market. Vietnam, Thailand,
Singapore & Laos & Malaysia are major transit
hubs. Additional key transit hubs include the
Philippines, Indonesia & Cambodia…[also]
Illegally sourced timber from SE Asia is
transported to China. - Source UNODC 2019

fl

People Smugglers
“Regarding human smuggling, Singapore has
seen a decrease in cases as authorities have
become better at detecting concealed
individuals at land and sea checkpoints.”
Source: OCI 2021.
“Most victims migrate willingly for work in
construction, domestic service, performing arts,
manufacturing, the service industry, or
commercial sex but may later face exploitation
in these sectors. To migrate, many workers
assume large debts to recruitment agents in
their home countries and sometimes in
Singapore, placing them at risk for debt
bondage. Foreign women who arrive in
Singapore to work in the entertainment sector,
including nightclubs and bars, may be
vulnerable to sex and labor traf cking. - Source:
TIP 2022
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US$13 billion
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A 52.9% increase in scam cases
drove up the total number of reported
crimes to 46,196 in 2021.
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🇸🇬 Key Harms & Effects
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“Singapore maintains one of the lowest domestic crime rates in the world, and therefore, the bulk of Singapore’s exposure to ML risks arises from offences
committed overseas. In particular, Singapore’s status as both a major global nancial centre and an international trade/transportation hub makes it vulnerable to
becoming a transit point for illicit funds from abroad. …Singapore’s NRA published in January 2014 identi es common predicate offences committed in
Singapore (e.g. cheating (the term which Singapore uses for fraud), unlicensed money lending (which includes mule accounts and activities) and criminal breach
of trust (CBT), as well as foreign predicate cheating offences and proceeds of overseas corruption as posing relatively higher ML threats to Singapore….The main
conduits of ML identi ed in the NRA are banks, remittance agents, shell companies and individual money mules. …Singapore is situated in a region where
several terrorist groups operate actively and have carried out attacks in the last 10 years. Singapore’s NRA report highlights that “there has been no evidence of
TF being committed in Singapore or terrorist funds owing into or through Singapore.” Source: FATF 2016 MER

“The bulk of Singapore’s exposure to ML risks arises from offences committed overseas. In particular, Singapore’s status as both a major global nancial centre and an international transport hub makes it vulnerable to becoming a transit point for illicit funds
generated throughout East and South East Asia. Singapore’s position as an international trade and transportation hub also increases its ML/TF vulnerabilities. Given the complexity and large volume of trade nancing services offered in Singapore, this banking
sub-sector is exposed to a higher level of ML/TF risk. In addition, Singapore currently has 8 Free Trade Zones (FTZs) which pose inherent ML/FT risks, as FTZs are generally characterised by relaxed oversight and an absence of trade data and systems integration.”
“Between 2017 & 2018, total assets managed by Singapore-based asset managers grew by 19% to S$3.3 trillion” — IMD 2019
Money Laundering: According to Singapore
2016 MER, “The main conduits of ML identi ed
in the NRA are banks, remittance agents, shell
companies & individual money mules”.
Transnational Risks: Around 77% of the funds
managed in Singapore are foreign sourced,
with the majority of assets under management
coming from the Asia-Paci c region.
Singapore’s position as an international trade/
transportation hub also increases its ML/TF
vulnerabilities. Given the complexity & large
volume of TF services offered in Singapore, this
banking sub-sector is also exposed to a higher
level of ML/TF risk. Moreover, legal persons &
arrangements also remain vulnerable to misuse
given the broad range of nancial services
available. Vulnerabilities include from shell
companies, TBML, as well as laundering of
proceeds of corruption & tax evasion.
Vulnerable Sectors: Those sectors that are
internationally-oriented & cash-intensive. These
include retail and private banks, remittance
agents, money-changers, internet-based stored
value facility holders, corporate service
providers, casinos and pawnbrokers.

Domestic ML Threats: Unlicensed
Moneylending (UML): UML is one of the most
prevalent ML predicate offences in Singapore.
Given the cash-intensive nature of UML
activities, bank accounts are often used to
facilitate fund transfers of UML syndicates.
These bank accounts often belong to individual
money mules, who are usually either debtors
who surrender their bank accounts to the UML
syndicates due to the inability to pay their debts
or individuals who sell their bank accounts in
order to earn commission. Loans are disbursed
and repaid using the mules’ bank accounts via
multiple cash deposits from various debtors and
cash withdrawals on an almost daily basis.
Cheating: Cheating is one of the most
prevalent ML related offences in Singapore. The
culprits in kidnap, phone & lottery phone scam
cases rely heavily on the use of 3rd-party or
nominee bank accounts for the laundering of
proceeds. Common self-laundering methods
include the transferring of illicit proceeds
between several personal bank accounts &
conversion of illicit proceeds into other assets
such as investments & properties.

Criminal Breach of Trust: While CBT is not as
prevalent as cheating, the criminal proceeds
involved are signi cant. While most cases
involve small amounts of losses, cases involving
larger amounts are of particular concern. These
are typically perpetrated by offenders who
have been entrusted with key responsibilities
and empowered to make nancial decisions in
their positions. Offenders who commit CBT
tend to be well-educated and as such, are able
to exploit a wide variety of ML methods, though
the preferred ML conduit is still the banking
system. Almost all CBT cases involve selflaundering of illicit proceeds.
Corporate Service Providers & Shell
Companies: CSPs have been identi ed as a
sector with a higher level of risk owing to the
companies that CSPs help to incorporate for
international customers. There have been
instances where suspicious activities, such as
frequent & large incoming remittances from
different overseas individuals & companies,
were observed after the Singapore bank
accounts were opened & then quickly remitted
out of Singapore within the next few days.

Remittance: Remittance agents and moneychangers are cash-intensive sub-sectors & have
been identi ed as having higher ML/TF risks.
Large amounts of physical cash, high numbers
of walk-in, one-off, & overseas customers, as
well as voluminous transactions, contribute to
higher inherent ML/TF risks.
Full Banks and Qualifying Full Banks: The ML
risks for this nancial sub-sector are deemed to
be high due to the size, number of higher-risk
accounts, more cash-intensive nature of
activities & more cross - border transactions.
Pawn Brokers: The fast-growing pawnbrokers
sector is another vulnerable sector.
Transactions are mainly cash-based & gold
items make up 90% of all pledges. Although
this sector is domestically oriented are
generally smaller values, debt repayment using
illicit funds and pawning of stolen goods are
channels of risk.
Virtual Currencies: VCs are gaining popularity
among online users worldwide. These VCs
inherit some of the risks from internet-based
payment services due to their anonymity, crossborder nature & low transaction costs. VC
currencies and VASPs may be utilised in ML/TF.

Terrorism: “The terrorism threat to Singapore
remains high. There is currently no speci c
intelligence of an imminent terrorist attack but
Singapore continues to feature as a target on
terrorist propaganda.” Terror TA 2022; Terror
Finance: TF NRA 2020 identi ed High Risk:
Money remittances: “TFs are known to use
cross-border money transfers widely to move
funds, both into, out of, & within the region.
Unlicensed remittance businesses pose a
special TF risk”; Medium High Risk: Banks:
“TFs are known to use the banking sector to
raise & move funds into & out of the region.
Singapore’s status as an international nancial
centre with its interconnected banking system
exposes it to large international money ows.
Its close geographical proximity to countries
with active terrorist activities or terrorist groups
makes Singapore vulnerable as a conduit for TF.
Overall, TF risks for Banks are deemed to be
higher due to the cross-border nature of their
activities, extensive retail reach, & its TF &
correspondent banking activities.”
Medium Low Risks: NPOs, Digital Payment
Token Service Providers, Cross Border Cash
Movement, Precious Stones & Metals Dealers.

🇸🇬 FATF Related & Other Reporting
Singapore Response - OCI/TI CPI & STRs

FATF 3 FUR 2019 (MER 2016)

FATF 40 R’s & 11 IOs 2016 updated in 2019 (after 3rd Follow Up report)

🇸🇬 ML/TF Risk/Resilience Indicators & LEA/FIU/Regulatory Activity
Singapore Crime Rate

In 2021, 46,196 reported crimes committed in
Singapore, up 23% on 2020 of which 51%
scams and 49% other crimes, including 6,843
theft related, & 160 burglary related Source:
Singapore Police)

All Scams

(23,931 scams reported & S$504M cheated
(2021) up 50% (representing 51% of all crimes)
from 15,651 cases (2020) - 90% from Overseas.
IH 2022 14,349 cases & S$227.8M cheated
Source: Singapore Police)

Foreign Corruption Cases

(“In the period 2016-2019, Singapore opened at
least one investigation, commenced no cases &
concluded one foreign bribery case with
sanctions.” Source: TI Exporting Corruption
2020)

Regulatory Outcomes

OC Index 2021 - Resilience

(Resilience scores Singapore 6.83/10, ranked
12/193 countries (1/46 countries in Asia & 1/11
S E Asia) - Source: OC Index 2021)

Investment Scams

(Investment scams increased to 2,476 (2021)
from 1,096 (2020). Amounts cheated up from
S$68.8M (2020) to S$190.9M. IH 2022 1,683
cases & S$108.8 cheated - Source: Singapore
Police)

Illicit Drugs Arrests/Seizures

(2,729 drug abusers arrested (2021) down from
3,056 (2020) with 76% Meths related, 10%
Cannabis & S$18.31 million (2021) from drug
seizures up from S$12.18 (2020) - Source:
Singapore Central Narcotics Bureau 2022)

Job Scams

(These job scams increased to 4,554 (2021)
from 132 (2020). Amounts cheated up from
S$217K (2020) to S$91M - IH 2022 3,573 cases
& S$58.5M cheated - Source: Singapore Police)

Human Traf cking Cases

Other Scams

(In 2021, investigated 11 sex traf cking cases, 2
convictions. Courts convicted several
employers of foreign domestic workers under
non-traf cking laws for abuse, physical assault,
and/or sexual assault. Source: US TIP 2021)

ML Cases

(The Monetary Authority of Singapore (MAS)
imposed S$2.4 million in composition penalties
for AML/CFT control breaches, S$150,000 in
civil penalties, 20 prohibition orders (July 2020
to Dec 2021) - From Jan 2019 to June 2020,
nes of S$3.3M for AML/CFT breaches.
Source: MAS Enforcement Report 2020/2021)

(217 ML cases investigated (2014) of which 158
foreign ML & 57 domestic & 2 both representing
111 persons prosecuted & 89 convictions - From
ML convictions (2014) 31 unlicensed money
lending, 46 cheating, 6 CBT & 4 tax - Source
FATF MER 2016)

Law & Order Spend

National Risk Assessments

In 2020 Police spent S$3.5B (US$2.5B) /Home
Ministry spent S$7.8B (US$5.5B) (1.35% of
GDP - Source: Finance Ministry 2021

Non Bank Phishing Scams

(These phishing scams increased to 2,783
(2021) from 644 (2020). Amounts cheated up
from S$984K (2020) to S$15.3M - IH 2022
2,301 cases & S$7.8M cheated - Source:
Singapore Police)

Cyber Extortion

(In IH 2002, top in number of scams were job
scams, phishing & E Commerce, with
Investment scams (S$108.8M), Job Scams
(S$58.5M) & Romance scams (S$20.7M) Source: Singapore Police)

(420 cases (2021) up from 245 (2020) with
criminals befriending victims online & then
acquiring compromising e.g. photos or video
& extorting funds of S$1.3M (2021) - 1H 2022
of S$754K - Source: Singapore Police)

STR Conversion Rates

STR Filing by Reporting Entity

(STRO (FIU) disseminated STRs/Reports: 3%
new investigations; 19% ongoing investigations
& 78% for intelligence (2020). Source: FIU
STRO; - For 2014 STRO disseminated 5,487
STRs & STRs support 146/217 domestic ML
investigations & 760 supported predicate
offence investigations in 2014 (total 29,082
STRs led in 2014) Source FATF MER 2016j

FIU Staff & FIU - STR Ratio

(NRA published in 2014 and Terrorism
Financing National Risk Assessment in
December 2020

TI CP Index

(Singapore scored 85/100 (score of 87/100 in
2012) & was 4th/180 after Denmark, Finland &
New Zealand, which all scored 88 points, and
was top in Asia, which averaged 45/100 over
the last decade Source: TI CPI 2021)

(FIU Staf ng not available - FIU Staff to STR
ratio not available)

(STRs led in 2020 increased to 33,882 from
32,022 in 2019, also U.K. from 29,082 in 2014 Source: FIU STRO Statistics 2020 - FIs le 85%,
Banks le 58%, Casinos 11% Other’s incl
DNFPBs 5% (2020) - FIU reports disseminated
in 2020: 3% new investigations; 19% ongoing
investigation & 78% for intelligence. Source:
FIU STRO Statistics 2020)

Reg Balanced Scorecard

(Focus remains on Technical Compliance - No
formal assessment which includes a balanced
scorecard i.e technical compliance, risk based
controls and contribution to LEA.)

Terrorism Impact

(Singapore ranked 93/138 & 3rd best in Asia
Paci c (after Timor-Leste & South Korea), rated
“no impact” 0.000/10 (over last 5 years)Source: Global Terrorism Index 2022)

E-Commerce Scams

(E-Commerce scams decreased by 652 cases
to 2,707 (2021) (19.4%). Mostly goods were
not received after payment online. Amount
cheated S$5.8 million. IH 2022 2,267 cases &
S$8.3M cheated - Source: Singapore Police)

Cyber Others

(148 cases (2021) up from 1,321 (2020) of
Modesty Outrages (upskirting etc) with 62%
known to victims & 467 (2021 up from 394 of
Voyeurism - Source: Singapore Police)

Assets Recoveries

(Singapore seized (frozen) (2011 - 2014) a total
amount of S$342 million (US$242M or
US$61M av per year) and con scated S$48
million (US$34M - or US$8.5M av per year) of
assets - Source: FATF MER 2016). In 2021 ASC
frozen > 12,600 bank accounts & recovered
S$102M (US$71M approx 20% of losses.
Source: Singapore Police 2022

Public Private Partnerships

The Singapore AML /CFT Industry Partnership
(ACIP) 2017 / Anti Scam Centre 2019 and
Project COSMIC - Announced 2021)

🇸🇬 Key AML/CTF Reform & Action Plans
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AML/CFT Strategy: Strategy 1: Ensure that money laundering is pursued in all appropriate cases, including those arising from foreign predicate offences: 1) Case Proforma to be completed by the investigator and counterchecked by both his supervisor and the Attorney-General’s Chambers. Audits to be conducted by CAD
for compliance within the Singapore Police Force; 2) Formalise and update Standard Operating Procedures with other law enforcement agencies and competent authorities, for money laundering cases to be referred to CAD; 3) Review all incoming formal or informal foreign request for assistance for possible money laundering
offences committed in Singapore; 4) Right-sizing of resources for investigations.Strategy 2: Promote effective international cooperation: 1) Proactively engage foreign counterparts, especially counterparts from higher risk jurisdictions, whenever suspected ML is detected in Singapore arising from foreign predicate offences; 2)
Conduct parallel/joint investigations with foreign counterparts, on the basis of con dentiality and reciprocity, where appropriate; 3) Share information with foreign counterpart in the context of a parallel/joint investigation.Strategy 3: Asset Con scation as a Desired Outcome: 1) Conduct parallel nancial investigations for cases with
criminal proceeds generated; 2) Seize criminal proceeds at the earliest opportunity to prevent dissipation; 3) Streamline work ows to ensure fast response in cases where suspected tainted assets are still in Singapore; 4) Strengthen strategic partnerships especially with nancial institutions on asset seizures.Strategy 4: Address ML
risks identi ed in NRA: 1) Proactively engage the regulators for the higher risk sectors; 2) Update AML/CFT Steering Committee and relevant agencies whenever new ML trends/threats are detected. 3) Proportionality principle in mitigating risks for Medium or Low Risk areas. Strategy 5: Strengthen collaboration with STRO: 1)
Work with STRO to develop “red ag indicators” to the reporting entities to assist them to detect suspicious transactions; 2) Work with STRO’s liaison of cers to ne-tune referral criteria; 3) To support STRO in outreach efforts; to provide the public with case studies on STRs that led to the detection of ML and investigation
outcomes.Strategy 6: Attention to emerging trends/Reduce “unknown unknowns”: 1) To acknowledge that risks are dynamic, may change from time to time, and that even with best efforts we cannot know everything there is to know about the ML risk in Singapore: 2) Continue sending quality spontaneous exchanges of
information to detect crime, especially ML in Singapore; 3) Proactively engage foreign counterparts for their perception of ML risks in Singapore vis-à-vis their respective home countries. To discuss and seriously consider these risks even if the risk in the latest NRA is assessed as low. To explore ways to detect ML cases in situations
where there are few ML cases in a particular area/crime category; 4) Scan international/media reports to nd out others’ perception of risks and pursue the cases, if suf cient details are provided. Source Singapore Police Force 2021. See: https://www.police.gov.sg/Advisories/Crime/Commercial-Crimes/AML-CFT

fi

fi

🇸🇬 Money Laundering & Terror Financing - Key Threats & Vulnerabilities - NRA’s

