🇦🇪 Key Harms & Effects
74% Emirati’s (surveyed) worried
about cyber attacks, 3% higher than
in 2021 & 3% higher than global av

Almost 4 in 10 UAE consumers have
experienced online fraud attempts in
the past year

Tax losses estimated in icted on 3rd
countries of US$722 million through
offshore tax evasion (TJN 2021

85,127 people suffering with drug
disorders (2017) representing 0.78%
of population.

15,000 estimated victims of modern
slavery crimes with a 1.7% incidence
of 100,000 people (2018).

🇦🇪 Key Crimes, Crime Proceeds and Laundered Monies (Wide range of estimates)
US$10 - 13 billion

(GDP (US$360B (2021) 2.7%- 3.6% of GDP
(3.6% Proceeds of Crime - range 2.3 - 5.5% mid at 3.6% (ML at 2.7% mid) for all countries UNODC 2011)

US$13.4 billion

(Up to 3.2% of GDP for ML - 0.7% Domestic,
0.4% Foreign, 2.1% Transit - Extrapolated from
Walker & Ungar - 2019 by generating average
scores for 11 similar OECD countries)

>US$ billions

(Most common offences for ML were fraud,
professional third party money laundering,
drug traf cking, and counterfeiting of products
- FATF MER 2020)

Overall Criminality Score = 6.75/10

(With highest criminality scores for HT, IWT & drugs. The highest Criminal Market scores are for State
Embedded Actors (6/10), Criminal Networks (6/10) Foreign Actors (6/10) & Ma a-Style Groups
(1/10) and overall score for Criminal Actors 4.75/10. Source: OC Index 2021

Corrupt Persons

People Smugglers

Human Traf ckers

Organised Criminals

Green Criminals

The UAE scores 71/100 on the 2020 CPI - the
highest in the region (average 39/100).
According to the FATF MER 2020, “Corruption
is not considered a signi cant domestic issue,
and was rated as a medium ML threat in the
country’s NRA”. Notwithstanding this, “the UAE
notes that a signi cant amount of funds relating
to domestic corruption have been retrieved by
the government via nes (approximately AED
149 million or EUR 36 million)”. Corruption is a
moderate risk for companies in the UAE Source GAN Integrity portal 2020. As a major
regional nancial centre, UAE is exposed to
foreign corrupt funds destined and transiting
the UAE as well as foreign corrupt persons. The
arrests of the Gupta brothers in [2022], resident
in UAE after eeing South Africa under
investigation for their part in massive State
Capture, suggests a crackdown on foreign
corrupt actors, with extradition to follow.

The UAE “is a popular destination for foreign
migrant workers of various Asian and African
origins. In combination with the continuation of
the sponsorship (Kafala) system and a failure of
the government of the UAE to meet the
minimum standards for combating traf cking
and smuggling the demand for cheap labour
enables both human smuggling and traf cking
on a relatively large scale. Besides human
traf cking, local demand for cheap labour has
fuelled irregular migration into the UAE, one of
the most popular destinations for Filipino
migrant workers, many of whom hire smugglers
to enter the country. The evidence also suggests
that many irregular migrants stay in the country
only temporarily before journeying onto other
destinations in the Middle East or South Africa.
The UAE is thus not only a destination country
but also increasingly a transit point”. Source: OC
Index 2021

The OC Index 2021 scores the UAE 8.5/10 for
human traf cking against the global average of
5.58 (lower scores are better). “According to
documented cases, women are most often
traf cked for the purposes of sexual
exploitation, though many are also traf cked for
domestic servitude and labour. Male victims,
conversely, tend to be traf cked for labour
purposes. Most victims of human traf cking are
tricked into debt by recruitment agencies or
experience their sponsors in the UAE
withholding identity papers or wages.
“Reports indicate the UAE serves as a traf cking
hub where recruiters sell migrants to families
who subsequently illegally transport them to
other countries in the Gulf”. The UAE has in
recent years become a primary destination for
Ugandans & Pakistanis who travel to the UAE on
promises that are unful lled on arrival. Source
US TIP 2021

“While ma a-style groups do not exist in the
UAE, decentralized criminal networks, foreign
criminal actors and state-embedded actors all
play major roles in the country’s organized crime
landscape. Foreign actors with a sustained
presence in the UAE include Indian, Pakistani
and Balkan (predominantly Albanian) ma astyle groups. Such organizations have often
cooperated with Emirati nationals and local
criminal networks who specialize in, for instance,
money laundering. Decentralized criminal
networks are also central to the UAE’s
environmental criminal market. In some isolated
cases, low-level state-embedded actors have
enabled organized crime, but these have not
implicated state of cials of higher rank”. Source
OC Index 2021

“The UAE is one of the world’s largest trading
hubs of artisanally mined, undeclared and illicit
gold and diamonds. UAE-based networks are
reportedly an integral core of a wider criminal
supply chain with a global reach”….”the UAE is
regarded as a major global trading hub for illicit
wildlife trade between Africa and Asia as well as
a signi cant destination market for exotic
animals. The domestic trade in various falcons is
particularly large and could constitute one of
the largest of its kind in the world. In recent
years, the UAE has seen the emergence of an
illegal wildlife marketplace for exotic and
endangered species on social media platforms
where traders can avoid disclosing their
identities…. Flora crimes, conversely, are
limited in scale and scope, although there is
evidence to suggest that the UAE may be a
small-scale source country for smuggled date
palm trees. Source: OC Index 2021

Sanction Evaders

Tax Offenders

Drug Traf ckers

Fraudsters

Terrorists

In 2021, the UAE published reports on
Typologies on the circumvention of Targeted
Sanctions against Terrorism & the Proliferation
of Weapons of Mass Destruction as well as
Guidance on Targeted Financial Sanctions For
FIs & DNFBPs. The Typologies document sets
out investigated cases, & examples in the UAE
and how these “sanctioned activities, persons,
groups, or entities have received nancing and
support, therefore in violation or evading UNSC
Resolutions (UNSCR)”. Methods discovered by
UAE authorities include the use of Exchange
Houses & Hawala services providers, cross
border cash smuggling & movement of gold to
evade sanctions detection, forged bills of
lading & companies related to the oil business.
Following Russia’s illegal invasion of Ukraine,
the UAE has not joined in by imposing
sanctions on Russia, and is considered a safer
haven for Russian assets compared to those
countries where sanctions have been imposed.

According to the Tax Justice Network, the UAE
loses US$1 billion to global tax abuse
(committed by multi-national corporations and
in icts US$722 million on third countries due to
tax evasion by foreigners in UAE. The UAE is
ranked 10th on the Corporate Tax Haven Index
(1 being the worst) and has a tax haven score of
98/100 (100 being the worst). The UAE scores
78/100 on the Financial Secrecy Index 2020
ranked 8th. The trading partners most
responsible for this vulnerability are the USA,
Saudi Arabia and Switzerland. “The United Arab
Emirates (UAE) was a new entry into the top 10
after an investigation found it had bene ted
from $250bn (£180bn) of multinational funds
routed through the Netherlands. The report said
the UAE had emerged as a new destination for
multinational corporations operating in Africa
and the Middle East. South Africa was
highlighted as one of the biggest losers from
rms shifting pro ts to the low-tax UAE”. Source:
The Guardian - 9 March 2021

“Recent years have seen record drug seizures in
the UAE, suggesting that it is becoming an
increasingly important transit country in the
global trade in heroin as well as Captagon,
methamphetamine and cannabis. The UAE is a
transit country for vast amounts of heroin &
cannabis from Afghanistan previously transited
through Pakistan, Iran or India on its way to
Europe or North America. Drug traf cking
organizations of South Asian origin are believed
to be responsible for much of the trade in
heroin, cocaine & cannabis, whereas the
criminal actors involved in the smuggling of
synthetic drugs tend to be from a diverse set of
countries, including Indonesia, Libya and
Mexico. Although the criminal markets for drugs
in the UAE are for the most part not generated
through domestic demand, there is some
domestic demand for cocaine, as well as for
cannabis, in particular cannabis oils for vaping.
There are also indications that the domestic
consumption of methamphetamine is growing”.
OC Index 2021

Fraud is one of the main risks faced by the UAE.
According to a Visa 2021 Stay Secure survey,
“almost 4 in 10 UAE consumers have
experienced online fraud attempts in the past
year”…”39% of UAE consumers surveyed
admitting they have experienced an online
fraud attempt. Around a quarter of consumers
(27%) have experienced phishing, while just
under a fth have experienced credit card fraud
(19%) & receiving counterfeit goods (17%)”.
Fraud typologies identi ed in the 2021
Typologies in the Financial Sector Report
include corporate fraud, Government stimulus
schemes or aid programmes, disaster &
investment scams, product scams,
impersonation fraud, & cryptocurrency
investment scams. In respect of the
“Heightened External Fraud Threat on account
of COVID-19”: Social Engineering, Online
Fraud, Brute Force Attacks, Credential Stuf ng
and Account Takeover (ATO) , Application
Fraud and Trade Fraud were identi ed.

According to the US OSAC 2021 report ,“The
Department of State remains concerned about
the global threat of terrorism, including the
continuing possibility of terrorist attacks against
U.S. citizens and interests in the UAE given its
proximity to hostile and unstable countries,
importance as a major transit hub for regional
travel and commerce, strong bilateral
relationship with the U.S., and large expatriate
population. The UAE's participation in the antiISIS coalition and ongoing Yemen civil war in
addition to normalising relations with Israel has
raised the overall likelihood of terrorist attacks
against UAE and Western interests. Despite the
robust security apparatus, terrorist groups have
threatened to target the UAE”.
.The Global Terrorism Index ranks the UAE as
0.000 and 135/135 and “no impact”.
The UAE is a Tier 2 country scoring 783/1,300
on the 2019/20 Peddling and Proliferation
Index and ranked 38/200

🇦🇪 Key Countries, Territories & Regions of Concern / Impacted on - by UAE
27 Third Countries of Concern from the FATF & EU
(FATF list June 2022 - 23 countries - EU list January 2022, also representing 25 countries.

Member Countries of the GCC

(UAE is a member of the 7 Gulf Co Operation Council)

FATF: Albania 🇦🇱 Barbados 🇧🇧 Burkina Faso 🇧🇫 Cambodia 🇰🇭 Cayman Is 🇰🇾 DR Congo
Gibraltar 🇬🇮 Haiti 🇭🇹 Iran 🇮🇷 Jamaica 🇯🇲 Jordan 🇯🇴 Mali 🇲🇱 Morocco 🇲🇦 Mozambique 🇲🇿

GCC: Oman 🇴🇲 Kuwait 🇰🇼 Saudi

Myanmar 🇲🇲 N Korea 🇰🇵 Panama 🇵🇦 Philippines 🇵🇭 Senegal 🇸🇳 S Sudan 🇸🇸 Syria 🇸🇾 Tanzania

Arabia 🇸🇦 Qatar 🇶🇦 Bahrain 🇧🇭 UAE

🇹🇿 Turkey 🇹🇷 Uganda 🇺🇬 UAE 🇦🇪 Yemen 🇾🇪 ; EU: FATF list (except Albania) plus Afghanistan
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Main Trading Partners

(Top 5 import and export partners - 2020)

Exports: India 🇮🇳 (10%) & Japan 🇯🇵 (9%)
China 🇨🇳 (7%) Saudi Arabia 🇸🇦 (7%) & Oman
🇴🇲 5% - Imports: China (14%) India 🇮🇳 (12%)
USA 🇺🇸 (7%) UK 🇬🇧 (4%) & Germany 🇩🇪 (4%)

🇦🇫 Nicaragua 🇳🇮 Pakistan 🇵🇰 Trinidad & Tobago 🇹🇹 Vanuatu 🇻🇺 Zimbabwe 🇿🇼
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“The UAE presents signi cant complexity when considering ML/TF risk and materiality given the range of activity (e.g. nancial,
economic, corporate, trade) conducted in the country.”…”The main risks faced by the UAE are terrorist nancing, and a range of ML
activities including professional third-party money laundering, cash-based money laundering, abuse of legal persons, trade-based
money laundering and the laundering of proceeds, particularly from foreign predicate offences including fraud, tax offences and
organised crime. According to the NRA, the highest sectoral vulnerabilities on the mainland are in banking, money service
businesses/exchange houses and in dealers in precious metals and stones. The FFZs and CFZs present different areas of higher risk
depending on their individual underlying activities”. Source - FATF MER 2020

Third Countries of Concern

(Countries included in Key Crimes above)
Afghanistan 🇦🇫 Albania 🇦🇱 India 🇮🇳 Iran 🇮🇷
Libya 🇱🇾 Mexico 🇲🇽 Netherlands 🇳🇱 Pakistan
🇵🇰 Philippines 🇵🇭 Russia 🇷🇺 Saudi Arabia 🇸🇦
Switzerland🇨🇭 Uganda 🇺🇬 UK 🇬🇧 USA 🇺🇸
Yemen 🇾🇪

Cash Based ML: “The UAE is considered a
cash-intensive economy”. Cash-based money
laundering is one of the main risks faced by the
UAE. The UAE “plays an important part in
global trade, there are signi cant risks
associated with the cross-border movement of
cash and BNI, including bulk-cash smuggling,
which is associated with third-party ML risks
(also known as international controllers)”. The
MVTS, DPMS and the real estate sector are
signi cantly exposed to cash transactions. A
threat is “posed by currently unregistered cash
couriers linked to UAE-based MSBs”…”Nondeclared cash has been detected in personal
luggage, garments, vehicles and, to a much
lesser extent, parcels and shipping containers”.
Source: FATF MER 2020.

High Value Goods: ”Trading in precious metals
(in particular, gold) and stones and high value
goods is one of the most active sectors in the
UAE” . This industry is heavily exposed to cash
transactions. “Dubai’s high-end luxury real
estate market has been exposed to transactions
in cash, has a highly internationalised client
base, and is therefore attractive to ML”….”Third
parties can be used to conduct the transactions
and there remains a vulnerability where
complex ownership structures can be used to
obscure the bene cial owner and the source of
funds used for the purchase. The NRA rated Real
estate sector as medium-high risk in mainland/
CFZs and FFZs”. The purchase of high value cars
is also popular. Source: FATF MER 2020

Other ML Methods: “The main risks faced by
the UAE are: TF, & a range of ML activities
including professional third party ML, cashbased ML, abuse of legal persons, trade-based
ML & the laundering of proceeds, particularly
from foreign predicate offences including fraud,
tax offences & organised crime”..Cryptoenabled transactions are recognised as an
emerging risk not least with UAE as a future hub
Trade Based ML: TBML is a signi cant risk in
the UAE. The banking sector is at increased
risks of TBML. In 2016-17, a trade- nance
thematic review found that DIFC banks involved
in such business activities started shifting their
focus to TBML risks. The DFSA has conducted a
trade nance thematic review and subsequent
on - site visits. Source: FATF MER 2020.

Terrorist Financing: “State Security has a robust
array of tools, data sets & capabilities it can
employ to investigate & analyse TF-related
activity. Between 2013 & 2019, 92 persons have
been prosecuted for TF & 75 have been
convicted”.. “the majority of TF activity identi ed
& investigated largely deals with transfer and
movement of funds to terrorist persons &
organisations overseas, or by individuals selfnancing. Exchange houses & physical
movement of cash appear to be the main
modalities/channels utilised, with some cases of
bank transfers occurring”. Cash smuggling in
large amounts linked to terrorist organisations/
individuals couriers across the UAE border has
been detected. Legal persons & NPOs are also
used for TF. Source FATF MER 2020

Sector ML/TF Risks/Vulnerability: “banks,
followed by MVTS (incl hawala), dealers in
precious metals & stones & the real estate
sector. The interplay of threats & vulnerabilities
differs across the mainland, commercial free
zones (CFZ) & nancial free zones (FFZs).”
Source FATF MER 2020
Recent highlighted trends, typologies &
emerging risks include: pass through accounts,
shell entities, proceeds of fraudulent activities
through MVTS providers, underground hawala
through legal entities, recruiting money mules
cash couriers for cross border cash
movements, routing fraudulent foreign
proceeds of crime (Cyber-crimes) & Legal
Entities/Shell Companies controlled by
Professional MLs. Source: UAE FIU AR 2021

🇦🇪 FATF Related KPIs (2020)
(The FUR in 2021 included 4 changes: R6 and R7 upgraded from PC to C, R25 from PC to LC, and R15 was downgraded from LC to PC)
FATF 40 Rec’s - MER 2020 & FUR
2021 - FCN Score 74/100

FATF 11 Immediate Outcomes MER
2020 - FCN score 24/100

FATF FI related Rec’s (9 -15)

FATF DNFPB related
Recommendations (22-23)

FATF Supervisors related
Immediate Outcomes (IO 3)

FATF FI & DNFPB related Immediate
Outcomes (IO 4 Prev Measures)

(R15 downgraded from LC to PC in 2021 FUR)

FATF BO related Rec’s (24 -25) -

FATF FIU/LEA/ Reg related Rec’s
(1-4 & 26-40)

FATF LEA/FIU Imm Outcomes (IO
2,6,7 & 8)

FATF TF/PF related Immediate
Outcomes (IO 9, 10,11)

(R25 upgraded from PC to LC in 2021 FUR)

🇦🇪 Public & Private Sector KRIs & KPIs
Law & Order Spend

ML Convictions

(3.61% GDP on Public Order & Safety - highest
of all Advanced Economies - E.G. EU Average
is 1.6% )

Prison sentences for ML in 2017 was 22 & 28 in
2018 - Source: FATF MER 2020 - Media sources
report 243 convictions from 2019 -2021 & at
least 92 in IH 2022)

FIU Resources

Human Traf cking Cases

Est 54 (2021)

67 Convictions (2019) & 23 (2021)

(Including FIU staff to STR ratio - Source: FATF
MER 2020 & UAEFIU AR 2021)

(The UAE FIU had 27 staff in 2018 with FIU staff
to STR ratio (9,000 STRs in 2018) at 1-333 - and
“doubled from 2019-2021” to est 54 in 2021,
STR ratio (20,067 STRs/SARs in 2021 is 1-372)

Asset Recoveries to 2018

(US$24.6 million on av p.a. from US$148
million (AED625 million) from 2013-2018 Source: FATF MER 2020)

0.25% of est Fin Crime Proceeds

(Based on 2.7% average of GDP for ML (as
reported by UNODC in 2011, estimated for
money laundering could be US$9.7B with
0.25% con scated.

(Source: US TIP 2020 & 2022)

STR Filing Numbers

(Signi cant increase of STRs led from 9,005 in
2018 to 20,067 in 2021 (17.082 STRs & 2,985
SARs) - Source FATF MER 2020 & AEFIU 2021)

STR Conversion Rate

(STR/SAR disseminated by FIU to LEA - Source:
FATF MER 2020 & UAEFIU AR 2021)

Estimated 2.6%

(67 sex traf cker convictions up from 35 in
2018. In 2021, 23 traf ckers, convicted
including 18 sex traf ckers, 2 for forced
begging & 3 individuals for “selling victims”).

(2,757 STRs disseminated in 2018 out of a total
STRs of 9,005. In 2021 510 STR/SARs out of
20,067 STRs/SARs so a conversion rate of 2.6%

Asset Recoveries in 2021

STR Filing by Reporting Type

(Asset seizures of US$625 million (AED2.54B), &
con scations of US$600 million (AED2.19B Source: UAE AML EO 2022)

6.2% of est Fin Crime Proceeds

(Based on 2.7% average of GDP for ML (as
reported by UNODC in 2011, estimated for
money laundering could be US$9.7B with
approx 6% seized and 3.5% con scated.

(Source: FATF MER 2020 & UAEFIU AR 2021)

60% from 5 Banks (2018)

(Reports in 2021: 96% from FIs and from
DNFBPs (366), VASPS (194) and supervisors &
other authorities (288))

Regulatory Fines & Penalties

TF Convictions

(No nes in 2020 - In 2021 nes of US$17.2M in rst 6 months of 2022 nes of US$11.2M)

(Between 2013 and 2019, 92 prosecutions for
TF & 75 convictions, (82% conviction rate) Source: FATF MER 2020)

Compliance Report

National Risk Assessment

(Reporting entities must report information to
supervisors)

(Referred to in FATF 2020 MER - Also published
in 2021)

Annual Compliance Report

Not of cially published

(Reporting entities required to submit semiannually to their supervisors)

(An NRA 2019 brief was made available to
competent authorities & regulated entities via
their supervisors - 2021 Published)

Regulatory Oversight

Public Private Partnership

(Balanced Scorecard - technical compliance,
reasonable controls & information to LEA)

(Country FISP)

Balanced Scorecard

PPPC

(Main Focus still on Technical Compliance, with
movement towards increasing assessment of
risk based controls but not yet assessment of
high quality information to FIU/LEA)

(The Public Private Partnership Committee
(PPPC) (MyFINet) was launched on 10 August
2021 with 17 public & 21 private sector parties)

🇦🇪 Key AML/CTF Reform & Action Plans
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“In February 2022, the UAE made a high-level political commitment to work with the FATF & MENAFATF to strengthen the effectiveness of its AML/CFT regime. Since the adoption of its MER in February 2020, the UAE has made signi cant progress across
its MER’s recommended actions to improve its system, including by nalising a TF Risk Assessment, creating an AML/CFT coordination committee, establishing an effective system to implement targeted nancial sanctions without delay, and signi cantly
improving its ability to con scate criminal proceeds and engage in international cooperation. Additionally, the UAE addressed or largely addressed more than half of the key recommended actions from the MER. The UAE will work to implement its FATF
action plan by: (1) demonstrating through case studies and statistics a sustained increase in outbound MLA requests to help facilitate investigation of TF, ML, and high-risk predicates; (2) identifying and maintaining a shared understanding of the ML/TF
risks between the different DNFBP sectors and institutions; (3) showing an increase in the number and quality of STRs led by FIs and DNFBPs; (4) achieving a more granular understanding of the risk of abuse of legal persons and, where applicable, legal
arrangements, for ML/TF; (5) providing additional resources to the FIU to strengthen its analysis function and enhance the use of nancial intelligence to pursue high-risk ML threats, such as proceeds of foreign predicate offences, trade-based ML, and
third-party laundering; (6) demonstrating a sustained increase in effective investigations and prosecutions of different types of ML cases consistent with UAE’s risk pro le; and (7) proactively identifying and combating sanctions evasion, including by using
detailed TFS guidance in sustained awareness-raising with the private sector and demonstrating a better understanding of sanctions evasion among the private sector.” Source: FATF Statement June 2022
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🇦🇪 Money Laundering & Terror Financing - Key Methods & Vulnerabilities

