F G N Financial Crime
Dashboard

“Kenya is exposed to ML threats from proceeds of crime emanating from within and outside the country through its financial system, legal sector, real estate
sector and cross-border trade. In view of its geographical position and economic development as a region hub, the country is also a transit route for drug and
illegal wildlife trafficking. Based on the NRA report and the risk profile of the country, Kenya faces TF risk arising from the neighbouring countries with active
terrorist groups. The vulnerabilities associated with hawala activities, cross border currency movements, weak NPO risk-based regulation and inadequate
analysis of cross-border remittances heighten the TF risks. Kenya has made strides in strengthening its AML/CFT system. It has registered good results in the
confiscation of proceeds of crime, access and use of financial intelligence, designation of persons or entities suspected to be involved in terrorism. However,
fundamental improvements are needed in relation to understanding of TF risks, risk-based supervision and implementation of preventive measures (especially
for DNFBPs), ML and TF investigations and prosecution, preventing PF etc. Kenya has an understanding of ML threats and associated ML vulnerability of various
sectors to some extent. The understanding is based on the NRA that was carried out from 2019 to 2021 as well as sectoral risk assessments which FRC and
financial sector supervisors conducted before the NRA” . - FATF MER 2022.

Key Harms & Effects ==

Overall bribery rate is 45% up from 70% of all corruption in Kenya is “Economic crimes” rose by 11% in 167.126 people suffering with drug 328,000 estimated victims of
37% in 2015, with the police related to procurement. 2018 to 4,100 offences disorders (2019) representing 0.33% modern slavery crimes in Kenya, with
considered the most corrupt of population. a 6.9 incidence of 100,000 people.

Key Threats ==

Financial Crime Threats
The "High" rated threats are from: fraud, drug trafficking, organised crime, corruption & economic crimes. “Medium” rated threats are from: tax offences, environmental crimes including illegal wildlife
trafficking and illegal mining and logging, goods piracy, cybercrime & money laundering. - AML NRA 2021
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FCN Threat Rating Overall Financial Crime Threat Rating “Mod” - “High” OC Index 2021 - Criminality 6.95/10
(Overall “High” threat rating and threat score of 46/100, with highest threats for: Fraud, Drug Trafficking, Corruption and Economic Crimes. Overall 11/193; 4/54 Africa 4/11; 1/9 East Africa with Heroin (7.5/10), HT (7.5/10); Arms Trafficking
(7.5/10) & Criminal Markets score 6.65/10
Estimated US$3.44 Billion potential Domestic Proceeds of Crime (2021 - GDP - US$95.52B) OC Index 2021 - Criminal Actors 7.25/10
(3.6% of GDP for Proceeds of Crime 2019 - range 2.3 - 5.5% - mid at 3.6% (ML at 2.7% mid) for all countries - UNODG 2011) State Embedded Actors (8/10), “Criminal Networks” (7.5/10), Mafia-Style Groups (7/10) & “Foreign

Actors” (6.5/10).

Financial Crime Country Threat Risk - == Organised Crime Index 2021 ==
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Threat Metrics

'GDP Economic Size* ‘World Economic Forum * . US Inst Health Metrics and Evaluation 2019
‘GDP per Capita Security (OC, Terrorism, Homicides, nomic F llegal Drug Dependency / Disorders *
Advanced/Mid Income/Developing Policing) Organised Crime; Number/Share
US$110.35 billi 2021

(usszsosmo er c::i:a _ (2321) 65.7(2019) 42.4(2019) 56.98/100 167.126(2019)

Developing Economy CRIEHEEE 32/142.(1 being the worst) 0.33% (2019)

(T1) Cs i TBACE (2022) Proliferation Index - PPI (2021/22) US Dept of State (2022) (2021)
Bribery Risk Matrix Threat * INCSR Vol | & Val Il Country Reports on Terrorism *

Tier 3 Included Included
Lowest Threat Level (2022) (2020)

Global Slavery Index Global Terrorism Index * OC Index 2021
GSl Incidence * GTI - Impact 2022 Criminality
Criminali

6.9/1,000 328,000 11.6% (1,468,203) “High" Impact (Overall 11/183; 4/54 Afica 4/11;
an trafficking Estimated numbers of modern day slaves Child Labour Aged 5 -14 6.166 .510),

56/100

Global Slavery Index US Dept of Labor
No of estimated Modern Day Slaves Child Labour in Kenya (2021)

EUIPO & OECD Counterfeit Goods *
Propensity of Exports (2016)

EU Listing of Countries for lllegal Fishing Focus / Countries of Concern (2021)

1UU Fishing Index * 2021 Per 100,000 people *

2.02/5

I 113/152 Not Included Included as a Focus Country 0.180/10 3 per 1°°:?3f people



https://data.worldbank.org/country/KE
https://datacommons.org/ranking/Amount_EconomicActivity_GrossDomesticProduction_Nominal_PerCapita/Country/africa?h=country/KEN&unit=$
http://www3.weforum.org/docs/WEF_TheGlobalCompetitivenessReport2019.pdf
http://www3.weforum.org/docs/WEF_TheGlobalCompetitivenessReport2019.pdf
https://www.numbeo.com/crime/rankings_by_country.jsp?title=2023&displayColumn=0
https://ourworldindata.org/grapher/number-with-drug-use-disorders-country
https://ourworldindata.org/illicit-drug-use
https://www.transparency.org/en/cpi/2022
https://www.traceinternational.org/trace-matrix#36
https://isis-online.org/uploads/isis-reports/documents/ThePeddlingPerilIndex2021_POD_wCover.pdf
https://www.state.gov/2022-incsr-volume-i-drug-and-chemical-control-as-submitted-to-congress/
https://www.state.gov/2022-incsr-volume-ii-money-laundering-as-submitted-to-congress/
https://www.state.gov/wp-content/uploads/2023/02/Country_Reports_2021_Complete_MASTER.no_maps-011323-Accessible.pdf
https://www.globalslaveryindex.org/2018/findings/regional-analysis/europe-and-central-asia/
https://www.globalslaveryindex.org/2018/findings/regional-analysis/europe-and-central-asia/
https://www.dol.gov/agencies/ilab
https://www.dol.gov/sites/dolgov/files/ILAB/child_labor_reports/tda2021/Kenya.pdf
https://reliefweb.int/report/world/global-terrorism-index-2022
https://ocindex.net
https://globalinitiative.net/analysis/iuu-fishing-index-2021/
https://www.state.gov/2021-end-wildlife-trafficking-report/
https://www.oecd-ilibrary.org/docserver/g2g9f533-en.pdf?expires=1590589653&id=id&accname=guest&checksum=A3665F2B6E50E1C180C9461ECFAEF247
https://www.theglobaleconomy.com/rankings/theft/

Key Sector Risks =

Money Laundering Risks (Vulnerabilities) - NRA 2021
ML threat for Kenya was assessed as Medium (domestic ML threat at Med High & external ML threat at Medium - both expected to increase), whereas the ML vulnerability was assessed as Medium High,
with Banking assessed as the sector with a High threat & a Medium High vulnerability sector with the highest impact on the ML vulnerability. Other sectors to note are Real Estate, Money Remittance
Providers, Foreign Exchange Bureaus Car Dealers, Lawyers, Certified Secretaries, Gaming & Saccos.

Real Estate Money Remittance Providers

Lawyers Certified Secretaries Gaming

Response Metrics

OECD - Glohal Forum Global Slavery Index US Dept of State
Transparency & Exchange Info for Tax Purposes Country Response Rating Trafficking in Persons (2022)

S ccc
Largely Compliant (2016) (ratings from AAA, AA, A, BBB)

i (* 2021
from WB Global Governance Indicators (2020) i-Bril il Resilience

Resilience 5.21/10
(Overall 76/193 Countries, 10/54 Africa, 2/9 East Africa)

FIU Egmont
Member

7.18/10
NRA 2021 Not an Egmont Member
(last included in 2020)

Financial ion Sharing 40 Recommendations*™

30.8/100

(148/180)

FCN Overall Financial Crime Response Rating - “Moderate”
(Overall “Moderate” response rating and response score of 42/100, with worst responses: Reg Quality, Law & Order Spend & FATF Results)

Foreign Exchange Bureaux Car Dealers

Saccos

Proliferation Index - PPI * (2021/2022)
Controls

461/ 1300

or a Tier 3 Thr

81.7/100

. E " B
Economic Freedom Index (2022) Freedom Index (2022)

52.5/100 52/100

(Mostly Unfree) “Partly free”

Police Interpol

i *
Member Government Spending on Law & Order

1.2% GDP-KS137 bio (US$1.2 billion)
Interpol Member e

FATF Counter - Measures *
11 10’s on Effectiveness* i icienci i

Not Included

OC Index 2021 - Resilience 7.88/10
Overall 8/193 countries, 6/44 Europe & 2/11 in WE

Financial Crime Country Response - EE
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Organised Crime Index Resilience - 2021 55
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FIU/LEA Key Performance Indicators =

FIU Related KPIs PPP NRA AML
1 2 3 4 5 I
FIUFTE YEAR SARs YEAR | SARCON | YEAR PPP YEAR NRA YEAR
NA NA 68 0 2017/20 0 NA e 0
LEA Related KPIs Convictions LEA Related KPIs Asset Recovery
6 7 8 9 10
MLCON YEAR HTCON YEAR FBCON | YEARS | SEIZED YEAR CONFIS YEAR

Threat Rating & Score F G N Response Rating & Score -
Mod - High 46/100 Mod - 42/100

FATF 40 Recommendat ‘Technical Compliance”

P . - - ~ A
-~ EHEE -~ - N -
R31 R32 R33 R34 R35 R36 R37 R39. R40

R3g
PC 29 PC PC PC PC _ PC PC

Key: C = Compliant, LC = Largely Compliant, PC = Partially Compliant, NC = None Compliant,

FATF Overall Scores by FCN
1. FATF 40 Recommendations - * Technical Compliance"
2. FATF 10 Core" Recommendations - * Technical Compliance”
3. FATF 11 Immediate Outcomes - * Effectiveness”

4. FATF 4 Core* Immediate Outcomes - * Effectiveness"

FATF Strategic Deficiency List ==

Risk Rating & Score
Mod - High 44/100

F@N



https://www.oecd.org/tax/transparency/exchange-of-information-on-request/ratings/
https://www.globalslaveryindex.org/2018/findings/regional-analysis/africa/
https://www.state.gov/reports/2022-trafficking-in-persons-report/
https://isis-online.org/uploads/isis-reports/documents/ThePeddlingPerilIndex2019_POD.pdf
https://www.itu.int/en/ITU-D/Cybersecurity/Pages/global-cybersecurity-index.aspx
https://www.theglobaleconomy.com/rankings/wb_regulatory_quality/
https://www.transparency.org/en/projects/exporting-corruption
https://ocindex.net
https://www.heritage.org/index/ranking
https://freedomhouse.org/country/china/freedom-world/2022
https://goaml.frc.go.ke/goAML_Prod/Images/customization/Kenya%20NRA%20Report%20(Public%20Version)%20(Final%20For%20Publication)%20(January%202022).pdf
https://index.baselgovernance.org/map
https://egmontgroup.org/en/membership/list
https://www.interpol.int/en/Who-we-are/Member-countries
https://epi.yale.edu/epi-results/2022/component/epi
http://www.fatf-gafi.org/publications/mutualevaluations/documents/assessment-ratings.html
http://www.fatf-gafi.org/publications/mutualevaluations/documents/assessment-ratings.html
https://www.fatf-gafi.org/publications/high-risk-and-other-monitored-jurisdictions/documents/increased-monitoring-march-2022.html

