
July             
2023

Financial Crime Dashboard  
The Russian Federation 

Following the statements in March and April 2022, the FATF continues to call upon all jurisdictions to remain vigilant of threats to the integrity, safety and security of the 
international financial system arising from the Russian Federation’s aggression in Ukraine. The FATF reiterates that all jurisdictions should be vigilant to possible emerging 

risks from the circumvention of measures taken in order to protect the international financial system. FATF June 2022. Corruption, misappropriation and embezzlement of 
public funds, tax evasion, fraud, & drug trafficking generate significant proceeds. There is a large shadow economy approaching 13% of the Russian GDP, according to the 

latest estimates by the Federal Statistics Service. Financial flows from illicit activity linked to Russia have threatened weak financial institutions in neighbouring countries; 
however, they also make their way to global financial centres, often through opaque shell companies.” Official corruption at all levels of government constitutes one of the 

largest sources of laundered funds. Russia is also a transit and destination country for international narcotics traffickers, particularly from Afghanistan. Cybercrime remains a 
significant problem, and Russian hackers and organised crime structures continue to work together. Criminals launder funds through banks, hawala networks, real estate, 

industrial entities, and luxury goods. US INCSR 2021 & rates Russia as a “Jurisdiction of Primary Concern” for ML & drug & chemical control.

 Key Harms & Effects 🇷🇺  Identified By Third Parties

  34% of Russians paid bribes in the 
last 12 months to access public 
services, compared to a global 
average of approx 25% (2017)

Russia is a source, destination & transit 
country for HT. High incidence of 

13/1000; 1.9 Million estimated to be 
living in modern slavery

  1.52 million people with illegal drug 
disorders, representing 1.22% of the 

Russian population. Drug deaths at 
5,877  & 26,479 indirectly (2019)

  2/152 - illegal fishing, 16/193 - 
wildlife trafficking, 17/193 - illegal 

logging, 17/193 - State Embedded 
OC & 32/193 - OC criminality

Throughout the 30-year existence of 
the new Russian State, capital flight 
(money that left Russia) is estimated 
to have been a staggering 1US$tn. 

  Key Financial Crime / Money Laundering Threats 🇷🇺  Threats Identified by Russia 

The main proceeds-generating predicate crimes are embezzlement, corruption, abuse of power, financial fraud & drug trafficking - NRA 2018

 Embezzlement 
Drug  

Trafficking Corruption  Abuse of  
Power

Financial  
Fraud 

  Additional Threats 🇷🇺   Threats Identified By Third Parties

The main additional financial crime related threats identified by third parties are: terrorism, proliferation, illicit drugs, financial crimes, tax offences, illegal wildlife (in 
particular logging and fishing), human trafficking, state enabled organised crime and cybercrime & tax crimes. Other notable threats not rated though as high include 

overall organised crime, people smuggling and arms trafficking.

Terrorism  
(See 13 & 14 below)

Proliferation  
(See 10 Below) 

Illegal Drugs  
(See 6, 7, 11 & 32 Below)  

Financial Crimes  
(See 12 Below)

Cybercrime   
(See 30 Below) 

Illegal Wildlife (Fish-Logs) 
(See 20 34/35 Below)

Sanctions   
(See 15 Below)

Human Trafficking   
(See 16,17 & 37 Below)

State Enabled Organised 
Crime (See 40 Below)

Tax Crimes   
(See 24 & 26 Below) 

 🇷🇺  Sanctioned (Material Sanctions including for Financial Crimes related activities and WMD Proliferation) - By

United Nations 🇺🇳  - No 🇺🇸  - Yes 🇦🇺  🇨🇦  🇪🇺  🇯🇵  🇬🇧🇨🇭  - Yes  🇧🇷  🇮🇳  🇿🇦  🇹🇷  🇦🇪  - No   🇨🇳  - No

   Threat Metrics KPIs 🇷🇺  By Third Parties

29/45 - RED 8/45 - AMBER 7/45 - GREEN 1/45 - N/A Mostly RED

https://www.fatf-gafi.org/publications/fatfgeneral/documents/ukraine-2022.html
https://www.fatf-gafi.org/publications/fatfgeneral/documents/ministerial-statement-2022.html
https://www.fatf-gafi.org/en/publications/Fatfgeneral/Ukraine-june-2022.html
https://www.transparency.org/en/gcb/global/global-corruption-barometer-2017
https://www.walkfree.org/global-slavery-index/map/#prevalenc
https://ourworldindata.org/grapher/number-with-drug-use-disorders-country
https://ourworldindata.org/illicit-drug-use
https://ourworldindata.org/illicit-drug-use
https://ourworldindata.org/illicit-drug-use
https://iuufishingindex.net/profile/russia
https://ocindex.net/explorer
https://ocindex.net/explorer
https://ocindex.net/explorer
https://ocindex.net/explorer
https://www.themoscowtimes.com/2019/10/24/russia-capital-outflow-trillion-ussr-putin-economist-a67891
http://russia%20natinal%20aml%20risk%20assessment%202018


  Key Sector Risks & Vulnerabilites 🇷🇺  identified by Russia

A number of sectors and or risk categories have been identified as vulnerable to money laundering, including: via banks, front and shell companies via professional enablers, via trade based money 
laundering,  money service businesses (MVTS), via cash, via politically exposed persons, via non residents, & via digital assets including VASPs. - NRA 2018

 Banks/FI’s Front & Shell Companies via 
Professional Enablers

               Trade Based 
          Money Laundering

Money Services  
Businesses / MVTS Cash

Politically Exposed  
Persons 

Non  
Residents

 Digital  
Assets  N/A  N/A

   Response Metrics KPIs 🇷🇺  By Third Parties

21/45 - RED 8/45 - AMBER 12/45 - GREEN 4/45 - N/A Mostly RED

   FATF Ratings 🇷🇺  Report 2019

0/51 - RED 10/51 - AMBER 41/51 - GREEN 0/51 - N/A Mostly GREEN
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