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“Canada has a strong framework to fight ML & TF, which relies on a comprehensive set of laws & regulations, as well as a range of competent authorities. Canada’s open &
stable economy & accessible financial system also make it vulnerable to significant foreign ML threats, especially originating from the neighbouring USA, but also from other
jurisdictions. The main channels to launder proceeds of crime appear to be financial institutions, in particular, the six domestic systemically important banks due to their size

& exposure, as well as money service businesses. While not insignificant the TF threat to Canada appears lower than the ML threat..” - FATF Report 2016

Key Harms & Effects '@

69,000 est victims of modern
slavery, or 1.8 in 1,000 in population.
Tier 1 TIP Country, Country Response

60.3/100 & 100 HT MS/HT
convictions in 2021 an increase from
50 convictions in 2019.

Canada has an estimated 798,317
people with illegal drug use disorders
(2019), representing 2.5% of the
population.

Canada is a major source of precursor
chemicals for illicit drugs.

Polar bear trading is legal only in
Canada. Narwhal hunting, (legal
among Inuit) & narwhal (& walrus)
tusks are illegally sold in Europe &
East Asia. Bear gallbladders are also
trafficked to Asia.

Canada rated 74/100 in Tl Corruption
Perception Index 2022 (ranked
14/180 countries) down from 81/100
in 2018 (ranked 9/180 countries) and
from a high of 83 in 2015 (ranked
10/167 countries).

In 2022, €C$531M (US$393M) up from
C$380M (US$281M) in 2021 in fraud
& cybercrime losses to 57,578
victims & 92,078 reported frauds (5-
10% est reporting rate) & C$3.35M
(US$3.5M) recovered.

Key Financial Crime / Money Laundering/ Terrorist Financing Threats '@ Threats Identified by Canada

“Very high” threat ratings: capital markets fraud, commercial (trade) fraud, corruption & bribery, drug trafficking, illegal gambling, mass marketing fraud, mortgage fraud, third-party money laundering. "High"
threat ratings: currency counterfeiting, counterfeiting and piracy, human smuggling, human trafficking, identity fraud, payment card fraud, pollution crime, robbery and theft, tax evasion/tax fraud and tobacco
smuggling and trafficking. “Medium” threat rating: extortion, firearm smuggling and trafficking, illegal fishing, loan sharking & wildlife crime. “Terrorism remains a leading threat to Canada’s national security.

Countering terrorism, including its financing, at home and abroad is a key priority for the Government of Canada. Canada has listed 113 terrorist entities which pose a terrorist threat, but not all of these pose a

terrorist financing threat to Canada, or if so, the level of threat may not be the same” NRA AML/CTF 2023
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Additional Threats '@ Threats Identified By Third Parties

Corruption
(See 8 & 9 below)

Proliferation
(See 10 Below)

lllegal Drug Use
(See 6, 7, 11 & 32 Below)

Financial Crimes
(See 12 & 16 - 27 Below)

Environmental Crimes
(See 20,22,34 & 35 Below)

@' Sanctioned (Material Sanctions including for Financial Crimes related activities and WMD Proliferation) - By
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Threat Metrics KPIs '@ By Third Parties

20/45 - GREEN

3/45 - N/A

Mostly GREEN

OC Index 2021
WB GDP - Economic Size Global Slavery Index 2023 RO - e wrary
1 v " A 3 Criminality / Criminal Markets 3.67/10 & 3.45/10
(US$2.14 trillion - GDP - 2022 est) Estimated numbers of modern day slaves - 69,000 Overall 22/193; 2/35 Americas; 1/2 North America
2 WE GDP per Capita Global Slavery Index 2023 OC Index 2021 Drugs - Heroin 5/10, Synthetics 5/10,
(US$54,966 per capita - (2022 est) Gl Incidence of Modern Slavery - 1.8 per 1,000 people Cocaine 3.5/10, Cannabis 3/10
World Economic Forum 2019 US Dept of Labor Child Labour 2021 OC Index 2021
3 Security 86.0 - 29/141 Countries Not included N/A 38 Arms Trafficking 2.5/10
(OC, Terrorism, Homicides, Policing) (70.5/98.8/95.6/79.2)
World Economic Forum 2019 1OM Migration 2021 . OC Index 2021
o 0C70.5 - 39/141 Countries (2019) Trend - Declining 8 million migrants A 3 Fauna - Wildlife Trafficking 3/10
s Numbeo Crime Survey 2023 10U Fishing Index 2021 OC Index 2021
44.8-79/144 1UU Score 1.85 - 136/152 countries Flora - Timber Trafficking 2/10
lllegal Drug Dependency Disorders Number US Inst Health EU Listing of Countries for lllegal Fishing 2022 OC Index 2021
g Metrics & Evaluation 2019 - 789,317 (1990 -2019 +54%) Not Included Illegal Mining 3/10
Illegal Drug Dependency Disorders Share US Inst Health US Do - Wildlife Trafficking 2021 Index 202
7 Metrics & Evaluation 2019 2.5% (1990 - 2019 +33%) Focus / Countries of Concern - Not Included Human Trafficking 3.5/10
Transparency Int (T1) Corruption Perceptions Index 2022 UNODC Thefts 2016 OC Index 2021
6 74/100 -14/180 Countries 1,409 Per 100,000 - 16/74 Countries People Smuggling 4/10
o TRACE 2022 Global Financial Integrity llicit Financial Flows 2017 OC Index 2021
Bribery Risk Matrix 15/100 Ranked 10/194 Countries Advanced Economy Criminal Actors 3.88/10
- Proliferation Index - PPI 2021/2022 EUIPO & OECD Counterfeit Goods 2019 OC Index 2021 Foreign Actors (4.5/10) Criminal Networks
Threat Tier 1 Highest Threat Level Propensity of Exports 0.137% (2016) (4/10) Mafia-Style (5/10) State Embedded Actors (2/10)
N US Dept of State 2022 EU List of None Co operative Jurisdictions for Tax purposes Estimated Corruption Proceeds
INCSR Vol I Drug Control - Included 2023 - Not Included 1% of GDP as per EU Assessment US$2.1 Billion
12 US Dept of State 2022 Tax Justice Network - Financial Secrecy Index 2022 Estimated Fraud Losses 2019
INCSR Vol Il Financial Crime - Included 28/141 Countries Secrecy Score 51/100 & 1.03% FSI Share 6.05% of Global GDP - US$129.5 Billion
3 US Dept of State Tax Justice Network - Corp Tax Haven Index 2021 —. @ Estimated Money Laundering
Country Reports on Terrorism - Included Not Included 2.7% of GDP US$58 Billion
- Global Terrorism Index 2023 Fund For Peace Fragile States Index 2022 " Estimated Organised Crime (POC)
3.275(54/163) 18.9 - 171/177 Countries (1 is worst) 41%% of POC (45 below) is US$35 Billion
Sanctioned by UN, USA, EU, UK or Others (Canada, Japan Chainalysis Crypto Adoption Index 2022 N Estimated Financial Crime - Proceeds of Crime (POC)
15 ‘or Switzerland) - Not Included 0.368/1 - 22nd highest/146 Countries 45 3.6% of GDP US$77 Billion



https://www.fatf-gafi.org/content/dam/fatf-gafi/mer/MER-Canada-2016.pdf.coredownload.pdf
https://www.rcmp-grc.gc.ca/en/news/2023/fraud-prevention-month-2023-fraud-losses-canada-reach-historic-level
https://www.transparency.org/en/cpi/2022
https://ocindex.net/country/canada
https://ourworldindata.org/grapher/number-with-drug-use-disorders-country
https://www.canada.ca/content/dam/fin/programs-programmes/fsp-psf/nira-neri/nira-neri-eng.pdf

Key Sector Risks & Vulnerabilities ‘&' Identified by Canada

The inherent ML/TF vulnerabilities are presented for 33 economic sectors and financial products, with 5 rated at “Very High”:Alternative Remittance MSBs, Corporations & Express Trusts (to conceal BO),
Domestic Banks, Retail Multi Services MSBs, & 18 rated at “High”: Armoured Car Companies, Brick & Mortar Casinos, White Label ATM Providers, Credit Unions & Caisses Populaires, Dealers in Precious
Stones and Metals, Foreign Bank Branches, Foreign Bank Subsidiaries, Import/Export Companies, Legal Professionals, Life Insurance Companies, Partnerships (to conceal BOs), Real Estate Agents and
Developers, Retail Single Service MSBs, Securities Dealers, Trust & Loan Companies, Unregulated Mortgage Lenders, Virtual Currencies, Registered Charities/NPO’s. “Medium” ratings: Accountants, British
Colombia Notaries, Freight Forwarders, Provincial Online Casinos, Independent Life Insurance Agents & Brokers, Company Service Providers, Open Loop Prepaid Cards, Custom Brokerage, Wholesale &
Corporate MSBs & “Low” ratings: Life Insurance Intermediary Entities & Agencies - NRA AML/CTF 2023

Domestic Corporations (to conceal Express Trusts (to conceal Alternative Remittance Retail Multi Service
Banks Beneficial Ownership) Beneficial Ownership) MSBs MSBs

Response Metrics KPIs & By Third Parties

5/45 - RED 6/45 - AMBER 28/45 - GREEN 6/45 - N/A Mostly GREEN

4 | OECD- Global Forum on Transparency & Exchange Info for OC Index 2021 - Resilience 7.25/10 European Union Third Country Grey List 2023
Tax Purposes 2017 - Largely Compliant Overall 22/193 countries, 2/35 Americas & 1/2 in NA Not Included
2 Glol Index 2023 FATF Reports by Date of Publication
Country Response Rating 60.3/100 Reports 2016 & 2021
R US Dept of State 2022 Trafficking in Persons OC Index 2021 FATF Grey List - Strategic AML Deficiencies 2023
Tier 1-2022) AML 6.5/10 (Including Suspensions) - Not Included
A Proliferation Index - PP 2021/2022 FATF Black List - Call for Counter Measures 2023
Controls 958/1300 Medium Controls score Not Included
Gl OC Index 2021 Gov Spending on Public Order / Law & Order
s 97.67 (8/182) Political Leadership & Governance 7.5/10 Knoema 2016 Not included
PWC Crypto AML Regulation 2022 OCndex 2021 AML/ CTF National Risk Assessment NRA 2015 & 2023
6 Crypto Regulated for AML/CTF - Included Prevention 6/10 Yes
; Open Ownership BO Principles 2020 OCIndex 2021 Financial Information Sharing Partnership - Yes 5 focused
Partial Adherence to the 9 OO Principles (Full/Partial/Poor) Justice System & Detention 7/10 based PPPs targeting 5 predicate type crimes
s Freedom House 2023 OClndex 2021 FIU FTF 2021/2022
Freedom Index 98/100 “Free” Law Enforcement 7/10 482 staff
N Heritage Foundation 2023 OCIndex 2021 Suspicious Transaction Reports (SAR’s) filed with FIU
Economic Freedom Index - 73.7 (16/176) & 7110 2021/2022 - 585,853 (468,079 in 2020/21)
O Basel AML Index 2022 OC Index 2021 22924 s““':'ﬁc:_':’: ':.':h";.:ff 2
4.25/10-1015t/128 (1 being the worst) Territorial Integrity 6/10 e o e Tt
World Bank Regulatory Quality (2021) OCIndex 2021 78 ML convictions from 137 prosecutions (2019/20) down
1 | from WB Global Gov Indicators 1.62 - 13/191 (1 the best) Economic Regulatory Capacity 7.5/10 from 153 convictions from 252 prosecutions (in 2013/14)
- Institute for Crime & Justice Policy Research 2021 OClndex 2021 Human Trafficking Convictions 2021
Imprisonment 104/100,000 Victim & Witness Support 8.5/10 US TIP - 100 convicted for trafficking (2021) (50 in 2019)
Environment Performance Index 2022 OC Index 2021 by ing Cormption "Lhile Sr o i
. Score 50 (49/180) Non State Actors 8/10 of the OECD 2022
3investigations, 3 commenced; 3 cases with sanctions (2018-21).
World Justice Project Rule of Law Index 2022 FIU Egmont Member 2023 Assets Seized (2019/20) Not Available
3 Score 0.80 /Rank 12/140 US$90M seized by Russian REPO taskforce in 2022/23
Assets Confiscated/Forfeited (2019/20)
Open Budget Index . 1
15 i ol Federal forfeitures C$49.2M (US$36M) in 2010/11 to
9 L d €$34.8M (25.7M) in 2019/20 (ML related $2.4M)

FATF Ratings '@ Reports 2016 & FUR 2021

10/51 - AMBER 39/51 - GREEN 0/51 - N/A Mostly GREEN
FATF 40 Recommendations R18 Internal Controls & Foreign Branches & Subsidiaries Lc(c) § Rras International Instruments

R1 Assessing Risks & Applying a Risk Based Approach I Lc R19 Higher Risk Countries Ra7 Mutual Legal Assistance L
R2 National Cooperation & Coordination R20 Reporting of Suspicious Transactions cpPe) | Rras Mutual Legal Assistance , Freezing & Confiscation Lc
R3 Money Laundering Offence R21 Tipping Off & Confidentiality Lc R39 Extradition

R4 Confiscation & Provisional Measures Lc R22 DNFBPs CDD PC (NC) J| R4O Other Forms of International Cooperation I e
RS Terrorist Finance Offence Lc R23 DNFBPs Other Measures LC (NC)

Ré Targeted Financial Sanctions related to Terrorism & TF Lc R24 Transparency & BO's of Legal Persons PC FATF 11 Immediate Outcomes

R7 Targeted Financial Sanctions related to Proliferation Lc R25 &BO's of Legal 101 Assessment of Risk Co Ordination & Policy Setting SE
R8 Non Profit Organisations pc(c) f| R26 Regulation & Supervision of Fl's I Lc I 102 International Co Operation SE
R9 Fl Secrecy Laws _ R27 Powers of Supervisors 103 Supervision SE
R10 Customer Due Diligence Lc R28 Regulation & Supervision of DNFBP's PC 104 Preventative Measures ME
R11 Record Keeping Lc R29 Financial Intelligence Unit PC 105 Transparency & Beneficial Ownership
R12 Politically Exposed Persons Lc R30 ibilities of LE & igati it 106 Financial Intelligence ME
R13 Correspondent Banking Lc R31 Powers of LE & Investigative Authorities Lc 107 ML Investigations & Prosecutions ME
R14 Money or Value Transfer Services - R32 Cash Couriers Lc 108 ML Confiscations ME
R15 New Technologies LC(NC) | Ras Statistics 109 TF Investigations & Prosecutions SE
R16 Wire Transfers LcPc) | Rras Guidance & Feedback Lc 1010 Prevention of Terrorism & TF SE
R17 Reliance on Third Parties P R35 Sanctions Lc 1011 Prevention of WMD Proliferation ME
FATF Reports 2016 & 2021; Key: C = Compliant, LC = Largely Compliant, PC = Partially C i NC = None C i Key: HE = Highly Effective, SE = Substantially Effective, ME

Note ratings in brackets from 2016 and upgraded in 2021 = Moderately Effective, LE = Low Effective.
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https://www.canada.ca/content/dam/fin/programs-programmes/fsp-psf/nira-neri/nira-neri-eng.pdf
https://www.fatf-gafi.org/content/dam/fatf-gafi/mer/MER-Canada-2016.pdf.coredownload.pdf
https://www.fatf-gafi.org/content/dam/fatf-gafi/fur/Follow-Up-Report-Canada-2021.pdf.coredownload.inline.pdf
http://www.financialcrimenews.com

