September Financial Crime Dashboard
2023 People’s Republic of China

“The main proceeds-generating predicate crimes in China are illegal fundraising, fraud, trafficking in illicit drugs, corruption and bribery, tax crimes, counterfeiting of
products, and illegal gambling. China faces a serious threat from terrorism. From 2011 to 2016, China registered 75 terrorist incidents that killed 545 people. With total assets
of approximately RMB 252 trillion, banks dominate financial sector activity in China. Based on nature of their products/services and volume of activity, they are considered to
be highly vulnerable to abuse with respect to ML/TF. China has witnessed a rapid increase in the activity of online lending entities, primarily via mobile phone platforms. The
lack of coverage of designated non-financial businesses and professions (DNFBPs) by the AML/CFT framework is a significant vulnerability. The absence of coverage of
domestic politically exposed persons (PEPs) is another significant vulnerability, which is particularly noteworthy in the context of a country where corruption is a major
predicate offence and state-owned-enterprises play a dominant role in the economy. The abuse of legal persons has also been identified as a method of laundering illicit
proceeds. Such abuse is facilitated, in part, by ineffective arrangements in place for registering and retaining beneficial ownership (BO) information.” - FATF Report 2019

Key Harms & Effects *

Fraud is one of the main proceeds 28% paid a bribe for public services China has the highest global score for China has an estimated 9.6 million 5.8 Million est victims of modern
generating predicate crimes in China (2019) in the previous 12 months - illegal and or unregulated fishing people with illegal drug use disorders slavery, or 4 in 100,000 in
Fraud crimes have increased most corrupt being business (3.86/5) & the highest global score (2019), representing 0.69% of the population. Tier 3 TIP Country,
significantly from 979,956 to executives, government officials, NGO for criminality related to the illegal population. China is a major source of Country Response 40/100 & 2,355
1,954,276 (2016 - 2021). & local govt, police and bankers. wildlife trade (9/10) precursor chemicals. HT MS/HT convictions (2019)

Key Financial Crime / Money Laundering Threats # Threats Identified by China

‘A large amount of illicit proceeds flows out of China annually. As noted in the NRA, between 2014 and 2016, illicit proceeds totalling RMB 8 64 billion were repatriated to China from over 90 countries. China
indicates that illicit proceeds also flow out of the country through underground banking operations. Significant amounts of illicit proceeds flow from mainland China into Macau, China and Hong Kong, China,
from where the funds are often forwarded to other jurisdictions. lllicit drugs in China are sourced from outside the country and are also produced domestically”. - FATF Report 2019
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Additional Threats * Threats Identified By Third Parties

Corruption Proliferation lllegal Drug Use Financial Crimes Environmental Crimes
(See 8 & 9 below) (See 10 Below) (See 6,7,11 & 32 Below) | (See12&16-27Below) | (see 20,22,34 & 35 Below)

Sanctioned (Material Sanctions including for Financial Crimes related activities and WMD Proliferation) - By
United Nations #' - No USA = - Some > @ & * -No - o & = & -No “ -N
Threat Metrics KPIs # By Third Parties

28/45 - RED 6/45 - AMBER 8/45 - GREEN 3/45 - N/A Mostly RED

GDP Economic Size - US$17.96 trillion - GDP - 2022 est) Global Slavery Index 2023 OC Index 2021 Criminality / Criminal Markets 6.02/10 &
1 Developing Country 5.8M Estimated numbers of modern day slaves 5.9/10 Overall 41/193; 14/46 Asia; 1/5 E Asia
a GDP per Capita Global Slavery Index 2023 OC Index 2021 Drugs - Cocaine 3.5/10, Synthetics 8/10,
(US$12,720 per capita - (2022 est) GS14/1,000 Incidence of human trafficking Cannabis 4/10 Heroin 6.5/10
3 | World Economic Forum Security (OC, Terrorism, Homicides, US Dept of Labor OC Index 2021
Police) 79.2 (2019)- 56/14 (60.7/96.4/99.7/59.8) Child Labour included Arms Trafficking 2.5/10
. World Economic Forum IOM Migration 2020 OC Index 2021
Organised Crime 60.7 (2019) - 71/141 1 million migrants (0.1% - 2020) Fauna - Wildlife Trafficking 9/10
s Numbeo Crime Survey 2023 lllegal Unreported and Unregulated (IUU) - IUU g OC Index 2021
26.34/100 - 124/142 (1 being the worst) Index 2021 3.86/5 (2021) 1/152 Flora - Timber Trafficking 8.5/10
Q lllegal Drug Dependency Disorders Number US Inst Health EU Listing of Countries for lllegal Fishing OC Index 2021
Metrics & Evaluation 2019 9.669 Million - (+7% since 1990) Not Included lllegal Mining 4.5/10
7 Illegal Drug Dependency Disorders Share US Inst Health US Dos - Wildlife Trafficking 2021 OC Index 2021
Metrics & Evaluation 2019 0. 69% (-1% since 1990) Focus / Countries of Concern - Included as Focus Country Human Trafficking 6.5/10
s Transparency Int (Tl) Corruption Perceptions Index 2022 UNODC Thefts 2016 OC Index 2021
45/100 (65/180 - 2022) Not Included People Smuggling 6/10
o TRACE 2021 Global Financial Integrity 2017 OC Index 2021
Bribery Risk Matrix Ranked 59/100 Ranked 138th/194 Major Trade Gap Included - Developing Economy Criminal Actors 6.13/10
0 Proliferation Index - PP 2021/22 EUIPO & OECD Counterfeit Goods 2016 OC Index 2021 - Criminal Net's (7.5/10) Mafia-Style (7/10)
Threat Tier 1 Highest Threat Level Propensity to Export Counterfeit Goods 1.00/1.00 State Embed Actors (7/10) & Foreign Actors (3/10)
- US Dept of State 2022 EU List of None Co operative Jurisdictions for Tax purposes Estimated Corruption Proceeds
INCSR Vol I Included 2023 - Not Included 1% of GDP as per EU Assessment US$177 Billion (2021)
o US Dept of State 2022 UNODC Arms Trafficking Firearms Report 2020 Estimated Fraud Losses
INCSR Vol Il Included Seized Arms 6.05% of 2021 GDP - US$1.08 Trillion
3 US Dept of State 2021 Intentional Homicides 2018 Estimated Money Laundering
Country Reports on Terrorism Included 0.5 per 100,000 - (7,525) 2.7% of 2021 GDP - US$485 Billion
o0 Global Terrorism Index 2023 Fund For Peace Fragile States Index 2022 Estimated Organised Crime (POC)
GTI - Impact - “Very Low” Impact 0 (=93rd/last) 66.9 (96/173) 41% of 2021 POC (45 below) - US$265 Billion
Sanctioned by UN, USA, EU, UK or Others (Australia, Crypto Adoption Index 2022 by Chainalysis Estimated Financial Crime Proceeds
15 | Canada, Japan or Switzerland) - Included Some from USA 0.535/1 (10th highest/146 Countries) 3.6% of 2021 GDP - US$646 Billion



https://www.fatf-gafi.org/content/dam/fatf-gafi/mer/MER-China-2019.pdf
https://www.statista.com/statistics/224776/number-of-crimes-in-china-by-type/
https://issuu.com/transparencyinternational/docs/gcb_asia_2020_report/1?ff
https://ocindex.net/crime/fauna_crimes
https://ourworldindata.org/grapher/number-with-drug-use-disorders-country
https://www.fatf-gafi.org/content/dam/fatf-gafi/mer/MER-China-2019.pdf

Key Sector Risks & Vulnerabilities “' Identified by China

Banks (based on the nature of their products/services and volume of activity), no effective arrangements in place for registering and retaining beneficial ownership (BO) information, the lack of coverage of
DNFBPs by the AML/CFT framework is a significant vulnerability, large underground financial sector with broad international connections, a rapid growth in the use of Fintech products, particularly in the non-
bank payment sector.The main sector residual risks are: High - Banks, Internet Finance Sector, Dealers in Precious Metals, Online Lending institutions, Payment Institutions & Small - and medium-sized urban,
rural, credit banks and cooperatives. Medium High - Terrorist Financing. - Life Insurance, Real Estate. Not Rated in MER but included: Fintech Sector and Underground Banking - FATF Report 2019

Banks (due to products/ Legal Entities (due to lack of DNFBPs (due to lack of Underground Banking SME urban, rural, credit
services & volume of activity) Beneficial Ownership oversight) Sector banks & cooperatives

Dealers in Precious Metals Online Lending Platforms Payment Institutions Internet Finance Sector TF by NPOs

Response Metrics KPIs ' By Third Parties

16/45 - RED 13/45 - AMBER 12/45 - GREEN 4/45 - N/A Mostly RED

4 | OECD- Global Forum on Transparency & Exchange Info for OC Index 2021 - Resilience 5.46/10 ion Thi
Tax 2020 - Largely Compliant Overall 60/193 countries, 12/46 Asia & 3/5 in E Asia Not Included
a Global Slavery Index 2023 Country Response Rating OC Index 2021 FATF Report Date of Publication
00 2019 - 4 Years Old (FUR 2020/21/22)
N US Dept of State 2023 Trafficking in Persons OC Index 2021 A - FATF Grey List - Strategic AML Deficiencies
Trafficking in Persons (Tier 3) AML 6/10 (Including Suspensions) - Not Included
A Proliferation Index - PPl 2021/22 OC Index 2021 FATF Black List - Strategic AML Deficiencies & Call for
554/1300 Controls score - Low Controls score International Co Operation 6/10 i & Counter Measures - Not Included
Global Cybersecurity Index 2020 OC Index 2021 Gov Spending on Public Order / Law & Order
s 92.53/100 (33/194) Political Leadership & Governance 6/10 Q 35 Knoema 2016 1.81% of GDP
Crypto AML Regulation 2022 OC Index 2021 A I~ Country National Risk Assessment
@ PWC- Crypto regulated for AML/CTF - Not Included Prevention 6/10 2018 - not published (period 2013-2015)
Tax Justice Network - Financial Secrecy Index 2022 OC Index 2021 1 N "
7 578 - 11th/144 Secrecy Score 66/100 & 1.7% FSI Share Justice System & Detention 5/10 o 37 Financial Information Sharing Partnership - No
Tax Justice Network - Corp Tax Haven Index 2021 OC Index 2021 .
& Haven Score 63/100 Rank 19th/70 2% THI Share Law Enforcement 5/10 o €3 EIURIEE NOtALLILR
o F OC Index 2021 Suspicious Activity Reports (SAR's) 2021 filed with FIU
Freedom Index 9/100 “Not Free” & 4/10 5.4M-2016
10 Basel AMLIndex 2021 SARs Conversion - N/A
6.69/10 -21/128 (1 being the worst) - Disseminated to Law
" World Bank Regulatory Quality (2021) OC Index 2021 Money Laundering Convictions
Global Gov Indicators -0.31 109/192 (1 being the best) Economic Regulatory Capacity 7/10 82(2017)
42 | Imprisonment 119/100,000 Institute for Crime & Justice OC Index 2021 Human Trafficking Convictions
Policy Research 2021 Victim & Witness Support 4/10 2,355 (2019)
13 Environment Performance Index 2022 OC Index 2021 m- f-m ’;)ECD'- 1 "Active N 220
of the A B
Score: 28.40 (160/180) Non State Actors 2/10 O A o ¢
Rule of Law Index 2022 FIU Egmont Member Assets Seized
& World Justice - 0.47/1.00 95/140 Countries Not an Egmont Member - Note: HK & Macau are Members) Uss N/A
15 Open Budget Index 2021 Interpol / Europol Assets Confiscated 2017
Transparency - 20/100 Interpol Member YES - Europol NA Us$5.1 Billion (0.8% of POC)

FATF Ratings ' Reports 2019 & FUR 2022 (3rd)

9/51 - AMBER 34/51 - GREEN 0/51 - N/A Mostly GREEN
FATF 40 Recommendations MER 19 & FUR 22 | r1s Internal Controls & Foreign Branches & Subsidiaries R36 International Instruments Le

R1 Assessing Risks & Applying a Risk Based Approach I Lc R19 Higher Risk Countries R37 Mutual Legal Assistance Lo
R2 National Cooperation & Coordination R20 Reporting of Suspicious Transactions Lc R38 Mutual Legal Assistance , Freezing & Confiscation _
R3 Money Laundering Offence Lc R21 Tipping Off & Confidentiality e Ra9 | Extradition Lc
R4 Confiscation & Provisional Measures R22 DNFBPs CDD R40 Other Forms of International Cooperation Lc
RS Terrorist Finance Offence Lc R23 DNFBPs Other Measures

R6 | Targeted Financial Sanctions related to Terrorism & TF PC R24 Transparency & BO's of Legal Persons PC I FATF 11 Immediate Outcomes (IO’s)

R7 Targeted Financial Sanctions related to Proliferation PC R25 &BO's of Legal NC 1 Assessment of Risk Co Ordination & Policy Setting SE
R8 Non Profit Organisations Lc R26 Regulation & Supervision of FI's e 2 | International Co Operation ME
R Fl Secrecy Laws c R27 Powers of Supervisors e 3 Supervision ME
R10 Customer Due Diligence n R28 Regulation & Supervision of DNFBP's NC s | Preventative Measures 13
R11 Record Keeping [ R29 Financial Intelligence Unit e 5 Transparency & Beneficial Ownership LE
R12 Politically Exposed Persons PC R30 of LE& i s | Financial Intelligence ME
R13 Correspondent Banking Lc R31 Powers of LE & Investigative Authorities 7 ML Investigations & Prosecutions ME
R14 Money o Value Transfer Services Lc R32 Cash Couriers e 8 ML Confiscations SE
RIS New Technologies Lc R33 Statistics | TS ° TF Investigations & Prosecutions SE
R16 Wire Transfers Lc R34 Guidance & Feedback e 10 Prevention of Terrorism & TF
R17 Reliance on Third Parties Lc R3S Sanctions 3 1 Prevention of WMD Proliferation

Key: HE = Highly Effective, SE = ally Effective, ME =
Effective, LE = Low Effective.

Key: C = Compliant, LC = Largely Compliant, PC = Partially Compliant, NC = None Compliant.

Prepared & Published by Financial Crime News / Metriga Limited / All from publicly available sources - For the RAG Methodology contact the Editor & hyperlinks see www.financialcrimenews.com



https://www.fatf-gafi.org/content/dam/fatf-gafi/mer/MER-China-2019.pdf
https://www.fatf-gafi.org/content/dam/fatf-gafi/mer/MER-China-2019.pdf
https://www.fatf-gafi.org/content/dam/fatf-gafi/fur/Follow-Up-Report-China-2022.pdf.coredownload.pdf
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