September Financial Crime Dashboard
2023 Hong Kong

“The technical compliance framework is particularly strong regarding confiscation, law enforcement, preventive measures for, and the supervision of, Fls, and international co-
operation but less so regarding transparency of legal arrangements, preventive measures for politically exposed persons (PEPs), and supervision of DNFBPs...In terms of
effectiveness, HKC achieves substantial results in risk identification and understanding, use of financial intelligence, confiscation of instrumentalities and proceeds of crime,
investigation and prosecution of TF, implementation of TF TFS and protecting NPOs from TF abuse, and international co-operation. EATF MER 2019. “Hong Kong’s ability to
combat ML/TF/PF is assessed as high, characterised by its robust legal framework, high-level political commitment, close partnerships among Government agencies and
between the public and private sectors, fair and efficient prosecution and judicial process, and good external and international cooperation. NRA 2022

Key Harms & Effects &

108 (1.2%) ML investigations 133 (1.4%) ML investigations 6,683 (72.6%) ML investigations 1,767 (19.2%) standalone ML 107 (1.2%) ML investigations

for corruption, 0 ML convictions for drug-related, 16 (5%) ML for fraud, 232 (78.8%) ML investigations, 21 (6.5%) ML for tax crime, 0 ML convictions

& HK$584m assets restrained convictions & HK$150m assets convictions, HK$7,583m assets convictions & HK$465m assets & HK$147m assets restrained
(2016-20) NRA 2022 restrained (2016-20) NRA 2022 restrained (2016-20) NRA 2022 restrained (2016-20) NRA 2022 (2016-20) NRA 2022

Key Financial Crime (FC) / Money Laundering (ML) Threats %! Identified by the Hong Kong

The overall 2022 ML threat was rated “Medium High". The terrorist financing and proliferations financing risks were rated at “Medium - Low". Domestically, fraud was rated
as "High” and drug trafficking as “Medium High". Internationally, fraud was also rated as “High” while drugs, corruption and tax evasion pose “Medium High” threats.
See: NRA 2022.

Drugs related Corruption Tax Evasion Money Laundering

Terrorism Finance i ion Fi N/A N/A N/A

ional Key FC/ML Threats %' Identified By Third Parties

lllegal Drug Use Financial Crimes Tax Evasion & Secrecy Wildlife Trafficking Counterfeit Goods
(See 11 Below) (See 12 Below) (See 27 & 28 Below) (See 22 below) (See 25 Below)

# Sanctioned (Material Sanctions including for Financial Crimes related activities and WMD Proliferation) - By

United Nations @ - No No SX¥ @ O+ -No = O & 5= @ -No

KEY FC/ML Threat Metrics KPIs ¥ identified by Third Parties

8/45 - RED 8/45 - AMBER 9/45 - GREEN 20/45 - N/A Mostly N/A
' WB GDP - Economic Size 16 Global Slavery Index 2023 OC Index 2021
(US$359.84 billion - GDP - 2022 est - 42nd largest) . Estimated numbers of modern day slaves - 21,000 3 Criminality / Criminal Markets L
o WE GDP per Capita 3 - Global Slavery Index 2023 OC Index 2021 Drugs - Heroin, Cocaine, Synthetics,
((USS48,983 per capita - (2022 est) GSl Incidence of Modern Slavery - 2.8 per 1,000 people A a2 Cannabis NA
World Economic Forum 2019 ;
US Dept of Labor Child Labour 2021 OC Index 2021
3 Security 92.3-9/141 Countries G 18 Nt Bckoitadt N/A 33 Arma Traficking NA
(OC, Terrorism, Homicides, Policing) (79.9/100/100/89.3)
World Economic Forum 2019 IOM Migration 2020 OC Index 2021
& 0C 79.9- 17/141 Countries (2019) Trend - Improving . Not included A ot Fauna - Wildlife Trafficking A
Numbeo Crime Survey 2023 10U Fishing Index 2021 OC Index 2021
s 21.7-138/144 . Not included A 35 Flora - Timber Trafficking A
lllegal Drug Dependency Disorders Number US Inst Health EU Listing of Countries for lllegal Fishing 2022 OC Index 2021
6 Metrics & Evaluation 2019 NA il Not Included 88 lllegal Mining A
lllegal Drug Dependency Disorders Share US inst Health US Dos - Wildlife Trafficking 2021 B OC Index 2021
? Metrics & Evaluation 2019 NA 22 Focus / Countries of Concern - Included ¥ Human Trafficking NA
Int (T1) Corrupti Index 2022 UNODC Thefts 2016 OC Index 2021
8 76/ 100 -12/180 Countries 23 Not included N/A s People Smuggling NA
° 2 Global Financial Integrity lllicit Financial Flows 2017 OC Index 2021
Bribery Risk Matrix 30/100 Ranked 28/194 Countries Not Included A = Criminal Actors WA
- Proliferation Index - PP1 2021/2022 EUIPO & OECD Counterfeit Goods 2019 } 40 | OCIndex 2021 Foreign Actors, Criminal Networks, Mafia-
Threat Tier 2 Medium Threat Level 28 Propensity of Exports 1.0% Style, State Embedded Actors NA
US Dept of State 2022 EU List of None Co operative Jurisdictions for Tax purposes Estimated Corruption Proceeds
" INCSR Vol I Drug Control - Included 2 2023 - Cooperates with the EU & has commitments - “a 1% of GDP as per EU Assessment US$3.6 Billion A
- US Dept of State 2022 2 Tax Justice Network - Financial Secrecy Index 2022 . ° Estimated Fraud Losses 2019 A
INCSR Vol Il Financial Crime - Included 4/181 Countries Secrecy Score 65/100 & 2.73% FSI Share 6.05% of Global GDP - UK Losses US$21.7 Billion
1 US Dept of State 2 Tax Justice Network - Corp Tax Haven Index 2021 . " Estimated Money Laundering A
Country Reports on Terrorism - Included 7/70 Countries - CTHI Score 78/100 & 4.1% CTHI Share 2.7% of GDP US$9.7 Billion
e 2023 Fund For Peace Fragile States Index 2022 - ” Estimated Organised Crime (POC) A
Not Included e Not included 41%% of POC (45 below) is USS5.8 Billion
Sanctioned by UN, USA, EU, U.K. or Others (Australia, Chainalysis Crypto Adoption Index 2022 Estimated Financial Crime - Proceeds of Crime (POC)
e Canada, Japan or Switzerland) - Not Included % Not Included N/A 45 3.6% of GDP US$12.9 Billion £



https://www.fatf-gafi.org/en/publications/Mutualevaluations/Mer-hong-kong-china-2019.html
https://www.fstb.gov.hk/fsb/aml/en/doc/Money%20Laudering%20Report_2022_EN.pdf
https://www.fstb.gov.hk/fsb/aml/en/doc/Money%20Laudering%20Report_2022_EN.pdf
https://www.fstb.gov.hk/fsb/aml/en/doc/Money%20Laudering%20Report_2022_EN.pdf
https://www.fstb.gov.hk/fsb/aml/en/doc/Money%20Laudering%20Report_2022_EN.pdf
https://www.fstb.gov.hk/fsb/aml/en/doc/Money%20Laudering%20Report_2022_EN.pdf
https://www.fstb.gov.hk/fsb/aml/en/doc/Money%20Laudering%20Report_2022_EN.pdf
https://www.fstb.gov.hk/fsb/aml/en/doc/Money%20Laudering%20Report_2022_EN.pdf

Key Sector Risks & Vulnerabilities #' Identified by the Hong Kong

The overall 2022 ML threat was rated “Medium High". The TF & PF risks were rated at “Medium - Low". “In terms of the overall assessment, the local crime rate has remained at a low level since the last NRA
report, though the forms in which predicate offences are committed have seen changes. In particular, it is observed that for both domestic & external crimes, predicate offences involving the use of the Internet,
email, & social media are increasingly common due to the advancement of technology, the prevalence of electronic financial services, & social distancing measures arising from the COVID-19 pandemic.
Further, given Hong Kong's status as an international financial centre and trading hub, it is observed that Hong Kong continues to be exposed to both external & internal ML threats, in particular transnational/
cross-border ML syndicates, given its status as an international finance, trade & transportation centre. Moreover, transnational criminals are in general more sophisticated in the ML methods they employ”. The
banking sector was assessed to be “High”, MSOs as “Medium High”, Stored Value Facilities & Securities as * & Money Lenders, the Insurance sector & VASPS as “Medium Low". NRA 2022.

Money Service Operators Stored Value Facilities & Money Lenders

(Mso) Securities & Insurance Virtual Assets

Banking Sector

Key FC/AML Response Metrics KPIs % identified by Third Parties

6/45 - RED 5/45 - AMBER 14/45 - GREEN 20/45 - N/A Mostly N/A

, | OECD- Global Forum on Transparency & Exchange Info for " OC Index 2021 - Resilience x/10 A = European Union Third Country Grey List 2023
Tax Purposes 2019 - Largely Compliant Overall x/193 countries, x/54 Africa & x/13 in SA Not Included
2 Global Slavery Index 2023 . OC Index 2021 VA - FATF Reports by Date of Publication
Country Response Rating 32/100 National Policies & Laws x/10 Reports 2019 & 2023
R US Dept of State 2022 Trafficking in Persons R 18 OC Index 2021 3 FATF Grey List - Strategic AML Deficiencies 2023
Tier 2 Watchlist - 2022) AMLx/10 e (Including Suspensions) - Not Included
A Proliferation Index - PPI 2021/2022 A - OC Index 2021 . - FATF Black List - Call for Counter Measures 2023
Controls 515/1300 Medium Controls score International Co Operation x/10 Not Included
Global Cybersecurity Index 2020 OC Index 2021 NA Gov Spending on Public Order / Law & Order
s Not Included LIy 20 & Governance x/10 38 Not Included
PWC Crypto AML Regulation 2022 OC Index 2021 NA AML/ CTF National Risk Assessment NRA 2018 & 2022 -
© Crypto Regulated for AML/CTF - Included 2L Prevention x/10 =6 Yes
Open Ownership BO Principles 2020 OC Index 2021 N . . .
7 | Partial Adherence to the 9 OO Principles (Full/Partial/Poor) A 22 Justice System & Detention x/10 R 37 Financial Sharing - FINEST EMLIT
Freedom House 2023 OC Index 2021 A FIU FTF 2019
8 Freedom Index 42/100 “Partly Free” e 23 Law Enforcement x/10 28 80 staff 51,588 reports
5 Heritage Foundation 2023 o 2 OC Index 2021 a 39 | Suspicious Transaction Reports (SAR's) filed with FIU 2021
Economic Freedom Index - Not Included & ility x/10 &7 56,913 (57,130 in 2020) (80.6% by Banks)
SARs Conversion Rate 2021
| AML Index 2022 OC Index 2021
10 25 h N/A 40 21,142 were disseminated (37.1%) mostly to HKPF
5.05/10 - 68th/128 (1 being the worst) Territorial Integrity x/10 e e
World Bank Regulatory Quality (2021) OC Index 2021 NA Money Laundering Convictions 2022
11 | from WB Global Gov Indicators 1.58 - 14/191 (1 the best) 2 Economic Regulatory Capacity x/10 “ 101 (83 in 2021 & 69 in 2020)
- Institute for Crime & Justice Policy Research 2021 n 27 OC Index 2021 . . Human Trafficking Convictions 2021
Imprisonment 96/100,000 Victim & Witness Support x/10 USTIP - 4 convicted for sex trafficking (2021) (1 in 2020)
Environment Performance Index 2022 OC Index 2021 fo g Comuption Litle or No! "
13 Not Included A 28 Non State Actors x/10 (2 a3 of the OECD 2022
0 investigations, 0 new cases; 2 cases with sanctions concluded (2018-21).
World Justice Project Rule of Law Index 2022 FIU Egmont Member 2023 Assets Seized 2022
14 Score 0.73 /Rank 22/140 A 29 Yes since 1996 HK$351,397,902 (USD$ 44,946,954) - 0.35% of est POC
15 Open Budget Index 2021 o 2 Interpol Member Assets Confiscated 2022
Budget Transparency Scores - Not Included Yes since 1960 HK$70,538,141 (USD$9,022,533) 0.07% of ESG POC

0/51 - RED 0/51-N/A

FATF 40 Recommendations R18 Internal Controls & Foreign Branches & Subsi Lc R36 International Instruments Lc
R1 Assessing Risks & Applying a Risk Based Approach Lc R19 Higher Risk Countries Lc R37 Mutual Legal Assistance Lc
R2 National Cooperation & Coordination Lc R20 Reporting of Suspicious Transactions Lc R38 Mutual Legal Assistance , Freezing & Confiscation Lc
R3 Money Laundering Offence Lc R21 Tipping Off & Confidentiality Extradition Lc
R4 Confiscation & Provisional Measures Lc R22 DNFBPs CDD PC RA0 Other Forms of International Cooperation Lc
RS Terrorist Finance Offence Lc R23 DNFBPs Other Measures Lc
R6 Targeted Fi | Sanctions related to Terrorism & TF R24 Transparency & BO's of Legal Persons Lc FATF 11 Immediate Outcomes
R7 Targeted Financial Sanctions related to Proliferation R25 &BO's of Legal pC 101 Assessment of Risk Co Ordination & Policy Setting SE
R8 Non Profit Organisations R26 Regulation & Supervision of Fl's Lc 102 International Co Operation SE
R9 Fl Secrecy Laws R27 Powers of Supervisors Lc 103 Supervision ME
R10 Customer Due Diligence Lc R28 Regulation & Supervision of DNFBP's LC (PC) 104 Preventative Measures ME
R11 Record Keeping Lc R29 Financial Intelligence Unit 105 Transparency & Beneficial Ownership ME
R12 Politically Exposed Persons PC R30 ibilities of LE & igati it 106 Financial Intelligence SE
R13 Correspondent Banking - R31 Powers of LE & Investigative Authorities 107 ML Investigations & Prosecutions ME
R14 Money or Value Transfer Services Lc R32 Cash Couriers 108 ML Confiscations SE
R15 New Technologies PC(LC) | R33 Statistics 109 TF Investigations & Prosecutions. SE
R16 Wire Transfers Lc R34 Guidance & Feedback Lc 1010 Prevention of Terrorism & TF SE
R17 Reliance on Third Parties Lc R35 Sanctions Lc 1011 Prevention of WMD Proliferation MR
FATF Reports 2018 & 2023; Key: C = Compliant, LC = Largely Compliant, PC = Partially Compliant, NC = None Compliant. Key: HE = Highly Effective, SE = Substantially Effective, ME

Note ratings in brackets from 2019 and upgraded in 2023 = Moderately Effective, LE = Low Effective.
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