February Financial Crime Dashboard
2024 United Arab Emirates

“The UAE presents significant complexity when considering ML/TF risk and materiality given the range of activity (e.g. financial, economic, corporate, trade) conducted in the
country.”..."The main risks faced by the UAE are terrorist financing, and a range of ML activities including professional third-party money laundering, cash-based money
laundering, abuse of legal persons, trade-based money laundering and the laundering of proceeds, particularly from foreign predicate offences including fraud, tax offences
and organised crime. According to the NRA, the highest sectoral vulnerabilities on the mainland are in banking, money service businesses/exchange houses and in dealers in
precious metals and stones. The FFZs and CFZs present different areas of higher risk depending on their individual underlying activities” - FATF MER 2020
"UAE has substantially completed its action plan and warrants an on-site assessment to verify that the implementation of AML/CFT reforms has begun and is being sustained,
and that the necessary political commitment remains in place to sustain implementation in the future”. - FATF October 2023

Key Harms & Effects =

39% of UAE persons surveyed had 85,127 people suffering with drug 132,000 estimated victims of One of the world’s largest trading/ One of the world's global
online fraud attempts in 2021 - disorders (2019) representing 0.7% of modern slavery crimes in the UAE, transit hubs for illicit gold, di: d: international fil ial centres and
25,000 cybercrimes reported in 2020 population and 1,008 drug related with a 13.4 incidence in 100,000 & illegal fishing & transit of illegal so vulnerable to laundering domestic

(up 79% on 2019) & losses US$746M deaths in 2019 people. wildlife and foreign proceeds of crime

Key Financial Crime / Money Laundering / Terrorist Financing Threats = Identified by UAE

According to the 2018 UAE NRA, the “most common offences for ML were fraud, professional third party money /aundenng, drug trafflckmg, & counterfeiting andplracy of products”. - NRA Outreach 2019.
Higher priorities for the FIU & LEA include: terrorism finance, proliferation finance, TBML, ML of Internati ori | ML, professional money laundering, fraud and fraud related
money laundering, funds available in the UAE that can be frozen. Additionally (evidenced by d\ssemmahons) drug human/trafficking, hawala (unlicensed banking), sanctions and dual use and
complex ML including in higher risk sectors for example cash, PMS smuggling and dealers in PMS. FIU’s Annual Report 2022,

Terror & Proliferation Drugs/Human Counterfeit & Piracy of Illicit Assets PML including
Finance Traffi Goods to be Frozen International Elements

Trade Based Money i Fraud and Fraud related Sanctions & Dual Use Complex ML incl Cash/
Laundering ML Goods PMS

Additional Threats = Threats Identified By Third Parties

Human Trafficking Proliferation lllegal Drug Use Financial Crimes Environmental Crimes
(See 16 & 17 below) (See 10 Below) (See 6, 7, 11 & 30 Below) (See 12 & 34 Below) (See 20-22 & 33 Below)

= Sanctioned (Material Sanctions including for Financial Crimes related activities and WMD Proliferation) - By
United Nations @ - N > © @ &+ -No - O W =
Threat Metrics KPIs ™= By Third Parties
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. WB GDP - Economic Size Global Slavery Index 2023 OC Index 2023
(US$507.53 billion - GDP - 2022 est -28th largest) Est numbers of modern day slaves - 132,000 in 2021 Arms Trafficking 7/10
2 WB GDP per Capita Global Slavery Index 2023 OC Index 2023
(US$53,757 per capita - (2022 est) Modern Slavery Incidence - 13.4 per 1,000 people in 2021 llicit Trade in Excisable Goods 5.5/10
World Economic Forum 2019 ; OC Index 2023
3 Security 92.8 - 7/141 Countries US Deptof :;"i::‘l'::::’b""' 2021 Fauna - Wildlife 7.5/10, Flora - Timber Trafficking 5.5/10,
(OC, Terrorism, Homicides, Policing) (85.1/100/100/86.1) Illegal Mining 7.5/10
World Economic Forum 2019 10M Migration 2020 OC Index 2023
A OC 85.1- 7/141 Countries (2019) Trend - Improving 8.7 million migrants Financial Crimes 9.5/10
Numbeo Crime Survey 2023 1UU Fishing Index 2021 OC Index 2023
s 14.6-143/144 1UU Score 2.41 - 39/152 Countries Cyber Dependent Crime 8/10
lllegal Drug Dependency Disorders Number U Inst Health EU Listing of Countries for lllegal Fishing 2022 OC Index 2023
6 Metrics & Evaluation 2019 - 85,127 (1990 -2019 +677%) Not Included Extortion & Protection Ihcl(eleering 5/10
Illegal Drug Dependency Disorders Share US Inst Health US Dos - Wildlife Trafficking 2021 OC Index 2023
7 Metrics & Evaluation 2019 0.7% (1990 - 2019 +49%) Focus / Countries of Concern - Included Human Trafficking 8.5/10
s Int (TD). i ions Index 2023 UNODC Thefts 2016 OC Index 2023
68/100 26/180 Countries up from 67/ 100 - 27/180 Not Included People Smuggling 6.5/10
9 TRACE 2023 Global Financial Integrity lllicit Financial Flows 2017 OC Index 2023
Bribery Risk Matrix 46/100 Ranked 79/194 Countries 20.57 Developing Country (2017) Criminal Actors 5.7/10 (4.75/10 - 2021)
EUIPO & OECD Counterfeit Goods 2019 OC Index 2023 Criminal Networks 6.5/10, Mafia-Style
10 r"z";::;l'“:_'r:::ﬁ?zlz Propensity of Exports 0.995% (2016)/ OC Index 2023 1/10, Foreign Actors 7/10, State Embedded Actors 6.5/10,
llicit Trade in Counterfeit Goods 7/10 Public Sector Actors 7.5/10
US Dept of State 2023 EU List of None Co operative Jurisdictions for Tax purposes Estimated Corruption Proceeds A
" INCSR Vol 1 Drug Control - Not Included 2023 - NotIncluded 1% of GDP as per EU Assessment US$5 Billion
- US Dept of State 2022 Tax Justice Network - Financial Secrecy Index 2022 Estimated Fraud Losses 2019 A
INCSR Vol Il Financial Crime - Included 8/141 Countries Secrecy Score 79/100 & 1.91% FSl Share 6.05% of Global GDP - US$30 Billion
13 US Dept of State 2022 Tax Justice Network - Corp Tax Haven Index 2021 Estimated Money Laundering
Country Reports on Terrorism - Included 10/70 Countries - CTHI Score 98/100 & 3.8% CTHI Share 2.7% of GDP US$13.7 Billion o
Global Terrorism Index 2023 OClIndex 2023 Estimated Organised Crime (POC)
14 AR e Criminality 6.37/10 (5.75/10 - 2021) 3 2 A
1.241(76/163) O e Ry A Al S 41% of POC (45 below) is US$7.3 Billion
Sanctioned by UN, USA, EU, UK or Others (Canada, Japan OC Index 2023 Drugs - Synthetics 7.5/10, Cocaine 6/10, Estimated Financial Crime - Proceeds of Crime (POC)
15 or Switzerland) - Not Included Heroin 7/10, Cannabis 6.5/10 3.6% of GDP US$18 Billion Q



https://www.fatf-gafi.org/content/dam/fatf-gafi/mer/Mutual-Evaluation-Report-United-Arab-Emirates-2020.pdf.coredownload.pdf
https://ae.visamiddleeast.com/dam/VCOM/regional/cemea/unitedarabemirates/paywithvisa/security-and-assistance/security-month-campaign/ae-en-visa-security-survey-uae-infographic-english.pdf
https://www.comparitech.com/blog/vpn-privacy/cybercrime-cost/
https://www.comparitech.com/blog/vpn-privacy/cybercrime-cost/
https://ourworldindata.org/grapher/number-with-drug-use-disorders-country?tab=table
https://ourworldindata.org/grapher/deaths-due-to-drug-use?tab=table&country=~ARE
https://www.namlcftc.gov.ae/media/00aeyqio/uae-nra-outreach-program.pdf
https://www.uaefiu.gov.ae/media/iwnla3ig/cbuae-fiu-report-2023-a4-e.pdf

Key Sector Risks & Vulnerabilities = Identified by UAE

The sectors considered most vulnerable to ML are Banks, MSBs & Precious Metals Dealers & for FFZ's: Exchange Houses. See: NRA Outreach 2019:

Non FFZ’s “High” Risk

Banks - MSBs/Exchange Houses - Pre
Metals Dealers - Cash Intensive
Business/Offshore Business Structures
- E/New Payment/Smart ATM's/SVC's/

None FFZ’s “Med High” Risk

Lawyers & Notaries, Real Estate
Agents, Co Service Providers, Fin
Advisers & Consultants, Investment
Funds & Asset Managers, Financial

None FFZ’s “Med High” Risk

Auditors, Custodians, Life Insurance &
Investment, Property & Casualty
(General Insurance).

X Border Cash

9/45 - RED

Brokers & Agents, Credit Providers

FFZ’s “High” Risk FF2Z’s “Med High Risk”

Exchange Houses Banks, Brokers & Agents, WM,

Custodians, Inv Fund Mgt, Fin Adyv,
DNFBPs (CSPs, precious metals &
stones, real estate agents, lawyers,

notaries & other ind legal businesses

Response Metrics KPIs = By Third Parties

17/45 - AMBER

14/45 - GREEN

5/45 - N/A Mostly MIXED

4 | OECD- Global Forum on Transparency & Exchange Info for OC Index 2023 - Re: 5.13/10; Overall 84/193 A - European Union Third Country Grey List 2023
Tax Purposes 2019 - Largely Compliant countries, 16/46 Asia & 7/14 Western Asia Included
a Global Slavery Index 2023 OC Index 2023 A s FATF Reports by Date of Publication
Country Response Rating 50/100 National Policies & Laws 5.5/10 Reports 2020 & FUR 2021 & 2023
3 US Dept of State 2022 Trafficking in Persons OC Index 2023 23 FATF Grey List - Strategic AML Deficiencies 2023
Tier 2-2022) AML3.5/10 (Including Suspensions) - Included
A Proliferation Index - PPl 2021/2022 oc 2023 A . FATF Black List - Call for Counter Measures 2023
Controls 847/1300 High Controls score International Co Operation 5/10 Not Included
Global Cybersecurity Index 2020 OC Index 2023 Gov Spending on Public Order / Law & Order
s 98.06 (5/182) Political Leadership & Governance 5/10 A 35 Knoema 2016 N/A
PWC Crypto AML Regulation 2022 AML/ CTF NRA 2018
© Crypto Regulated for AML/CTF - Included 36 | Yes but summary only public plus 8 higher risk sector NRAs L
; BO Transparency - Registers 2023 OC Index 2023 A 5
lic Register Not Cc i Justice System & Detention 5.5/10 UAE AML/CFT PPP since 2021
Freedom House 2023 OC Index 2023 FIU FTF 2021
U Freedom Index 18/100 “Not Free” Law Enforcement 6/10 o & 54 staff Q
o \ge Foundation 2023 39 | STRs/SARs filed 2021 - 20,070 in 2021 & 38,912 in 2022 - A
Economic Freedom Index - 70.9 (24/176) a5/10 7,000 Jan/Feb 2023 up 17% in Q2/2023)
o Basel AML Index 2022 3 A 40 | STRS/SAR/Other Conversion Rate (CR)-1,212 reports sent "
5.70/10 - 44th/128 (1 being the worst) Territorial Integrity 5.5/10 to LEA - 5.8% CR 2021/ 2,543 reports - 6.5% CR 2022
World Bank Regulatory Quality (2021) OC Index 2023 ML Convictions - 220 (2019-21), 92 in 2022/2022 & 76
11 | from WB Global Gov Indicators 1.01 - 33/191 (1 the best) Economic Regulatory Capacity 5.5/10 L “ from March - Mid July 2023 at 92.1% conviction rate
- Institute for Crime & Justice Policy Research 2021 - - OC Index 2023 A a2 | HTC - US TIP 2022 23 convictions (1st for 1 for
Imprisonment 104/100,000 Victim & Witness Support 6/10 forced labour) versus 15 in 2020 and 67 in 2019
13 Environment Performance Index 2022 A 28 OC Index 2023 a3 Ti - Exporting Corruption Enforcement of the OECD Anti-
Score 52.49 (39/180) Non State Actors 3/10 Bribery Cos n 2022 - Not Included
s World Justice Project Rule of Law Index 2022 A 29 FIU Egmont Member 2023 s Assets Seized
Score 0.63/Rank 37/140 Yes since June 2022 AED2.54B (US$694M seized in 2022) or 3.8% of POC
Assets Confiscated
15 Bud .ﬂ?“s"fr:: "s'('::" f:::mdu ded N/A 30 "::fﬁ':f:;‘;" 45 | AED2.3B(US$625M)in 2021 & AED2.19B (USS600M in
o parency o 2022) AEDS.4B (US$1.58) 2023 8.3% POC

4/51 - RED

FATF Ratings ™= Reports 2020 & FUR 2

7/51 - AMBER

40/51 - GREEN

& 2023

0/51 - N/A Mostly GREEN

FATF 40 Recommendations R18 Internal Controls & Foreign Branches & Subsi International Instruments

R1 Assessing Risks & Applying a Risk Based Approach Lc(pc) | R19 Higher Risk Countries Mutual Legal Assistance Lc
R2 National Cooperation & Coordination Lc(pc) | R20 Reporting of Suspicious Transactions Mutual Legal Assistance , Freezing & Confiscation Lc
R3 Money Laundering Offence Lc R21 Tipping Off & Confidentiality Extradition

R4 Confiscation & Provisional Measures Lc R22 DNFBPs CDD Lc R40 Other Forms of International Cooperation Lc
RS Terrorist Finance Offence Lc R23 DNFBPs Other Measures. Lc

Ré6 Targeted Financial Sanctions related to Terrorism & TF R24 Transparency & BO's of Legal Persons Lc FATF 11 Immediate Outcomes

R7 Targeted Financial Sanctions related to Proliferation R25 &BO's of Legal Lcec) | 101 Assessment of Risk Co Ordination & Policy Setting I ME
R8 Non Profit Organisations Lc R26 Regulation & Supervision of FI's 102 International Co Operation

R9 Fl Secrecy Laws - R27 Powers of Supervisors 103 Supervision ME
R10 Customer Due Diligence Lc R28 Regulation & Supervision of DNFBP's I Lc 104 Preventative Measures ME
R11 Record Keeping Lc R29 Financial Intelligence Unit 105 Transparency & Beneficial Ownership
R12 Politically Exposed Persons Lc R30 ibilities of LE & igati iti 106 Financial Intelligence I ME
R13 Correspondent Banking R31 Powers of LE & Investigative Authorities 107 ML Investigations & Prosecutions
R14 Money or Value Transfer Services Lc R32 Cash Couriers 108 ML Confiscations ME
R15 New Technologies PC R33 Statistics Lc 109 TF Investigations & Prosecutions SE
R16 Wire Transfers R34 Guidance & Feedback Lc 1010 Prevention of Terrorism & TF ME
R17 Reliance on Third Parties Lc R35 Sanctions Lc o011 Prevention of WMD Proliferation

FATF Reports 2020, 2021, 2023; Key: C = Compliant, LC = Largely Compliant, PC = Partially Compliant, NC = None
Compliant. Note ratings in brackets from earlier 2020 Report and upgraded in 2021/2023

Key: HE = Highly Effective, SE = Substantially Effective, ME
= Moderately Effective, LE = Low Effective.
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https://www.namlcftc.gov.ae/media/00aeyqio/uae-nra-outreach-program.pdf
https://www.namlcftc.gov.ae/media/00aeyqio/uae-nra-outreach-program.pdf
https://www.fatf-gafi.org/content/dam/fatf-gafi/mer/Mutual-Evaluation-Report-United-Arab-Emirates-2020.pdf.coredownload.pdf
https://www.fatf-gafi.org/content/dam/fatf-gafi/fsrb-fur/MENAFATF-FUR-UAE-Nov%202021.pdf.coredownload.pdf
https://www.fatf-gafi.org/content/dam/fatf-gafi/fsrb-fur/UAE-Follow-Up-Report-2023.pdf.coredownload.pdf
http://www.financialcrimenews.com

