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“The UAE presents significant complexity when considering ML/TF risk and materiality given the range of activity (e.g. financial, economic, corporate, trade) conducted in the 
country.”…”The main risks faced by the UAE are terrorist financing, and a range of ML activities including professional third-party money laundering, cash-based money 

laundering, abuse of legal persons, trade-based money laundering and the laundering of proceeds, particularly from foreign predicate offences including fraud, tax offences 
and organised crime. According to the NRA, the highest sectoral vulnerabilities on the mainland are in banking, money service businesses/exchange houses and in dealers in 

precious metals and stones. The FFZs and CFZs present different areas of higher risk depending on their individual underlying activities”. - FATF MER 2020 
“UAE has substantially completed its action plan and warrants an on-site assessment to verify that the implementation of AML/CFT reforms has begun and is being sustained, 

and that the necessary political commitment remains in place to sustain implementation in the future”. - FATF October 2023

 Key Harms & Effects 🇦🇪  

39% of UAE persons surveyed had 
online fraud attempts in 2021 - 

25,000 cybercrimes reported in 2020 
(up 79% on 2019) & losses US$746M

85,127 people suffering with drug 
disorders (2019) representing 0.7% of 

population and 1,008 drug related 
deaths in 2019

132,000 estimated victims of 
modern slavery crimes in the UAE, 
with a 13.4 incidence in 100,000 

people. 

One of the world’s largest trading/
transit hubs for illicit gold, diamonds 

& illegal fishing & transit of illegal 
wildlife

One of the world’s global 
international financial centres and 

so vulnerable to laundering domestic 
and foreign proceeds of crime 

  Key Financial Crime / Money Laundering / Terrorist Financing Threats 🇦🇪  Identified by UAE 

According to the 2018 UAE NRA, the “most common offences for ML were fraud, professional third party money laundering, drug trafficking, & counterfeiting and piracy of products”. - NRA Outreach 2019.  
Higher priorities for the FIU & LEA include: terrorism finance, proliferation finance, TBML, ML of International proceeds or international ML, professional money laundering, fraud and fraud related 

money laundering, funds available in the UAE that can be frozen.  Additionally (evidenced by disseminations), drug human/trafficking, hawala (unlicensed banking), sanctions and dual use and 
complex ML including in higher risk sectors for example cash, PMS smuggling and dealers in PMS. FIU’s Annual Report 2022,

Terror & Proliferation 
Finance

Drugs/Human 
Trafficking

Counterfeit & Piracy of 
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Illicit Assets  
to be Frozen  

PML including with 
International Elements  

Trade Based Money 
Laundering 

Hawala (Unlicensed 
Banking) 

Fraud and Fraud related 
ML

Sanctions & Dual Use 
Goods 

Complex ML incl Cash/
PMS   

  Additional Threats 🇦🇪  Threats Identified By Third Parties

Human Trafficking  
(See 16 & 17 below)

Proliferation  
(See 10 Below) 

Illegal Drug Use  
(See 6, 7, 11 & 30 Below)  

Financial Crimes  
(See 12 & 34 Below)

Environmental Crimes   
(See 20-22 & 33 Below) 

 🇦🇪  Sanctioned (Material Sanctions including for Financial Crimes related activities and WMD Proliferation) - By

United Nations 🇺🇳  - No USA 🇺🇸  - No  🇪🇺  🇬🇧  🇦🇺  🇨🇦  🇯🇵  🇨🇭  - No  🇦🇪  🇧🇷  🇮🇳  🇿🇦  🇹🇷  - No  🇷🇺  🇨🇳  - No

   Threat Metrics KPIs 🇦🇪  By Third Parties

19/45 - RED 12/45 - AMBER 11/45 - GREEN 3/45 - N/A Mostly MIXED

https://www.fatf-gafi.org/content/dam/fatf-gafi/mer/Mutual-Evaluation-Report-United-Arab-Emirates-2020.pdf.coredownload.pdf
https://ae.visamiddleeast.com/dam/VCOM/regional/cemea/unitedarabemirates/paywithvisa/security-and-assistance/security-month-campaign/ae-en-visa-security-survey-uae-infographic-english.pdf
https://www.comparitech.com/blog/vpn-privacy/cybercrime-cost/
https://www.comparitech.com/blog/vpn-privacy/cybercrime-cost/
https://ourworldindata.org/grapher/number-with-drug-use-disorders-country?tab=table
https://ourworldindata.org/grapher/deaths-due-to-drug-use?tab=table&country=~ARE
https://www.namlcftc.gov.ae/media/00aeyqio/uae-nra-outreach-program.pdf
https://www.uaefiu.gov.ae/media/iwnla3ig/cbuae-fiu-report-2023-a4-e.pdf


Key Sector Risks & Vulnerabilities 🇦🇪  Identified by UAE 

 The sectors considered most vulnerable to ML are Banks, MSBs & Precious Metals Dealers & for  FFZ’s: Exchange Houses. See: NRA Outreach 2019:

Non FFZ’s “High” Risk None FFZ’s “Med High” Risk None FFZ’s “Med High” Risk FFZ’s “High” Risk FFZ’s “Med High Risk” 

Banks - MSBs/Exchange Houses - Pre 
Metals Dealers - Cash Intensive 

Business/Offshore Business Structures 
- E/New Payment/Smart ATM’s/SVC’s/

X Border Cash

Lawyers & Notaries, Real Estate 
Agents, Co Service Providers, Fin 

Advisers & Consultants, Investment 
Funds & Asset Managers, Financial 
Brokers & Agents, Credit Providers

Auditors, Custodians, Life Insurance & 
Investment, Property & Casualty 

(General Insurance).

 Exchange Houses  Banks, Brokers & Agents, WM, 
Custodians, Inv Fund Mgt, Fin Adv, 
DNFBPs (CSPs, precious metals & 
stones, real estate agents, lawyers, 

notaries & other ind legal businesses

   Response Metrics KPIs 🇦🇪  By Third Parties

9/45 - RED 17/45 - AMBER 14/45 - GREEN 5/45 - N/A Mostly MIXED

   FATF Ratings 🇦🇪  Reports 2020 & FUR 2021 & 2023

4/51 - RED 7/51 - AMBER 40/51 - GREEN 0/51 - N/A Mostly GREEN
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https://www.namlcftc.gov.ae/media/00aeyqio/uae-nra-outreach-program.pdf
https://www.namlcftc.gov.ae/media/00aeyqio/uae-nra-outreach-program.pdf
https://www.fatf-gafi.org/content/dam/fatf-gafi/mer/Mutual-Evaluation-Report-United-Arab-Emirates-2020.pdf.coredownload.pdf
https://www.fatf-gafi.org/content/dam/fatf-gafi/fsrb-fur/MENAFATF-FUR-UAE-Nov%202021.pdf.coredownload.pdf
https://www.fatf-gafi.org/content/dam/fatf-gafi/fsrb-fur/UAE-Follow-Up-Report-2023.pdf.coredownload.pdf
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