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Proliferation Finance Dashboard
(Based on FATF Report 2025)

WMD & Proliferation Finance

WMD is “related to the manufacture, acquisition, possession, development, export, trans shipment,
brokering, transport, transfer, stockpiling or the use of nuclear, chemical or biological weapons & their
means of delivery & related materials (including both dual use technologies & dual use goods used for

Proliferation Finance is “raising, moving or making available funds, other assets or other economic
resources, or financing, in whole or in part, to persons or entities, for purposes of WMD proliferation,
(including the proliferation of their means of delivery & related materials (including both dual use
technologies & dual use goods for non legitimate purposes”.

non legitimate purposes)”.

194 Country Results Related to FATF Recommendation 7 & Immediate Outcome 11 on PF

32 NC/102 LE

57 NC/60 ME 79 LC/29 SE

26 C/3 HE

Main Complex PF & Sanctions Evasion Related Threats from FATF Report 2025

“There is no universally agreed upon estimate of the total finds generated or moved to support PF”
“The FATF assesses that evolving threats & vulnerabilities relevant to PF & sanctions evasion represent
enormous challenges for the public & private sectors. The current risk environment is characterised by

state & non-state actors acquiring & all sourcing use goods, technology, & knowledge through the use of

procurement networks”.
“The most significant PF threat to the international financial system is posed by state sponsored or

affiliated actors, including but not limited to those associated with sanctions evasion and PF activities

related to the DPRK, the sole UN sanctioned country”.

- FATF Complex Proliferation Finance & Sanctions Evasion Schemes, June 2025 (“FATF Report 2025”)

DPRK/North Korea &

Islamic Republic Iran ==

Russian Federation =

Terror/Criminal Groups

- DPRK has increased
financial connectivity &
diversified revenue
generation. Has finance
ties in 4 countries, incl
Russia & China.

- DPRK involvement in
many criminal activities
associated with PF &
sanctions evasion:
forgery fraud cyber theft
arms, wildlife trafficking
& smuggling of items.
- Higher risk sectors;

- wig & false eyelashes

sectors (exports
amounted to 60% of
all exports to a
neighbouring country
-1H 2024) &
- lllegal wildlife from
SSA (countries with
historic links &
diplomatic relations).

- Iran relies on proxies
including “well
connected
businesspersons” aiding
in Iranian oil smuggling
efforts while banks gold
traders and foreign
exchange houses can
serve as important
conduits for money
laundering and complex
sanctions evasion.

- Hizbollah operatives
have sought access to
weapons and equipment
in contravention of
sanctions on Iran’s
behalf.

- These relationships
show that criminal
markets that underpin
Irans foreign operations
serve as a catalyst for a
range of threats.

- As a result of the
international sanction
pressure targeted on
the Russian economy,
elites etc, because of

the military invasion of

Ukraine, Russia has
found it necessary to

take additional steps to

sustain its economy and
military strength.

- Russia as a result felt it
needed to deepen its
ties to DPRK including
for example a recent

agreement which
brought DPRK fighters
directly into the war in
Ukraine.

- Because of it’s close
ties to DPRK, “many
countries view Russia as
a PF threat by
extension”.

- Many countries
remain concerned
about the efforts of non
state actors such as
terrorist groups and
criminal organisations,
some of which seek to
acquire and or source
goods, knowledge and
technology related to
WMD.

- Whilst there are few
examples of the these
parties successfully
exploiting the
international financial
system to support PF
actors or activities,
many countries view
the potential impact of
this possible activity as
important and as such
must be monitored on
an ongoing basis.
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Main Complex PF & Sanctions Evasion Schemes Related Vulnerabilities - From FATF Report 2025

Key Vulnerability Factors - Structural at National Level

Geographic &
Demographic

Banking Correspondent
Banking e.g. Open a/c

Trust & Company
Service Providers

Economic &
Trade

Other FI’s including
Insurance

Precious Metals &
Stones Dealers

Regulatory

Key Vulnerability Factors - Sectoral at National Level

Virtual Assets & VA
Service Providers

Aeronautics &
Info Technology

WMD Related/Dual
Use Production

New/Alternative
Payment Infra

Maritime &
Shipbuilding

Key Typologies Identified by FATF Global Network - From FATF Report 2025

The FATF Report spotlights four major typologies (based on 38 Case Studies from 19 Countries)

1) Enlisting intermediaries
to evade sanctions:
- Use of front and shell
companies - a
common vehicle to
obscure the path of
dual use goods or from
investigation.
- Use of Bank Accounts
& Financing through
third countries.

2) Obscuring BOI to Access
the financial system:
- 3rd party financial
facilitators (ff’s)
supporting financial
access to FS for DPRK
- Networks unlicensed ff’s
- Using different types of
legal persons
- Exploitation of credit &
debit cards by the DPRK

3) Using Virtual Assets
and Other Technologies:
- Using Virtual Assets (VA)

to move funds

- VAand the generation
of funds via cybercrime

- Foreign entities &
individuals committing
fraud to hide lucrative
business with DPRK IT

Workers.

4) Exploiting the maritime
and shipping sectors:
- Altering vessel
Identification
- Ship to ship transfers
- Disabling and
manipulating
automated
identification system
(AIS) broadcasts.
- Falsifying Documents.

- Case Study Examples 38 in total from: United States 11, France 5, UAE 4, Indonesia 2, Australia 1, Cambodia 1, Canada 1, European
Commission 1, Germany 1, Japan 1, India 1, Netherlands 1, Nigeria 1, Portugal 1, Senegal 1, Singapore 1, South Korea 1, Taiwan & Ukraine 1.
- Annex 1 includes 78 Risk Indicators: 1. Customer Information/Behaviour - 25, 2. Transactions - 22, & Trade Activities - 31 (Note: many describe
Indicators related to general illicit activity)

Challenges and Good Practices in Mitigating PF Related Risks - From FATF Report 2025

“In the absence of robust information sharing mechanisms, it may be difficult for the private sector to
detect complex PF & sanctions evasion schemes through standard risk management processes”.

Due Diligence - CDD/EDD
International co-operation

PPP/Information sharing

Transaction Monitoring

Interagency Coordination

Sanctions Screening

Open Source Intelligence Advanced Analytics

SAR/STR Reporting

Intelligence Sharing
Blockchain Analytics

Guidance & Advisories

Key Recommendations & Actions from FATF Report 2025

1. Periodic update on
PF: Countries should
update their
understanding of the
main threats
vulnerabilities and
typologies relating to PF
and sanctions evasion
on a periodic basis.

2. Promote public-
private sector
collaboration: Countries
to follow up with private
sector on the findings of
the FATF Report 2025 to
develop guidance to
strengthen CPF
measures.

3. Adding an official
definition for Weapons
of Mass Destruction.
The FATF should
consider within 5 years
having a formal WMD
definition which can be
included in the official
FATF General Glossary.

4. Conduct a horizontal
review of the FATF
Global Network’s PF
Risk Assessments.
Within 3 years consider
a horizontal review of
PF risk assessments, to
improve understanding
& mitigate PF risk.

Prepared & Published by Financial Crime News / Metriqa Limited / All from the FATF Report 2025 - For more see www.financialcrimenews.com



http://www.financialcrimenews.com

